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UK. Depariment of Jastice

Federal Burean of Investigation

Honorable Richard M. Buir
Chairman
Scleet Committee on Intelligence

Honorable Charles E. Grassiey
Chairman
Coramittee on the Judiciary

Heonaorable Richard Shelby

Chatrman

Commitsze 6n Appropriations

Subcommiitee on Commerce, fustice, Science
and Related Agencies

Honorabie Ron Johnson
Chairman
Comrmittee on Homeland Security and

Waskington, .0, 3523

Qcisber 28, 2016

Honerable Devin Nunes
Chairman
Permanent Select Committee on intelligence

Honorable Robert Geodlatte
Chairman
Committee on the Judiciary

Honorable John Culberson

Chairman

Commitiee on Appropriations

Subcommitice en Commerce, Justice,
Science and Related Agencies

lHonorable Jason Chaffetz
Chatrman
Committee on Oversight and

Governmental Afdairs Government Reform

Dear Messrs Chaimmen:

{n previous congressicnal estimony, | referred 1o the fact that the Federa! Bureguof
lovestigation (1B} had completed its investigation of former Secretary Clinton’s personal email
server. Due 10 recent developments, I am writing 1o supplement my previons testimony,

{n connection with an unrelated case, the FBI has learned of the existence of emails that
appear to be pertinent to the mvestigation. [ am wnting to inform you that the investigative team
briefed me on this yesterday, and | agreed that the FB{ should take appropriate investigative
steps designed to allow investigators to review these emails to determine whether they contain
classitied information, as well as o assess their importance to our investigation.

Although the FBI cannot vet assess whether or not this material may be significant, and 1
cannot predict how long 1t will take us to complete this additional wosk, 1 believe it is important
1o update your Committees about our efforts in light of my previous testimony.

Sincerely yours,

James B, Comey
Director

FBI (16cv2531)-1



1 -- Honorable Dianne Femstein
Vice Chatrman
Select Commitize on Intelligence
United States Senate
Waghington, DC 20510

1 -~ Honorable Patrick J. Leahy
Ranking Member
Committee on the Judiciary
United States Senate
Waskiington. DC 20510

| - Honorable Barbara Mikulski
Ranking Member
Commiftee on Appropriations
Subcommittee on Commerce, Jastice, Science
and Related Agencies
United States Senate
Washington, DC 20310

1 - Honorable Thomas R. Carper
Ranking Member
Committee on Homeland Secuniy and
Governnental Affairs
United States Senate
Washington, DC 20310

1 ~ Honorable Adam B. Schiff
Ranking Member
Permanent Select Committee on Intefligenice
U.S. House of Representatives
Washington, DC 20S51S

1 - Honorable John Convers, Jv.
Ranking Member
Commitiee on the Judiciary
1.8, House of Representatives
Washington, DC 20515

1 - Honorable Michael Honda
Ranking Member
Comrmitiee on Appropriations
Subeenmmittee on Commerce, Justice, Science
and Related Agencies
LLS. House of Representatives
Washington, DC 205135

FBI (16cv2531)-2



1 - Henorable Elijah £, Commings
Ranking Member
Committee on Oversight and
Gevernment Reform
t1.8. House of Representatives
Washingion, DC 20515

FBI (16cv2531)-3



U8, Depariment of Jastics

Federal Bureau of Investigation

Warhingemn, 8O, 36538

November 6, 2016

Honorabie Richard M. By Henorable Pevin Nunes

Chairman Chairman

Select Coremittee on Inteligence Permanent Select Comniitter on Intelligence

Honorable Charles ¥, Grassley Hounorable Robert Goodlatte

Charman Charman

Commitice on the Indiciary Committee on the Judiciary

Honcrabie Richarid Shelhy Hoenorable John Culberson

Chatrman Chaivman

Commitiee on Appropriations Committee on Appropriations

Subvommiitee on Commeree, Justice, Subcommittes on Commeres, Justice,
Science and Related Agencies Science and Related Agencies

Honorable Ron Jobuzon Honorable Jason Chaffotz

Chairman Chairman

Commitiee on Homeland Seeurity and Commitiee on Oversight and
Governmental Aftairs Government Refonn

{ear Messrs, Chainmen:

Fwrite to supplement my October 28, 2014 letter that notified you the FB would be
taking acktitional investigative sieps with respect to former Secretary of State Clinton’s use of a
personal ematl server. Since my letter, the FBInvestigaiive team bas been working around the
cloek to process and review 4 farge volume of emaily from a device obtained in conpection with
an unvelated eriminal nvestigation. During that process, we reviewed all of the communications
that were to or from Hillary Clinton while she was Secretary of State

Based on our review, we have not changed our conclusions that we expressed in Jaly
with respect 10 Seerotary Clinton

[am very grateful to the protossionals at the K81 for doing an extraordinary amount of
gty work in a short period of time,
Sincerely yours,

o

James B, Comey
Director

cer See next page

FBI (16cv2531)-4



1 — Honorable Dianne Feinstein
Vice Chairman
Select Committee on Intelligence

1 — Honorable Patrick J. Leahy
Ranking Member
Committee on the Judiciary

1 — Honorable Barbara Mikulski
Ranking Member
Committee on Appropriations
Subcommittee on Commerce, Justice,
Science and Related Agencies

1 - Honorable Thomas R. Carper
Ranking Member
Committee on Homeland Security and
Governmental Affairs

1 — Honorable Adam B. Schiff
Ranking Member
Permanent Select Committee on Intelligence

1 — Honorable John Conyers, Jr.
Ranking Member
Committee on the Judiciary

1 — Honorable Michael Honda
Ranking Member
Committee on Appropriations
Subcommittee on Commerce, Justice,
Science, and Related Agencies

"1 — Honorable Elijah E. Cummings

Ranking Member
Committee on Oversight and
Government Reform

FBI (16cv2531)-5



ALL FRI INEURMATION CONTAINED
HEREIN IS UNCLASSI¥IED

DATE 04-04-2017 BY J37385T94 NSICG :S__ i

UNCLASSIFIED WHEN SEPARGSEDeRR 1M éi¥ GE PéiRel

Federal Bureau of Investigation

Washington, D.C. 20535

November 29, 2016

The Honorable Charles E. Grassley
Chairman

Committee on the Judiciary

United States Senate

Washington, DC 20510

Dear Mr. Chairman;

This is in further response to your letter dated October 18, 2016 posing questions arising
from your review of materials provided to the Committee on October 14, 2016 related to the
FBI’s investigation of former Secretary Clinton's use of a personal e-mail server. Specifically,
this responds to your request for information concerning allegations of a quid pro quo in
connection with a State Department request that the FBI downgrade the classification of a
specific email in exchange for consideration of an FBI resource request.

By way of background and as reflected in documents previously provided to the

Committee, on April 6, 2015,| Person who works at |Records Management Division,

received an email from the State Department requesting that the FBI conduct a classification

review of several email communications involving former Secretary of State Hillary Clinton, b6 -1
which the State Department believed might have contained FBI information. There were b7C -1

multiple communications internal to the FBI and between the FBI and the State Department
concerning the State Department’s request that the FBI change the classification determination of
a single sentence contained in one State Department email. In mid-May 2015, FBI

| FBIEMFLUYEE |was contacted by Under Secretary of State Patrick
Kennedy concerning this matter. Under Secretary Kennedy hosted a meeting on May 19, 2015
regarding the classification issue. Ultimately, as reflected in the documents, the classificatien of
the email was not changed, and it remains classified today.

This request by the State Department and the FBI’s response has been independently
reviewed by both the FBI and the State Department Office of Inspector General (OIG). The
FBI’s investigative team interviewedon July 30, 2015, and on August 3,2015[ ]

rovided his internal FBI emails to the investigative team. (Copies of these 302s and the b6 -1
emails have been provided to the Committee.) Later that month, on August 28, 2015, the State b7c -1

Department OIG contactedlperson |requesting to speak with him about the meeting with
Under Secretary Kennedy regarding the classification decision of an email containing FBI
SE >
UNCLASSIFIED WHEN SEPARATED FROM ENCLOSURE
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SECRE#AREIFORN
UNCLASSIFIED WHEN SEPARATED FROM ENCLOSURE

information. IIladvised the FBI’s Inspection Division of State Department OIG interest

in the matter. FBI Inspection Division then advised the investigative team as well as the Justice

Departmeni’s Justice Management Division. On November 20, 2015, the FBI’s Inspection 23 c_il
Division provided State Department OIG with a copy of the State Department email at issue as

well emails to the State Department advising of the FBI’s classification

determination. (A copy of these documents is enclosed:) Ultimately, the State Department OIG
met with on approximately December 15, 2015.

On approximately August 31, 2015, the FBI’s investigative team met with the FBI’s
Inspection Division to discuss what, if any, internal actions were necessary to address the request
of] regarding additional overseas resources. The Inspection Division advised it
did not warrant a separate review because|retiree guy who had been| |

be -1

| was scheduled for retirement at the end of the year,” and no change b7c -1

was ultimately made to the classification determination. When the FBI Inspection Division
demurred on any investigative action, on September 3, 2015, the FBI investigative team
interviewed

As a reminder, the attached material is provided to the Committee in furtherance of its
oversight activities. These materials are non-public and contain classified and other sensitive
material. For that reason, these materials may not be further disseminated or disclosed, in part or in
full, without obtaining the FBI's concurrence. The production of these materials does not waive
any applicable privilege.

Sincerely,

s

Jason V. Herring
Acting Assistant Director
Office of Congressional Affairs

Enclosure

1 - The Honorable Patrick J. Leahy
Ranking Member
Committee on the Judiciary
- United States Senate
Washington, DC 20510

e

UNCLASSIFIED WHEN SEPARATED FROM ENCLOSURE

'Iretiree guy |retired on approximately| ] bé -1
SECREISEFTURN b7c -1

FBI (16cv2531)-7
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ALL FBI INFORMATION CONTAINED N . 5
BEREIN IS URCLASSIFIED SE ) N
DATE 04-04-2017 BY 337)5851%4 HSICG

. (D) (5)
From: . [ o (FBY)
Sent: ) riday, November 20, 2015 10:52 AM : e

To: . 'seidedz@state. sggov.gov'; 'costelioj@state.sgov.gov'; ‘'myersec@state.sgov.gov' SED
Subject: DOS OIG Rewuesit for FBI information - SECREHAEFURN S
SentinelCaseld: TRANSITORY RECORD _ &
Classification: SEC ORN S A

c ified By: F26M89K80 — e :
Derxived From: >—dated 20130301 o S

Decla T 20401231 — S

TRANSITORY RECORD

e,

HRC emails, FOIA Stae Emails#2 --- Coordination, FOIA case QRC Benghazi/
case F-2015-.. UNCLASSIFIED.. leview - Segment 2015-04841 pesp' ~ClA Emails #1--.

o

Please see the attached emails provided per your request dated 18 ‘, ‘515, ltem 4.
Let me knaw if you have any questions. &5

Thanks, | ¥
Inspection Division
(Blackberry) - p7C -1

FBI (16cv2531)-8



SEC N

r
-

From: ' Reid, Rosemary D [ReidRD@state. sgov.gov)

Sent: Monday, April 06, 2015 11:36 AM

To: o | :

Subject: Coordination Review - Segment H-3 ' b6 -1
- b7C -1 d

Attachments: " C05739888 - Clean.PDF; C05739808 - Work.PDF; FBI H-G003.pdf

- attached is one document from segment H-3 for your review. There are two versions of the document —
and one marked with our review recommendation.

Please let me know if you have any questions,

Thanks so much,
Rosemary Reid
202-663-1517

H X .
This email is UNCLASSIFIED.

From: Glfford Wesley P

Sent: Monday, April 06, 2015 10: 34 AM
To: Reid, Rosemary D

Cc: Tillery, Monics ]

Subject: Ref FBI H3

Wesley P Gifford
US Department of State
Program Analyst
(202) 663-2074

GiffordWP@state.gov

SE N

5 -
Coordination Review « Segment H-3.htm[10/14/2015 4:56:06 PMVI) FBl (1 6cv2531 ) °
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 this could lead to sumeth’ng 6

STATE OEPT. -§

SUBSECT TO AGREEMENT ON

CERPE R R

o -

frona:

Sulivan; Jacob ) <Xlivansf@state.gov>

Sent:. Sunday, November 18, 2612 844 PM

To¥ > S

Subject: Fw; FYt - Report of arests -« possible Benghazi connecyon
F_yi:

From: Jalites, BethE -

Seat: Sunday, November 18, 2012 07214 PM

To: Burns, William J; Sherman, Wendy R; Suitivan, Jacob J

Ce: Dibbte, Eizabeth t; Raebuck, Willar. V

Sa!nect' Fuy: FYT - Report of amests - possm Benghazi connaction

Tiis preliminary; byt very interesting: pis see b,e.lobsk F8f In Tripoli is fuily involved. & A4

Fram: Rocbuck, Willom V _ :i S os
Senls Sunday, Rovamber 18, 2012 07:01 PM ol pex
To: Janes, Beth £; Maasel, Raymond D; Abdalfa, Alyca N; Sideteas, EMGH083; Miler, James N b3 -1

Subject: FYI- Ragort of arre.sts posslble Benghaz ¢onnection:

Post reports thet -I'.}b_scans" pofice have arrested severalg e taday who may/may. have some connection to

b7A per DOS
b7D per DOS
b7E per DOS

is‘a significant break in the J6s, of

e S Sghreb Affajrs

Spfiartment of State

X 202.687.467

roebuckwu@state.gov

£

¥BI INFO.

CIASSI¥IED BY: NSICG J3273857%4
REASON: 1.4 (O

DECLASSIFY ON: 12-31-2037
DATE: 04-04-2017

FBI (16cv2531)-10

STATE DEPY. - PROD T )
SUBJECT TO AGREEMENT oﬁ@mﬁﬁm%@m FOIAWAIVER. STATE-SGB0045763


Perry
Highlight

Perry
Highlight


C 0 5 ? 3 9 8 0 8 SUBJECT TCI i;ﬁé%gggg' omlﬁmmme FOIA WAJIVER.

el 202-647-4679

From: Sullivar, facob J <Sullivan@stategovs

Sent: ; Sunday, November 18, 2012 844 PM

Tot B '

‘Subject: Fw; FY| - Reprnt of arests -« possible Benghazi connegtion
Fyi-

From: Jones, Beth €

Sent: Sunday, Novemher 18, 2012 07214 PM d

Tog Burns, William J; Sherman, Wendy R; Sultivan, Jscob J

Cc1 Dibble, Eizabeth L; Rosbuck, William v

Subject: mr AT~ Report of arvests — passiiie Beaghazi eqnnection

F ot I b1l -1

R Williarm v . " bl per DOS
Sent' Sunday, November 18, 2012.67:01 PM :
To; Jopes, Beth £ Maxwell, Ra?myd D; Abdalla, Alyce N; smereag, b3 -1

b7A per DOS"
b7D per DOS

Sahject: FYI - Regoit of arrésts -- possivle Benghazi stanection. ¢/
' S b7E per DOS

5h :e ietddavwho may avhave some cona_clion to
Y furnished by DS/RSO.

B - / : —— S I . may or

. may not matenalize, acmrdmg S
th!s mu[d lead to snmethmg e

avid McFarian e — Omu'
tianaiiy‘ or.not, and ¥ could 1ead to news accounts rom Libya saying there

FBI INFO.

CLASSIFIED BY: MSICG J37J85T34
REASCN: 1.4 (£}

DECLASSIEY ON: 12-31-2037

BATE: 04-04-2017

roehuckwv@state.gov

S N y

-« STATEUEPT.-P MM. ’ FBI (16cv2531)-11
SUBJECT TO AGREEMENT om%%%m O FOIA WAIVER. © STATE SCBOG45786
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Uniied Siales Deparimenta:ifSiﬁ?e
Fashington, D.C. 20529

—SENSEERBUE UNCLASSIFIED ‘
(NOT SENSITIVE WHEN SEPARATED FROM ATTACHMENT)

ALL ¥BI INSURMATICH CONTAIRED
HEREIN IS UNCLASSIFIED

BATE 04-84-2817 BRY J'??J&&I‘S& NSICG . : CaseNo F 2015 04841
| Segment: H-0003 - X
Requester: S )
K8 be -1 -
5 ’ ' .b6 per DOS
- TO: K i
R;cord/lnformahon Disserination Seotion &8
Records Management Division 55

Federal Bureau of Investgatlon 4

Washington, DC 20535 )
. L S
FROM: John F. Hackett, Acting Directg X
Office of Information Progr ges and Services

3 \\t

SUBJECT: FOIA Referral for Co I txon

The attached Department g% tate. matenal requested i the above FOIA
case appears also to be of intg n‘ to your agency, and we are therefore”
referring it to you for consy Mation. In view of'the strong public interest in
this matter, we Would 20 Xcoiate your reply no later than close of business on
Tuesday, April 7, 2(} L%¢

&

The docypfents consist of emails sent to and/or from form,er Secretary
of State Cling®on her private email account. For your information, these
emails h@ dalready been provided to Congress in redacted form; the |
Deparspéiit coordinated vith | N ) ot SIS
Depgfment of Justice on that effort. We have duplicated those redactions,
g(save made some addidonal redactions under the FOIA which we believe
A% warranted for wider distribution.

Please be advised that it is our intention to post all released material on
the State Department’s FOIA website.

SRNSEEREBUT UNCLASSIFIED
(NOT SENSITIVE WHEN SEPARATED FROM ATTACEMENT)

; - N ‘ SECRES+NafORN_

. , o FBI (16cv2531)-12
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(NOT SENSITIVE WHEN SEPARATED FROM ATTACHMENT)
5 O3

Our preliminary determinations are noted or. each document. Portions X
for withholding (if any) are as indicated, and the exemptions are noted in .,
margin. Where we have requested concurrent review by other agencies, P
names of those agencies are also shown on each document.

Before we take final action, we ask that you review this m&&na] We
ask that you not mark for deletion any portion of any docume e ¥on nond
. responsive grounds. -

Please address your reply to Enc Stein at (stei rl.Atﬂ state.sgov.gov) and
Rosemary Reid, at reidrd@state.sgov.goyv). Theys ia ialso be reached at
steinef@state. ,c_r_g__or (202) 063-2190, and reid J'W ate.gov or (202) 663-.
1517. _ #

‘,u“ 3

Should you receive any inquiries ,,\,, dut this collection, please refer
them directly to us for resp onse. st Mdopally, do not hesitate to contact us

with any questions. A
Attachments: |
One documerifds
Copy of regpést letter
25

(NOT SENSITIVE WHEN SEPARATED FROM AT‘I‘A'CHMENT)

FBI (16cv2531)-13



FORIATICN CONTAINED : v
HEREIN IS UNCLASSIFIED e
Brothers. Karen G DATE 04-05-2017 BY J37J85T34 NSICG «-*QO [,‘:) ~ 0({8 C{/{

From: | | bé per DOS-

Sent: : Tuesday, March 03, 2015 1:50 PM

To: _ FOIA Request \ &
© Subject: o Freedom of Information Request: Hﬂla:y Clinton’s Email Address .

March 3, 2015 . Ve
Depertment of State ) ; P
Office of Infonnnation Proprams and Services ' : ' &y
AJGIS/TPS/RL Ve

U. 8. Department of State ;
Washington, D. C. 20522-8100 o ) X

To Whom It May Concern:

~ Thisisa request under the Freedom of Information Act. I hereby request % ollovang records:

‘ o \
Pormer Secretary Hillary Clinton's email address-used to email StatgAX \partment officials. Referenced here:

http://fredirect state.sbu/2url=http://www.wila.com/articles/2015/54 {h ary-clinton-s-personal-email-use-may-
bave-violated-federal-requirements-report-111962.hirol ‘\ ; :

\

~ "After the State Departraent reviewed those emails, 1 3 ,: 1th the State Department produced zhout 300 emails
~ responsive to recent requests from the Select Commige: ¥

The quuested decuments will be made avaalab 0 the geneml public free of charge as part of the pubhc
mformation service at MuckRock cain, and ot bemg made for ccnmerczal usage.

In the event that fees cannot be waive LXK ‘rould be grateful if you would inform me of the total charges in
advance of fulfilling my requsst. I wid prefer the tequest filled electronically, by e-mail attachvent if
available or CD-ROM ifnot.  $¢&

Thank you in advance for ygx f’" nticipated cooperation in this matter. I look forward to receiving your response
o this request within 20 ftness days, as the statufe requires.

please address (see note): b6 per DOS

. . FBI (16cv2531)-14
Kt



ALL FBI INFORMATION CONTAINED M

. HEREIN IS URCLASSIFIED
° DATE 04-05-2017 BY 337385734 NSICG

Fom: — T v -

Sent: Wednesday, April 08, 2015 5:05 PM b7e -1
To: ' ‘Reid, Rosemary D'
Subject: RE: Coordination Review - Segment H-3 --- UNCLASSIFIED

sentinelCaseld: TRANSITORY RECORD

Classification: UNCLASSIFIED

Still hangmg

From: Reid, Rosemary D [mailto:ReidRD@state.sgov.qov]

Sent: Wednesda April 08, 2015 11:57 AM

To: [(RMD) (FBI)

Subject: RE: Coordination Review - Segment H-3 - UNC[ASSIFIED

Thanks!

This email is UNCLASSIFIED.

From: [(RMD) (FBI) [mailto]

Sent: Wednesday, April 08, 2015 11:55 AM

To: Reid, Rosemary D

Subject: RE: Coordination Review - Segment H-3 --- UNCL

Classification: UNCLASSIFIED

Te follow up, I'm teld “shortly.”

From: Reid, Rosemary D [mailto:ReidR! ate.sqgov.qov]

Sent: Wednesday, April 08, 2015 9:554 . .
mlﬁ 4 , b6 -1
Subject: RE: Coo e Segment H-3 —- UNClASSIFIED b7C -1

Thank you very much! <

(RMD) (FBI) [mailtod | bé -1
s Wednesday, April 08, 2015 8:35 AM b7Cc -1
& Reid, Rosemary D
N b]ect' RE: Coordination Review - Segment H-3 --- UNCLASSIFIED

Classification: UNCLASSIFIED

Segment H-3 chain --- UNCLASSIFIED htm[10/15/2015 5:50:59 AM] FBI (16cv2531)-15



SECREFANGEORN
Rosemary,

It Is under review in the counterterrorism division front office. I'll have more granularity—hopefully the approved response—
later this morning.

From: Reid, Rosematy D [mailto:ReidRD@state.sgav.gov] _
Sent: Tuesday, April 07, 2015 7:21 PM - b6 -1
To: (RMD) (FBI) . b7c -1
Subject: RE: Coordination Review - Segment H-3 -~ UNCLASSIFIED

| |- —I'm following up on the document that we sent to you for review. Could you give me a staty )

eport tomorrow
morning? .

Thanks,
Rosemary Reld

- Sallsi‘.i. i
This email is UNCLASSIFIED.

From:] |(RMD) (F8I) [mailto] b6 -1
Sent: Monday, April 06, 2015 3: 15 PM Brcia]
To: Reid, Rosemary D

Subject: RE: Coordination Review -~ Segment H-3 - UNCLASSIS

Classification: UNCLASSIFIED

Worked nicely, thariks.

From: Reid, Rosemary D [mailto:Rei S gov.gav]

Sent: Monday, April 06, 2015 3:15 PM &7

To: (RMD) (FBI) & b6 -1
Subject: RE: Coordination Review; egment H-3 - UNCLASSIFIED b7c -1

(RMD) (FBI) [mailto] |
: Monday, April 06, 2015 2:43 PM

y'0: Reid, Rosematy D

) ub]ect' RE: Coordination Rewew Segment H-3 - UNCLASSIFIED

bé -1
b7c -1

ClaSSJ_flcatlon UNCLASSIFIED

" SECREFHNGEORN

Scgment H-3 chain --- UNCLASSIFIED. htm([10/15/2015 9:50:59 2 . ‘ FBI (16cv2531)-16



SECREFNOFORN_

TRANSITORY RECORD

Gotit, thanks!

 From: Reid, Rosemary D [mailto:ReidRD@state,sgov,aov]

Sent: | 06, 2015 11:36 AM
To: (RMD) (FBI) . e
Subject: Coordination Review - Segment H-3 e

attached is one document from segment H-3 for your review. There are twd versions of the documg
and one marked with our review recommendation.

Please let me know if you have any questions,
Thanks so much,

Rosemary Reid
202-663-1517

:3&1 m‘ - .
This email is UNCLASSIFIED.

From: Gifford, Wesley P

Sent: Monday, April 06, 2015 10:34 AM
To: Reid, Rosemary D

Cc: Tillery, Monica ]

Subject: Ref F8I H3

Wesley P Giiford '
US Department of State
Program Analyst

(202) 663-2074

GiffordWP@state.gov

—

ication: UNCLASSIFIED

intended solely for the use of the individuat or entity to whom they

are addressed. If you have received this emall in error please ho(ify

SECREF#NOFORN FBI (16cv2531)-17

. Segment H-3 chain --- UNCLASSIFIED litm[10/15/2015 $:50:59



the system manager.

SE N

This footnote also confinns that this email message has been swept by

MIMEsweeper for the presence of computer viruses.

Classification: UNCLASSIFIED

Classification: UNCLASSIFIED

Classification: UNCLASSIFIED

gl 3
2 “‘l
S
'*'
4
W F

Classification: UNCLASSIFIED

Segment H-3 chain--- UNCLASSIFIED.htm[10/15/2015 9:50:59 .

SECREFANEFORN

FBI (16cv2531)-18



From: I I(RMD) {FBD) bé -1 ii&isgg;}éu BY: NSICG J37385794
Senit: Thursday, April 09,2015 11:18 AM  P7C -1 _ REASCH: 1.3 (C)

TO: IReid’ R.(}S(Imar}" D . DECLASSIFY (Bi: 12-31-2040

Co: N | (D) 51 | ——
Subject: Coordination Review - Segment H-3 «- SECREFANEOEORN_ ) 2

Importance:  High
SentinelCaseld; TRANSITORY RECORD |
Classification: SECRITIFOFORN : &
Class 123798732 '

Derived From;
Decclassi a: 20401231

TRANSITORY RECORD : 0

Rosemary, AP
' ] RVea bl -1
Here is sur 1esponse. 1 recommend you go ahead and classify t e forward; \\5 emailtous in the future b3 -1
in case we determine there is classified information. This marking was gproved by the CID front ~ P7E -per DOS
office. The first bracket starts with the second bragiget-starts with,| [the
third bracket] T.lé‘? b1 marking 1s SECRET/NOEKRERN,
: (5]

v
3
M3

bé -1
b7Cc -1

=

Classification: SECR

SE N

Segrnent 3 FBI Resp - SECREFNEFORN. tx{[10/1 572015 2:21:23 IM] FBI (16cv2531)-19



! - SUBJECT TO AGREEMENY ON msmvmmmﬁ:bw REYATMORSND FOIA QVAWER.

.

Ll
From: . Sullivan, Zacob J.<Sullivarsj@stategov>
Sant: Sunday, November 18,2012 8:44 PM
To: I
Fwe FYI ~ Repart of arvests -- possibie Benghaziconnection

Subject: -

Fyi

Front: Jones, Beth £ .

Sent: Sunday, November 18, 2012 07:14 PM

To: Burns, Willlam J; Sherman, Wendy R; Suliivan, Jacob J

Cc: Dibble, Elizabeth L; Roebuck, William V _

Subjact: Fw: FYI - Report of amests — possible Benghazi connection

This prelirginary, but very interesting, {5 see below.€Bt In Tripoli isfully involved, .

. —-~b1 _1.-
From: Roebudy, Wiilam V bl per DOS
Seat: Sunday, Novamber 18, 2012 07:01 PM W\ b3 -1 ,
To: Jones, Beth £; Maxwell, Raymond D; Abdaliz, Ayoe N; Sidereas, (ETNS; mler, James N b7A per DOS
Subject: FYT~ Repoztofam&ss -- passible Bmghaﬂmmecﬁon . S _ b7D per DOS
3 ‘} ) ) b7E per DOS
Post reports that Libyans police have arrested several_ ) ¥ ie today whe may/may have some connettion to :
the Benghazl attack. They were acting on informatiyy 1 Ished-bv DS/RSO b 7e
b7«
hle

mavnotmsterlal‘ze,acmrdingm land _ e ] | overall, > & %L
pReati Fying there

¥BRI IMNYG.

CLASSIFIER BY: NSICG J337385TS4
REASQON: 1.4 (C)

DECLASSIZY ON: 12-31-2037

DATE: 04-04-201%7

STATE OEDT - GPANHICAED TA UGS 21 0T QRN 7E MR FBI (16CV2531 )_20
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- : ) ALL FRI INFORMATION CUNTAINED

From: Reid, Rosemary D [ReidRD@state.sgov.gov] HERBII 45 VA
. DATE 04-04-2017 BY J37585T34 NSICC
Sent: Wednesday, April 29, 2015 3:20PM
— |
Subject: HRC emails, FOIA case F-2015-04841
Attachments: C05739708.pdf; C05739758.pdf; C05739635.pdf DS
el be -1
. : b7c -1

Unclassified when Separated frem Attachments ' R

:_ S

Thank you fer your response of April @ concerning your agency’s recommendations on one document, ¥ ¥éeh you reviewed in
our case number F-2015-04841. | have been asked to send you three more documents from that s tase. Please note that
the review on these three documents has not been finalized, so the markings reflect the status is time.

First, is this the type of information that your agency needs to see? If so, do you have recsgitnendations concerning the
releasability of the information pertaining to your agency? It would be very much ap\pl iated if you could gst back to me as

soon as possible. DS
Thank you,

Rosemary Reid A

202-663-1517 ) A

Unclassified when Separated from Attachments &

e }: o
‘I'his document is UNCLASSIFIE® when .,*f ed from CONEFBENTIAL attachment(s).
ensitivity: Sensitive <~

Classification: CONFIDSHHA

Classified By: ‘ -| Y Reid, Division Chief

Derived From: DSER TH6

Dectassify On: - (0Ub/04129

SECREFANGFURN FBI (16cv2531)-21

HRC emails FOIA case F-2015-04841 htm[10/15/2015 2:29:48 |
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Cc05736708 " STATE DEPY.- PRODUCED TO HOUSE SELECT BENGHAZI COMM,
SUBJECT TQ AGREEMENT ON SENSITIVE INFORMATION & RRDACTIONS. NO FOIA WAIVER,

RELEASE IN
FULL

e

i o "

Bront H <hrad 17 @dintonesitilcdny>
Sent: . Lunday, Septembey 16, 2092 12,4,8 Rivk
To: "mikzd@samgse
susie«: ' . BeésVisas Obtaned
. ALL ¥BI INFORMATION CONTAINED
A5 planned.. . . HEREIN IS UNCLASSIFTED R
. DATE 04-04-2017 BY J37J85T78%4 NSICG
— Griginaf Message— ’ <D
Fou: Mills, Cheryt B fmatlio:Niisco@state gov}
Sent: Sunday, September 16, 20121245 PM
Jo: ¥ ' '
Subject; PW: Visas Qbfained - . . 3

—-Griginal Message—
Sent: Sunday, Septercher 16, 2012, 12:45 PM
Tot Kenasdy, stttk Mills, Cheryl O; Shermat, Wené’y Ry Stalivary, Jacsh & i fetys, Wiiliam J

| SuhieslkFW: Visas Cbisiaed S
fowmembers. Legatwas cousrted sepsrat efyand

i got theliwvisas for by today: Five membemef tam and t
already has-visa, The FB) teamis &mranfe topRht.f am toid,

o

STATE DEPT.,- PRODUCED ?’O HOUSE SELECE BENGHAZE COMM.
HUBIECTTO AGREEMENT ON S\_S > b T N AC‘HONS NO FOIA WAIVER. = STATE-SG30045378

FBI (16cv2531)-22
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o 057 3 9 Z 5 8 : STATE DEPY. - PROVUCED TO HOUSE SEELECT BENGHAD COMM,
& 3 SURJECT TO AGREEMENT ON SENSITIVE INFORMATION & REDAGTIONS, NO FOIRWAIVER.

: A A ——————— 3,
ALl FRI INFORMATION CONTAINED . ELEASE IN PART
mm " HEREIN IS UNCLASSI¥IED g?;c;B‘;?‘gAz : .

DaATE 04-04-Z0% %37585’?84 NSIEG

. o . N * . L

- -
Frapo; “ Mils, EherylD <MillsD@state govs
Sent: : Thursday, October 18, 2012 806 AM
To: H
Subjects I.mi _
) . b7A per DOS
Remind me to diseusy. : ) b7C per DOS
From: Randolph, Lawm "

Sent: Thurstlay; Octobier 18, 2017 747, AM
“Yo: Sullivan, Jacob J; Mills, Chewf D; Macmanus, Jpseph E {S)

L‘ﬁs__Speaa

b7A per DOS
YL~ b7C per DOS
From: M ‘ARNG
Bent: Thursday, Octoper 18,2012 7 agAM

To? Hayes, Molly E; Kefley, Remy; Wotman, Patrick F; 5_Specialissista

Ca; Stberell, Jus¥n Hi Roc:'nman, Danlel A; Norman, Mayw: E; W;timws 2 A; Thompson, Mark I; Selfitto, Michagl P;

Sfdérgas, Evgr.’nlh

| b7A per DOS
Colleagues, b7C per DOS
Readont

b7A per DOS
b7C per DOS

b5 per DOS
b7A per DOS
b7C per DOS

STATE DEPT. - FROBUCED TO HOUSE SELECT SENGHAZ! COMM,
SUBJECT yO AGREEMENT ON SEN<M.CTIONS NO FOIAWANVER. STATE-SCB0045741

| . FBI (16cv2531)-23
[ o g [t L2t T N R SRR RRRSRRIEES R R R S F R ST R SRR



b5 per DOS

- U N
: C 0 5 ;7 3 9;2: 5 8 SUBSECT 70 §é?§]E'EEBIE§l|‘ Oﬁ!%%‘QSITIVE INFORI\?IATiON 8 REDAC%Q:OKO\?FOLA WAIVER, b7A per DOS
8 . b7C per DOS
‘Best, Anne
Anne Slack
Tunisia Diesk
Office of Maghreb Affbirs
US. Depantizent sF State
Tel.x 203-6474676

Fram: Slaek; Anne

Sbpt:Wed nesday, Onber 17, 2012 %2:55.4M
To: Sack, Anng; Hayes, Molly E; Kelley, Henry; Watimian, Patrick F; S_SpedialAssist
ez Siberell, Justin A; Rochmuin, Dan ﬁ Nornian, Marz:E‘;Wtkevﬁsky AuneA, 15

sson, Mark I; Selitts, Michael P

Sidlerels, Evyeoi

Subject; RE: | " b7A per DOS
b7C Dos

Colicagues, ' Per

Feom: Stack, Agne

Tor Hayes, Volly E; Kelley, Henry:Wormidn, F; §_SpedlAssistants

an, Marc E; Witkawsky, Anne: A; Thompson, Mark It Selfito, Mizhael P;

€c: Sherell, Justis H; Rochman, Daniel-A; 0
Sidereas, EwTra = :
. Subject: RE; / : b7A per DOS

_— %( N . ) b7C per DOS
Cc!t’ca Wi §

Lo W .-';’-’E”H“ :. !m

@g‘;{fg‘a 1{‘\3 “ '3-\&\“‘\-\% -';,'a .-'

Y & of Maghreb Affaiss
" U.8.Department of State
Tel.: 2026474676

STATE DEPT. PRGDUCED TO HC‘USE SELECT BENGHAZ COMM. ’ =
SUBJECT TO AGREEMENT ON SEISECREFAINEFCORINIACTIONS, NO FOIA WAIVER. STATE-SCB0045742

_ FBI (16cv2531)-24



C(15739635 STATEDEPT. PRODUCCVE® CONM.

SUBJECT TO AGREEMENT ON SENS{TIVE INFORMATION & REDACTIONS NOC FOIA WAIVER.

w ALl ¥FBI INFURMATION CONTAINED w

HEREIN IS UNCLRSSIFIED
DZi’I‘E O4~04- 2017 BY 337385']’54 NSICG

__ SETTPPTPI m _“ ““‘
From: Silivan, Jarob § <Sullivanti@stesegovs .
San; 3 , Wednesday, October 3, 2012 421 PV
Yo: I e
Subject; . " EW: Tripofitrip

-—'Orig}na! Message-—
From: fones, Beth £ ‘ .
Sent: Wedneg:}av, Dctaber03, 2012 2:46 PM

Roebndt, witlam v .

Cg; Mllier, Jarmes N; Blalr, Onl K; Lakhdhir, Kamala §; Austin-Fesguson, Ksthieen T; Loliman, Leg

Subject: Tripoti t(ip - 3

Hete 9 re some highiights fmm Trpoll, Every meeting started-with condolentes on CheigSievans agd Kis three .
solfeagues, and songem that Benghazt would permanently aiter US-Libyantelations;ddssed the fact of the Secretary's
meeting with President Magaref In NY jast week and Deputy secretary Burns' Trr SEEVisit as the bestevidance of US
datesmination.focontinue To hulld the relatlunshlpwrth this iew dermocracy Séhiddition:

- FBIINVESTIGATION: With the P, DFM and Judicial leader.ﬁ. | placed GRS
taaperation and transparency In the investigation. This was.nvy Prirgel cus,l stressed the point that Uhya s
perormence will no doubt color Ametican views an Ubya at 3 tirgefien Libya will want ta-bumish its reputation.

+ SECURITY: 1 stréssediiat socla) stab fRy and écornomi grs S wifl dependon & drametic improverent in security, All
agreed without By, ;
hesﬂfation, AH :aid’tha! {ibya naeds outside ;mssta 158 -T- it when we

ralriing programs - details to faliow fruntthanné] We B

4B

wkli also follow Y p on junldal exchah g 3

P them arethree main groups of militants.to
s ejobs, parzare headlng back $o0 unnversitv. and part will be offered uocatlonal tralning. He said he

SEANSITIONALSUSTICE: Tha politicalleaders gnd judges s pledged to strlkea balance between respecting the rights
R ‘*ﬂefaurees and holding’ humsn r1ghis violators accountable. They dcknowledged the profound Umitations of thelr
justice system.

. STATE DEPT. - PRODUCED TO HOUSE SELECT BENGHAZI SOMM.
" SUBJECT TO AGREEMENT ON SENS I JACTIONS. NO FOIA WAIVER. STATE-SCB0045861

FBI (16cv2531)-25
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-

C05739635 STATE DEFT. - PROD!EE:J TO Hgoiué‘t-: Seot a% GHAZI COMM, . .

SUBJECT TOAGREEMENT ON SENSITIVE INFORMATI®N & REDACTIONS. NO-FOIA WAIVER.

- UNSBAL: ( had avery goad two hrmeeting with Getieral Smith 10.0Bcuss how We can.gartaerto hes;nhe new Ubysn
‘povernniantdmprové secuslty. He hasgood Weason wiich welfl work tlasely.

i frad separate meeting<with Sttt Abiishiagur, Acdng/Deplity Phd Abdel A2, Suprestie Court PregdentA) Dhian
Daputy Prosecufor Geneml Hassal, NEA ParivJeader jbrdl, UNSMIL Sesurity Adsfsor Geneval Stuish,.JCP {Muslim

Brotberhoad) Harky palifical dlrettar Elbesianni;aqd siviksdciety leaders

Moralt-at post Js understandakiy tickt, but: pechledre Koping Shd 2ontinde to Wark i fivetydifficl elcuristances,
Thetc até samespeaficissues that fhe Dep artmeit hagdfresdy soived end dthers on Which we céii Wo ik tabelp :he ;

embassy|r, {ts1i6 tertainati dmaamne USGgoals@

1léave for Coind Inafew minutes !omg‘ht
521?1

STATE DEPT. - PROCUCND TO'HOUSE SELECT BENGHAZI COMM.
SUBJECT TO AGREEMENT ON SENSITSECREFANQFORNTIONS. NO FOIRWAIVER. ' STATE-SCBOMMS562

- FBI (16cv2531)-26
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ALL FBI INTURMATIBN CONTXINED M
HEREIN IS UNCLASSIFIED

IATE 04-~04=2017 BY J37J85T24 NSICC

from: Reid, Rosemary D [ReidRD@state.sgov.gov]

Sent: Friday, May 08, 2015 11:48 AM '

To: [ "krmD) (FBI); Tillery, Monica )

Cc: Gifford, Wesley P

Subject: RE: HRC emails, FOIA case F-2015-04841 --- UNCLASSIFIED//FOUO

Thank you very much!!

Seriative _
This emailis UNCLASSIFIED.

From:| J(rRMD) (FBI) [mailto] ]
Sent: Friday, May 08, 2015 11:28 AM
To: Reid, Rosemary D, Tillery, Monica J
Cc: Glfford Wesley P

Subject: RE: HRC emiails, FOI case F-2015-04841 ---UNCLASSIFIED//FOUO-

Classification: UNCLASSIFIED/ frotor

From: Reid, Rosemary D [mailto:ReidRD@state.sqov.aov]
Sent: Thursday, May 07, 2015 3:16 PM

To (RMD) (FBI); Tllery, Monica ]
Cc: Gifford, Wesley P &Y
Subject: RE HRC emails, FOIA case F—2015—04841 e “-‘l"‘a- SIFIED/FOHE—~

l‘nllsil‘lue v
This email is UNCLASSIFIED.

~ From:

b6 -1
b7Cc -1
«3¢3 From: Reid, Rosemary D [mailto:ReidRD@state.sgov.gav]
Sent: 'lhursd May 07, 2015 2:56 PM :
To: (RMD) (FBI); Tillery, Monica J b6 -1
Cc: Gifford, Wesley P b7c -1

Subject: RE: HRC emails, FOIA case F2015-04841 —- UNCLASSIFIED/Ao86-

SECREF/NOEORN , FBI (16cv2531)-27

RE HR C emails FOIA case F-2015-04841 --- UNCLASSIFIEDF¢



Thanks very mdch. Please keep me posted.

—
This email is UNCLASSIFIED.

From[___ J(RMD) (FBI) [mailto] | b6 -1
Sent: Thursday, May 07, 2015 2:52 PM . b7C -1
To: Reid, Rosemary D; TI||8['Y, MomcaJ
Cc: Glfrord Wesley P

Subject: RE: HRC emails, FOIA cese F-2015-04841 --- UNCIASSIFIED//FSHG

Cla351flcatlon UNCLASSIFIED/ /EoBe-

Rosemary,

I'm sorry, I've been trying to get an update from our CT Bivision. They are being revie

[ ]

From: Reid, Rosemary D [maito:ReidRD@statesqoy.gov] - < P
Sent: Thursday, May 07, 2015 2:28 PM s

To: (RMD) (FBI); Tillery, Monica J I S USSE
Cc: Gifford, Wesley P o

Subject: RE: HRC emails, FOIA case F-2015-04841 - UNCLASS3E(SD/frone-

o

)

ot

[ have to give an update at 3 4:00 meeting today here anything | can tell them?

~ Thanks, % 4
Rosemary <

— S
This email is UNCLASSIFIER

ey
&
74 ]

From: (RMD) (FBI) [mailto] | b6 -1
Sent: TuesdayZay 05, 2015 5:02 PM ] b7C -1
To: Tillery, Ydnica J

Cc: Reid,ssemary D; Gifford, Wesley P

Subjegk RE: HRC emails, FOIA case F-2015-04841 -— UNCLASSIFIED/AFe6-

G¥assification: UNCLASSIFIED//TOue

They are still with our counterterrorism division. | expectthem tomorrow.

| SECRERANGEORN
RE RC emails FOIA case F+2015-04841 --- UNCLASSIFIEDFO& S FBI (16cv2531)-28



SECREFANOGEORN
From: Tillery, Monica J [mailto:TillerMI@state.sgov.gov)
Sent: Tuesday, May 05, 2015 9:36'AM ,
L — Y )
Cc: Reid, Rosemary D; Gifford, Wesley P

Subject. FW: HRC emalls, FOIA case F-2015- 04841 ~-- UNCLASSIFIED/ r680— b6 -1
Importance. High

Hello -

today9
Thanks,
Monica Tillery

Sensit
This email is UNCLASSIFIED.

Rosemary,

[ ]

From: Reid RosemaryD

Sent: Thursda April 30,2015 5:03 PM
To:| (RMD) (FBD)
Cc: Tillery, Monica J; Gifford, Wesley P -

Subject: RE: HRC emails, FOIA case F-2015-04841 —- UNCLAS

1 will be away from the office until next T ‘\3 ly. In all communication's, could you include Monica Tillery andl Wes
Gifford (copied above).
Thanks so much for all you help,
Rosemary

b6 -1

ation: UNCLASSIFIED//¥c86 b7C -1

anks! Yes, thisisthe type of information we need to see. I'll need to consult with CTD--—-it will go over tonight.

From: Reid, Rosemary D [mailto:ReldRD@state.sqov.gov]
Sent: Wednesday, April 29, 2015 3:20 PM
To:l |(RMD) (FBI)

SECREF#NOEORN _ | FBI (16cv2531)-29

RE HRC emails FOIA case F-2015-04841 - UNCLASSIFIEDF@E0.!



SECREFHANGEORN_
Sﬁb ject: HRC emails, FOIA case F-2015-04841

Cod% ial
Un;la'ssified when Separated from Attachments

, b6 -1 _
- _ b7c -1 Y

Thank you for your response of April 3 concerning your agency's recommendations on one document, which you reviesg 1n
our case number F-2015-04841. | have been asked to send you three more documents from that same case. P[eag.“ te that
the review on these three documents has not been finalized, so the markingsreflect the status at this time. ~_y/
First, is this the type of information that your agency needs to see? If so, do you have recommendotions Sefcarning the
releasability of the information pertaining to your agency? It would be very much appreciated if you c\ Tl get backta me as

\\o‘ .

soon as possible.

Thank you, : B syl
Rosemary Reid ' ‘ S
202-663-1517 RV A

i x ot
mldenﬁi o S

Unclassified when Separated from Attachments

ThlS document is UNCLASSIFIED when separated from -»_\&-5 ENTIAL attachment(s).
sitivity: Sensitive < :

Classification: AL S

Classified By: ' id, Divigighl Chief

Derived From: E X

Declassify On: 2025/04/29 . ‘-.*

Classification: UNCLASE

€ MIMEswesper for the presence of computer viruses,

SECRET/NOFORN. - FBI (16cv2531)-30

RE HRC emails FOLA case F-2015-04841 — UNCLASSIFIEDFOHO.h
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Classification: UNCLASSIFIED//REue

Classification: UNCLASSIFIED//Foto—

Classification: UNCLASSIFIED//6Uo-
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\
& o
' o
&
&5
g
& %
\\\-\. '
3
o o
]
hJ
o
3
NS
& 4
P o
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SECREFAROEORN.
UNCLASSIFIED WHEN SEPARY SED R PMhENGEQubiRk

Federal Bureau of Investigation

Washingten, D.C. 20535 ALL FBI INFURMATION CANTAINED
HEREIN IS UMCLASSI¥IED
DATE 04-05-2017 BY J37385T384 NSICG

November 29, 2016

The Honorable Jason Chaffetz
Chairman
Committee on Oversight and Government Reform

U. S. House of Representatives
Washington, DC 20515

Dear Mr. Chairman:;

This is in further response to your letter dated October 20, 2016 posing questions arising
from your review of materials provided to the Committee on October 14, 2016 related to the
FBI’s investigation of former Secretary Clinton's use of a personal e-mail server. Specifically,
this responds to your request for information concerning allegations of a quid pro quo in
connection with a State Department request that the FBI downgrade the classification of a
specific email in exchange for consideration of an FBI resource request.

By way of background and as reflected in documents previously provided to the
Committee, on April 6, 2015, | Records Management Division,
received an email from the State Department requesting that the FBI conduct a classification
review of several email communications involving former Secretary of State Hillary Clinton,
which the State Department believed might have contained FBI information. There were b6 -1
multiple communications internal to the FBI and between the FBI and the State Department b7Cc -1
concerning the State Department’s request that the FBI change the classification determination of
a single sentence contained in one State Department email. In mid-May 2015, FBI
| was contacted by Under Secretary of State Patrick
Kennedy concerning this matter. Under Secretary Kennedy hosted a meeting on May 19, 2015
regarding the classification issue. Ultimately, as reflected in the documents, the classification of
the email was not changed, and it remains classified today.

This request by the State Department and the FBI’s response has been independently
reviewed by both the FBI and the State Department Office of Inspector General (OIG). The
FBI’s investigative team interviewed Iﬁon July 30, 2015, and on August 3, 201 5|:|

provided his internal FBI emails to the mvestigative team. (Copies of these 302s and the
emails have been provided to the Committee.) Later that month, on August 28, 2015, the State

b6 -1
b7C -1

Department OIG contacted requesting to speak with him about the meeting with
Under Secretary Kennedy regarding the classification decision of an email containing FBI
SECREFANOEORN.

UNCLASSIFIED WHEN SEPARATED FROM ENCLOSURE

FBI (16cv2531)-32



UNCLASSIFIED WHEN SEPARATED FROM ENCLOSURE

information. advised the FBI’s Inspection Division of State Department OIG interest
in the matter. FBI Inspection Division then advised the investigative team as well as the Justice
Department’s Justice Management Division. On November 20, 2015, the FBI’s Inspection b6 -1
Division provided State Department OIG with a copy of the State Department email at issue as b7c -1
well asl_ilcmails to the State Department advising of the FBI’s classification

determination. (A copy of these documents is enclosed.) Ultimately, the State Department OIG

mct withli_lon approximately December 15, 2015,

On approximately August 31, 2015, the FBI’s investigative team met with the FBI’s
Inspection Division to discuss what, if any, internal actions were necessary to address the request
of] regarding additional overscas resources. The Inspection Division advised it
did not warrant a separate review because| | who had been| |
was scheduled for retirement at the end of the year,' and no change b7c -1
was ultimately made to the classification determination. When the FBI Inspection Division
demurred on_any investigative action, on September 3, 2015, the FBI investigative team
interviewed I

As a reminder, the attached material is provided to the Committee in furtherance of its
oversight activities. These materials are non-public and contain classitied and other sensitive
material. For that reason, these materials may not be further disseminated or disclosed, in part or in
full, without obtaining the FBI's concurrence. The production of these materials does not waive
any applicable privilege.

Sincerely,

17y

Jason V. Herring
Acting Assistant Director
Office of Congressional Affairs

Enclosurc

1 - The Honorable Elijah Cummings
Ranking Member
Committee on Oversight and Government Reform
U. S. House of Representatives
Washington, DC 20515

'| |retired on approximatel | |
i S = e
= b7c -1

UNCLASSIFIED WHEN SEPARATED FROM ENCLOSURE
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U.S. Department of Justice

Federal Bureau of Investigation

Washington. D.C. 20535-0001

June 21, 2016

ALL ¥BI INFCRMATION CONTAIRED
HEREIN IS UNCLASSIFIED
DATE 04-8%-2017 BY J37385T7%4 NSICG

The Honorable Barbara Comstock
Member of Congress

Suite 218

21430 Cedar Drive

Sterling, VA 20164

Dear Congresswoman Comstock:

This is in response to your April 21, 2016, inquiry on behalf of your constituent
_Ircgarding former Secretary of State Hillary Clinton. b6 -3

While we appreciate your bringing:lconcems to our attention, due
to a long-standing FRI and Department of Justice policy, we are prohibited from commenting

on an ongoing investigation. Preventing the premature release of information ensures the

integrity of our criminal justice system and any potential judicial proceeding resulting from
FBI investigations.

I hope this information is helpful to you in responding to your constituent.

Sincerely,

Elizgheth R. Bee
Section Chief
Office of Congressional Affairs

FBI (16cv2531)-58



The Honoralble Barbara Comstock
Member of Congress

Suite 218

21430 Cedar Drive

Sterling, VA, 20164

Dear Congresswoman Comstock:

ALL FBI INFURMATICN CONTAINED
HEREIN IS UNCIASSIFIED
OATE G4-05-7017 BY J37385T34 NSICG

June 21, 2016

This is in response to your April 21, 2016, inquiry on behalf of your constituent

While we appreciate your bringing:lconcems to our attention, due

[regarding former Secretary of State Hillary Clinton.

b6 -3

to a long-standing FBI and Department of Justice policy, we are prohibited from commenting

on an ongoing investigation. Preventing the premature release of information ensures the
integrity of our criminal justice system and any potential judicial proceeding resulting from

FBI investigations.

Dep. Director
EAD-Adm.
EAD-CT/CI
EA -Crim,
EA -ntell.
EAD-LES-
Assi. Dir.:
Adm . Serv.
CIs
Crrintell.
Cutairorsm
Crim. Inv.
Cyb r
Financo————
info. Res—

Inv. Tech. —
Laboratory —
Off. of Cong. A
Off. of the Gerl

Counsel -

Off of Intell:
Off. Pub. Afis.
Off. of Prof. Resp—
Ree. Mgmsz,
Security
Training
Off. ofl EEOA ———

I hope this information is helpful to you in responding to your constituent.

1 - ADIC, Washington Field - Enc.

NOTE: An ACS/Sentinel search showed no record identifiable with constituent.

SMS

MAIL ROOM

Sincerely,

[+

Elizabeth R. Beers
Section Chief
Office of Congressional Affairs

b6 -1

FBI (16cv2531)-59



U.S. Department of Justice

Federal Bureau of Investigation’

Washington, D.C. 20535-0001
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The Honorable Charles E. Grassley AUG 16 2016
Chairman

Committee on the Judiciary

United States Senate

Washington, DC 20510

Dear Mr. Chairman:

[ am writing in response to your letters to Director Comey dated May 17,2016 and
July 6, 2016 regarding the FBI’s investigation of former Secretary of State Hillary Clinton’s use
of a private email server. As Director Comey said in his statement on July S, 2016, due to
intense public interest in the FBI’s investigation into this matter, we believe it is important to
address your questions and explain our recommendation as to the appropriate resolution of this
investigation. For the same reasons, the FBI will be making a document production responding
to your interest in this matter,

The FBI conducted this investigation, as it does all investigations, in a competent, honest,
and independent way. We had an investigative team of agents and analysts supported by
technical experts, lawyers, and others from several divisions in the FBI. The investigative team
worked for close to a year conducting interviews, reviewing emails, and completing technical
examinations of recovered equipment. In addition, the FBI’s technical team conducted extensive
analysis to understand what, if any, indications there might be of a compromise of Secretary
Clinton’s electronic devices by hostile actors.

After nearly a year of gathering and analyzing evidence from numerous sources, the FBI
made a recommendation to the Department of Justice. Although the prosecutors make the
ultimate decision about whether or not charges are appropriate based on the evidence, the FBI
frequently makes recommendations and engages in conversations with the prosecutors regarding
the appropriate resolution of an investigation, given the evidence. The fact that the FBI made a
recommendation was not unusual; the fact that it was shared publicly was.

Our investigation looked at whether there was evidence that classified information was
improperly stored or transmitted on Secretary Clinton’s private émail system, in violation of a
federal statute (18 U.S.C. § 793) that makes it a felony to mishandle classified information either
intentionally or in a grossly negligent way, or another statute (18 U.S.C. § 1924) that makes it a
misdemeanor to knowingly remove classified information from appropriate systems or storage
facilities. We also considered a statute (18 U.S.C. § 2071) making it illegal to willfully and
unlawfully conceal, remove, or destroy a federal record. Ultimately, the FBI did not recommend
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prosecution based on an assessment of the facts and a review of how these statutes have been
charged in the past. '

As the Director testified, cases prosecuted by the Department of Justice under the
relevant statutes involved some combination of: (1) clearly intentional and willful mishandling of
classified information; (2) significant quantities of material exposed in such a way as to support
an inference of intentional misconduct; (3) indications of disloyalty to the United States; or (4)
efforts to obstruct justice. One or more of these factors was present in the cases against David
Petraeus, Sandy Bergér, and Bryan Nishimura. For instance, Petraeus provided vast quantities
of highly sensitive, compartmented information that he knew to be classified to a person without
an appropriate clearance or a need to know the information and, when confronted, he lied to the
FBI. Berger removed clearly marked, highly classified information from the National Archives.
by secreting the documents in his clothing. These cases included clear evidence of knowledge
and intent which illustrates an important distinction from what the FBI found in this
investigation. Nishimura, a Naval Reservist stationed in Afghanistan, removed hundreds of
marked classified documents, without authorization, from classified U.S. military information
systems, which he then placed onto several personally-owned, unauthorized devices. Nishimura
later lied to investigators about onto which devices he had placed classified information, and
destroyed a large quantity of classified material he had maintained in his home. Despite this .
destruction, a subsequent search of his house recovered 256 marked classified documents which
he was not authorized to store.

The fact that Secretary Clinton received emails containing *“(C)” portion markings is not
clear evidence of knowledge or intent. As the Director has testified, the FBI’s investigation
uncovered three instances of emails portioned marked with “(C),” a marking ostensibly
indicating the presence of information classified at the Confidential level. In each ofthese -
instances, the Secretary did not originate the information; instead, the emails were forwarded to
her by staff members, with the portion-marked information located within the email chains and
without header and footer markings indicating the presence of classified information. Moreover,
only one of those emails was determined by the State Department to contain classified
information. There has been no determination by the State Department as to whether these three
emails were classified at the time they were sent.

Nor is the fact that Secretary Clinton emailed former Deputy Chief of Staff Jacob
Sullivan asking him to remove “identifying heading[s]” from a document and “send nonsecure”
as a “nonpaper” sufficient evidence to show that she knowingly or willfully mishandled
classified information. As we understand the common State Department use of the term, “non-
paper” refers to a document authorized for distribution to a foreign government that is without
explicit attribution to the U.S. Government and would not contain classified information. In
their interviews with the FBI, both Secretary Clinton and Sullivan indicated their understanding
that this was an instruction to remove classified information from the talking points, in order to
send the resulting unclassified document through non-secure means. Moreover, the FBI
investigation determined that a secure fax was successfully sent subsequent to this message, and
no evidence was recovered indicating that the unclassified “non-paper” was ever created or sent
over the unclassified email system.
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During the course of its investigation, the FBI conducted numerous interviews, including
one of John Bentel, then-Director of S/ES-IRM, the State Department official referenced in the
State Department OIG report as having discouraged employees from raising concerns about
Secretary Clinton’s use of personal email. In his FBI interview, Bentel denied that State
Department employees raised concerns about Secretary Clinton’s email to him. The FBI
ultimately considered the inconsistencies between Bentel’s statements to the FBI and his
subordinates’ reported statements to investigators with the Department of State Inspector
General to be outside the scope of its investigation, and, further, ones which had been
appropriately addressed by the Department of State Inspector General,

During the course of the investigation, the FBI interviewed Department of State security
employees and reviewed documents regarding cyber security, including the Boswell

“memorandum, which outlined an increase in cyber actors targeting the personal email accounts

of State Department employees.I As Secretary Clinton did not believe she would or did receive
classified emails on her personal email system, it is unclear that a warning of this nature would
have had any impact on her conduct or intent. -

Title 18, United States Code, Section 793 on its face makes it a felony to cause national
defense information to be removed, lost, stolen, or destroyed through gross negligence. Even at
the time the statute was passed, there were concerns in Congress about the inclusion of this
provision. Additionally, with respect to this statute, there are concerns about the constitutional
implications of criminalizing such conduct without requiring the government to prove that the
person knew he or she was doing something wrong, which is reflected in the Justice
Department’s history in charging this specific subsection of the statute (18 U.S.C. § 793(f)).
Our understanding is the Department has only charged one person with mishandling national

_ defense information through gross negligence in the 99-year history of the statute, and in that

case, the charge was dismissed when the defendant pled guiity to making false statements in
violation of 18 U.S.C. § 1001. Moreover, in that case, there were indications of espionage and
disloyalty to the United States. As the Director testified, he believed that to prosecute Secretary
Clinton or others within the scope of the investigation for gross negligence would be inconsistent
with how the Department has interpreted and applied the statute since Congress enacted it.

As the Director stated, the FBI did find evidence that Secretary Clinton and her
colleagues were extremely careless in their handling of certain, very sensitive, highly classified
information. The term “extremely careless” was intended to be a common sense way of
describing the actions of Secretary Clinton and her colleagues. The Director did not equate
“extreme carelessness” with the legal standard of “gross negligence” that is required by the
statute. In this case, the FBI assessed that the facts did not support a recommendation to
prosecute her or others within the scope of the investigation for gross negligence.

*The FBI interviewed former Secretary of State Hillary Clinton on July 2, 2016. Although there
had been contact with Secretary Clinton’s attorneys during the course of the investigation, we
did not request an interview until June 2016 after sufficient facts were gathered to properly
inform the interview, which is common in investigations of this nature.
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However, as the Director has explained, this is not to say that someone else who engaged
in this type of conduct would face no consequences for handling classified information in a
similar manner if they were still a government employee. For example, there are potentially
severe administrative consequences within the FBI for security violations involving the
mishandling of classified information, up to and including security clearance revocation and |
dismissal. The FBI is in the process of providing relevant information to other U.S. Government
agencies to conduct further security and administrative reviews they deem appropriate for their
respective employees. If someone wha engaged in this type of conduct applied for a job at the
FBI, the facts and circumstances surrounding this activity would be a significant factor in a
suitability review for a security clearance and employment at the Bureau.

As the Director noted in his statement, the FBI made its recommendation concerning this
matter to the Justice Department independent of any consultation with the Attorney General or
any White House officials, and the investigation was conducted without any improper political
influence of any kind. For this reason, the FBI does not believe the appointment of a Special
Counsel is warranted. In addition, the FBI would refer you to the Department of Justice for any
explanation of legal agreements that may or may not have been made with potential witnesses, as
well as other judgments or decisions made by Department of Justice officials.

Lastly, concerning questions related to whether other matters may be under investigation,
consistent with prior statements, the FBI neither confirms nor denies the existence of non-public

investigations.

Thank you for your continued interest in this important matter, and, as always, we
appreciate your continued support for the men and women of the FBI. The production of
documents related to this matter will be provided under separate cover letter consistent with
required protocols for the transmission of classified documents.

Ty

Jason V. Herring
Acting Assistant Director
Office of Congressional Affairs

1 - The Honorable Patrick J. Leahy
Ranking Member
Committee on the Judiciary
United States Senate
Washington, DC 20510
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Committee on the Judiciary
United States Senate AUG 16 2016
Washington, DC 20510

Dear Mr. Chairman;

I am writing in response to your letters to Director Comey dated May [7,2016 and
July 6, 2016 regarding the FBI's investigation of former Secretary of State Hillary Clinton’s use
of a private email server. As Director Comey said in his statement on July 5, 2016, due to
intense public interest in the FBI's investigation into this matter, we believe it is important to
address your questions and explain our recommendation as to the appropriate resolution of this
investigation. For the same reasons, the FBI will be making a document production responding
to your interest in this matter.

The FBI conducted this investigation, as it does all investigations, in a competent, honest,
and independent way. We had an investigative team of agents and analysts supported by
technical experts, lawyers, and others from several divisions in the FBI. The investigative team
worked for close to a year conducting interviews, reviewing emails, and completing technical
examinations of recovered equipment. In addition, the FBI’s technical team conducted extensive
analysis to understand what, if any, indications there might be of a compromise of Secretary
Clinton’s electronic devices by hostile actors.

After nearly a year of gathering and analyzing evidence from numerous sources, the FBI
made a recommendation to the Department of Justice. Although the prosecutors make the
ultimate decision about whether or not charges are appropriate based on the evidence, the FBI
frequently makes recommendations and engages in conversations with the prosecutors regarding
the appropriate resolution of an investigation, given the evidence. The fact that the FBI made a
recommendation was not unusual; the fact that it was shared publicly was.

Dep. Daector

tabadm 1 -The Honorable Patrick J. Leahy
EADCom. Ranking Member
Y Committee on the Judiciary

“i:;n?’g;r-u—u— United States Senate
D Washington, DC 20510

Cls
Crrintell,
cueroism_—____ 1 - FBI ExecSec, Room 6147 TRIM #s 16/D0O/1759, 16/D0O/2349
Ciim. Inv, .
o ! ——— 1 - AJAD Herring Wyz
£ —_—— ——
Info. Res. _ 1 = MS. Beers
Inv. Tech.
Laboratoty
Off. ofCong. Affs.
Oft- of the Gen.

. Coun,
Offof fntell. ___
Off. Pub. Affs.
Off. of Piof. Resp.
Rec. Mgmt. ___
Sccurity
Taiming _____

Off. ofEEQA — MAILROOM 0O

FBI (16cv2531)-64


Perry
Highlight


The Honorable Charles E. Grassley

Our investigation looked at whether there was evidence that classified information was
improperly stored or transmitted on Secretary Clinton’s private email system, in violation of a
federal statute (18 U.S.C. § 793) thatmakes it a felony to mishandle classified information either
intentionally or in a grossly negligent way, or another statute (18 U.S.C. § 1924) that makes it a
misdemeanor to knowingly remove classified information from appropriate systems or storage
facilities. We also considered a statute (18 U.S.C. § 2071) making it illegal to willfully and
unlawfully conceal, remove, or destroy a federal record. Ultimately, the FBI did not recommend
prosecution based on an assessment of the facts and a review of how these statutes have been
charged in the past.

As the Director testified, cases prosecuted by the Department of Justice under the
relevant statutes involved some combination of: (1) clearly intentional and willful mishandling of
classified information; (2) significant quantities of material exposed in such a way as to support
an inference of intentional misconduct; (3) indications of disloyalty to the United States; or (4)
efforts to obstruct justice. One or more of these factors was present in the cases against David
Petraeus, Sandy Berger, and Bryan Nishimura. For instance, Petraeus provided vast quantities
of highly sensitive, compartmented information that he knew to be classified to a person without
an appropriate clearance or a need to know the information and, when confronted, he lied to the
FBI. Berger removed clearly marked, highly classified information from the National Archives
by secreting the documents in his clothing. These cases included clear evidence of knowledge
and intent which illustrates an important distinction from what the FBI found in this
investigation. Nishimura, a Naval Reservist stationed in Afghanistan, removed hundreds of
marked classified documents, without authorization, from classified U.S. military information
systems, which he then placed onto several personally-owned, unauthorized devices. Nishimura
later lied to investigators about onto which devices he had placed classified information, and
destroyed a large quantity of classified material he had maintained in his home. Despite this
destruction, a subsequent search of his house recovered 256 marked classified documents which
he was not authorized to store.

The fact that Secretary Clinton recetved emails containing “(C)” portion markings is not
clear evidence of knowiedge or intent. As the Director has testified, the FBI’s investigation
uncovered three instances of emails portioned marked with “(C),” a marking ostensibly
indicating the presence of information classified at the Confidential level. In each of these
instances, the Secretary did not originate the information; instead, the emails were forwarded to
her by staff members, with the portion-marked information located within the email chains and
without header and footer markings indicating the presence of classified information. Moreover,
only one of those emails was determined by the State Department to contain classified
information. There has been no determination by the State Department as to whether these three
emails were classified at the time they were sent.

Nor is the fact that Secretary Clinton emailed former Deputy Chief of Staff Jacob
Sullivan asking him to remove “identifying heading{s]” from a document and “send nonsecure”
as a “nonpaper” sufficient evidence to show that she knowingly or willfully mishandled
classified information. As we understand the common State Department use of the term, “non-
paper” refers to a document authorized for distribution to a foreign government that is without
explicit attribution to the U.S. Government and would not contain classified information. In
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their interviews with the FBI, both Secretary Clinton and Sullivan indicated their understanding
that this was an instruction to remove classified information from the talking points, in order to
send the resulting unclassified document through non-secure means. Moreover, the FBI
investigation determined that a secure fax was successfully sent subsequent to this message, and
no evidence was recovered indicating that the unclassified “non-paper” was ever created or sent
over the unclassified email system.

During the course of its investigation, the FBI conducted numerous interviews, including
one of John Bentel, then-Director of S/ES-IRM, the State Department of ficial referenced in the
State Department OIG report as having discouraged employees from raising concerns about
Secretary Clinton’s use of personal email. In his FBI interview, Bentel denied that State
Department employees raised concerns about Secretary Clinton’s email to him. The FBI
ultimately considered the inconsistencies between Bentel’s statements to the FBI and his
subordinates’ reported statements to investigators with the Department of State Inspector
General to be outside the scope of its investigation, and, further, ones which had been
appropriately addressed by the Department of State Inspector General.

During the course of the investigation, the FBI interviewed Department of State security
employees and-reviewed documents regarding cyber security, including the Boswell
memorandum, which outlined an increase in cyber actors targeting the personal email accounts
of State Department employees.! As Secretary Clinton did not believe she would or did receive
classified emails on her personal email system, it is unclear that a warning of this nature would
have had any impact on her conduct or intent.

Title 18, United States Code, Section 793 on its face makes it a felony to cause national
defense information to be removed, lost, stolen, or destroyed through gross negligence. Even at
the time the statute was passed, there were concerns in Congress about the inclusion of this
provision. Additionally, with respect to this statute, there are concerns about the constitutional
implications of criminalizing such conduct without requiring the government to prove that the
person knew he or she was doing something wrong, which is reflected in the Justice
Department’s history in charging this specific subsection of the statute (18 U.S.C. § 793(f)).
Our understanding is the Department has only charged one person with mishandling national
defense information through gross negligence in the 99-year history of the statute, and in that
case, the charge was dismissed when the defendant pled guilty to making false statements in
violation of 18 U.S.C. § 1001. Moreover, in that case, there were indications of espionage and
disloyalty to the United States. As the Director testified, he believed that to prosecute Secretary
Clinton or others within the scope of the investigation for gross negligence would be inconsistent
with how the Department has interpreted and applied the statute since Congress enacted it.

As the Director stated, the FBI did find evidence that Secretary Clinton and her
colleagues were extremely careless in their handling of certain, very sensitive, highly classified

! The FBI interviewed former Secretary of State Hillary Clinton on July 2, 2016. Although there
had been contact with Secretary Clinton’s attorneys during the course of the investigation, we
did not request an interview until June 2016 after sufficient facts were gathered to properly
inform the interview, which is common in investigations of this nature.
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information. The term “extremely careless” was intended to be a common sense way of
describing the actions of Secretary Clinton and her colleagues. The Director did not equate
“extreme carelessness” with the legal standard of “gross negligence” that is required by the
statute. In this case, the FBI assessed that the facts did not support a recommendation to
prosecute her or others within the scope of the investigation for gross negligence.

However, as the Director has explained, this is not to say that someone else who engaged
in this type of conduct would face no consequences for handling classified information in a
similar manner if they were still a government employee. For example, there are potentially
severe administrative consequences within the FBI for security violations involving the
mishandling of classified information, up to and including security clearance revocation and
dismissal. The FBI is in the process of providing relevant information to other U.S. Government
agencies to conduct further security and administrative reviews they deem appropriate for their
respective employees. If someone who engaged in this type of conduct applied for a job at the
FBI, the facts and circumstances surrounding this activity would be a significant factor in a
suitability review for a security clearance and employment at the Bureau.

As the Director noted in his statement, the FBI made its recommendation concerning this
matter to the Justice Department independent of any consultation with the Attorney General or
any White House officials, and the investigation was conducted without any improper political
influence of any kind. For this reasor, the FBI does not believe the appointment of a Special
Counsel is warranted. In addition, the FBI would refer you to the Department of Justice for any
explanation of legal agreements that may or may not have been made with potential witnesses, as
well as other judgments or decisions made by Department of Justice officials.

Lastly, concerning questions related to whether other matters may be under investigation,
consistent with prior statements, the FBI neither confirms nor denies the existence of non-public
investigations.

Thank you for your continued interest in this important matter, and, as always, we
appreciate your continued support for the men and women of the FBI. The production of
documents related to this matter will be provided under separate cover letter consistent with
required protocols for the transmission of classified documents.

Sincerely,

Jason V. Herring
Acting Assistant Director
Office of Congressional Affairs
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U.S. Department of Justice

Federal Bureau of Inveétigation

Washington, D.C. 20535

AUG 16 2016

The Honorable Devin Nunes

Chairman

Permanent Select Committee on Intelligence
United States House of Representatives
Washington, DC 20515

Dear Mr. Chairman:

I am writing in response to your letter to Director Comey dated July 6, 2016 regarding
the FBI’s investigation of former Secretary of State Hillary Clinton’s use of a private email
server. As Director Comey said in his statement on July 5, 2016, due to intense public interest in
the FBI’s investigation into this matter, we believe it is important to address your questions and
explain our recommendation as to the appropriate resolution of this investigation. For the same
reasons, the FBI will be making a document production responding to your interest in this
matter.

The FBI conducted this investigation, as it does all investigations, in a competent, honest,
and independent way, We had an investigative team of agents and analysts supported by
technical experts, lawyers, and others from several divisions in the FBL. The investigative team
worked for close to a year conducting interviews, reviewing emails, and completing technical
examinations of recovered equipment. . In addition, the FBI’s technical team conducted extensive
analysis to understand what, if any, indications there might be of a compromise of Secretary
Clinton’s electronic devices by hostile actors. '

Afier nearly a year of gathering and analyzing evidence from numerous sources, the FBI
made a recommendation to the Department of Justice. Although the prosecutors make the
ultimate decision about whether or not charges are appropriate hased on the evidence, the FBI
frequently makes recommendations and engages in conversations with the prosecutors regarding
the appropriate resolution of an investigation, given the evidence. The fact that the FBI made a
recommendation was not unusual; the fact that it was shared publicly was.

Our investigation looked at whether there was evidence that classified information was
improperly stored or transmitted on Secretary Clinton’s private email system, in violation of a
federal statute (18 U.S.C. § 793) that makes it a felony to mishandle classified information either
intentionally or in a grossly negligent way, or another statute (18 U.S.C. § 1924) that makes it a
misdemeanor to knowingly remove classified information from appropriate systems or storage
facilities. We also considered a statute (18 U.S.C. § 2071) making it illegal to willfully and
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unlawfully conceal, remove, or destroy a federal record. Ultimately, the FBI did not recommend
prosecution based on an assessment of the facts and a review of how these statutes have been
charged in the past. ,

As the Director testified, cases prosecuted by the Department of Justice under the
relevant statutes involved some combination of’: (1) clearly intentional and willful mishandling of
classified information; (2) significant quantities of material exposed in such a way as to support
an inference of intentional misconduct; (3) indications of disloyalty to the United States; or (4)
efforts to obstruct justice. One or more of these factors was present in the cases against David
Petraeus, Sandy Berger, and Bryan Nishimura. For instance, Petraeus provided vast quantities
of highly sensitive, compartmented information that he knew to be classified to a person without
an appropriate clearance or a need to know the information and, when confronted, he lied to the
FBI. Berger removed clearly marked, highly classified information from the National Archives
by secreting the documents in his clothing. These cases included clear evidence of knowledge
and intent which illustrates an important distinction from what the FBI found in this
investigation. Nishimura, a Naval Reservist stationed in Afghanistan, removed hundreds of
marked classified documents, without authorization, from classified U.S. military information
systems, which he then placed onto several personally-owned, unauthorized devices. Nishimura
_ later lied to investigators about onto which devices he had placed classified information, and
destroyed a large quantity of classified material he had maintained in his home. Despite this
destruction, a subsequent search of his house recovered 256 marked classified documents which
he was not authorized to store.

The fact that Secretary Clinton received emails containing “(C)” portion markings is not
clear evidence of knowledge or intent. As the Director has testified, the FBI’s investigation
uncovered three instances of emails portioned marked with “(C),” a marking ostensibly
indicating the presence of information classified at the Confidential level. In each of these
instances, the Secretary did not originate the information; instead, the emails were forwarded to
her by staff members, with the portion-marked information located within the email chains and
without header and footer markings indicating the presence of classified information. Moreover,
only one of those emails was determined by the State Department to contain classified
information. There has béen no determination by the State Department as to whether these three
emails were classified at the time they were sent.

Title 18, United States Code, Section 793 on its face makes it a felony to cause national
defense information to be removed, lost, stolen, or destroyed through gross negligence. Even at
the. time the statute was passed, there were concerns in Congress about the inclusion of this
provision. Additionally, with respect to this statute, there are concerns about the constitutional
implications of criminalizing such conduct without requiring the govemment to prove that the
person knew he or she was doing something wrong, which is reflected in the Justice
Department’s history in charging this specific subsection of the statute (18 U.S.C. § 793(1)).
Our understanding is the Department has only charged one person with mishandling national
defense information through gross negligence in the 99-year history of the statute, and in that
case, the charge was dismissed when the defendant pled guilty to making false statements in
violation of 18 U.S.C. § 1001. Moreover, in that case, there were indications of espionage and
disloyalty to the United States. As the Director testified, he believed that to prosecute Secretary
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Clinton or others within the scope of the investigation for gross negligence would be inconsistent
with how the Department has interpreted and applied the statute since Congress enacted it.

As the Director stated, the FBI did find evidence that-Secretary Clinton and her
colleagues were extremely careless in their handling of certain, very sensitive, highly classified
information. The term “extremely careless” was intended to be a common sense way of .
describing the actions of Secretary Clinton and her colleagues. The Director did not equate
“extreme carelessness” with the legal standard of “gross negligence” that is required by the
statute. In this case, the FBI assessed that the facts did not support.a recommendation to
prosecute her or others within the scope of the investigation for gross negligence.

However, as the Director has explained, this is not to say that someone else who engaged
in this type of conduct would face no consequences for handling classified information in a
similar manner if they were still a government employee. For example, there are potentially
severe administrative consequences within the FBI for security violations involving the
mishandling of classified information, up to and including security clearance revocation and
dismissal. The FBI is in the process of providing relevant information to other U.S. Government
agencies to conduct further security and administrative reviews they deem appropriate for their
respective employees. If someone who engaged in this type of conduct applied for a job at the
FBI, the facts and circumstances surrounding this activity would be a significant factor in a
suitability review for a security clearance and employment at the Bureau. v

Thank you for your continued interest in this important matter, and, as always, we
appreciate your continued support for the men and women of the FBI. The production of
documents related to this matter will be provided under separate cover letter consistent with
required protocols for the transmission of classified documents. -

i

Singceyely,
Jason V. Herring

Acting Assistant Director
Office of Congressional Affairs

1 - The Honorable Adam B. Schiff
Ranking Member ;
Permanent Select Committee on Intelligence
- United States House of Representatives

Washington, DC 20515
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The Honorable Devin Nunes

.Chairman AUG 16 2016

Permanent Select Committee on Ihtelligence
United States House of Representatives
Washington, DC 20515

Dear Mr. Chairman:

1 am writing in response to your ietter to Director Comey dated July 6, 2016 regarding
the FBI’s investigation of former Secretary of State Hillary Clinton’s use of a private email
server. As Director Comey said in his'statement on July 5, 2016, due to intense public interest in
the FBI’s investigation into this matter, we believe it is important to address your questions and
explain our recommendation as to the appropriate resolution of this investigation. For the same
reasons, the FBI will be making a document production responding to your interest in this
matter.

The FBI conducted this investigation, as it does all investigations, in a competent, honest,
and independent way. We had an investigative team of agents and analysts supported by
technical experts, lawyers, and others from several divisions in the FBI. The investigative team
worked for close to a year conducting interviews, reviewing emails, and completing technical
examinations of recovered equipment. In addition, the FBI’s technical team conducted extensive
analysis to understand what, if any, indications there might be of a compromise of Secretary
Clinton’s electronic devices by hostile actors.

After nearly a year of gathering and analyzing evidence from numerous sources, the FBI
made a recommendation to the Department of Justice. Although the prosecutors make the
ultimate decision about whether or not charges are appropriate based on the evidence, the FBI
frequently makes recommendations and engages in conversations with the prosecutors regarding
the appropriate resolution of an investigation, given the evidence. The fact that the FBI made a
recommendation was not unusual; the fact that it was shared publicly was.

Dcep. Director
EEEI’;E%I[_____ 1 - The Honorable Adam B. Schiff
EAOCrm. Ranking Member
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Our investigation looked at whether there was evidence that classified information was
improperly stored or transmitted on Secretary Clinton’s private email system, in violation of a
federal statute (18 U.S.C. § 793) that makes it a felony to mishandle classified information either
intentionally or in a grossly negligent way, or another statute (18 U.S.C. § 1924) that makes it a
misdemeanor to knowingly remove classified information from appropriate systems or storage
facilities. We also considered a statute (18 U.S.C. § 2071) making it illegal to willfully and
unlawfully conceal, remove, or destroy a federal record. Ultimately, the FBI did not recommend
prosecution based on an assessment of the facts and a review of how these statutes have been
charged in the past.

As the Director testified, cases prosecuted by the Department of Justice under the
relevant statutes involved some combination of: (1) clearly intentional and willful mishandling of
classified information; (2) significant quantities of material exposed in such a way as to support
an inference of intentional misconduct; (3) indications of disloyalty to the United States; or (4)
efforts to obstruct justice. One or more of these factors was present in the cases against David
Petraeus, Sandy Berger, and Bryan Nishimura. For instance, Petracus provided vast quantities
of highly sensitive, compartmented information that he knew to be classified to a person without
an appropriate clearance or a need to know the information and, when confronted, he lied to the
FBI. Berger removed clearly marked, highly classified information from the National Archives
by secreting the documents in his clothing. These cases included clear evidence of knowledge
and intent which illustrates an important distinction from what the FBI found in this
investigation. Nishimura, a Naval Reservist stationed in Afghanistan, removed hundreds of
marked classified documents, without authorization, from classified U.S. military information
systems, which he then placed onto several personally-owned, unauthorized devices. Nishimura
later lied to investigators about onto which devices he had placed classified information, and
destroyed a large quantity of classified material he had maintained in his home. Despite this
destruction, a subsequent search of his house recovered 256 marked classified documents which
he was not authorized to store.

The fact that Secretary Clinton received emails containing “(C)” portion markings is not
clear evidence of knowledge or intent. As the Director has testified, the FBI’s investigation
uncovered three instances of emails portioned marked with “(C),” a marking ostensibly
indicating the presence of information classified at the Confidential level. In each of these
instances, the Secretary did not originate the information; instead, the emails were forwarded to
her by staff members, with the portion-marked information located within the email chains and
without header and footer markings indicating the presence of classified information. Moreover,
only one of those emails was determined by the State Department to contain classified
information. There has been no determination by the State Department as to whether these three
cmails were classified at the time they were sent.

Title 18, United States Code, Section 793 on its face makes it a felony to cause national
defense information to be removed, lost, stolen, or destroyed through gross negligence. Even at
the time the statute was passed, there were concerns in Congress about the inclusion of this
provision. Additionally, with respect to this statute, there are concerns about the constitutional
implications of criminalizing such conduct without requiring the government to prove that the
person knew he or she was doing something wrong, which is reflected in the Justice
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Department’s history in charging this specific subsection of the statute (18 U.S.C. § 793(f)).
Our understanding is the Department has only charged one person with mishandling national
defense information.through gross negligence in the 99-year history of the statute, and in that
case, the charge was dismissed when the defendant pled guilty to making false statements in
violation of 18 U.S.C. § 1001. Moreover, in that case, there were indications of espionage and
disloyalty to the United States. As the Director testified, he believed that to prosecute Secretary
Clinton or others within the scope of the investigation for gross negligence would be inconsistent
with how the Department has interpreted and applied the statute since Congress enacted it.

As the Director stated, the FBI did find evidence that Secretary Clinton and her
colleagues were extremely careless in their handling of certain, very sensitive, highly classified
information. The term “extremely careless” was intended to be a common sense way of
describing the actions of Secretary Clinton and her colleagues. The Director did not equate
“extreme carelessness” with the legal standard of “gross negligence” that is required by the
statute. In this case, the FBI assessed that the facts did not support a recommendation to
prosecute her or others within the scope of the investigation for gross negligence.

However, as the Director has explained, this is not to say that someone else who engaged
in this type of conduct would face no consequences for handling classified information in a
similar mannerif they were still a govemment employee. For example, there are potentially
severe administrative consequences within the FBI for security violations involving the
mishandling of classified information, up to and including security clearance revocation and
dismissal. The FBI is in the process of providing relevant information to other U.S. Government
agencies to conduct further security and administrative reviews they deem appropriate for their
respective employees. If someone who engaged in this type of conduct applied for a job at the
FBI, the facts and circumstances surrounding this activity would be a significant factor in a
suitability review for a security clearance and employment at the Bureau.

Thank you for your continued interest in this important matter, and, as always, we
appreciate your continued support for the men and women of the FBI. The production of
documents related to this matter will be provided under separate cover letter consistent with
required protocols for the transmission of classified documents.

Sincerely,

Jason V. Herring
Acting Assistant Director
Office of Congressional Affairs

1 - The Honorable Adam B. Schiff
Ranking Member
Permanent Select Committee on Intelligence
United States House of R epresentatives
Washington, DC 20515

|
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Chairman

Committee on Oversight and
Govemment Reform .
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Washington, DC 20515

The Honorable Elijah E. Cummings

Ranking Member

Committee on Oversight and
Government Reform

United States House of Representatives

Washington, DC 20515

Dear Mr. Chairman and Mr. Ranking Member:

I am writing in response to your separate letters to Director Comey dated July 11, 2016
regarding the FBI's investigation of former Secretary of State Hillary Clinton’s use of a private
email server. As Director Comey said in his statement on July 5, 2016, due to intense public
interest in the FBI’s investigation into this matter, we believe it is important to address your
questions and explain our recommendation as to the appropriate resolution of this investigation.
For the same reasons, the FBI will be making a document production responding to your interest
in this matter. _ '

The FBI conducted this investigation, as it does all investigations, in a competent, honest,
and independent way. We had an investigative team of agents and analysts supported by
technical experts, lawyers, and others from severa! divisions in the FBI. The investigative team
worked for close to a year conducting interviews, reviewing emails, and completing technical
examinations of recovered equipment. In addition, the FBI’s technical team conducted extensive
analysis to understand what, if any, indications there might be of a compromise of Secretary
Clinton’s electronic devices by hostile actors.

After nearly a year of gathering and analyzing evidence from numerous sources, the FBI
made a recommendation to the Department of Justice. Although the prosecutors make the
ultimate decision about whether or not charges are appropriate based on the evidence, the FBI
frequently makes recommendations and engages in conversations with the prosecutors regarding
the appropriate resolution of an investigation, given the evidence. The fact that the FBI made a
recommendation was not unusual; the fact that it was shared publicly was,
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Our investigation looked at whether there was evidence that classified information was
improperly stored or transmitted on Secretary Clinton’s private email system, in violation ofa .
federal statute (18 U.S.C. § 793) that makes it a felony to mishandle classified information either
intentionally or in a grossly negligent way, or another statute (18 U.S.C. § 1924) that makes it a
misdemeanor to knowingly remove classified information from appropriate systems or storage
facilities. We also considered a statute (18 U.S.C. § 2071) making it illegal to willfully and
unlawfnlly conceal, remove, or destroy a federal record. Ultimately, the FBI did not recommend
prosecution based on an assessment of the facts and a review of how these statutes have been
charged in the past.

As the Director testified, cases prosecuted by the Department of Justice under the _
relevant statutes involved some combination of: (1) clearly intentional and willful mishandling of
classified information; (2) significant quantities of material exposed in such a way as to support
an inference of intentional misconduct; (3) indications of disloyalty to the United States; or (4)
efforts to obstruct justice. One or more of these factors was present in the cases against David
Petraeus, Sandy Berger, and Bryan Nishimura. For instance, Petraeus provided vast quantities
of highly sensitive, compartmented information that he knew to be classified to a person without
an appropriate clearance or a need to know the information and, when confronted, he lied to the
FBI. Berger removed clearly marked, highly classified information from the National Archives
by secreting the documents in his clothing. These cases included clear evidence of knowledge
and intent which illustrates an important distinction from what the FBI found in this
investigation. Nishimura, a Naval Reservist stationed in Afghanistan, removed hundreds of
marked classified documents, witliout authorization, from classified U.S. military information
systems, which he then placed onto several personally-owned, unauthorized devices. Nishimura
later lied to investigators about onto which devices he had placed classified information, and
destroyed a large quantity of classified material he had maintained in his home. Despite this
destruction, a subsequent search of his house recovered 256 marked classified documents which
he was not authorized to store. '

The fact that Secretary Clinton received emails containing “(C)” portion markings is not
clear evidence of knowledge or intent. As the Director has testified, the FBI’s investigation
uncovered three instances of emails portioned marked with “(C),” a marking ostensibly
indicating the presence of information classified at the Confidential level. In each of these
instances, the Secretary did not originate the information; instead, the emails were forwarded to
her by staff members, with the portion-marked information located within the email chains and
without header and footer markings indicating the presence of classified information. Moreover,
only one of those emails was determined by the State Department to contain classified
information. There has been no determination by the State Department as to whether these three
emails were classified at the time they were sent. '

Title 18, United States Code, Section 793 on its face makes it a felony to cause national
defense information to be removed, lost, stolen, or destroyed through gross negligence. Even at
the time the statute was passed, there were concerns in Congress about the inclusion of this
. provision. Additionally, with respect to this statute, therg are concerns about the constitutional
tmplications of criminalizing such conduct without requiring the government to prove that the
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person knew he or she was doing sométhing wrong, which is reflected in the Justice
Department’s history in charging this specific subsection of the statute (18 U.S.C. § 793(f)).

Our understanding is the Department has only charged one person with mishandling national
defense information through gross negligence in the 99-year history of the statute, and in that
case, the charge was dismissed when the defendant pled guilty to making false statements in
violation of 18 U.S.C. § 1001. Moreover, in that case, there were indications of espionage and
disloyalty to the United States. As the Director testified, he believed that to prosecute Secretary

+ Clinton or others within the scope of the investigation for gross negligence would be inconsistent
with how the Department has interpreted and applied the statute since Congress enacted it.

As the Director stated, the FBI did find evidence that Secretary Clinton and her ,
colleagues were extremely careless in their handling of certain, very sensitive, highly classified
information. The term “extremely careless” was intended to be a common sense way of
describing the actions of Secretary Clinton and her colleagues. The Director did not equate
“extreme carelessness” with the legal standard of “gross negligence” that is required by the
statute. In this case, the FBI assessed that the facts did not support a recommendation to
prosecute her or: others within the scope of the investigation for gross negligence.

However, as the Director has explained, this is not to say that someone else who engaged
in this type of conduct would face no consequences for handling classified information in a
similar manner if they were still a government employee. For example, there are potentially
severe administrative consequences within the FBI for security violations involving the
mishandling of classified information, up to and including security clearance revocation and
dismissal. The FBI is in the process of providing relevant information to other U.S. Government
agencies to conduct further security and administrative reviews they deem appropriate for their
respective employees. If someone who engaged in this type of céonduct applied for a job at the
FBI, the facts and circumstances surrounding this activity would be a significant factor in a
suitability review for a security clearance and employment at the Bureau.

Thank you for your continued interest in this important matter, and, as always, we
appreciate your continued support for the men and women of the FBL. The production of
documents related to this matter will be provided under separate cover letter consistent with
required protocols for the transmission of classified documents.

Sincerely,

iy

Jason V. Herring
Acting Assistant Director
Office of Congressional Affairs
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The Honorable Jason Chaffetz

Chairman

Committee on Oversight and
Government Reform

United States House of Representatives

Washington, DC 20515

The Honorable Elijah E. Cummings

Ranking Member

Committee on Oversight and
Govermnment Reform

United States House of Representatives

Washington, DC 20515

Dear Mr. Chairman and Mr. Ranking Member:

I am writing in response to your separate letters to Director Comey dated July 11,2016
regarding the FBI’s investigation of former Secretary of State Hillary Clinton’s use of a private
email server. As Director Comey said in his statement on July 5, 2016, due to intense public
interest in the FBI's investigation into this matter, we believe it is important to address your
questions and explain our recommendation as to the appropriate resolution of this investigation.
For the same reasons, the FBI will be making a document production responding to your interest
in this matter.

The FBI conducted this investigation, as it does all investigations, in a competent, honest,

Deb. pirecror__ — and independent way. We had an investigative team of agents and analysts supported by

eapcTici___technical experts, lawyers, and others from several divisions in the FBI. The investigative team

eaD-com ——worked for close to a year conducting interviews, reviewing emails, and completing technical

AL ——examinations of recovered equipment. In addition, the FBI’s technical team conducted extensive
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After nearly a year of gathering and analyzing evidence from numerous sources, the FBI
made a recommendation to the Department of Justice. Although the prosecutors make the
ultimate decision about whether or not charges are appropriate based on the evidence, the FBI
frequently makes recommendations and engages in conversations with the prosecutors regarding
the appropriate resolution of an investigation, given the evidence. The fact that the FBI made a
recommendation was not unusual; the fact thatit was shared publicly was.

Our investigation looked at whether there was evidence that classified information was
improperly stored or transmitted on Secretary Clinton’s private email system, in violation of a
federal statute (18 U.S.C. § 793) that makes it a felony to mishandle classified information either
intentionally or in a grossly negligent way, or another statute (18 U.S.C. § 1924) that makes it a
misdemeanor to knowingly remove classified information from appropriate systems or storage
facilities. We also considered a statute (18 U.S.C. § 2071) making it illegal to willfully and
unlawfully conceal, remove, or destroy a federal record. Ultimately, the FBI did not recommend
prosecution based on an assessment of the facts and a review of how these statutes have been
charged in the past.

As the Director testified, cases prosecuted by the Department of Justice under the
relevant statutes involved some combination of: (1) clearly intentional and willful mishandling of
- classified information; (2) significant quantities of material exposed in such a way as to support

an inference of intentional misconduct; (3) indications of disloyalty to the United States; or (4)

“efforts to obstruct justice. One or more of these factors was present in the cases against David
Petraeus, Sandy Berger, and Bryan Nishimura. For instance, Petraeus provided vast quantities
of highly sensitive, compartmented information that he knew to be classified to a person without
an appropriate clearance or a need to know the information and, when confronted, he lied to the
FBI. Berger removed clearly marked, highly classified information from the National Archives
by secreting the documents in his clothing. These cases included clear evidence of knowledge
and intent which illustrates an important distinction from what the FBI found in this
investigation. Nishimura, a Naval Reservist stationed in Afghanistan, removed hundreds of
marked classified documents, without authorization, from classified U.S. military information
systems, which he then placed onto several personally-owned, unauthorized devices. Nishimura
later lied to investigators-about onto which devices he had placed classified information, and
destroyed a large quantity of classified material he had maintained in his home. Despite this
destruction, a subsequent search of his house recovered 256 marked classified documents which
he was not authorized to store.

The fact that Secretary Clinton received emails containing “(C)” portion markings is not
clear evidence of knowledge or intent. As the Director has testified, the FBI’s investigation
uncovered three instances of emails portioned marked with “(C),” a marking ostensibly
indicating the presence of information classified at the Confidential level. In each of these
instances, the Secretary did not originate the information; instead, the emails were forwarded to
her by staff members, with the portion-marked information located within the email chains and
without header and footer markings indicating the presence of classified information. Moreover,
only one of those emails was determined by the State Department to contain classified
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information. There has been no determination by the State Department as to whether these three
emails were classified at the time they were sent.

Title 18, United States Code, Section 793 on its face makes it a felony to cause national
defense information to be removed, lost, stolen, or destroyed through gross negligence. Even at
the time the statute was passed, there were concerns in Congress about the inclusion of this
provision. Additionally, with respect to this statute, there are concerns about the constitutional
implications of criminalizing such conduct without requiring the government to prove that the

. person knew he or she was doing something wrong, which is reflected in the Justice
Department’s history in charging this specific subsection of the statute (18 U.S.C. § 793({)).
Our understanding is the Department has only charged one person with mishandling national
defense information through gross negligence in the 99-year history of the statute, and in that
case, the charge was dismissed when the defendant pled guiity to making false statements in
violation of 18 U.S.C. § 1001. Moreover, in that case, there'were indications of espionage and
disloyalty to the United States. As the Director testified, he believed that to prosecute Secretary
Clinton or others within the scope of the investigation for gross negligence would be inconsistent
with how the Department has interpreted and applied the statute since Congress enacted it.

As the Director stated, the FBI did find evidence that Secretary Clinton and her
colleagues were extremely careless in their handling of certain, very sensitive, highly classified
information. The term “extremely careless” was intended to be a common sense way of
describing the actions of Secretary Clinton and her colleagues. The Director did not equate
“extreme carelessness” with the legal standard of “gross negligence” that is required by the
statute. In this case, the FBI assessed that the facts did not support a recommendation to
prosecute her or others within the scope of the investigation for gross negligence.

However, as the Director has explained, this is not to say that someone else who engaged
in this type of conduct would face no consequences for handling classified information in a
similar manner if they were still a government employee. For example, there are potentially
severe administrative consequences within the FBI for security violations involving the
mishandling of classified information, up to and including security clearance revocation and
dismissal. The FBI is in the process of providing relevant information to other U.S. Government
agencies to conduct further security and administrative reviews they deem appropriate for their
respective employees. If someone who engaged in this type of conduct applied for a job at the
FBI, the facts and circumstances surrounding this activity would be a significant factor in a
suitability review for a security clearance and employment at the Bureau.
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Thank you for your continued interest in this important matter, and, as always, we
appreciate your continued support for the men and women of the FBI. The production of
documents related to this matter will be provided under separate cover letter consistent with
required protocols for the transmission of classified documents.

Sincerely,

'~ Jason V. Herring
Acting Assistant Director
Office of Congressional Affairs
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U.S. Department of Justice

Federal Bureau of Investigation

Washington, D.C. 20535-0001

The Honorable Robert Goodlatte AUG 16 705
Chairman '

Committee on the Judiciary

United States House of Representatives

Washington, DC 20515

Dear Mr. Chairman:

[ am writing in response to your letter to Director Comey dated July 5, 2016 regarding
the FBI’s investigation of former Secretary of State Hillary Clinton’s use of a private email
server. As Director Comey said in his statement on July 5, 2016, due to intense public interest in
the FBI’s investigation into this matter, we believe it is important to address your questions and
explain our recommendation as to the appropriate resolution of this investigation. For the same
reasons, the FBI will be making a document production responding to your interest in this
matter. -

The FBI conducted this investigation, as it does all investigations, in a competent, honest,
and independent way. We had an investigative team of agents and analysts supported by
technical experts, lawyers, and others from several divisions in the FBI. The investigative team
worked for close to a year conducting interviews, reviewing emails, and completing technical
examinations of recovered equipment. In addition, the FBI's technical team conducted extensive
analysis to understand what, if any, indications there might be of a compromise of Secretary
Clinton’s electronic devices by hostile actors.

After nearly a year of gathering and analyzing evidence from numerous sources, the FBI
made a recommendation to the Department of Justice. Although the prosecutors make the
ultimate decision about whether or not charges are appropriate based on the evidence, the FBI
frequently makes recommendations and engages in conversations with the prosecutors regarding
the appropriate resolution of an investigation, given the evidence. The fact that the FBI made a
recommendation was not unusual; the fact that it was shared publicly was.

Our investigation looked at whether there was evidence that classified information was
improperly stored or transmitted on Secretary Clinton’s private email system, in violation of a
federal statute (18 U.S.C. § 793) that makes it a felony to mishandle classified information either -
intentionally or in a grossly negligent way, or another statute (18 U.S.C. § 1924) that makes it a
misdemeanor to knowingly remove classified information from appropriate systems or storage
facilities. We also considered a statute (18 U.S.C. § 2071) making it illegal to willfully and
unlawfully conceal, remove, or destroy a federal record. Ultimately, the FBI did not recommend
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prosecution based on an assessment of the facts and a review of how these statutes have been
charged in the past. :

As the Director testified, cases prosecuted by the Department of Justice under the
relevant statutes involved some combination of: (1) clearly intentional and willful mishandling of
classified information; (2) significant quantities of material exposed in such a way as to suppor
an inference of intentional misconduct; (3) indications of disloyalty to the United States; or (4)
efforts to obstruct justice. One or more of these factors was present in the cases against David
Petraeus, Sandy Berger, and Bryan Nishimura. For instance, Petraeus provided vast quantities
of highly sensitive, compartmented information that he knew to be classified to a person without
an appropriate clearance or a need to know the information and, when confronted, he lied to the
FBI. Berger removed clearly marked, highly classified information from the National Archives
by secreting the documents in his clothing. These cases included clear evidence of knowledge
and intent which illustrates an important distinction from what the FBI found in this
investigation. Nishimura, a Naval Reservist stationed in Afghanistan, removed hundreds of
marked classified documents, without authorization, from classified U.S. military information
systems, which he then placed onto several personally-owned, unauthorized devices. Nishimura
later lied to investigators about onto which devices he had placed classified information, and
destroyed a large quantity of classified material he had maintained in his home. Despite this

“destruction, a subsequent search of his house recovered 256 marked classified documents which
he was not authorized to store.

The fact that Secretary Clinton received emails containing “(C)” portion markings is not
clear evidence of knowledge or intent. As the Director has testified, the FBI’s investigation
uncovered three instances of emails portioned marked with “(C),” a marking ostensibly
indicating the presence of information classified at the Confidential level. In each of these
instances, the Secretary did not originate the information; instead, the emails were forwarded to
her by staff members, with the portion-marked information located within the email chains and
without header and footer markings indicating the presence of classified information. Moreover,
only one of those emails was determined by the State Department to contain classified
information. There has been no determination by the State Department as to whether these three
emails were classified at the time they were sent.

Title 18, United States Code, Section 793 on its face makes it a felony to cause national
defense information to be removed, lost, stolen, or destroyed through gross negligence. Even at
_ the time the statute was passed, there were concerns in Congress about the inclusion of this

provision. Additionally, with respect to this statute, there are concerns about the constitutional
implications of criminalizing such conduct without requiring the government to prove that the
_person knew he or she was doing something wrong, which is reflected in the Justice
Department’s history in charging this specific subsection of the statute (18 U.S.C. § 793(f)).
Our understanding is the Department has only charged one person with mishandling national
defense information through gross negligence in the 99-year history of the statute, and in that
case, the charge was dismissed when the defendant pled guilty to making false statements in
violation of 18 U.S.C. § 1001. Moreover, in that case, there were indications of espionage and
disloyalty to the United States. As the Director testified, he believed that to prosecute Secretary
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Clinton or others within the scope of the investigation for gross negligence would be inconsistent
with how the Department has interpreted and applied the statute since Congress enacted it.

As the Director stated, the FBI did find evidence that Secretary Clinton and her
colleagues were extremely careless in their handling of certain, very sensitive, highly classified
information. The term “extremely careless” was intended to be a common sense way of
describing the actions of Secretary Clinton and her colleagues. The Director did not equate
“extreme carelessness” with the legal standard of “gross negligence” that is required by the
statute. In this case, the FBI assessed that the facts did not support a recommendation to
prosecute her or others within the scope of the investigation for gross negligence.

However, as the Director has explained, this is not to say that someone else who engaged
in this type of conduct would face no consequences for handling classified information in a
similar manner if they were still a government employee. For example, there are potentially
severe administrative consequences within the FBI for security violations involving the
mishandling of classified information, up to and including security; clearance revocation and
dismissal. The FBI is in the process of providing relevant information to other U.S. Government
agencies to conduct further security and administrative reviews they deem appropriate for their
respective employees. If someone who engaged in this type of conduct applied for a job at the
FBI, the facts and circumstances surrounding this activity would be a significant factor in a
suitability review for a security clearance and employment at the Bureau.

Lastly, concerning questions related to whether other matters may be under investigation,
consistent with prior statements, the FBI neither confirms nor denies the existence of non-public
investigations. :

Thank you for your continued interest in this important matter, and, as always, we
appreciate your continued support for the men and women of the FBI. The production of
documents related to this matter will be provided under separate cover letter consistent with
required protocols for the transmission of classified documents.

Sincerely,

G2

Jason V. Herring
Acting Assistant Director
Office of Congressional Affairs

1 - The Honorable John Conyers
Ranking Member
Committee on the Judiciary :
United States House of Representative
‘Washington, DC 20515
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The Honorable Robert Goodlatte
Chairman
Committee on the Judiciary

United States House of Representatives
Washington, DC 20515

Dear Mr. Chairman:

[ am writing in response to your letter to Director Comey dated July S, 2016 regarding
the FBI’s investigation of former Secretary of State Hillary Clinton’s use of a private email
server. As Director Comey said in his statement on July S, 2016, due to intense public interest in
the FBI’s investigation into this matter, we believe it is important to address your questions and
explain our recommendation as to the appropriate resolution of this investigation. Forthe same
reasons, the FBI will be making a document production responding to your interest in this
matter.

The FBI conducted this investigation, as it does all investigations, in a competent, honest,
and independent way. We had an investigative team of agents and analysts supported by
technical experts, lawyers, and others from scveral divisions in the FBI. The investigative team
worked for close to a year conducting interviews, reviewing emails, and completing technical
examinations of recovered equipment. In addition, the FBI’s technical team conducted extensive
analysis to understand what, if any, indications there might be of a compromise of Secretary
Clinton’s electronic devices by hostile actors.

 After nearly a year of gathering and analyzing evidence from numerous sources, the FBI
made a recommendation to the Department of Justice. Although the prosecutors make the
oep. Dimeror____UItiMate decision about whether or not charges are appropriate based on the evidence, the FBI

Eﬁgg;glﬁfwntly makes recommendations and engages in conversations with the prosecutors regarding
eADCim ____the appropriate resolution of an investigation, given the evidence. The fact that the FBI made a
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Our investigation looked at whether there was evidence that classified information was
improperly stored or transmitted on Secretary Clinton’s private email system, in violation of a
federal statute (18 U.S.C. § 793) that makes it a felony to mishandle classified information either
intentionally or in a grossly negligent way, or another statute (18 U.S.C. § 1924) that makes it a
misdemeanor to knowingly remove classified information from appropriate systems or storage
facilities. We also considered a statute (18 U.S.C. § 2071) making it illegal to willfully and
unlawfully conceal, remove, or destroy a federal record. Ultimately, the FBI did not recommend
prosecution based on an assessment of the facts and a review of how these statutes have been
charged in the past.

As the Director testified, cases prosecuted by the Department of Justice under the
relevant statutes involved some combination of: (1) clearly intentional and willful mishandling of
classified information; (2) significant quantities of material exposed in such a way as to support
an inference of intentional misconduct; (3) indications of disloyalty to the United States; or (4)
efforts to obstruct justice. One or more of these factors was present in the cases against David
Petraeus, Sandy Berger, and Bryan Nishimura. For instance, Petraeus provided vast quantities
of highly sensitive, compartmented information that he knew to be classified to a person without
an appropriate clearance or a need to know the information and, when confronted, he lied to the
FBI. Berger removed clearly marked, highly classified information from the National Archives
by secreting the documents in his clothing. These cases included clear evidence of knowledge
and intent which illustrates an important distinction from what the FBI found in this
investigation. Nishimura, a Naval Reservist stationed in Afghanistan, removed hundreds of
marked classified documents, without authorization, from classified U.S. military information
systems, which he then placed onto several personally-owned, unauthorized devices. Nishimura
later lied to investigators about onto which devices he had placed classified information, and
destroyed a large quantity of classified material he had maintained in his home. Despite this
destruction, a subsequent search of his house recovered 256 marked classified documents which
he was not authorized to store. ' :

The fact that Secretary Clinton received emails containing “(C)” portion markings is not
clear evidence of knowledge or intent. As the Director has testified, the FBI’s investigation
uncovered three instances of emails portioned marked with “(C),” a marking ostensibly
indicating the presence of information classified at the Confidential level. Ineach of these
instances, the Secretary did not originate the information; instead, the emails were forwarded to
her by staff members, with the portion-marked information located within the email chains and
without header and footer markings indicating the presence of classified information. Moreover,
only one of those emails was determined by the State Department to contain classified
information. There has been no determination by the State Department as to whether these three
emails were classified at the time they were sent.

Title 18, United States Code, Section 793 on its face makes it a felony to cause nationa!l
defense information to be removed, lost, stolen, or destroyed through gross negligence. Even at
the time the statute was passed, there were concerns in Congress about the inclusion of this
provision. Additionally, with respect to this statute, there are concerns about the constitutional
implications of criminalizing such conduct without requiring the government to prove that the
person knew he or she was doing something wrong, which is reflected in the Justice
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Department’s history in charging this specific subsection of the statute (18 U.S.C. § 793(f)).

Our understanding is the Department has only charged one person with mishandling national
defense information through gross negligence in the 99-year history of the statute, and in that
case, the charge was dismissed when the defendant pled guilty to making false statements in
violation of 18 U.S.C. § 1001. Moreover, in that case, there were indications of espionage and
disloyalty to the United States. As the Director testified, he believed that to prosecute Secretary
Clinton or others within the scope of the investigation for gross negligence would be inconsistent
with how the Department has interpreted and applied the statute since Congress enacted it.

As the Director stated, the FBI did find evidence that Secretary Clinton and her
colleagues were extremely careless in their handling of certain, very sensitive, highly classified
information. The term “extremely careless” was intended to be a common sense way of
describing the actions of Secretary Clinton and her colleagues. The Director did not equate
“extreme carelessness” with the legal standard of “gross negligence” that is required by the
statute. In this case, the FBI assessed that the facts did not support a recommendation to
prosecute her or others within the scope of the investigation for gross negligence.

However, as the Director has explained, this is not to say that someone else who engaged
in this type of conduct would face no consequences for handling classified information in a
similar manner if they were still a government employee. For example, there are potentially
severe administrative consequences within the FBI for security violations involving the
mishandling of classified information, up to and including security clearance revocation and
dismissal. The FBI is in the process of providing relevant information to other U.S. Goverunent
agencies to conduct turther security and administrative reviews they deem appropriate for their
respective employees. If someone who engaged in this type of conduct applied for a job at the
FBI, the facts and circumstances surrounding this activity would be a significant factor in a
suitability review for a security clearance and employment at the Bureau.

Lastly, concerning questions related to whether other matters may be under investigation,
consistent with prior statements, the FBI neither confirms nor denies the existence of non-public
investigations.

Thank you for your continued interest in this important matter, and, as always, we -
appreciate your continued support for the men and women of the FBI. The production of
documents related to this matter will be provided under separate cover letter consistent with
required protocols for the transmission of classified documents.

Sincerely,

Jason V. Herring
Acting Assistant Director
Office of Congressional Affairs
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U.S. Department of Justice

Federal Bureau of Investigation

Washington, D.C. 20535

The Honorable Ron Johnson AUG 1 6 2016
Chairman :
Committee on Homeland Security and
Govermnmental Affairs
United States Senate
Washington, DC 20510

Dear Mr. Chairman;

I am writing in response to your letters to Director Comey dated July S, 2016 and July 15,
2016 and to your letter to the Attorney General dated 7/11/2016 reegarding the FBI’s
investigation of former Secretary of State Hillary Clinton’s use ofa private email server. As
Director Comey said in his statement on July 5, 2016, due to intense public interest in the FBI’s
investigation into this matter, we believe it is important to address your questions and explain our
recommendation as to the appropriate resotution of this investigation: For the same reasons, the
FBI will be making a document production responding to your interest in this matter.

The FBI conducted this investigation, as it does all investigations, in a competent, honest,
and independent way, We had an investigative team of agents and analysts supported by
technical experts, lawyers, and others from several divisions in the FBI. The investigative team
worked for close to a year conducting interviews, reviewing emails, and completing technical
examinations of recovered equipment. In addition, the FBI’s technical team conducted extensive
analysis to understand what, if any, indications there might be of 2 compromise of Secretary
Clinton’s electronic devices by hostile actors,

After nearly a year of gathering and analyzing evidence from numerous sources, the FBI
made a recommendation to the Department of Justice. Although the prosecutors make the
ultimate decision about whether or not charges are appropriate based on the evidence, the FBI
frequently makesrecommendations and engages in conversations with the prosecutors regarding
the appropriate resolution of an investigation, given the evidence. The fact that the FBI made a
recommendation was not unusual; the fact that it was shared publicly was.

Our investigation looked at whether there was evidence that classified information was
improperly stored or transmitted on Secretary Clinton’s private ernail system, in violation of a
federal statute (18 U.S.C, § 793) that makes it a felony to mishandle classified information either
intentionally or in a grossly negligent way, or another statute (18 U.S.C. § 1924) that makes it a
misdemeanor to knowingly remove classified information from appropriate systems or storage
facilities. We also considered a statute (18 U.S.C. § 2071) making it illegal to willfully and
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unlawfully conceal, remove, or destroy a federal record. Ultimately, the FBI did not recommend
prosecution based on an assessment of the facts and a review of howthese statutes have been
charged in the past.

As the Director testified, cases prosecuted by the Department of Justice under the
relevant statutes involved some combination of: (1) clearly intentional and willful mishandling of
classified information; (2) significant quantities of material exposed in such a way as to support
an inference of intentional misconduct; (3) indications of disloyalty to the United States; or (4)
efforts to obstruct justice. One or more of these factors was present in the cases against David
Petraeus, Sandy Berger, and Bryan Nishimura. For instance, Petraeus provided vast quantities
of highly sensitive, compartmented information that he knew to be classified to a person without
an appropriate clearance or a need to know the information and, when confronted, he lied to the
FBI. Berger removed clearly marked, highly classified information from the National Archives
by secreting the documents in his clothing. These casesincluded clear evidence of knowledge
and intent which illustrates an important distinction from what the FBI found in this
investigation. Nishimura, a Naval Reservist stationed in Afghanistan, removed hundreds of
marked classified documents, without authorization, from classified U.S. military information
systems, which he then placed onto several personally-owned, unauthorized devices. Nishimura
later lied to investigators about onto which devices he had placed classified information, and
destroyed a large quantity of classified material he had maintained in his home. Despite this
destruction, a subsequent search of his house recovered 256 marked classified documents which
he was not authorized to store.

The fact that Secretary Clinton received emails containing “(C)” portion markings is not
clear evidence of knowledge or intent. As the Director has testified, the FBI’s investigation
uncovered three instances of emails portioned marked with “(C),” a marking ostensibly
indicating the presence of information classified at the Confidential level. In each of these
instances, the Secretary did not originate the information; instead, the emails were forwarded to
her by staff members, with the portion-marked information located within the email chains and
without header and footer markings indicating the presence of classified information. Moreover,
only one of those emails was determined by the State Department to contain classified

information. There has been no determination by the State Department as to whether these three

emails were classified at the time they were sent.

Title 18, United States Code, Section 793 on its face makes it a felony to cause national
defense information to be removed, lost, stolen, or destroyed through gross negligence. Even at
the time the statute was passed, there were concerns in Congress about the inclusion of this
provision. Additionally, with respect to this statute, there are concerns about the constitutional
implications of criminalizing such conduct without requiring the government to prove that the
person knew he or she was doing something wrong, which is reflected in the Justice
Department’s history in charging this specific subsection of the statute (18 U.S.C. § 793(f)).
Our understanding is the Department has only charged one person with mishandling national
defense information through gross negligence in the 99-year history of the statute, and in that
case, the charge was dismissed when the defendant pled guilty to making false statements in
violation of 18 U.S.C. § 1001. Moreover, in that case, there were indications of espionage and
disloyalty to the United States. As the Director testified, he believed that to prosecute Secretary
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Clinton or others within the scope of the investigation for gross negligence would be inconsistent
with how the Department has interpreted and applied the statute since Congress enacted it.

As the Director stated, the FBI did find evidence that Secretary Clinton and her
colleagues were extremely careless in their handling of certain, very sensitive, highly classified
information. The term “extremely careless” was intended to be a common sense way of
describing the actions of Secretary Clinton and her colleagues. The Director did not equate
“extreme carelessness” with the legal standard of “gross negligence” that is required by the
statute. In this case, the FBI assessed that the facts did not support a recommendation to
prosecute her or others within the scope of the investigation for gross negligence.

However, as the Director has explained, this is not to say that ssomeone else who engaged
in this type of conduct would face no consequences for handling classified information in a
similar manner if they were still a government employee. For example, there are potentially
severe administrative consequences within the FBI for security violations involving the
mishandling of classified information, up to and including security clearance revocation and
dismissal. The FBI is in the process of providing relevant information to other U.S. Government
agencies to conduct further security and administrative reviews they deem appropriate for their
respective employees. If someone who engaged in this type of conduct applied fora job at the
FBI, the facts and circumstances surrounding this activity would be a significant factor in a
suitability review for a security clearance and employment at the Bureau.

Thank you for your continued interest in this important matter, and, as always, we
appreciate your continued support for the men and women of the FBI. The production of
documents related to this matter will be provided under separate cover letter consistent with
required protocols for the transmission of classified documents.

LS

Sincerely,
v,
Jason V. Herrin

Acting Assistant Director
Office of Congressional Affairs

1 - The Honorable Thomas R. Carper
Ranking Member
Committee on Homeland Security and
Govermmmental Affairs
United States Senate
Washington, DC 20510
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The Honorable Ron Jolmson

Chairman

Committee on Homeland Security and AUG 16 1076
Govermmental Affairs

United States Senate

Washington, DC 20510

Dear Mr. Chairman: v

I am writing in response to your letters to Director Comey dated July S, 2016 and July 15,
2016 and to your letter to the Attorney General dated 7/11/2016 regarding the FBI’s
investigation of former Secretary of State Hillary Clinton’s use of a private email server. As
Director Comey said in his statement on July 5, 2016, due to intense public interest in the FBI’s
investigation into this matter, we believe it is important to address your questions and explain our
recommendation as to the appropriate resolution of this investigation. For the same reasons, the
FBI will be making a document production responding to your interest in this matter.

The FBI conducted this investigation, as it does all investigations, in a competent, honest,
and independent way. We had an investigative team of agents and analysts supported by
technical experts, lawyers, and others from several divisions in the FBI. The investigative team
worked for close to a year conducting interviews, reviewing emails, and completing technical
examinations of recovered equipment. In addition, the FBI’s technical team conducted extensive
analysis to understand what, if any, indications there might be of a compromise of Secretary
Clinton’s electronic devices by hostile actors.

After nearly a year of gathering and analyzing evidence from numerous sources, the FBI
made a recommendation to the Department of Justice. Although the prosecutors make the
ultimate decision about whether or not charges are appropriate based on the evidence, the FBI
frequently makes recommendations and engages in conversations with the prosecutors regarding
the appropriate resolution of an investigation, given the evidence. The fact that the FBI made a
recommendation was not unusual; the fact that it was shared publicly was.
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Our investigation looked at whether there was evidence that classified information was
improperly stored or transmitted on Secretary Clinton’s private email system, in violation of a
federal statute (18 U.S.C. § 793) that makes it a felony to mishandle classified information either
intentionally or in a grossly negligent way, or another statute (18 U.S.C. § 1924) that makes it a
misdemeanor to knowingly remove classified information from appropriate systems or storage
facilities. We also considered a statute (18 U.S.C. § 2071) making it illegal to willfully and
unlawfully conceal, remove, or deswoy a federal record. Ultimately, the FBI did not recommend
prosecution based on an assessment of the facts and a review of how these statutes have been
charged in the past.

As the Director testified, cases prosecuted by the Department of Justice under the
relevant statutes involved some combination of: (1) clearly intentional and willful mishandling of
classified information; (2) significant quantities of material exposed in such a way as to support
an inference of intentional misconduct; (3) indications of disloyalty to the United States; or (4)
efforts to obstruct justice. One or more of these factors was present in the cases against David
Petraeus, Sandy Berger, and Bryan Nishimura. For instance, Petraeus provided vast quantities
of highly sensitive, compartmented information that he knew to be classified to a person without
an appropriate clearance or a need to know the information and, when confronted, he lied to the
FBI. Berger removed clearly marked, highly classified information from the National Archives
by secreting the documents in his clothing. These cases included clear evidence of knowledge
and intent which illustrates an important distinction from what the FBI found in this
investigation. Nishimura, a Naval Reservist stationed in Afghanistan, removed hundreds of
marked classified documents, without authorization, from classified U.S. military information
systems, which he then placed onto several personally-owned, unauthorized devices. Nishimura
later lied to investigators about onto which devices he had placed classified information, and
destroyed a large quantity of classified material he had maintained in his home. Despite this
destruction, a subsequent search of his house recovered 256 marked classified documents which
he was not authorized to store.

The fact that Secretary Clinton received emails containing “(C)” portion markings is not
clear evidence of knowledge or intent. As the Director has testified, the FBI's investigation
uncovered three instances of emails portioned marked with “(C),” a marking ostensibly
indicating the presence of information classified at the Confidential level. In each of these
instances, the Secretary did not originate the information; instead, the emails were forwarded to
her by staff members, with the portion-marked information located within the email chains and
without header and footer markings indicating the presence of classified information. Moreover,
only one of those emails was determined by the State Department to contain classified
information. There has been no determination by the State Department as to whether these three
emails were classified at the time they were sent.

Title 18, United States Code, Section 793 on its face makes it a felony to cause national
defense information to be removed, lost, stolen, or destroyed through gross negligence. Even at
the time the statute was passed, there were concerns in Congress about the inclusion of this
provision. Additionally, with respect to this statute, there are concerns about the constitutional
implications of criminalizing such conduct without requiring the government to prove that the
person knew he or she was doing something wrong, which is reflected in the Justice
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Department’s history in charging this specific subsection of the statute (18 U.S.C. § 793(f)).

Our understanding is the Department has only charged one person with mishandling national
defense information through gross negligence in the 99-year history of the statute, and in that
case, the charge was dismissed when the defendant pled guilty to making false statements in
violation of 18 U.S.C. § 1001. Moreover, in that case, there were indications of espionage and
disloyalty to the United States. As the Director testified, he believed that to prosecute Secretary
Clinton or others within the scope of the investigation for gross negligence would be inconsistent
with how the Department has interpreted and applied the statute since Congress enacted it.

As the Director stated, the FBI did find evidence that Secretary Clinton and her
colleagues were extremely careless in their handling of certain, very sensitive, highly classified
information. The term “extremely careless” was intended to be a common sense way of
describing the actions of Secretary Clinton and her colleagues. The Director did not equate
“extreme carelessness” with the legal standard of “gross negligence” that is required by the
statute. In this case, the FBI assessed that the facts did not support a recommendation to
prosecute her or others within the scope of the investigation for gross negligence.

However, as the Director has explained, this is not to say that someone else who engaged
in this type of conduct would face no consequences for handling classified information in a
similar manner if they were still a government employee. For example, there are potentially
severe administrative consequences within the FBI for security violations involving the
mishandling of classified information, up to and including security clearance revocation and
dismissal. The FBI is in the process of providing relevant information to other U.S. Government
agencies to conduct further security and administrative reviews they deem appropriate for their
respective employees. If someone who engaged in this type of conduct applied for a job at the
FBI, the facts and circumstances surrounding this activity would be a significant factor in a
suitability review for a security clearance and employment at the Bureau.

Thank you for your continued interest in this important matter, and, as always, we
appreciate your continued support for the men and women of the FBI. The production of
documents related to this matter will be provided under separate cover letter consistent with
required protocols for the transmission of classified documents.

Sincerely,

Jason V. Herring
Acting Assistant Director
Office of Congressional Affairs
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Honorable Bob Corker .
Chairman

Committee on Foreign Relations
United States Senate
Washington, DC 20510

Dear Mr. Chairmanz

In response to your letter dated August 22, 2016, requesting access to documents related to
the FBI’s investigation of former Secretary of State Clinton’s use of a private email server during
her tenure, and based on a parallel request from the Department of State, the FBI authorizes Senate
Foreign Relations Committee access to these documents currently maintained in the Office of
Senate Security for review by Committee members.and appropriately-cleared staff in light of the
Committee’s Department of State oversight responsibilities. These documents are non-public and
contain classified and other sensitive material. For that reason, these materials may not be further
disseminated or disclosed, in part or in full, without obtaining the FBI’s concurrence., The
production of these materials does not waive any applicable privilege.

Throughout the.documents the FBI has redacted personally identifiable information as
appropriate. Additionally, at the request of the original classification authority, certain materials
were provided only to the Senate Select Committee on Intelligence and the House Permanent Select

Committee on Intelligence. : :
@efly,

Jason V. Herring
Acting Assistant Director
Office of Congressional Affairs

1 - Honorable Benjamin L. Cardin
Ranking Member
Committee on Foreign Relations
United States Senate
Washington, DC 20510

1 - Office of Senate Security
United States Senate
SVC-217
Washington, DC 20510
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September 1, 2016

Honorable Bob Corker
Chairman

Committee on Foreign Relations
United States Senate
Washington, DC 20510

Dear Mr. Chairman:

In response to your letter dated August 22, 2016, requesting access to documents related to
the FBI’s investigation of former Secretary of State Clinton’s use of a private email server during
her tenure, and based on a parallel request from the Department of State, the FBI authorizes Senate
Foreign Relations Committee access to these documents currently maintained in the Office of
Senate Security for review by Committee members and appropriately-cleared staff in light of the
Committee’s Department of State oversight responsibilities. These documents are non-public and
contain classified and other sensitive material. For that reason, these materials may not be further
disseminated or disclosed, in part or in full, without obtaining the FBI’s concurrence. The
production of these materials does not waive any applicable privilege.

Throughout the documents the FBI has redacted personally identifiable information as
appropriate. Additionally, at the request of the original classification authority, certain materials
were provided only to the Senate Select Committee on Intelligence and the House Permanent Select
Committee on Intelligence.

Sincerely,
Jason V. Herring

Acting Assistant Director
Office of Congressional Affairs

Dep. Ditector
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US. Department of Justice

Federal Bureau of Investigation

Washington, D.C. 20535

The Honorable Paul D. Ryan

Speaker

United States House of Representatives
Washington, DC 20515

AUG 16 2016

Dear Mr. Speaker:

[ am writing in response to your letter to Director Comey dated July 6, 2016 regarding
the FBI’s investigation of former Secretary of State Hillary Clinton’s use of a private email
server. As Director Comey said in his statement on July 5, 2016, due to intense public interest in
the FBI's investigation into this matter, we believe it is important to address your questions and
explain our recommendation as to the appropriate resolution of this investigation. For the same
reasons, the FBI will be making a document production responding to your interest in this
matter.

The FBI conducted this investigation, as it does all investigations, in a competent, honest,
and independent way. We had an investigative team of agents and analysts supported by
technical experts, lawyers, and others from several divisions in the FBI. The investigative team
worked for close to a year conducting interviews, reviewing emails, and completing technical
examinations of recoyered equipment. In addition, the FBI’s technical team conducted extensive
analysis to understand what, if any, indications there might be of a compromise of Secretary
Clinton’s electronic devices by hostile actors.

After nearly a year of gathering and analyzing evidence from numerous sources, the FBI
made a recommendation to the Department of Justice. Although the prosecutors make the
ultimate decision about whether or not charges are appropriate based on the evidence, the FBI
frequently makes recommendations and engages in conversations with the prosecutors regarding
the appropriate resolution of an investigation, given the evidence. The fact that the FBI made a
recommendation was not unusual; the fact that it was shared publicly was.

Our investigation looked at whether there was evidence that classified information was
improperly stored or transmitted on Secretary Clinton’s private email system, in violation of a
federal statute (18 U.S.C. § 793) that makes it a felony to mishandle classified information either
intentionally or in a grossly negligent way, or another statute (18 U.S.C. § 1924) that makes it a
misdemeanor to knowingly remove classified information from appropriate systems or storage
facilities. We also considered a statute (18 U.S.C. §.2071) making it illegal to willfully and
unlawfully conceal, remove, or destroy a federal record. Ultimately, the FBI did not recommend
prosecution based on an assessment of the facts and a review of how these statutes have been
charged in the past.
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As the Director testified, cases prosecuted by the Department of Justice under the
relevant statutes involved some combination of: (1) clearly intentional and wiilful mishandling of
classified information; (2) significant quantities of material exposed in such a way as to support
an inference of intentional misconduct; (3) indications of disloyalty to the United States; or (4)
efforts to obstruct justice. One or more of these factors was present in the cases against David
Petraeus, Sandy Berger, and Bryan Nishimura. For instance, Petraeus provided vast quantities
of highly sensitive, compartmented information that he knew to be classified to a person without
an appropriate clearance or a need to know the information and, when confronted, he lied to the
FBI. Berger removed clearly marked, highly classified information from the National Archives
by secreting the documents in his clothing. These cases included clear evidence of knowledge
and intent which illustrates an important distinction from what the FBI found in this
investigation. Nishimura, a Naval Reservist stationed in Afghanistan, removed hundreds of
marked classified documents, without authorization, from classified U.S. military information
systems, which he then placed onto several personally-owned, unauthorized devices. Nishimura
later lied to investigators about onto which devices he had placed classified information, and
destroyed a large quantity of classified material he had maintained in his home. Despite this
destruction, a subsequent search of his house recovered 256 marked classified documents which
he was not authorized to store.

The fact that Secretary Clinton received emails containing “(C)” portion markings is not
clear evidence of knowledge or intent. As the Director has testified, the FBI’s investigation
uncovered three instances of emails portioned marked with “(C),” a marking ostensibly
indicating the presence of information classified at the Confidential level. In each of these
instances, the Secretary did not originate the information; instead, the emails were forwarded to
her by staff members, with the portion-marked information located within the email chains and
without header and footer markings indicating the presence of classified information, Moreover,
only one of those emails was determined by the State Department to contain classified
information. There has been no determination by the State Department as to whether-these three
emails were classified at the time they were sent, -

Title 18, United States Code, Section 793 on its face makes it a felony to cause national
defense information to be removed, lost, stolen, or destroyed through gross negligence. Even at
the time the statute was passed, there were concerns in Congress about the inclusion of this

_provision. Additionally, with respect to this statute, there are concerns about the constitutional
implications of criminalizing such conduct without requiring the government to prove that the
person knew he or she was doing something wrong, which is reflected in the Justice
Department’s history in charging this specific subsection of the statute (18 U.S.C. § 793(f)).
Our understanding is the Department has only charged one person with mishandling national
defense information through gross negligence in the 99-year history of the statute, and in that
case, the charge was dismissed when the defendant pled guilty to making false statements in
violation of 18 U.S.C. § 1001. Moreover, in that case, there were indications of espionage and
disloyalty to the United States. As the Director testified, he believed that to prosecute Secretary
Clinton or others within the scope of the investigation for gross negligence would be inconsistent
with how the Department has interpreted and applied the statute since Congress enacted it.

FBI (16cv2531)-96



The Honorable Paul D. Ryan

As the Director stated, the FBI did find evidence that Secretary Clinton and her
colleagues were extremely careless in their handling of certain, very sensitive, highly classified
information. The term “extremely careless” was intended to be 8 common sense way of
describing the actions of Secretary Clinton and her colleagues. The Director did not equate
“extreme carelessness” with the legal standard of “gross negligence” that is required by the
statute. In this case, the FBI assessed that the facts did not support a recommendation to
prosecute her or others within the scope of the investigation for gross negligence. '

However, as the Director has explained, this is not to say that someone else who engaged
in this type of conduct would face no consequences for handling classified information in a
similar manner if they were still a government employee. For example, there are potentially
severe administrative consequences within the FBI for security violations involving the
mishandling of classified information, up to and including security clearance revocation and
dismissal. The FBI is in the process of providing relevant information to other U.S. Government
agencies to conduct further security and administrative reviews they deem appropriate for their
respective employees. If someone who engaged in this type of conduct applied for a job at the
FBI, the facts and circumstances surrounding this activity would be a significant factor in a
suitability review for a security clearance and employment at the Bureau.

) Thank you for your continued interest in this important matter, and, as always, we
appreciate your continued support for the men and women of the FBI. The production of
documents related to this matter will be provided under separate cover letter consistent with

required protocols for the transmission of classified documents,

Jason V. Herring-
Acting Assistant Director
Office of Congressional Affairs
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" The Honorable Paul D. Ryan AUG 16 2016
Speaker :
United States House of Representatives
Washington, DC 20515

Dear Mr. Speaker:

[ am writing in response to your letter to Director Comey dated July 6,2016 regarding
the FBI’s investigation of former Secretary of State Hillary Clinton’s use of a private email
server. As Director Comey said in his statement on July 5, 2016, due to intense public interest in
the FBI’s investigation into this matter, we believe it is important to address your questions and

" explain our recommendation as to the appropriate resolution of this investigation. For the same
reasons, the FBI w1ll be making a document production responding to your interest in this
matter.

The FBI conducted this investigation, as it does all investigations, in a competent, honest,
~and independent way. We had an investigative team of agents and analysts supported by
technical experts, lawyers, and others from several divisions in the FBI. The investigative team
worked for close to a year conducting interviews, reviewing emails, and completing technical
examinations of recovered equipment. In addition, the FBI’s technical team conducted extensive
analysis to understand what, if any, indications there might be of a compromise of Secretary
Clinton’s electronic devices by hostile actors.

After nearly a year of gathering and analyzing evidence from numerous sources, the FBI
made a recommendation to the Department of Justice. Although the prosecutors make the
ultimate decision about whether or not charges are appropriate based on the evidence, the FBI
frequently makes recommendations and engages in conversations with the prosecutors regarding
the appropriate resolution of an investigation, given the evidence. The fact that the FBI made a
recommendation was not unusual; the fact that it was shared publicly was.

s Dicetor___ Our investigation looked at whether there was evidence that classified information was
EAD-Adm —— unproperly stored or transmitted on Secretary Clinton’s private email system, in violation of a

eap-Cim. _____tederal statute (18 U.S.C. § 793) that makes it a felony to mishandle classified information either

BAD LS ' —intemtionally or in a grossly negligent way, or another statute (18 U.S.C. § 1924) that makes ita

Asa DIt — —misdemeanor to knowingly remove classified information from appropriate systems or storage

cis_____ facilities. We also considered a statute (18 U.S.C. § 2071) making it illegal to willfully and

Ctrintell.
Clnerronsm __unlawfully conceal, remove, or destroy a federal record. Ultimately, the FBI did not recommend

criny. Inv.

cyberprosecution based on an assessment of the facts and a review of how these statutes have been
Hpanee ——charged in the past.
Inspection

{av. Tech.
Laboiatory

Off of Cong. Afls. ____ 1 - FBI ExecSec, Room 6147 TRIM # 16/D0/2377

Oft. of the Gen.

Coun. 1 -A/AD Herrinib 1 - Ms. Beers

Off of Intell. %
Off. Pub. Affs. ]/
Off. of Prof. Resp.
Rec. Mamt.
Secunity
Tsginiag
| Oft. of EEOA MAILROCM O
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The Honorable Paul D. Ryan

As the Director testified, cases prosecuted by the Department of Justice under the
relevant statutes involved some combination of: (1) clearly intentional and willful mishandling of
classified information; (2) significant quantities of material exposed in such a way as to support
an inference of intentional misconduct; (3) indications of disloyalty to the United States; or (4)
efforts to obstruct justice. One or more of these factors was present in the cases against David
Petraeus, Sandy Berger, and Bryan Nishimura. For instance, Petraeus provided vast quantities
of highly sensitive, compartmented information that he knew to be classified to a person without
an appropriate clearance or a need to know the information and, when confronted, he lied to the
FBI. Berger removed clearly marked, highly ciassified information from the National Archives
by secreting the documents in his clothing. These cases included clear evidence of knowledge
and intent which illustrates an important distinction from what the FBI found in this
investigation. Nishimura, a Naval Reservist stationed in Afghanistan, removed hundreds of
marked classified documents, without authorization, from classified U.S. military information
systems, which he then placed onto several personally-owned, unauthorized devices. Nishimura
later lied to investigators about onto which devices he had placed classified information, and
destroyed a large quantity of classified material he had maintained in his home. Despite this
destruction, a subsequent search of his house recovered 256 marked classified documents which
he was not authorized to store.

The fact that Secretary Clinton received emails containing “(C)” portion markings is not
clear evidence of knowledge or intent. As the Director has testified, the FBI’s investigation
uncovered three instances of emails portioned marked with “(C),” a marking ostensibly
indicating the presence of information classified at the Confidential level. In each of these
instances, the Secretary did not originate the information; instead, the emails were forwarded to
her by staff members, with the portion-marked information located within the email chains and
without header and footer markings indicating the presence of classified information. Moreover,
only one of those emails was determined by the State Department to contain classified
information. There has been no determination by the State Department as to whether these three
emails were classified at the time they were sent.

Title 18, United States Code, Section 793 on its face makes it a felony to cause national
defense information to be removed, lost, stolen, or destroyed through gross negligence. Even at
the time the statute was passed, there were concerns in Congress about the inclusion of this
provision. Additionally, with respect to this statute, there are concerns about the constitutional
implications of criminalizing such conduct without requiring the government to prove that the
person knew he or she was doing something wrong, which is reflected in the Justice
Department’s history in charging this specific subsection of the statute (18 U.S.C. § 793(f)).
Our understanding is the Department has only charged one person with mishandling national
defense information through gross negligence in the 99-year history of the statute, and in that
case, the charge was dismissed when the defendant pled guilty to making false statements in
violation of 18 U.S.C. § 1001. Moreover, in that case, there were indications of espionage and
disloyalty to the United States. As the Director testified, he believed that to prosecute Secretary
Clinton or others within the scope of the investigation for gross negligence would be inconsistent
with how the Department has interpreted and applied the statute since Congress enacted it.
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The Honorable Paul D. Ryan

As the Director stated, the FBI did find evidence that Secretary Clinton and her
colleagues were extremely careless in their handling of certain, very sensitive, highly classified
information. The term “extremely careless” was intended to be a common sense way of
describing the actions of Secretary Clinton and her colleagues. The Director did not equate
“extreme carelessness” with the legal standard of “gross negligence” that is required by the
statute. In this case, the FBI assessed that the facts did not support a recommendation to
prosecute her or others within the scope of the investigation for gross negligence.

However, as the Director has explained, this is not to say that someone else who engaged
in this type of conduct would face no consequences for handling classified information in a
similar manner if they were still a government employee. For example, there are potentially
severe administrative consequences within the FBI for security violations involving the
mishandling of classified information, up to and including security clearance revocation and
dismissal. The FBI is in the process of providing relevant information to other U.S. Government
agencies to conduct further security and administrative reviews they deem appropriate for their
respective employees. If someone who engaged in this type of conduct applied for a job at the
FBI, the facts and circumstances surrounding this activity would be a significant factor in a
suitability review for a security clearance and employment at the Bureau.

Thank you for your continued interest in this important matter, and, as always, we
appreciate your continued support for the menand women of the FBI. The production of
documents related to this matter will be provided under separate cover letter consistent with
required protocols for the transmission of classified documents.

Sincerely,

Jason V. Herring
Acting Assistant Director
Office of Congressional Affairs
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Federal Bureau of Investigation

Washington, D.C. 20535-0001

November 18, 2016

Honorable Jason Chaffetz

Chairman

Committee on Oversight and Govemment Reform
United States House of Representatives
Washington, DC 20515

Dear Mr. Chairman:

This is in response to your letter dated October 20, 2016 posing questions arising from
your review of materials provided to the Committee on October 14, 2016 related to the FBI’s
investigation of former Secretary Clinton's use of a personal e-mail server. Specifically, you
requested information concerning allegations that the State Department asked the FBI to downgrade
the classification of a specific email in exchange for consideration of an FBI resource request.

As we have previously stated, prior to the initiation of the FBI’s investigation of former
Secretaty Clinton’s personal email server, the FBI was asked to review and make classification
determinations on certain emails and information which were being produced by the State
Department pursuant to the Freedom of Information Act (FOIA). The FBI determined that one such
email was classified at the “Secret” level. A senior State Department official requested the FBI re-
review that email to determine whether it was in fact classified or whether it might be protected from
release under a different FOIA exemption. -The classification of the email was not changed, and it
remains classified today.

In response to your request, enclosed are documents referring or related to the request
from the State Department to review the classification of emails. This material is provided to the
Committee in furtherance of its oversight activities. These materials are non-public and contain
classified and other sensitive material. Forthat reason, these materials may not be further

* disseminated or disclosed, in part or in full, without obtaining the FBI's concurrence. The
production of these materials does not waive any applicable privilege.

Sincerely,

%%/'

Jason V. Herring
Acting Assistant Director
~ Office of Congressional Affairs

Enclosure
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United States House of Representatives
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SECEEPHeIFQRN (UNCLASSIFIED

N , WHEN SEPARATED FROM ENCLOSURE) .. ..
FD-302a{Rev. 10-6-95)
-1-
FEDERAL BUREAU OF INVESTI_QATION_ 3
Dag of transcription _08/07/2015 P
On August 7, 2015, for the FBI'gd igc'fl
Records Management Division provided the enclosed internal EE

communications, classified SECRET//NOFORN, referencing three g(3)
documents passed to the FBI by the State Department on or abouty/April
29, 2015. Insofar as the State Department had identified FBI @dguities
contained ‘'in these documents, they were sent to the&FBI for
classification review. : Fol '

3

The first email, datéd September 16, 2015 was foup to contain no"
classified information and released in full withoug® redactions. The
second email, dated October 17 and 18, 2012 was rgdacted and released
in part using the B7{(a} and B7(C) FOIA exemptigfis. The third email,
dated October 3, 2012, was redacted and releasgd in part based on the
Bl FOIA exemption insofar as it contajfied non-FBI classified
information. 3

The enclosure to this record is clagSified SECRET/ /NOFORN.

3
L)

i

A

X X Investigation on __08/07/2015 at Washington, D.C.

o Fite# __ [N : Date dictated ___N/A

o s QU

This document contains neither recommendations nor conclusions of the FBL. Itis the prdpqty ofthe FBI and is loaned to your agency; it
and its contents are aot tobe distributed outside your agency.
' (UNCLASSIFIED

WHEN SEPARATED FROM ENCLOSURE)
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_ From: IFIRMD) (FBI)
Sent: ursday, August 06, 2015 3:23 PM
" To:

- Subject: Documents#2 —
SentinelCassld: TRANSITORY RECORD
Classification: SECRET/#UUEORN
Classified

_ - Derived From: FBI ated 20130301
Declassify On:

TRANSITORY RECORD

Please see attached,

b6 -1
b7C -1

Classification: SEC RN

Doc.pdf

FBI (16cv2531)-104



DECLASSIFIED BY: NSICG J37J85T3%4
CN 04-26-2017

5 b6 -1
b7C -1
|]RMD) (FBI)
From: ] &
Sent: &
To: ;
ce: ruo) (rei); I &
)FBI); JUPINA, MICHELLE A (RMD) 4
E Subject: HRC emails, FOIA case F-2015-04841 —~SECRET/NOFORN— ’ e
SentinelCaseld: TRANSITORY RECORD = <
Y ¢S .
Classification: SECREBANOFORN : e __
Classifie ?
Derived From: dated 20120629 =
" Declassi Vs

TRANSITORY RECORD 2
i | -

Attached are three new emalls from Stave. The review on these three daocugEnts has not been finalized by State, so the

marki'ngs reflect the status at this time. Thanks! A
C0S739708pdf  COS739758pdf  COS73963S.pdi P4
] - b6 -1

> b7C -1

e

Classification: SECE -;-‘3' /NOFOR?

o

FBI (16cv2531)-105



-

SECREF/OEORN

L] A
DECLAS:‘-'»IFIED BY: NSIEG J37385TS%4
O 04-26-2017
- b6 -1
b7C -1

[RMD) (FBI) ' !
From: RMD) (FBI) . ' ‘
' Sent: - 016 8:32 AM
« To: (CTD) (FBI
Ce: CTD {FBI (RMD) {FBI
Subject: RE: HRC emails, FOIA case F-2015-04841 —
- SentinelCaseld: TRANSITORY RECORD

Classification: SECREILANOPURN X

Clas By: J23J98T32
Derived From: dated 20120629 R
Decl Y On: 20401231 Ve

- -/‘ .

TRANSITORY RECORD . o

Yes, and | understand internally at State there was some who agreed with our marki '.:'

(CTD) (FBI)

From:

Sent: Wednesday, Aprll 29, 2015 6:07 PM A

To RMD) (FBI) 2 " b6 -1
croyeen; I o) o) oceyprary; B8 1

(CTD)(FBI); JUPINA, MICHELLE A (RMD)(FBY; NEAGLE, LOUISE M (RMD)(FBI)
Subject: RE: HRC emails, FOIA case F-2015-04841 --- SECREFHROEORN

Classification: SECREZ/ANOFORN

Classified-By: F48M57K72
Derived From: N w 0120629
Declassify ©On: 20401 L

TRANSITORY RECORD

(UJI:' £

(u) Thanks, we'll take a Iggk’at these ang geta response back. In glancing at the third e-mall! rrotice it’s been marked by
DOS as containing cla sgifted information. That might in part expfain why they've backed off some of their early
resistance to use inySRing the b1 exemption.

b6 =1
b7c -1

(RMD) (FBl)
| 29, 2015 5:40 PM

cCroxrory; I (1)
(CTD)(FBL); wmoj een); |GGG oso F=0;

Il (CTD)(FBI); JUPINA, MICHELLE A (RMD)(FBI); NEAGLE, LOUISE M (RMD)(FBI)
Subject: HRC emails, FOIA case F-2015-04841 ---

1

W
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(RMD) (FBI)

From; L l(RMD)(FBI) _
Sent: 2018 12:56 PM A

- . To [CT D) [FBI 2
Cc: ' RMD) ( FB? 20
(OGC) BI (CTD)(FBI); JUPINA, MICHELLE A (RMD) &

(FBI); NEAGLE :.ouussmcmm(;au 4
Subject: RE: HRC emails, FO'A case F-2015-04841 — SECRET4NOFORN z

SentinelCaseld: TRANSITORY RECORD

Classification: SM

. Classified By: J23J98T32
Derived F stc, dated 20120629 P
Declassify On: 20401 2

o —mErea—= 2

ﬂTOR‘! RECORD A
A

Doyou have the status? 1need to appease State.

Thanks . ) ")
b6 -1
b7C -1

From:| kRMD) (FaI)
29, 2015 5:40 PM
. To: (CTD) (FBI
H CTD)(FBI); (RMD) (FBI); (OGC) (F8I);
(£ A (RMD)(FBI); NEAGLE, LOUISE M (RMD)(FBI)

(CTO)(F8I); JUPINA, MIgH
-Subject: HRC emalls, FOIA case F-2015-04g41 -

Classification: SECRET; YNOFORN
/
Classifidd By: J23798732
- Derived From™EBRNSIC, dated 20120629
Declassify Onv 20401231

e A — Py —— . e OEEETEsSE =TS

=== ==

TRANSITORY JECORD

- i

Attachd are three new emails from State, The review on these three documents has nat been finalized by State, so the
aikings reflect the status at this time. Thanks!

Q
&

<< File: 005739708.pdf >> <<File: C05739758.pdf >> << File: C05739635.pdf >>
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b6 -1
b7¢ -1
) .(RMD) (FBI) . — X
From: (RMD) (FBI) R4
Sent: 11:26 AM , 4
* To: (CTD) (FB -
Cc: (c RMD) (FBI); /
: (OGC) (FBI); (CTD)(FBI); JUPINA, MICHELLE A (RMD) (2
(FB!); NEAGLE, LOUISE M (RMD)( 3
Subject: RE: HRC emalls, FOlA case F-2015-04841 -W ‘
SentinelCaseld: TRANSITORY RECORD _ 5

Classification: SE FORN | £

ified By: J23J98T32
Derive :
"Declassif

RANSITORY RECORD i &

Thank you very much, hope you're feeling better. 4

, 2015 10:02 AM
b6 -1

D) (FBI) 2
ccroyray); | G0 -—(occ)(Fal). b7C -1

(CTD)(FBI); JUPINA, MICHELLE A (RMDS¢ FBI), NEAGLE, LOUISE M (RMD)(FBI)
-  Subject: RE: HRC emalls, FOIA case F-2015-04841 — SECRETA/NOFORN

Classification:

" Classified—By: F48M57K 2
Derived From: EBET RS ged 20120629
Declassify On: 20401231

L, =t

TRANSITORY RECORD

w_] &

(V) Sorry for the de ; ' getting back to you, 1've been aut sick the last couple days

(V) CTD is fineyf h the redactions which DOS resommends and has no requests for further redactions.

b6 -1

)
b7C -1

R (U] Blesed are they wia matntoin justice,
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Honorable Jason Chaffetz

Chairman

Committee on Oversight and Government Reform
United States House of Representatives
Washington, DC 20515

Dear Mr. Chairman:

This is in response to your letter dated October 20, 2016 posing questions arising from
your review of materials provided to the Committee on October 14, 2016 related to the FBI’s
investigation of former Secretary Clinton's use of a personal e-mail server. Specifically, you
requested information concerning allegations that the State Department asked the FBI to downgrade
the classification of a specific email in exchange for consideration of an FBI resource request.

As we have previously stated, prior to the initiation of the FBI’s investigation of former
Secretary Clinton’s personal email server, the FBI was asked to review and make classification
determinations on certain emails and information which were being produced by the State
Department pursuant to the Freedom of Information Act (FOIA). The FBI determined that ore such
email was classified at the “Secret” level. A senior State Department official requested the FBI re-
review that email to determine whether it was in fact classified or whether it might be protected from
release under a different FOIA exemption. The classification of the email was not changed, and it
remains classified today.

In response to your request, enclosed are documents referring or related to the request
from the State Department to review the classification of emails. This material is provided to the
Committee in firrtherance of its oversight activities. These materials are non-public and contain
classified and other sensitive material. For that reason, these materials may not be further
disseminated or disclosed, in part or in full, without obtaining the FBI's concurrence. The
production of these materials does not waive any applicable privilege.

Dep. Director ___
EAD-Adm.
EAD-CT/CI .
EAD-Crint. _ Sincerely,
EAD- ntell. <
EAD-LES
wabro__ Jason V. Herring
k. STV, . . .
chis - Acting Assistant Director

Eiiiiin‘-sm__:—— Office of Congressional Affairs

Crim. lnv._____Enelasure

Inspeciion __ B Ranking Member

Lavomoy————  Committee on Oversight and Government Reform
oft ofCong. Afls. ____ [Jnited States House of Representatives

Off. of the Gen

~Con._________ Washington, DC 20515
of peaA—— 1- FBI ExecSec, Room 6147 1 - A/AD Herring g hL 1 - Ms. Beers

OF. of Prof. Resp.
Rec. Mgmt. __
Security M
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Washington, D.C. 20535-0001

November 18, 2016

Honorable Charles E. Grassley
Chairman

Committee on the Judiciary
United States Senate
Washington, DC 20510

Dear Mr. Chairman:

"This is in response to your letter dated October 18, 2016 posing questions arising from
your review of materials provided to the Committee on October 14, 2016 related to the FB]’s
investigation of former Secretary Clinton's use of a personal e-mail server. Specifically, you
requested information concerning allegations that the State Department asked the FBI to downgrade
the classification of a specific email in exchange for consideration of an FBI resource request.

As we have previouslystated, prior to the initiation of the FBI’s investigation of former
Secretary Clinton’s personal email server, the FBI was asked to review and make classification
determinations on certain.emails and information which were being produced by the State
Department pursuant to the Freedom of Information Act (FOIA). The FBI determined that one such

~ email was classified at the “Secret” level. A senior State Department official requested the FBI re-
review that email to determine whether it was in fact classified or whether it might be protected from
release under a different FOIA exemption. The classification of the email was not changed, and it
remains classified today.

In response to your request, enclosed are documents referring or related to the reque:st
from the State Department to review the classification of emails. This material is provided to the
Committee in furtherance of its oversight activities. These materials are non-public and contain
classified ancl other sensitive material. For that reason, these materials may not be further
disseminated or disclosed, in part or in full, without obtaining the FBI's concurrence: The
production of these materials does not waive any applicable privilege.

Sincerely,

2

Jason V. Herring
Acting Assistant Director
Oftice of Congressional Affairs

Enclosure
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1- Honorable Patrick J. Leahy
Ranking Member .
Committee on the Judiciary
United States Senate
Washington, DC 20510
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Honorable Charles E. Grassley
Chairman

Committee on the Judiciary
United States Senate
Washington, DC 20510

Dear Mr. Chairman:

This is in response to your letter dated October 18,2016 posing questions arising from
your review of materials provided to the Committee on October 14, 2016 related to the FBI’s
investigation of former Secretary Clinton's use of a personal e-mail server. Specifically, you
requested information concerning allegations that the State Department asked the FBI to downgrade
the classification of a specific email in exchange for consideration of an FBI resource request.

As we have previously stated, prior to the initiation of the FBI’s investigation of former
Secretary Clinton’s personal email server, the FBI was asked to review and make classification
determinations on certain emails and information which were being produced by the State
Department pursuant to the Freedom of Information Act (FOIA). The FBI determined that one such
email was classified at the “Secret” level. A senior State Department official requested the FBI re-
review that email to determine whether it was in fact classified or whether it might be protected from
release under a different FOIA exemption. The classification of the email was not changed, and it
remains classified today.

In response to your request, enclosed are documents referring or related to the request
from the State Department to review the classification of emails. This material is provided to the
Committee in furtherance of its oversight activities. These materials are non-public and contain
classified and other sensitive material. For that reason, these materials may not be further
disseminated or disclosed, in part or in full, without obtaining the FBI's concurrence. The
production of these materials does not waive any applicable privilege.

Dep. Drector __ .

EAD-Adm. _____ . Slncerely,

EAD-CT/CI

EAD-Ciim. ____

EADmtell. _______ Jason V. Herring

EAD-LES _ . . .

asst, Dir.; . Acting Assistant Director
Adm. Sewv. ___

cns_ - Office of Congressional Aftairs

Cuintell.
Cinenrorism Enclosure

cimtav. __ """ 1. Honorable Patrick J. Leahy
c ___ Ranking Member
i:g%'ei:::}. _ —  Committee on the Judiciary

Inv. Tech, 5
toroner ——-—— United States Senate

Off ofCong. Afis ___  Washington, DC 20510

Ofl. of the Gen.

Coun. 1- FBI ExecSec, Room 6147 1 - AJAD Herring

Offof Intell. ___ _ d/
Off. Pub. Afls.

Off. of Piof. Resp. _

S e SETREFROOEN
Secmity

o e UNCLASSIFIED WHEN SEPARATED FROM ENCLOSURE

Finance _

1 - Ms, Beers
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U.S. Department of Justice

Federal Bureau of Investigatio
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July 1, 2016

The Honorable Charles E. Grassley
Chairman

Committee on the Judiciary

United States Senate

" Washington, DC 20510

. Dear Chairman Grassley:

This is in response to your letter dated February 4, 2016 regarding the use of non-

* disclosure agreements in the FBI’s investigation of former Secretary of State Clinton’s use of a

private e-mail server, :

The FBI asked the limited number of personnel working on this matter to sign “Case
Briefing Acknowledgment” forms and, after receipt of your letter, an addendum to that form, .
which reminded them of their whistleblower rights and clarified that the form did not override or
supersede those rights. These forms served two purposes: to maintain an official record of all
persons knowledgeable of this highly sensitive investigation, and to remind individuals of their
obligations to protect classified and sensitive information. No one refused to sign the
acknowledgement or raised any questions or concerns about doing so.

This was not a unique circumstance; depending on the sensitivities in a given
investigation, FBI employees may from time to time be asked to sign similar forms. In addition,
all FBI employees.sign standard form non-disclosure agreements (NDA) upon obtaining their
security briefings, and they remain bound by those agreements throughout the course of their
employment. The standard form NDA includes the requisite language to address all legal
requirements, including whistleblower protections. The FBI is taking steps to’ensure that future
reminders to employees of non-disclosure obligations similarly contain language acknowledging
whistleblower protections. Copies of both the Case Briefing Acknowledgement form and the
addendum are enclosed.
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We appreciate your continued support for the FBI and its mission. lIf you have questions,
concerning this or other matters, please contact this office by calling (202) 324-5051.

Sincerely,

Assistant Director
Office of Congressional Affairs

v -

Enclosure

The Honorable Patrick J. Leahy
Ranking Member

Committee on the Judiciary
United States Senate
Washington, DC 20510

FBI (16cv2531)-130



ALL FTBI INFURMATION CONTAINED
HEREIN IS UMNCLASSIFIED
DATE 04-26-2017 BY J37385T94 MSICG

July 1,2016

The Honorable Charles E. Grassley
Chairman

Committee on the Judiciary

United States Senate

Washington, DC 20510

Dear Chairman Grassley:

This is in response to your letter dated February 4, 2016 regarding the use of non-
disclosure agreements in the FBI’s investigation of former Secretary of State Clinton’s use of a
private e-mail server.

The FBI asked the limited number of personnel working on this matter to sign “Case
Briefing Acknowledgment” forms and, after receipt of your letter, an addendum to that form,
which reminded them of their whistleblower rights and clarified that the form did not override or
supersede those rights. These forms served two purposes: to maintain an official record of all
persons knowledgeable of this highly sensitive investigation, and to remind individuals of their
obligations to protect classified and sensitive information. No one refused to sign the
acknowledgement or raised any questions or conceins about doing so.
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We appreciate your continued support for the FBI and its mission. If youhave questions
concerning this or other matters, please contact this office by calling (202) 324-5051.

Sincerely,

Stephen D. Kelly
Assistant Director
Oftice of Congressional Aftairs

Enclosure

The Honorable Patrick J. Leahy
Ranking Member

Committee on the Judiciary
United States Senate
Washington, DC 20510

FBI (16cv2531)-132
\





