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c EH Module Objective
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This module will familiarize you with:

 What is Google Hacking

e What a Hacker Can Do With Vulnerable Site
» Google Hacking Basics

e Google Advanced Operators

* Pre-Assessment

 Locating Exploits and Finding Targets

» Tracking Down Web Servers, Login Portals, and Network
Hardware

e Google Hacking Tools
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C EH Module Flow
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Google Hacking — Pre-Assessment

| |

What a Hacker Can Do
With Vulnerable Site

| |

Tracking Down Web Servers,
Login Portals, and Network Hardware

| l

Google Advanced Operators — Google Hacking Tools

Locating Exploits and Finding Targets

Google Hacking Basics
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C EH what is Google Hacking
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Google hacking is a term that refers to the art of creating
complex search engine queries in order to filter through large
amounts of search results for information related to computer

security

In its malicious format, it can be used to detect websites that
are vulnerable to numerous exploits and vulnerabilities as
well as locate private, sensitive information about others,
such as credit card numbers, social security numbers, and

passwords

Google Hacking involves using Google operators to locate
specific strings of text within search results

Google
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c E H What a Hacker Can Do With

o Vulnerable Site

Information that the Google Hacking Database identifies:

Advisories and server vulnerabilities

Error messages that contain too much information

Files containing passwords
Sensitive directories

Pages containing logon portals

Pages containing network or vulnerability data such as firewall
logs
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c E H Anonymity with Caches
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Hackers can get a copy sensitive data even if plug on that pesky Web server is pulled off and
they can crawl into entire website without even sending a single packet to server

If the web server does not get so much as a packet, it can not write any thing to log files

NS www.phrack.org
B | | & | [Clhttp://64.233.167.104/search?g=cache:Z7FntxDMrMIJ:www ~ Q- phrack

This is G o © g | e's cache of http://'www.phrack.org/hardcoverB2/ as retrieved on Sep 3, 2004 21:44:24 GMT.
G e o gl e's cache is the snapsheot that we took of the page as we crawled the web.

The page may have changed since that time. Click here for the current page without highlighting.

This cached page may reference images which are no longer available. Click here for the cached text only.

To link to or bookmark this page, use the following url: http: / /www.google.com/search?
g=cache: 27PntxDMrMIJiwww.phrack.org/hardcoverg&? f++site:www.phrack.org+phrack+-show.phpshl=en

These search terms have been highlighted: phrack

2
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C EH Using Google as a Proxy Server

Google some times works as a proxy server which requires a Google
translated URL and some minor URL modification

Translation URL is generated through Google’s translation
service, located at www.google.com/translate t

If URL is entered in to “Translate a web page” field, by selecting a
language pair and clicking on Translate button, Google will
translate contents of Web page and generate a translation URL

000

Translate

| « \ |E| |G|h[tn'Hmvw.gocgIe‘mmf’translate_l

~ Q- google translate

Translate

Translate text

from| German to English _:! Translate )

or

Translate a web page

Goc )gle“ T

<<Back to Language Tools

http:f fwww.google.com

from! English to Spanish _:! “Translate )
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C EH Directory Listings
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A directory listing is a type of Web page that lists files and directories that exist on a Web
server

It is designed such that it is to be navigated by clicking directory links, directory listings
typically have a title that describes the current directory, a list of files and directories that
can be clicked

Just like an FTP server, directory listings offer a no-frills, easy-install solution for granting
access to files that can be stored in categorized folders

Problems faced by directory listings are:

» They do not prevent users from downloading certain files or accessing certain directories hence they are not secure
» They can display information that helps an attacker learn specific technical details about Web server

* They do not discriminate between files that are meant to be public and those that are meant to remain behind the
scenes

» They are often displayed accidentally, since many Web servers display a directory listing if a top-level index file is
missing or invalid
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C EH Directory Listings(cont’d)
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SEENE Index of /security/dist
| - | C {;]:i'rutp.;'.-'E16.239.39.lD4,.-'5e.1rch?‘q=cache_B ~ Q-

Index of /security/dist

Name Last modified Size Description
-
ry

26-Mar-2003 03:34 4.3K

24=-Mar-2004 02:46 -

I::] java-library/ 17-Apr-2004 1B:36 -
w0 i "

Apachel2 052 (Unix) Server at xml.apache.org Port 80
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C EH Locating Directory Listings
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Since directory listings offer parent directory links and allow
browsing through files and folders, attacker can find sensitive

data simply by locating listings and browsing through them

Locating directory listings with Google is fairly straightforward
as they begin with phrase “Index of,” which shows in tittle

An obvious query to find this type of page might be
ntitle:index.of, which can find pages with the term “index of” in

the title of the document
intitle:index.of “parent directory” or intitle:index.of “name I

size” queries indeed provide directory listings by not only
focusing on index.of in title but on keywords often found inside
directory listings, such as parent directory, name, and size
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c [ H Locating Directory Listings

s e e (CONT')

a0 M Google Search: intitle:index.of "parent directory”

| -« | | c | |C'|http:,h"'.*.ﬂ.w.gangle.comﬁ:}earch?q:intitle;i = Q- intitle:index.of "parent directory”

Web Images Groups MNews Froogle more»

A - . : r % Adwvarced Search
GO{ }: gle intitle:index.of “parent directary” _Search W

Web Results 1 - 10 of about 4,660,000 for intitle:index.of "parent directory”. (0.58 seconds)

Index of fimages

Index of /images. Mame Last modified Size Description Parent Directory 29-Jul-2004
16:36 - Actions/ 12-Dec-2003 14:44 - Animation/ 18-Aug-2004 12:24 - Balls/ 18 ...
www.cit.gu.edu.aufimages/ - 26k - Cached - Similar pages

Index of /dist

Index of /dist. ... Parent Directory - DATE 12-Sep-2004 17:47 11 SOURCE 05-Sep-2004
07:21 16 ant/ 16-Jul-2004 02:18 - apr/ 02-Sep-2004 09:47 - avalon/ 28-May-2004 08 ...
www._apache.org/dist! - 5k - Sep 12, 2004 - Cached - Similar pages

Index of /dist/httpd

Index of /dist/httpd. ... Parent Directory - HTTP Server project binaries/ 19-Jul-2004
04:49 - Binary distributions docs/ 12-Sep-2004 06:02 - Extra documentation ...
www._apache.org/dist'httpd/ - 11k - Sep 12, 2004 - Cached - Similar pages

[ More results from www.apache.ong |

g
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C E H Finding Specific Directories
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This is easily accomplished by adding
the name of the directory to the search

query

To locate “admin” directories that are
accessible from directory listings,
gueries such as intitle:index.of.admin or
intitle:index.of inurl:admin will work
well, as shown in the following figure

EC-Council

A6

| .| | |?| -|G|http:Hv.-ww.googIe.com,fsearch?hl- ~ Q- intitle:irdex.of inurl:admin|

Coogle Search: intitle:index.of inurl:admin

Web Images Groups MNews Froogle more »

C_’O[ )gle -intitle:index.ofinurl.admin

Web Results 1 - 10 of about 22,000 for intitle:index.of inurl:admin. (0.38 seconds)

r % Adve
Search | pt

Index of /admin/hurricane-plan

Index of fadmin/hurricane-plan. Name Last modified Size Description Parent
Directory - Disaster-Pheone.pdf 01-Sep-2004 09:47 18K disaster ...

www. health.ufl.edufadmin/hurricane-plan/ - 3k - -

Index of /admin/dss/
Index of fadmin/dss/. Name Last modified Size Description [DIR] Parznt Directory
www.state.ak.usfadmin/dss/ - 1k -

Index of /admin/alumni/sharks/cim87

Index of fadmin/alumnifsharks/cim9¥. Name Last modified Size Description
Parent Directory - cim 25-0ct-1996 11:50 2.7K cimlinx.txt ...

www. brunel.ac.ukfadminfalumnifsharks/cim97/ - 3k -

€ N 4 r
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c E H Finding Specific Files
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As the directory listing is in tree style, it is also possible to find specific files in a
directory listing

To find WS_FTP log files, try a search such as intitle:index.of ws_ ftp.log, as
shown in the Figure below:

SEaNE) Google Search: intitle:index.of ws_ftp.log

| . | | c | [C|http:/ jwww.google.com/search?q=intitlesi = Qi intitle:index.of ws_ftp.log

Web Images Groups News Froogle more »

‘ _ 0{ j: ;le intitlesindew of we_frp lng “Cparch | W

Web Results 1 - 10 of about 101,000 for intitle:index.of ws_ftp.log. (0.69 seconds)

Index of /~nbessels’'WS_FTP.LOG

Index of /(~nbessels/WS_FTP.LOG. Name Last modified Size Description Parent
Directory 02-Sep-2002 11:14 - images/ 23-Aug-2002 19:03 ...
home.tiscali.nl/~nbessels/WS_FTP.LOG/ - 1k - Cached - Similar pages

Index of /mp3

Index of /mp3. .. 31-May-2001 18:53 1.8M VandalsDesertWoman.mp3 31-May-2001 18:38
1.3M VandalsRight On Q.mp3 26-Sep-2001 18:45 1.8M WS_FTP.LOG 31-May-2001 18:53 1k ...
kungfurecords.com/mp3/ - 16k - Sep 12, 2004 - Cached - Similar pages

Index of /gallery
Index of /gallery. ... 2004 20:45 18k Fgallery8-1.jpg 20-Apr-2004 20:45 29k
Foreverthb.jpg 20-Apr-2004 20:45 10k Thumbs.db 03-Sep-2004 10:52 956k WS_FTP.LOG ...

www.inspired-art.com/gallenyf - 25k - Cached - Similar pages

"

v
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C EH server Versioning
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The information an attacker can use to determine the best method for attacking a
Web server is the exact software version

An attacker can retrieve that information by connecting directly to the Web port of
that server and issuing a request for the HTTP headers

Some typical directory listings provide the name of the server software as well as the

version number at the bottom portion. These information are faked and attack can be
done on web server

intitle:index.of “ server at” query will locate all directory listings on the Web with
index of in the title and server at anywhere in the text of the page

In addition to identifying the Web server version, it is also possible to determine the
operating system of the server as well as modules and other software that is installed

Server versioning technique can be extended by including more details in the query
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C EH server versioning (cont'd)
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r b |
SEANE] Index of /
| - || & | @ hup://www.3do.com/ ~ Q~ intitle:index.of "server at”
@ eld-euro2/ 05=-Dec=-2003 19:52 -
ffﬂ ed-eurox/ 05-Dec-2003 19:53 -
E} jacked/ 05-Deac-2003 03:22 —
ﬂ jumpgate/ 04-Dec-2003 00:14 -
@ support/ 05=Dec=2003 02:05 - O
s
Apache/l .3 27 Server at www 3do.com Port 80 3
A
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c [ H Going Out on a Limb: Traversal
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Attackers use traversal techniques to expand a small foothold into a larger
compromise

The query intitle:index.of inurl:“/admin/*” is helped to traversal as
shown in the figure:

aAaere Index of /bpa/acadunits/admin/envr/bowman/

| .| | | [ | €3 http:/ fwwwadmin.cl.uh.edu/bpa/acadunits/admin/envr /bowman/ = Q. inurl:" jadmin/*" intitle:index.of

Index of /bpa/acadunits/admin/envr/bowman/

Hame Last modified Size Description

Farent Directory

D Ws_FTP.LOG 02=Jan=02 13:50 TE
bowman_courses.htm 02-Jan=02 13:50 6K
bowman_index.htm 02-Jan-02 13:50 1K
bowman_intro.htm 09-0ct-02 15:58 5K
bowman_menu.htm 02-Jan=02 13:50 1K
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c EH Directory Traversal
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By clicking on the parent directory link the sub links under
it will open. This is basic directory traversal

Regardless of walking through the directory tree ,
traversing outside the Google search wandering around on
the target Web server is also be done

The word in the URL will be changed with other words

Poorly coded third-party software product installed in the I
server accepts directory names as arguments which allows
users to view files above the web server directory ‘

Automated tools can do a much better job of locating files
and vulnerabilities
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C EH Incremental Substitution
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This technique involves replacing numbers in a URL in an attempt to
find directories or files that are hidden, or unlinked from other pages

By changing the numbers in the file names, the other files can be found

In some examples, substitution is used to modify the numbers in the
URL to locate other files or directories that exist on the site

e /docs/bulletin/2.xls could be modified to /docs/bulletin/2.xls

e /DigLib_thumbnail/spmg/hel/0001/H/ could be changed to
/DigLib_thumbnail/spmg/hel/0002/H/

 /gallery/wel008-1.jpg could be modified to /gallery/wel0O08-2.jpg
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C EH Extension Walking
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File extensions and how filetype operator can be used to locate files with specific file
extensions

HTM files can be easily searched with a query such as filetype:HTM HTM

Filetype searches require a search parameter and files ending in HTM always have HTM in
the URL

After locating HTM files, substitution technique is used to find files with the same file name
and different extension

Easiest way to determine names of backup files on a server is to locate a directory listing
using intitle:index.of or to search for specific files with queries such as intitle:index.of
index.php.bak or inurl:index.php.bak

If a system administrator or Web authoring program creates backup files with a .BAK
extension in one directory, there is a good chance that BAK files will exist in other
directories as well
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C EH Site Operator
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The site operator is absolutely invaluable during the
information-gathering phase of an assessment

Site search can be used to gather information about the servers
and hosts that a target hosts

Using simple reduction techniques, you can quickly get an idea
about a target’s online presence

Consider the simple example of site:washingtonpost.com —
site:www.washingtonpost.com

This query effectively locates pages on the washingtonpost.com
domain other than www.washingtonpost.com

Copyright © by EC-Council
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C EH site Operator (cont'd)
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a0A Coogle Search: site:washingtonpost.com -site:www.washingtonpost.com

| « | | (] | |G'|http:f,fl.'.-v.-w.google.comfm ~ Q- site:washingtonpost.com -site:www.washingtonpost.com

Wek Images Groups MNews Froogle more »

- . . X i % Advanced Search
GO{ ): ;le site:wvashingtonpost.com -site:www.washingtonpost.c [ Search W

Web Results 1 - 10 of about 128,000 from washingtonpost.com for -site:www.washingtonpost.com. (0.63 se|

News results for site:washingtonpost.com -site:www.washingtonpost.com - View today's
top stories
% MNew 'Hawk' Game Most Thorough Ever - Washington Post - 1 hour ago

CitySearch: Americana Hctel

Americana Hotel Crystal City, Americana Hotel Coupeon Hotel/Motel BO0/548-6261
& 703/979-3772. Close to Washington Free Deluxe Continental ...
yp.washingtonpost.com/E/VWASDC/0015/60/65/3.htm| - Similar pages

User Reviews - Request Removal

The Motorcycle Diaries editors' pick. Go to The Motorcycle Diaries profile.

Request Removal of a User Review. You have chosen to submit ...

eqg.washingtonpost.com/user review?mode=request removal&id=1093261&rid=1083261.2004-10-01-14-44-04 -
Similar pages

Washingtonpost.com: Fighting the Cola Wars in Schools
Partners: On Our Site Join our Fealth Talk on the cola wars in schools at
2 pm EST Tuesday. From CSPI. Report: How Soft Drinks are ...
washingtonpost.com/wp-srv/national/colawars03239%9.htm - Similar pages

Justice and Rights articles and sections on washingtonpost.com
washingtenpost.com. washingtonpest.com = Crime, Law and Justice > Justice and Rights.
Justice and Rights Topics. Civil Rights. Justice and Rights Articles. ...
topics.washingtonpost.com/wp-srv/ topics/crime-law-and-justice/justice-and-rights/ - Similar pages

€ ) 4 r

Go to “http: / /groups.google.com fgroups?g=site-washington....com+ -site:www.washingtonpost.com&hl=en&lr=&sa=N&tab=wg" ]
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C EH intitle:index.of
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Intitle:index.of is the universal search for
directory listings

In most cases, this search applies only
to Apache-based servers, but due to the
overwhelming number of Apache-
derived Web servers on the Internet,
there is a good chance that the server
you are profiling will be Apache-based
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C EH Screenshot
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Web Images Maps MNews Shopping Gmaill more *

| . Advanced Search
GO{M )g-e intitle index of hack pdf Fr—

Suggest

Web Results 1

ror Google Hacking 101

File Format: PDF/Adobe Acrobat - Yiew as HTMWL

Adobe Portable Document Format (pdf). = Adobe PostScript (ps). = Lotus 1-2-3 fek1 |, wh2,
..... intitle:index.of etc. This search gets you access to the etc ...

waney. nebraskacert. org/CSF/CSF-Jun2005. pdf - Similar pages

Intitle Index Of Bluetooth Hack Pdf

Intitle Index Of Bluetooth Hack Pdf. O keygen intitleindex. Mp3 mpd download free syrmbian
rrowie download free tuneup utilities 2005 crack for bwgen chets to ...
intitleindexofbluetoot21107 blogspot. comd - 2Bk - Cached - Similar pages

Videoclips zoeken Vintitle.index of: hack pdf

Je zocht op YVintitle index of: hack pdf maar er werd niets gevonden! Terug - i feel myself
rapidshare | intitle:"index. of" (mp3) yael naim | "Intitle: Index ...

weney top-clips. nlfhomedwoord. phpfwoord=%22intitle; index %20 of %20hack¥20 pdf - 19k -
Cached - Similar panes

Intitle:google Hacking | Free eBooks Download

Search Terms: free ebooks illegal, intitle index of pdf architecture htrml htm php asp of jsp,
intext google hacking, google book download hack, google hack ...

freeebookdownload. net/pdffintitle-google-hacking. shtml - 11k - Cached - Similar pages

Ecediger.nat intitle index of hack msn warez direct download links

Best intitle index of hack msn the results from Google. MSN, Yahoo, Altavista fast and
rnore intitle index of hack msn results - added 2008-01-26 ...
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C EH error | warning
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Error messages can reveal a great deal of information about a target

Often overlooked, error messages can provide insight into the application
or operating system software a target is running, the architecture of the
network the target is on, information about users on the system, and much
more

Not only are error messages informative, they are prolific

A query of intitle: error results in over 55 million results
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C EH error | warning (cont’d)
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r — 1
SRENE) Coogle Search: intitle:error
B || & | [Glhttp:/ /www.google.com/search?hl=en&lr= ~ Q- Google

Web Images Groups MNews Froogle more » O

GO{ j: ;le intill::l:rn:lrl " Search ﬁ?;fﬂ';‘:nﬂgaiﬂarsn

Web Results 1 - 10 of about 52,500,000 for intitle:error. (0.16 seconds)

Sign-in Access Error

Hotmail. Sign-in Access Error. JavaScript required. The browser that you are using

does not support JavaScript, or you may have disabled JavaScript. Help. ...
www.hotmail.com/ - 11k - Oct 27, 2004 - Cached - Similar pages

r bl
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C EH login | logon
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Login portals can reveal the software and operating system of a target,
and in many cases “self-help” documentation is linked from the main
page of a login portal

These documents are designed to assist users who run into problems
during the login process

Whether the user has forgotten his or her password or even username,
this document can provide clues that might help an attacker

Documentation linked from login portals lists e-mail addresses, phone
numbers, or URLs of human assistants who can help a troubled user
regain lost access

These assistants, or help desk operators, are perfect targets for a social

engineering attack
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C EH login | logon (cont’d)
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F - b |
SEENE, Coogle Search: login | logon
| -4 | | (v | |G'|http:.-ff'.*.ﬂ.w.gcugle.mmfsearch?q=Iugin+5!-E?E =~ Q~ login | logon
Web |Images Groups MNews Froogle more »
‘ _IIO{ jgle login | logon !_Search_\ W
Web Results 1 - 10 of about 18,200,000 for login | logon. (0.37 seconds)
Lycos Free Email & Premium POP Mail
... Member Login. User Name Password -—-, Save User Name & Password | Info. —-
This ... Login Trouble? TRUSTe: Click to Verify. Sign ...
mal.lycos.com/ - 26k - Cached - Similar pages
SourceForge.net: Login
... my sf.net, software map, donate to sf.net, about sf.net, Login via SSL New User
via SSL. Search ... Sponsored Content. Login to SourceForge.net. Cookies ...
sourceforge.net/my/ - 28k - Cached - Similar pages
proguest.umi.com/ogin
similar pages 1
Display a menu A
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c E H username | userid | employee.ID |
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There are many different ways to obtain a username from a target system

Even though a username is the less important half of most authentication
mechanisms, it should at least be marginally protected from outsiders

a6 Coogle Search: sita:
| -

username | employee.lD | “your username is"
| | [+ | (%) hitp:/ jwww.google.com/search?hl=en&lr=& ~ O~ username / smployee.ID [ “your us

Web Images Groups MNews Froogle more »

C: 0 { )g[e site: username | employee.lD | "your usernam

% Advanced Search

" Search Prafermnces

Web Results 1 - 10 of about 92 from for username | employee.ID | “your username is". (0.83 s

- Login to Your Preferences Profile

is a safe, private area that only you can

. Username: (Select any username you like). .
'domreq. nsf-'NewAcc ?0penForm - 31k -

... Please note that
access with a username and password. .

- Lost Password

. IMPORTANT: Your username and e-mail address must match the entries you made when
you initially registered at this site. All fields are required. Username:

domreg.nsfILPw?OpenForm - 27k - >

. For United States based users, vour logon id is employee ID number (the
emht digit number, starting with '[}[}' found beneath your name in the upper .
"FAQYFAQ XMS1 -5.HTM - 10k -

€

L] -
Go to “hitp: { /www.google.com/options/”
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c E H password | passcode | “your

password Is”
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The word password is so common on the Internet, there are over
73 million results for this one-word query

During an assessment, it is very likely that results for this query
combined with a site operator will include pages that provide help
to users who have forgotten their passwords

In some cases, this query will locate pages that provide policy
information about the creation of a password

This type of information can be used in an intelligent-guessing or
even a brute-force campaign against a password field
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c E H password | passcode | “your

password 1s” (cont’d)
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. |
AR A Coogle Search: password | passcode | "your password is”
| 4 p | | (v} | () hitp:/ /www.googlz.com/se = O~ password | passcode | “your password is”
Web Images Grmoups News Froogle more s |
‘ - [O { J: g le password | passcode | "your password is” x_Search_& W
Web Results 1 - 10 of about 15,200,000 for password | passcode | “your password is". (0.44 second
NACELink Employer Password Reminder
Password Reminder. Please enter your user name. Your password will be e-mailed to
you at the e-mail address you registered with the system. User name, OR. ... i
www._nacelink.com/gempempforgotpassword.asp - 5k - Oct 27, 2004 - Cached - Similar pages v
[ A A »
Display a menu A
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c EH admin | administrator
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The word administrator is often used to describe the person in control of a
network or system

The word administrator can also be used to locate administrative login pages,
or login portals

The phrase Contact your system administrator is a fairly common phrase on
the Web, as are several basic derivations

A query such as “please contact your * administrator” will return results that
reference local, company, site, department, server, system, network, database,
e-mail, and even tennis administrators

If a Web user is said to contact an administrator, chances are that the data
has at least moderate importance to a security tester
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C/EH admin | administrator (cont’d)
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[cooo

| - | | [ | |vl.:'|http:,-",-'I.'.n.w.gcﬂgIe.cam!gearch?hl—e = O~ admin | administrator

Web Images Groups News Froogle more »

Tip: Try Google Answers for help from expert researchers

An error has occurred.
... System detected that multiple webserver sessions are being generated during login.

Please contact your System Administrator for assistance. ...

- bk, - L.ached -

Go nge Simia |adlestrador earch) plapnced Sosch
Web Results 1 - 4 of 4 for admin | adminisirator (0.37 seconds)

=lmilar page

4 |k
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C E H admin login
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admin login Reveals Administrative Login Pages

EC-Council

amnae GCoogle Search: "admin login”
| « | | ¢ | [Glhttp:/ jwww.google.com/search?g=3 ~ Q- "admin login”

Web |mages Groups MNews Froogle more »

( -;O{ )gle “admin login’ (Search ) dsanced Seac

Web Results 1 - 10 of about 1,300,000 for "admin login". (0.24 seconds)

CCBill.com Affiliate Admin

CCBill Affiliate Admin System. Affiliate 1D, Usermname, Password,
Display, Low Resolution without Java. ...
https://affiliateadmin.ccbill.com/ - 4k - Cached - Similar pages

Anderson Alumni - Administrator Section

Thursday, October 21, 2004, ...

https:/f'www.andersonalum.org’web _admin/?logtype=admin - 20k - Cached - Similar pages
[ More results from https:/fwww.andersonalum.ong ]

Administrator Login
Administrator Area. Usermname. Password.
67.95.162.149/foa'Login.asp - 3k - Cached - Similar pages

SMU_ATHLETICS

Admin Login, Administrators Only. Usemame, Password, 82001 Saint Mary's

University. All rights reserved. Halifax, Nova Scotia, CANADA.
www.smuhuskies.ca/SMU_ATHLETICS/ administration/login_admin.asp - 11k - Oct 27, 2004 -
Cached - Similar pages

& s IR
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c EH —ext:html —ext:htm

—ext:shtml —ext:asp —ext:php

Certified = Ethical Hacker

The —ext:html —ext:htm —ext:shtml —ext:asp —
ext:php query uses ext, a synonym for the filetype
operator, and is a negative query

It returns no results when used alone and should
be combined with a site operator to work properly

The idea behind this query is to exclude some of
the most common Internet file types in an attempt
to find files that might be more interesting

‘ _;O[ }8[6 -ext himl -axthtm -ext shiml -ext asp -extphp Search
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c EH —ext:html —ext:htm —ext:shtml —

Certified | Ethical Hacker eXt : aS p _eXt : p h p (CO n t, d)

r : |
SREENE Coogle Search: —ext:html -ext:htm -ext:shtml -ext:asp -ext:php site:

| 4 @ | | [+ | |G'|http:f,-'mw.gcngle.cm = Qr -ext:html -ext:htm -ext:shtml -ext:asp -ext:php site:

Web Images Groups MNews Froogle more s

£ % Adwvanced 5 ch
‘ - IIO { ): g le -ext:html —ext:htm -ext:shtml —extasp -ext:php -ex1 | Search m

Web Resuits 1 - 10 of about 10,300 from

for -ext:html -ext:htm -ext:shtml -ext:asp -ext:php. (0.16 sec:

/members/forgot_password.aspx

Learning Alliance - Search for a Training Provider

Find Training. About the CLA program. Become a CLA partner. Related resources. Search
for Training Materials. TechCareer Compass (TCC). need login assistance? ...

cla. - 27k - Now 7, 2004 - Cached - Similar pages
Certification
Certification certification is an international industry

credential that validates the knowledge of technical and non-technical ...

WA, Jcertification/inet/default.aspx - 29k - Mov 7, 2004 - Cached - Similar pages

f b R
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c E H Inurl:temp | inurl:tmp |

Inurl:backup | inurl:bak
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The inurl:temp | inurl:tmp | inurl:backup | inurl:bak query, combined
with the site operator, searches for temporary or backup files or
directories on a server

Although there are many possible naming conventions for temporary or
backup files, this search focuses on the most common terms

Since this search uses the inurl operator, it will also locate files that
contain these terms as file extensions, such as index.html.bak

GO{E jg'.e inurltemp | inurltmp | inurbackup | inurkbak || Search |

Suggest
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c EH intranet | help.desk
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The term intranet, despite more specific technical meanings, has
become a generic term that describes a network confined to a small
group

In most cases, the term intranet describes a closed or private
network unavailable to the general public

Many sites have configured portals that allow access to an
intranet from the Internet, bringing this typically closed
network one step closer to the potential attackers

Unavailable
to public
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C EH Locating Public Exploit Sites

Certified = Ethical Hacker

One way to locate exploit code is to focus on the file extension of the source code and then
search for specific content within that code

Since source code is the text-based representation of the difficult-to-read machine code,
Google is well suited for this task

For example, a large number of exploits are written in C, which generally use source code
ending in a .c extension

A query for filetype:c exploit returns around 5,000 results, most of which are exactly the
types of programs you are looking for

These are the most popular sites hosting C source code containing the word exploit, the
returned list is a good start for a list of bookmarks

Using page-scraping techniques, you can isolate these sites by running a UNIX command
against the dumped Google results page

grep Cached exp | awk —F" =" “"{print $1}" | sort —u
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c E H Locating Exploits Via Common

Code Strings

Certified = Ethical Hacker

Another way to locate exploit code is to focus on common strings within
the source code itself

One way to do this is to focus on common inclusions or header file
references

For example, many C programs include the standard input/output library
functions, which are referenced by an include statement such as #include
<stdio.h> within the source code

A query like this would locate C source code that contained the word
exploit, regardless of the file’s extension:

e “#1nclude <stdio.h>" exploit
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c E H Searching for Exploit Code with

Nonstandard Extensions

Certified = Ethical Hacker

SEENE] Coogle Search: "#include <stdio.h>" "Usage" exploit
| 4 | | (] | @http:H'.'.ﬂ.*.-w.google.comﬁs.earch?hl=en&|r = Qv|

Web Images Groups MNews Froogle more »

GO { J: ; [e “#include <stdio.h=" "Usage"” exploit X_Search_\ W

Web Results 1 - 10 of about 14,200 for "#include <stdio.h>" "Usage" exploit. (0.24 seconds)

Pagina nueva 1

... Compile: #gcc -o kazaa-xplot kazaa-exploit.c * Usage: #./kazaa-xploi ... include
<netdb.h> #include <arpalinet.r> #include <stdio.h> /* stdout() */ #include ...
www. decowar.com/kazaa-xploitc.htm - 18k - Cached - Similar pages

| Hacked by CLEO ! Exploit : innd

.. h= #finclude <sys/socket.h> finclude <stdio.h> #include <unistd.h ... perror(errstr);
exit(err); } void usage() { printf{ "INM version 1.[45].x exploit by Method ...
cleoz armorik.net/cleo/clea/e-innd.html - 12k - Cached - Similar pages

Hacked by CLEO ! Exploit : Samba SWAT Login

... include <stdio.h> #include <netdb.h> #include <stdlib.h> #include <string.h> #include ...
Unknown result: %s\n", buf); exit(1); } } void usage(void) { printf ...
cleoz.armorik.net/cleo/clec/e-samba_swat.html - 13k - Cached - Similar pages

[ More results from cleoz.armorik.net |

K-Otik Security : Stack overflow exploit code generator (0x333xes. ...

... bin} || (Men) || ((env) && (w))) usage(argv[0 ... Error in creating %s\n", EXPLOIT);

fprintf (fd ... setting header */ fprintf (fd, “in#include <stdio.h>\n#include ...

wiww k-otik.com/exploits/04. 18 0x333xes.c.php - 23k - Cached - Similar pages

G0 10 hup: f feaww. google.comyadvanced _search?g=%22%23...1d10. N¥3E%2 2 + X2 2Usagexz 2 +exploli&hl=en&ir=~&safe =off" A
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Locating Source Code with
Common Strings

Extension
Language (Optional) Sample String
asp.net (C#) Aspx “"<%@ Page Language="C#"" inherits
asp.net (VB) Aspx “<%@ Page Language="vb"" inherits
asp.net (VB) Aspx <%(@ Page LANGUAGE="JScript”
C C “#include <stdio.h="
C# Cs “using System,"” class
c++ Cpp “#include “stdafx.h""
Java J, JAV class public static
JavaScript JS “<script language="JavaScript”="
Perl PERL, PL, PM “#!1usribin/perl”
Python Py “#!lusribin/env”
VBScript .vbs "<%@ language="vbscript” %>"
Visual Basic Vb “Private Sub”
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C EH Locating Vulnerable Targets
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In fact, it’s not uncommon for
public vulnerability
announcements to contain
Google links to potentially

Attackers are increasingly using
Google to locate Web-based
targets vulnerable to specific

exploits
P vulnerable targets
AAA Bugtraq: Coppermine Photo Gallery remote compromise
| - || & | = hitp://seclists.org/lists/bugtrag/2003/Apr/0117.html A Qr |
—EXPLOIT-—
Attached is a working exploit, upload this onto a vulnerable server and
Web Photo execute it like this:

Gallery . . . @
Simple-to-use tools /albums/userpics/Copperminer.jpg.php?[command]

for superior photos. | Yvhere command can be something like "id;uname%20-a" or "cat%20/etc/passwd"
View the free demo | Note 1: MSIE will display Copperminer.jpg.php as an image, but lvnx will

today! _ display the output of the command vou gave it.

ww.microsafl.comimag § Note 2: http://'www .google .com/search?g=allinurl%3 A +/upload .php?album= [
--TIMELINE---

PHP Without mar 31, 2003 - Issue discovered, working exploit written.

Knowing PHP mar 31, 2003 - Author contacted, problem aknowledged by author.

Generate PHP On . . ek
The Fly Erom Your apr (03, 2003 - Patches released through Coppermine website.

Data. It Does All apr (7, 2003 - Information disclosed.

The Work !
PHPPagelGenarator.com --PATCH--- b
[ 4 b 4|k
b
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c E H Locating Targets Via Demonstration

Pages

Certified = Ethical Hacker

Develop a query string to locate vulnerable targets on the Web; the vendor’s Web
site is a good place to discover what exactly the product’s Web pages look like

For example, some administrators might modify the format of a vendor-supplied
Web page to fit the theme of the site

These types of modifications can impact the effectiveness of a Google search that
targets a vendor-supplied page format

You can find that most sites look very similar and that nearly every site has a
“powered by” message at the bottom of the main page
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c E H “Powered by” Tags Are Common Query

Fodder for Finding Web Applications

Certified = Ethical Hacker

r k|
- . .
[« »J[c]|®
FContact Us
Helshop B == ™
Gift oy
Vouchers
Powered by CubeCart 2.0.1 T
22003 brooky.com 1
4 Xy 4k
P
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c EH Locating Targets Via Source Code

Certified = Ethical Hacker

A hacker might use the source code of a program to discover ways to
search for that software with Google

To find the best search string to locate potentially vulnerable targets, you
can visit the Web page of the software vendor to find the source code of
the offending software

In cases where source code is not available, an attacker might opt to
simply download the offending software and run it on a machine he
controls to get ideas for potential searches
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c EH Vulnerable Web Application Examples
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Query Vulnerability

A-CART 2.x vulnerable to cross-site
scripting

inurl: “dispatch.php?atknodetype” Achievo .8.x could allow remote code
| inurl:class.atkdateattribute.js.php execution

intitle:guestbook “advanced Advanced Guestbook v2.2 has an SQL
guestbook 2.2 powered” injection problem that allows unautho-
rized access

Al-Fork, a fork based on the CuteNews
1.3.1 core, is susceptible to multiple vul-
nerabilities

BlackBoard 1.5.1 has a remote file
inclusion vulnerability

BosDates 3.2 is vulnerable to SQL
injection

“Powered by A-CART”

“Powered by AJ-Fork v.167"

“BlakkBoard 1.5.1-f | —~© 2003-4
by Yves Goergen”

“BosDates Calendar System
“powered by BosDates v3.2 by
BosDev”

inurl:changepassword.cgi —cvs changepassword.cgi allows for unlimited

repeated failed login attempts

“Copyright =© 2002 Agustin CoolPHP 1.0 has multiple vulnerabilities

Dondo Scripts”

“Powered by CubeCart 2.0.1" CubeCart 2.0.1 has an SQL injection vul-

nerability

DasBlog versions 1.3—1.6 are susceptible
to an HTML injection vulnerability in their
request log

DCP-Portal version 5.5 is vulnerable to
SQL injection
“2003 DUware All Rights Reserved” DUForum 3.0 may allow a remote

attacker to carry out SQL injection and
HTML injection attacks

“inurl: /site/articles.asp?idcategory="Dwc_Articles 1.6 has multiple input vali-
dation problems

Earlylmpact Productcart v1.5 contains
multiple vulnerabilities

“Powered *: newtelligence”
(“dasBlog 1.6"| “dasBlog 1.5"
“dasBlog 1.4"|"dasBlog 1.3")

“Powered by DCP-Portal v5.5"

inurl:custva.asp

inurl:”/becommunity/community/
index.php?pageurli="

intitle: "EMUMAIL - Login™
“Powered by EMU Webmail”

“Powered by FUDforum”

“1999-2004 FuseTalk Inc”
-site: fusetalk.com

“Powered by My Blog” intext:
“FuzzyMonkey.org”

“Powered by Gallery vi1.4.4"

intitle: gallery inurl:setup
“Gallery configuration”

inurl: “messageboard/Forum.asp?”

intitle: welcome.to.horde

“Powered by IceWarp Software”
inurl:mail

“Ideal BB Version: 0.1"
-idealbb.com

“Powered by lkonboard 3.7.1"

“Powered by Invision Power
Board(U) v1.3 Final —=© *

inurl:wikiilMediaWiki

“Powered by Megabook *”
inurl:guestbook.cgi

“Powered by mnoGoSearch - free
Web search engine software”

E-market prior to 1.4.0 contains various
vulnerabilities

EMU Webmail 5.6 messaging product is
susceptible to a cross-site scripting vul-
nerabhility

FUDforum 2.0.2 allows manipulation of
arbitrary server files

FuseTalk forums (v4) are susceptible to
cross-site scripting attacks

FuzzyMonkey 2.11 has an SQL injection
vulnerability

Gallery 1.4.4 allows remote code
execution

Gallery default configuration files allow
gallery modification

GoSmart Message Board (specific ver-
sions) are susceptible to SQL injection
attack and cross-site scripting attack
Horde Mail prior to 2.2 has had several
reported vulnerabilities

IceWarp Web Mail (versions prior to
5.2.8) is reported prone to multiple input
validation vulnerabilities

Ideal BB 0.1 is susceptible to multiple
vulnerabilities

IkonBoard 2.1.1 allows cross-site scripting

Invision Power Board v1.3 is vulnerable to
SQL injection
MediaWiki 1.3.5 has a cross-site scripting
vulnerability

MegaBook 2.0 is prone to multiple HTML
injection vulnerabilities

mnGoSearch 3.1.20 and 3.2.10 contain a
buffer overflow vulnerability
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Vulnerable Web Application
Examples (cont’d)

intitle: "MRTG/RRD™ 1.1*
(inurl:mrtg.cgi | inurl:14all.cgi
| traffic.cgi)

filetype:cgi inurl:nbmember.cgi

“Powered by ocPortal” -demo
-ocportal.com

intitle: "PHP Explorer” ext:php
(inurl:phpexplorerphp

| inurl:list.php | inurl:browse.php)

“create the Super User” “now
by clicking here”

“Enter ip” inurl: "php-ping.php”

intitle: “phpremoteview” filetype:
php “Name, Size,

inurl:"plog/register.php™

filetype:php inurl:index.php inurl:

“module=subjects” inurl: “func=
*" (listpages | viewpage | listcat)
“Online Store - Powered by
ProductCart”

inurl:com_remository

inurl: “slxWeb.dll”
“File Upload Manager v1.3"
“rename to”

filetype:cgi inurl:tseekdir.cgi

inurl:ttt-webmaster.php

MRTG 1.1 allows viewing of arbitrary
system files

nbmember.cgi 2.0 allows system and user
information disclosure

ocPortal 1.0.3 allows remote file inclusion

PHP Explorer scripts reveal server
information and provides remote shell
access

PHP-Nuke open configuration allows
arbitrary creation of admin users

php-ping prior to version 1.2 may be
prone to a remote command execution
vulnerability

phpRemoteView allows browsing of
entire file system

pLog installation scripts should be
removed after install because they allow
for program compromise

Postnuke Modules Factory Subjects
module has an SQL injection vulnerability

ProductCart v1.5-1.6 and v2 are
vulnerable to an SQL injection vulnera-
hility

ReMOSitory 4.5.1 1.09 module for
Mambo is prone to an SQL injection vul-
nerability

SalesLogix 2000.0 contains multiple
remote vulnerabilities

thepeak file upload manager allows
arbitrary user to transfer files

Turbo Seek 1.7.2 search engine reveals
arbitrary file contents

Turbo traffic trader Nitro v1.0 contains
multiple vulnerabilities

ext:cgi inurl:ubb6_test.cqi

“Powered by: vBulletin * 3.0.1"
inurl:newreply.php

inurl: fcgi-bin/index.cgi inurl:
topics inurl:viewcat= +intext:
"WebAPP” -site:web-app.org
intitle: "WebJeff - FileManager”
intext:"login” intext:Pass |Passe
intitle: "Index of /" modified
php.exe

“Powered by WowBB" -site:
wowbb.com

“Powered by YaPig \V0.92b"

UBB trial version contains files that are
not safe to keep online after going live

vBulletin 3.0.1 allows arbitrary code
execution

WebAPP 0.x has a serious reverse
directory traversal vulnerability

WebJeff-FileManager 1.x can reveal
arbitrary system files

Windows PHP parser allow an attacker to
view arbitrary system files

WowBB 1.x affected by multiple input
validation vulnerabilities

YaPiG 0.92b contains an HTML injection
vulnerability
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c E H Locating Targets Via CGI Scanning
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One of the oldest and most familiar techniques for locating vulnerable Web servers is

through the use of a CGI scanner

These programs parse a list of known “bad” or vulnerable Web files and attempt to locate

those files on a Web server

Based on various response codes, the scanner could detect the presence of these potentially

vulnerable files

A CGI scanner can list vulnerable files and directories in a data file, such as:

Jogl-bin/userreg.cgl
Jogl-bin/oglemall /uargg. txto
Jrandom_banner/index. cgl
Jrandom_banner/index. cgl
Jogl-bin/mallview. cgl
Jogl-bin/mailllist. ogl
flilssamples/Issamples/S0LoHIC . asp
flilssamples/Issamples/S0LoHIC . asp
Jaltegerver/admin/ndveervar . asp
Jjecripts/cphost.dll
Joegl-bin/finger.ogl
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C EH A sSingle CGI Scan-Style Query
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Example: search for inurl:/cgi-bin/userreg.cgi
r . —_— . |
SEENE Coogle Search: inurl:/cgi-bin/userreg.cgi
| - | | (4] | |G'|http:f,-'mw.gaugle.mmﬁsearch?m = Q= inurl: fcgi-bin/userreg.cgi
Web |Images Groups News Froogle more »
‘ _;OL nge inurl:fcgi-binfuserreg.cqgi “Search Efé_a&
Web Results 1 - 6 of about 61 for inurl:/cgi-bin/userreg.cgi. (0.23 seconds)
.Com
Personal Information Required fields are marked with a red asterisk(*).
First Name: * Middle Name: Last Name: * Company: * Address ...
comfcgi-binfusemeg.cgi - 26k - Oct 26, 2004 - Cached - Similar pages
EEEFERy b AL SIESS TR | I
=EERETIEICE. BTO EEEER v  JLF R,
ERIBWEELHAEDPEDET. RBEZNLAE ..
hittps -/ hanana com/guest/cgl-binfuserreg.cg - 17k - Cached - Similar pages
f A 4k
o
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Tracking Down Web
Servers, Login Portals, and
Network Hardware
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C E H Finding 11S 5.0 Servers
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Query for “Microsoft-11S/5.0 server at”
rﬂ A A Index of /legislacoes/subjudice_arquivos A
| - || & | [Glhttp://216.239.41.104, ~ Q- "Microsoft-115/5.0 server at”
Name Last modified Size Description
a Parent Directory 03-Mar-2004 16:37 -
% fileligt.xml 11-How-2002 18:49 1k
% header.htm 11-How-2002 18:49 2k T
imace(0l.png 11-Now-2002 18:49 20k
imageldld?.gif 11-How-2002 18:49 dk
L
Microsaft-Il5/5 0 Server at Port 80 :
' Z
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c E H Web Server Software Error

Messages
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Error messages contain a lot of useful information, but in the context of locating specific
servers, you can use portions of various error messages to locate servers running specific
software versions

The best way to find error messages is to figure out what messages the server is capable of
generating

You could gather these messages by examining the server source code or configuration files
or by actually generating the errors on the server yourself

The best way to get this information from IS is by examining the source code of the error
pages themselves

1S 5 and 6, by default, display static HTTP/1.1 error messages when the server encounters
some sort of problem

These error pages are stored by default in the %SYSTEMROOT%\help\iisHelp\common
directory
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c E H Web Server Software Error Messages

(cont’d)

Certified = Ethical Hacker

A guery such as intitle:”The page cannot be found” “please following”
“Internet * Services” can be used to search for 1S servers that present a
400 error

SESNS The page cannot be found
| 4 » || & | [Glhttp://216.239.41.104/search?q= ~ Q- Google

The page cannot be found

The page you are looking for might have been removed, had its name changed, or
is tempaorarily unavailable. D

Please try the following:

s Make sure that the Web site address displayed in the address bar of your
browser is spelled and formatted correctly.

¢ If vou reached this page by clicking a link, contact the Web site
adrinistrator to alert them that the link is incorrectly formatted.

¢ Click the Back button to try another link.

HTTP Error 404 - File or directory not found.
Internat Information Servicas ([[C)

Technical Information (for support personnal)

¢ Go to Microsoft Product Support Services and perform a title search for the
words HTTP and 404.

¢ Open IIS Help, which is accessible in I1IS Manager (inetmar), and search
for topics titled Web Site Setup, Common Administrative Tasks, and
About Custom Error Messages.

T ;) 4w
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C EH !ISHTTP/1.1Error Page Titles

Certified = Ethical Hacker

403.5 The page must be viewed with a high-security
Web browser
403.6 You are not authorized to view this page
403.7 The page requires a client certificate
403.8 You are not authorized to view this page
403.9 The page cannot be displayed
403.10, 403.11 You are not authorized to view this page
403.12, 403.13 The page requires a valid client certificate
403.15 The page cannot be displayed
403.16, 403.17 The page requires a valid client certificate
404.1, 404b The Web site cannot be found
405 The page cannot be displayed
406 The resource cannot be displayed
407 Proxy authentication required
410 The page does not exist
412 The page cannot be displayed
414 The page cannot be displayed
500, 500.11, 500.12, The page cannot be displayed
500.13, 500.14, 500.15
502 The page cannot be displayed
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CE H 11IS HTTP/L1.1 Error Page Titles

Certified | Ethical Hacker (C O n t’ d)

400 The page cannot be found

401.1, 401.2, 401.3, 401.4, You are not authorized to view this page

401.5

403.1, 403.2 The page cannot be displayed

403.3 The page cannot be saved

403.4 The page must be viewed over a secure channel
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c E H “Object Not Found” Error Message

Used to FInd I11S 5.0

Certified = Ethical Hacker

Ir .
SE&NE News—Journal Online - Beach news
| 4 » || & | [Clhttp://216.23 = Qr intext:"404 Object Not Found" Microsoft-115/5.0

HTTPF/1.1 404 Object Not Found Server: Microsoft-1IS/5 .0 Date: Wed, 08 Sep 2004 12:59:58 GMT
X-Powered-By: ASP.NET Content-Type: text/html

404 Object Not Found

HTTF/1.]1 404 Object Not Found Server: Microsoft-IIS/5 .0 Date: Wed, 08 Sep 2004 12:59:58 GMT
X-Powered-By: ASP.NET Content-Type: text/html

404 Object Not Found

HTTPF/1.]1 404 Object Not Found Server: Microsoft-1IS/5 .0 Date: Wed, 08 Sep 2004 12:59:58 GMT | ¥
Display a menu e
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C E H Apache Web Server

Certified = Ethical Hacker

Apache Web servers can also be located by focusing on server-generated error
messages

Some generic searches such as “Apache/1.3.27 Server at” -intitle:index.of
intitle:inf” or “Apache/1.3.27 Server at” -intitle:index.of intitle:error

rﬂ Y Y Coogle Search: "Apache” "Server at" -intitle:index.of intitle:error

| < | | G | (Glhttp:f fwww. = Q- "Apache" "Server at” -intitle:index.of intitle:err

Authentication Error
. More information about this errer may be available in the server error log. Apache/1.3.29

Server at diglib.dartmouth.edu Port BO.
diglib.dartmouth. edu/staffwebl/usc/ - 5k - Sep 23, 2004

500 Internal Server Error

. More information about this error may be available in the server error log. Apache/1.3.27

Server at wanw.arm.linux.org.uk Port B0 The ARM Linux maintainer ...

wisnw . arm linux.org.uk/generalicontacting.shtmil - Gk - []

Embperl Error

. More information about this error may be available in the server error log. Apache-
AdvancedExtranetServer/.3.27 Server at www.adviceforinvestors.com Port B0

www fin-info.com' SmainSnobody,, 1821 508058ce688%090533/mfhome. phtmi?page=mfhome
3k

[ & N A|®
A
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C EH Apache 2.0 Error Pages
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Bad gateway! The proxy server received an invalid response
from an upstream server.

Bad request! Your browser (or proxy) sent a request that this
server could not understand.

Access forbidden! You don't have permission to access the

requested directory. Either there is no index doc-
ument or the directory is read-protected.

Resource is no longer The requested URL is no longer available on this

available! server and there is no forwarding address.

Server error! The server encountered an internal error and
was unable to complete your request.

Method not allowed! A request with the method is not allowed for

the requested URL.

No acceptable object found! An appropriate representation of the requested
resource could not be found on this server.

Object not found! The requested URL was not found on this server.

Cannot process request! The server does not support the action
requested by the browser.

Precondition failed! The precondition on the request for the URL

failed positive evaluation.

Request entity too large! The method does not allow the data trans-
mitted, or the data volume exceeds the capacity
limit.

Request time-out! The server closed the network connection
because the browser didn’t finish the request
within the specified time.

Submitted URI too large!  The length of the requested URL exceeds the
capacity limit for this server. The request cannot
be processed.

Service unavailable! The server is temporarily unable to service your
request due to maintenance downtime or
capacity problems. Please try again later.

Authentication required! This server could not verify that you are autho-
rized to access the URL. You either supplied the
wrong credentials (such as a bad password) or
your browser doesn’'t understand how to supply
the credentials required.
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Application Software Error
CEH

Messages
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Although this ASP message is fairly benign, some ASP
error messages are much more revealing

Consider the query “ASP.NET _Sessionld”“data source=",
which locates unique strings found in ASP.NET
application state dumps

These dumps reveal all sorts of information about the
running application and the Web server that hosts that
application

An advanced attacker can use encrypted password data
and variable information in these stack traces to subvert
the security of the application and perhaps the Web
server itself
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. ASP Dumps Provide Dangerous
CEH P :

Detalls
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rt"'_l a8 Settings 1
4 || & | [Clhttp://64.233.16] ~ Q- "ASP.NET_Sessionld" "data source="
Application Key Type
AppStatTracker OnCoreVV2. AppStatTracker OnCoreV2. AppStatTracker
LastintraDayllpdate System.DateTimea /2002004 7:45:14 AM
Stylesheet System.String < LIMNK rel="stylesheet' type="text/css' hre
StyleSheetl2 System.5tring <LINK rel="stylesheet' type="text/css’ hre
StrConn System.String Provider=sqgloledb; Metwork Lib_rrar'f=DBME
orsearch;Password=0aX({v5~di)>5%+*
strConn_CopyFrom System.5tring
CountyMName System.5tring Walton County DI
COR QCD,COR. WD, COR. WD,D,DEE,CEED
BasicSearchDocListl System.5tring & CERT,QCD-EASE,QCD/AFF,QCD/AGREE,
DEED, TD, WD, WD. WD/AFF, WD/AGREE, WD
BasicSearchDocList2 System.5tring COR. RM,COR RM,RM,EM FORM,RM/AFF, RN
BasicSearchDocList3 System.5tring CAM,CANC, CANCEL, CANCELLATION,REL,RE
) . ) FOREIGHN JUDWS, JUDG, JUDG., JUDG/AFF, UL
BasicSearchDocList4 System.5tring LIEN,PUDG,SUM JUDG, TAX LIEN, WARR, W/
BasicSearchDocLists System.5tring DISOL, DISOL, DISOL., DISOL/AAUDG, DISSOL,
BasicsearchDocListg System.String WILL, WILL,, ETC. |
OldestDate System.5tring 1/1/1976 ,
[ ————— ) T <>
e
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. Many Errors Reveal Pathnames
CEH 4

and Filenames
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r("_i Y Y http://216.239.39.104 /search...22 +4%22include_path%2 2&hl=en
| 4 | | G | |E'|httr:| /1216.2 = Q- intext:"Warning: Failed opening” include_path

Warning: Failed opening 'as_header.php' for inclusion
(include_path='../usr/local//share/pear’) in [:I
/home2/www/support/activesquare/as.php on line 366

Warning: Failed opening 'as_body.php' for inclusion
(include_path='../usr/local//share/pear’) in
/home2/www/support/activesquare/as.php on line 406

{ A 4 »
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c E H CGI Environment Listings Reveal

Lots of Information
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rﬂ Y Y http://64.233.161.104/search?g=cac...bot.com+%2 25erver_Software".&hl=en
| L | | | & | 4 http://64.233.1 = Q- "HTTP_FROM=googlebot" googlebot.com "Server_Softwa

HTTF_ACCEPT : text/html,text/plain

HTTF_USER_AGENT : Googlebot/2.1 (+http://www.google.com/bot.html)
GATEWAY INTERFACE : CGIf1.1

HTTP HOST : www.ulb.no

SERVER_SOFTWARE : Apache/l1.3.26 (Unix) PHP/4.2.1

SERVER_ADMIN : webmasterfuib.no

REMOTE _ADDR : 66.24%9.64.183

HTTP IF MODIFTIED SINCE : Tue, 31 Aug 2004 01:10:34 GMT

SCRIPT NAME : /cgi-bin/env

SERVER_NAME : www.uib.no 1
DOCUMENT ROOT : /www

REQUEST URI : /cgi-bin/env

SCRIPT FILENAME : /local/apache/cgi-bin/env
REQUEST METHOD : GET

PATH : fusr/sbin:/usr/bin

.
HTTP_FROM : googlebot|at)google.com A
SERVER PORT @ BU
C A 4|k
b
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C EH Default Pages
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Another way to locate specific types of servers or Web
software is to search for default Web pages

—
—
—
—
Most Web software, including the Web server software =

itself, ships with one or more default or test pages

These pages can make it easy for a site administrator to
test the installation of a Web server or application

Google crawls a Web server while it is in its earliest stages
of installation, still displaying a set of default pages

In these cases there is generally a short window of time
between the moment when Google crawls the site and
when the intended content is actually placed on the server
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c E H A Typical Apache Default Web Page
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F . g
OO Test Page for Apache Installation on Web Site
| -« | | c | [Clhttp://216.239.39.104/search?q=cache:YidalzX65zk = Q- initle:"T

It Worked! The Apache Web Server
is Installed on this Web Site!

If you can see this page, then the people who own this domain have just installed
the Apache Web server software successfully. They now have to add content to
thig directory and replace this placeholder page, or else point the server at their real

content.

If you are seeing this page instead of the site you expected, please
contact the administrator of the sitc involved. (Try sending mail to
<Webmaster@domain>.) Although this site is running the Apache
software it almost certainly has no other connection to the Apache
Group, so please do not send mail about this site or its contents to the

Apache anthors. If vou do, your message will be igllnred.

ik

v
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c E H Locating Default Installations of 11S 4.0 on

Windows NT 4.0/0P
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A Welcome To lIS 4.0!
4 » || & | [Clhtp://216.239.41.104/searc = Q- intitle:"Welcome to IIS 4.0"

Microsoft

Micr mﬁmm “*1”’:11’*1{4.41‘% . S
Option Pack ind F'”Fﬂ NT : n Pack

Welcome to Microsoft® Windows NT@ 4.0 Option
Pack

Microsoft Windows NT 4.0 Option Pack provides enhanced Web,
application, and communication services for Windows NT Server 4.0. So if
you're setting up a simple Web site on your corsorate intranet, creating
large sites for the Internet, or developing component-based applications,
the Windows NT 4.0 Option Pack provides a simple, flexible way to make
vour existing Windows NT Server 4.0 an even stronger Web and
applications platform.

We welcome your feedback! It's important that we incorporate your
feedback into our software. Please send any comments or suggestions to
liswish@microsoft.com.

S —

o
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c E H Default Pages Query for Web Server
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Many different types of Web server can be located by querying for
default pages as well

Cisco Micro Webserver 200  “micro webserver home page”

Generic Appliance “default web page” congratulations “hosting
appliance”

HP appliance sa1l intitle: “default domain page” “congratulations”
“hp web”

iPlanet/Many intitle: "web server, enterprise edition”

Intel Netstructure “congratulations on choosing” intel
netstructure

JWS/1.0.3-2.0 allintitle:default home page java web server

J2EE/Many intitle: “default j2ee home page”

Jigsaw/2.2.3 intitle: “jigsaw overview"™ “this is your”

Jigsaw/Many intitle: "jigsaw overview”

KFSensor honeypot “KF Web Server Home Page”

Kwiki “Congratulations! You've created a new Kwiki
website.”

Matrix Appliance “Welcome to your domain web page” matrix

NetWare 6 intitle: “welcome to netware 6"

Resin/Many allintitle: Resin Default Home Page

Resin/Enterprise allintitle: Resin-Enterprise Default Home Page

Sambar Server intitle: "sambar server” “1997..2004 Sambar”

Sun AnswerBook Server inurl:"Answerbook 2options”

TivoConnect Server inurl:/TivoConnect
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c E H Outlook Web Access Default Portal
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Query allinurl:”exchange/logon.asp”

r |
A6
[« +J[c]le] (o
-
'I -
-Micros A
for Microsoft (R) Exchange Server
Version 5.5 SP4 I:Dg On
Microzoft (R) Outlook (TM) Web Accessisa ) ) )
Microsoft Exchange Active Server Application that —Exchnngc.U:,.cm Dr;l:a};
grves you private access to your Microsoft Uutlook or IS'.IP‘: gm_'"ta Sty “Cn
Microsoft Exchange personal e-mail account so that M o ::onnm_:l =
you can view your Inbox from any Web Browser. It your pctlsona S
also allows you to view Exchange server public S
folders and the Address Book from the World Wide . : -
Web. Anyone can post messages anonymously to Public Access %ﬁr Folders. find
public folders or search for users in the Address Book. Py th 'Cid:;_ CLS]:I mk
For more information about this Outlook product, ::31;;1? m::,:,qgg:css R
click here. anonymously.
M Microzaft Microsoft
= Internot : bl
4 Explorer d ﬂ. e S
Display a menu a4
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C E H Searching for Passwords
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Password data, one of the
“Holy Grails” during a
penetration test, should be
protected

Unfortunately, many
examples of Google queries
can be used to locate
passwords on the Web

EC-Council

slale) Google Search: ext:pwd inurl:_vti_pvt inurl:(Service | authors | administrators)

| « | | [ | |G|http:,-f,"l.1.'ww,google. ~ Q- ext:pwd inurl:_vti_pvt inurl:(Service | authors | administrators)

FrontPage- ekendall:bYld1Sr73NLKo louisa:5z2m94d7cdDFiQ
# -FrontPage- ekendall:bY1d1Sr73NLKo louisa:5zm94d7edDFiQ
.org/garderobel_vii_pvifservice.pwd - 1k -

FrontPage- admin:YbV1JnafKRmnQ
# -FrontPage- admin:YbV1JnafKRmnQ
org/CO0T492F/_vti_owt/service.pwd - 1k -

FrontPage- grahaale:ylLSF8Eqk/cQs fipdch:Zh4nBb7KWKsxI rineerdo ...
# -FrontPage- grahaale:yILSFBEqgk/cQs ftpdch:Zh4nBbTKWKsx|
rineerdo:caskSSqllyjjzQ spykecwi:VRhzdwet3oVPQ

va.us/Schools/DCHS/ _viti_pvt/service.pwd - 1k - Supplemental Result -

FrontPage- grahaale:5XLzoNL12VeNE ftpbrp:Ed8A/ Icpwiac
# -FrontPage- grahaale:5XLzoNL12VeNE ftpbrp:Ed8A/1Icpwfgc
va.us/Schools/BRP/ vti_pvit/service.pwd - 1k - Supplemental Result -

FrontPage- free:$1$p5leU_hH$36VaifVwlASYz3qlBy3cA.
# -FrontPage- free:$15pSlel_hH$36VYIVwWIASYz3gIBy3cA.
com/_vti_pwt/service.pwd - 1k -

FrontPage- fpadmin:glV41mLw6I6kg kherad:GRxN4Aja1rOfY
# -FrontPage- fpadmin:glV4 1mLw6lBkg kherad:GRxN4Aja1rOfY
.rf~kherad/_wti_pvt/service.pwd - 1k - -

FrontPage- admin:Oc2yl X8tcpOv2
# -Front_F’age- admin:Oc2yLXBtcpOv2

€ - ) <
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c E H Windows Registry Entries Can Reveal

Passwords
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Query like filetype:reg intext: “internet account manager” could
reveal interesting keys containing password data

A O http://216.239.39.104 /search?g=cache:fpU... wo o 4&hl=en

| 4 | | v | (5] = Q- filetype:reg reg +intext:"internet account manager”

[HEEEY CURRENT USERMSoftware‘Microsoft\Internet Account Manager‘Accounts“00000008 )

"hAoccount Mame"="LiSP Email”

"Connection Type"=dword:00000001

"POP3 Server"="mail. "

"POP3 User Hame"=""

"SMTP Server"="mail.

"SMTP Display Name"=""

"SMTP Email Addressg"=""

"POP3 Skip Account"=dword:00000000 -~

"SMTP Use Sicily"=dword:00000000

"Connection Flags"=dword:00000000

"POP3 Password2"=hex:01,02,4c,00,69,00,53,00,50,00,20,00,45,00,6d,00,61,00,69,\
00,6c,00,41,00,46,00,32,00,34,00,46,00,44,00,45,00,30,00,00,00

"POP3 Port"=dword:0000006e

"POP3 Secure Connection"=dword:00000000

"POP3 Timeout"=dword:0000005a .

"Leave Mail On Server"=dword:00000000

"SHMTP Port"=dword:00000019

"SMTP Secure Connection"”"=dword:00000000

"SMTP Timeout"=dword:0000005a

"SMTP Split Messages"=dword:00000000

'
v

i
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c EH Usernames, Cleartext Passwords, and

Hostnames!
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Search for password information, intext:(password |
passcode | pass) intext:(username | userid | user), combines
common words for passwords and user IDs into one query

name: = "momo”; password: = "momo"; URL: = "password.htm” ...
name: = "momo"; password: = "momo"; URL: = "password.htm"; END FILE
net/password.log - 1k - Supplemental Result -

name: = "jbhunt"; password: = "jbhunt"; URL: = "http:/home.ne.rr. ...

name: = "jbhunt"; password: = "jbhunt"; URL: = "http: lclay123/ref23.

html"; Beth Haas name: = "BHaas"; password: = "Beth Haas"; URL: = "http ...
com/clay123/password. og - 2k - Supplemental Result -

name: = "dv21": password: ="dv21 2004": URL: = "intern.htm"; name ... - [
]
name: = "dv21"; password: = "dv21 2004"; URL: = "intern.htm"; name: = "dv22"; password: =
"dv22 2004": URL: = "intern.htm"; name: = "dv23"; password ...
1 .de/grossmann’password.log - 1k - -
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Hacker group releases automated 'Google
hacking' tool

Jaitkumar Vijayan

February 22, 2008 (Computeraorid) The Cult of the Dead Cow hacker group has released an
open-gource tool designed to enable [Twoarkers to quickly scan theirWeb sites for security vulnerabilities
and at-risk sensitive data, using a collection of specially crafted Googdle search terms.

The group, which refers to itself as the cDc, acknowledged that the Goolag Scannertool could also be
used by malicious attackers to look for vainerable Web sites. "We're not stupid,” a cDc member who goes
by the name "COxblood Ruffin® said. "We know some baored teenagers and criminals will try to exploit
vulnerahilities [using the new toal]."

But such uses are "naot something that we ar anyane can cantral " Ruffin added. "“What we're trying to da is

tweo things: 1) to provide & very easy and

|eqitimate tool for security professionals to s - ®
onicWALL /Ecrass

SSL VPN SOLUTIONS

test their owen Weh sites forvulnerabilities,
and 2 to raise awareness about'Weh
security in and of itself”

Goolag Scanner is a Windows-hased
auditing toaol that was built around the
caoncept of"Google hacking," a farm of
wulnerahility research created by a hacker
wehio uses the name "Johnny | Hack Stuff”
Goodle hacking invalves the use of certain
types of search queries to look for Weh
site vulnerahilities. More than 1,500 such
fqueties -- or Googledorks, as they and the
people who leave their Web sites exposed
to them are sometimes known -- have

heen compiled into a datahase by Jokbinmy |
Hack Stuff over the past few yvears.

Source: http://www.computerworld.com/

SONICWALL>

PROTECTION AT THE
SPEED OF BUSINESS -
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c [ H Google Hacking Database

S EI (GHDB)

The Google Hacking Database (GHDB) contains queries that identify
sensitive data such as portal logon pages, logs with network security
Information, and so on

® e e
o kS
INTHEWILD" » ! 7%

"I'm Johnny. T Hace Stuff”

Home

MAIN N

Home

Who's Johnny?

Book List of o Tech Hack
The Google Hacking
Database

JIHS Charity Program
Downloads

Forums

Photos and Images
AOET / Uganda Mission

ation that pro

Contact Us
Search
FAQs
Wrapper

LATEST DO
2
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c [ H Google Hacking Database

S EI (GHDB)

--==[ Category Yiew ]==--

wWelcome to the Google Hacking Database {GHDB)!
we call them 'googledorks'. Inept or foolish people as revealed by Google, Whatever you call these fools, vou've found the center of the

Google Hacking Universe! Stop by our to see where the magic happens!

(215 entries)
These searches locate vulnerable servers, These searches are often generated from various security advisory posts, and in many cases
are product or version-specific.

(68 entries)
Really retarded error messages that say WaAY too much!

(730 Antrirs)
Mo usernames or passwords, but interesting stuff none the less.

(135 entries)
PASSWORDS, for the LOVE OF GOD!!! Google found PASSWORDS!

{15 entries)
These files contain usernames, but no passwaords... Still, google finding usernames on a web site..

(21 entries)
Examples of queries that can help a hacker gain a foothold into a web server

(232 entries)
These are login pages for warious services. Consider them the front door of a website's more sensitive functions.

(59 entries)
These pages contain such things as firewall logs, honeypot logs, network information, IDS logs... all sorts of fun stuff!

(61 entries) b
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c EH SiteDigger Tool
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SiteDigger searches Google’s cache to look for vulnerabilities, errors,
configuration issues, proprietary information, and interesting security nuggets
on websites

File Update Help

Foundstone: | SiteDigger” 2.0

Search Options | Submit Signature | Raw Search

Use this for tested signatures and easy to understand signature descriptions.

Foundstone Signature Datab; : >
LS EER T BRI Signatures broken down to common threat categories

Use this for latest signatures. Signatures not categorized. More information at
hitpe/fjohnmy ihackstuff comfindex. php?module=prodreviews

--[] Google Hacking Database (804) -
"cacheservemeport for" "This analysis was produced by calamaris”
intitle:"Ganglia" "Cluster Report for"
intitle:"Index of" dbconvert.exe chats
intitle:"Apache HTTP Server” intitle:"documentation”
"Bmor Diagnostic Information™ intitle:"Emor Occumed Whils”
intitle:"Index of" finance xs
intitle index.of finances xds
"# Dumping data for table”
intitle indext.of bash_histony
intitle indext.of sh_history
intitle:"Index of " mysql_histany
intitle index. of mt-db-pass cgi
intitle:"Welcome to Windows 2000 Intemet Services”
intitle:"Welcome to 115 4.0" w

ANNNNNNNNNNNNNNNNNNNNNNNNNNNEE Enter Google license key:
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c EH Gooscan

johnny.ihackstuff.com
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Gooscan is a tool that automates queries against Google search
appliances

But it can be run against Google itself in direct violation of their Terms
of Service

For the security professional, gooscan serves as a front end for an
external server assessment and aids in the information-gathering
phase of a vulnerability assessment

For the web server administrator, gooscan helps discover what the web
community may already know about a site thanks to Google's search
appliance
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C EH Goolink Scanner
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nk Scanner v 0.1

. Goolink €%

It removes the cache

=- = —Googledark ~Files Selection—————
I n fo rl I I at I O n fro m |(inur|:Bl,l’cgi-bin,l’.cobalt,l’) | {inkext;"wWelcome to the Cobalt Rag") ~ inurl:kest,cgi lz‘

+"HSTSMR" -"netop.com” inurl:maillist . pl

+"Powered by phpBE 2.0.6..10" -phpbb.com -phpbb.pl |inur|:cachemgr.cgi I:|
yo u r S e a rC h eS a n d +intext:"webalizer" +intext:"Total Usernames" +inkext:"Usage Statistics for" inurl:login.jsp

-site:php.net -"The PHP Group" inurl:source inurl:url ext:pHp inurl:amadrmin. pl

94FER, "ADOBE PHOTOSHOR" inurl:access.log
O n y CO e C S an ACID "by Roman Danyliw® filetype:php ----- P inurl:logfile., txt lz‘

displays the links s

Load bt | EditFiles
|bit1.bmp | Load Googledorks
Edit Googledorks

http://nets.comfegi bin/bodi man?proto-l.l&éguery—cachomgr.cgismocetion— 8 apropoo—0

http://szk-3t.net/~takashi/linux/tips/squid-—cachemgr-cgi.html

- - http://163.258.49.4/cgi-bin/cachemgr .cgi?host=localhostsporc=3128&suser name=foperaticon=diskdeauth=

http://163.25.49.4/cgi-bin/cachemgr.cgi?host=localhost&port=3125&user name=soperation=menusauth=

Th IS IS Ve ry handy http://proxy.neu.edu. tw/cgi-bin/cachemyr . cgi?host=127.0.0.1&port=31258&user hname=&operation=active r
- - http://proxy.ncu.edu.tw/cgi-bin/cachemgr.cgi?host=127.0.0.1&port=3128suser name=gsoperation=filedesc:

f f d htep://luxik.edi.cz/cgi-bin/cachemyr . cgi?host=192,168.67. 1&port=3125

O r I n I ng htep://luxik.edi.cz/cgi-bin/cachemyr . cgi?host=194.213.254.8&6pore=3128
http://210.62.247.226/cgi-bin/cachemgr . cgi

-
Vu I n e rab I e S I teS http://gemblung.org/ cgi-bin/squid/ cachemgr . cgi
http://www.tald . skicgi-bin/tol30-85859-2 . cs/cgi-bin/ cachemyr . cgi?host=http-proxy.tad.skeport=3128&use:

- http://wi-gated.ntu. edu. tw/cgi-bin/cachemgr . cgihost=wi-gatedfport=31258fuser name=soperation=menuss
WI de O en to OO I e https://gemblung.org/cgi-bindsgquid/ cachemgr . cgi
http://www. ukrtelecom. ua/cgi-bin/ cachemgr . cgi
http://proxy.ctibh.tpe.edu. tw/ecgi-bin/cachemgr . cgi?host=localhostéport=3128Luser hame=Loperation=mem
and OO I ebOtS htep://proxy.ctih.tpe.edu. tw/cgi-hin/cachemyr . cgihost=localhostsport=3125&user nsme=soperation=men
htep://www. jonny.eng.br/cachemgr . cgi ?host=proxy.coe.ufrj.bréport=31Z8fuser name=&operation=menusaut’
http://www. jonny. eng.br/cachemgr . cgi?host=proxy.coe.ufrj.br éport=3128fuser hsme=&passud=
http://wyw.kicoshep.or.ke/cachemgr . cgi
http://www.math.nthu. edu. tw/cgi-bin/cachemgr . cgi
htep://www. fhi-berlin.mpg.de/ ~rammer/ cachemgr . cgi
http://home . bready.bsd.sk.ca/cgi-bin/cachemyr . cgi?host=localhostsport=3125&user nsme=soperation=men

http://home .bready.bsd.sk.ca/cai-bin/cachemgr . cgi?host=localhostéport=3125&user name=&operation=cou ™
£ ¥

Based onidea's by Prizen & Kenny L Delphi Coded by Kenmy L PHE Coding by Frizen
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C EH Goolag Scanner

Certified = Ethical Hacker

Goolag Scanner enables everyone to audit his/her own web site via Google

It uses one xml-based configuration file for its settings

Q@ =10ix|
File Edit “iew Go Bookmarke Tool: Help
@~ E’._:l ("; é\ S - | hittp: 44 zamzuffitfindex. php ?keyword=pinzgauerkstan=0 j 'D Go ||GL
[ [+] [list] Gy Dsref Gy 0S.comp BbE PHP MypSOL “Yoono com-:fr
33 Dizabler E:} C55- (%) Forms % Images~ @ Infoimatiorr (=] Miscellaneous- ﬂ Outline= Fesize~ % Tools T_, Yiew Source | E| Options~ i ':'3_3\’
G O .’9 [(_\8 pinzgauer Search Results/page: |10 Sort: | date ~| File type: |ALL =
ALL results 442 results found (all files types)

Muffler Replacement
Gj Muffler Replacement ..

Swiss Army Steyr-Puch Pinzgauer 710 series
GJ Swiss Army Steyr-Puch Pinzgauer 710 series ~WORLDWIDE REACH ~HIGH QUALITY TRUCKS ~OUTSTANDING SERVWICE ~About Us Sales Gallery Specials
Links Parts Home Steyr-Puch

uk tum hd pinzgauer 718-001.jpg
=
59k 001

http: / fwvew.armyrecoqnition.com feurope{ Angleterre /War Peace Show/2005/pict..

&)

texte pinzgauer.txt

Sehr geehrte Herren, Ich frage Sie an, ob Sie mir einen Ersatzteilkatalog fir den 4x4 Pinzgauer schicken kénnten. Ausserdem briuchte ich die
Gummi-Teile/Ringe des

pinzgauer.~mbx

|

“a | Done FRHRE /1, Oemors

EC-Council All Rights Reserved

=
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c EH Tool: Google Hacks

o | i e COCOE.g00Qle.com/p/googlehacks/

Google Hacks Is a compilation of carefully crafted Google
searches that expose novel functionality from Google's
search and map services

You can use it to view a timeline of your search results,
view a map, search for music, search for books, and
perform many other specific kinds of searches

You can also use this program to use google as a proxy
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C EH Google Hacks: Screenshot

Certified = Ethical Hacker

Google Hacks E]@ o
File Edit Help
Search String |ha'3kl | Search |
Type
1 Music (%1 Book, (1 iden () Tools
() Hacks () Priowy (7 Lyrics () Fonts
() aspplication () Torent () Cache () web hosting
File Types
pf Itf
R [ ] .chm
[ ] .lit [ ] pps
[ .rar [].zip
.doc [] odt
Thiz program iz for educational purpozes anly.
Google Hacks Input
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C EH Google Hacks: Screenshot

Certified = Ethical Hacker

€ -inurl:(htm| html| php) intitle:"index of* +"last modified" +"parent directory” +description +siz - Windows Internet Explorer E]

@ - |G| hittp: e, google. com/search?hl=enfg=-inurl %34 %28htm%: TChtml % 7 Cphpss 29-+intite s 3A% 2 2index+of 22 +90 265%:2 | % | |+ | K M-

File Edit Wew Favorites Tools  Help

& sraat B &

>3

L oA |G'|—inurl:(htmlhtmllphp) intitle:"index of" +"last madified". .. oo fe v |:.PPage - (CF Tools -
Web [mages Maps MNews Shopping Gmail more v Signin |*
GO '{__ )g[e -inurl:(htr|htmil|php) intitle-"index of* +"last mod M
Web Results 1 - 10 of about 596 for -inurl:(htm|html|php) intitle:"index of" +"last modified” +"parent directory” +description +size +{.docl|.rtfl.pdf) "hack". (0.39 s
Inurl Htm Himl Php Intitle Index Of Last Modified
Free Download Pokemon Mugen - Youtube How To Hack Lgku990 - Lolita Rapidshare ... dgp
inurl htm html php asp last modified parent dlrectary descnptmn size .
inurlhtmhtmiphpintiti20832 . blogspot.com/ - 28k - Cached - Similar pages
Inurl Htm Html Php Intitle Index Of Last Modified
How To Hack Tracfone Minutes - Intitle Index Of Mp3 Mortal Kombat Theme ... htm html php
intitleindex of last modified parent dlrectary descnptmn size mpyg ..
inurlhtmhtmIphpintiti27729 blogspot.com/ - 28k - Cached - Similar pages
GAME-FREAKsS.NET - Download Games - Suche - infitle "index of' mp3 ...
.. intitle "index of" "index of" size name description modified pdf hack videos, ... index of
last modified parent directory description size avi scrubs, ...
game-freaks. net/?g=intitle+%22%22index+of%
22+mp3+avi+way +|+are&t 1&d=18&r=1&a=1&u=1_.. - 65k - Cached - Similar pages
GAME-FREAKS.MET - Download Games - Suche - intitle "index of" pdf ...
Suche nach: intitle "index of " pdf pcdirect (1 Treffer) ... inurl htm html php intitle "index of”
"last modified” "parent directory” description size exe .
game frealfs net/ 7= |nt|t|e+°022|ncle«+cf%22+pdl+pccl|rect&t 1&d=1&r=1&a=18u=18x1=1 -
-11lf - 3
Index of /devidxva sig
I'm tnn lazu tn writa a nranar dae for thie haek _acnarialhs cines ite wasw tn cimnla (Hanea d
>
€ Internet H100% v
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C EH Google Hack Honeypot

Certified = Ethical Hacker

Google Hack Honeypot is the reaction to a new type of malicious web
traffic: search engine hackers

It is designed to provide reconnaissance against attackers that use
search engines as a hacking tool against resources

hhos,

The "Google Hack" Honeypot

9
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c E H Google Hack Honeypot:

e aScreenshot

THE

WEB DECOY

TRACK

BRIAN RYAN JOHN JAME MICHAEL

ENGERT MCGEEHAN RUERO RIDEN MUETER

PHPHop to create a more

advanced, simple, low

Interaction honeypot tech. "Google Hack" Web-Deception
Framework

LT , XHL
Create working taxonomy
for web application attacks in
regards to honeypots, and pHp
i BBE PAI'

GOAL 1 3 |’H|’ —
Combine strengths of GHH and l._h + I() I .)

develop concepts accordingly.

LY -
GOAL 3
Get an outline for a KYE paper,
or similar to further web based
honeynet development... or
make a live cd.
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C EH Tool: Google Protocol

Certified = Ethical Hacker

Google Protocol is a little app that when installed,
registers two extra protocols similar to the http: and the
ftp: protocols under windows, namely google: and lucky:

Urls starting with the ‘google:’ refer to the corresponding
google search

Urls starting with the ‘lucky:’ refer to the top Google
result
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C EH Google Cartography

Certified = Ethical Hacker

Google Cartography uses the Google API to find web pages referring
to street names

Initial street and region criteria are combined to form a search query,
which is then executed by the Google API

Each URL from the Google results is fetched and the content of the
pages converted into text

The text Is then processed using regular expressions designed to
capture information relating to the relationship between streets
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C EH Google Cartography: Screenshot

Ethical

Certified

EC-Council

Hacker
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C EH Summary
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In this module, Google hacking technigues have been
reviewed

The following Google hacking techniques have been
discussed:

e Software Error Messages

e Default pages

e Explanation of techniques to reveal password
 Locating targets

e Searching for passwords
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Copyright 2004 by Randy Glasbergen.
www.glasbergen.com

GLASBERGER

“I’m sure there are better ways to disguise sensitive
information, but we don’t have a big budget.”
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