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How Criminal Networks Launder Money, Why They Do It, and How to Counter 
Them

Criminal networks, particularly drug cartels like Mexico’s Sinaloa Cartel, generate billions of 
dollars annually through illicit activities such as drug trafficking, human smuggling, and 
extortion. To make these funds usable in the legitimate economy, they engage in money 
laundering—a complex process designed to obscure the origins of “dirty” money and 
reintroduce it as “clean” capital. Despite significant law enforcement efforts, a critical 
challenge remains: the “dark period” during which criminals obscure their financial trails 
using sophisticated methods like cryptocurrencies and non-compliant exchanges. This 
article explores how and why criminal networks move money, the challenge of illuminating 
this dark period, and actionable strategies to counter these illicit networks.

Why Criminal Networks Launder Money

The primary goal of money laundering is to transform illicit proceeds into funds that appear 
legitimate, enabling criminals to use their wealth without attracting scrutiny. Cartels, for 
instance, generate an estimated $18–39 billion annually from drug sales in the United States 
alone, with the Sinaloa Cartel historically earning up to $3 billion a year. Without laundering, 
these funds—often in cash or digital assets—cannot be spent freely due to law enforcement 
oversight and financial regulations like the U.S. Bank Secrecy Act, which mandates reporting 
of transactions over $10,000.
Criminals launder money to:

Gain Liquidity and Flexibility: Illicit cash is bulky, risky to store, and difficult to use for 
large purchases like real estate or luxury goods. Laundering allows funds to enter 
banks, investments, or businesses, providing flexibility.
Evade Detection: By disguising the source of funds, cartels avoid triggering 
Suspicious Activity Reports (SARs) or investigations by agencies like the U.S. 
Treasury’s Financial Crimes Enforcement Network (FinCEN).
Sustain Operations: Laundered money funds cartel activities, from bribing officials to 
purchasing weapons or drugs, ensuring their criminal enterprises continue.
Build Wealth and Power: Clean money allows cartels to invest in legitimate 
businesses, real estate, or political influence, expanding their reach. For example, 
Sinaloa Cartel leaders have been linked to real estate purchases in Miami and New 
York.
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How Criminal Networks Move Money

Money laundering typically follows three stages: placement (introducing illicit funds into the 
financial system), layering (obscuring the money’s origin through complex transactions), 
and integration (reintroducing funds as legitimate). Cartels employ a range of methods to 
execute these stages, adapting to enforcement efforts with increasing sophistication.

Cash-Based Businesses: Cartels funnel drug proceeds through cash-intensive 
businesses like restaurants, car washes, or retail shops. By inflating sales or reporting 
fake transactions, they mix illicit cash with legitimate revenue. For example, a cartel 
might own a small restaurant in the U.S. to launder drug money, reporting higher sales 
to justify deposits.
Trade-Based Money Laundering (TBML): Through the Black Market Peso Exchange 
(BMPE), cartels use drug cash to buy goods (e.g., electronics) in the U.S., export 
them to countries like Mexico or Colombia, and sell them for local currency, which 
appears legitimate. This method exploits global trade systems, with $5 trillion in trade 
flows annually providing ample cover.
Shell Companies: Cartels create front companies with no real operations to move 
money via fake invoices or contracts. These entities, often registered in states like 
Delaware or offshore havens, obscure ownership and facilitate layering.
Real Estate: Illicit funds are used to buy properties, often through intermediaries or 
shell companies. The properties are later sold, integrating the money into the 
economy. FinCEN’s Geographic Targeting Orders have flagged such purchases in 
cities like Miami.
Cryptocurrencies: Cartels increasingly use Bitcoin, privacy coins like Monero, or 
decentralized exchanges (DEXs) to move funds anonymously. For example, they 
convert cash into crypto via non-KYC exchanges, transfer it through multiple wallets, 
and cash out via crypto ATMs or banks.
Mixing Services and Privacy Coins: Services like Tornado Cash pool and shuffle 
funds to break the blockchain’s traceable ledger, while Monero’s ring signatures hide 
transaction details, making tracing nearly impossible.

The layering stage—where funds are moved through these methods to obscure their trail—
is the most critical and challenging to track. This is the “dark period,” where criminals make 
the paper trail “go dark” before funds reenter traditional markets for liquidity.

The Dark Period: A Barrier to Detection
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The dark period occurs during the layering stage, when cartels use non-traditional 
exchanges, privacy coins, mixing services, or rapid cross-border transfers to obscure their 
financial trail. This phase is designed to break the link between the illicit source (e.g., drug 
sales) and the clean funds used for purchases or investments. Key tactics include:

Non-Compliant Exchanges: DEXs like Uniswap or platforms in jurisdictions with weak 
oversight (e.g., Seychelles) allow anonymous transactions without KYC verification.
Privacy Coins: Monero and Zcash use advanced cryptography to hide sender, 
receiver, and transaction amounts, thwarting blockchain analysis.
Mixing Services: These pool funds from multiple sources, redistributing them to new 
wallets to confuse the trail.
Complex Transactions: Cartels move funds through dozens of wallets, convert 
between currencies, or use TBML to disguise transfers as trade payments.

This dark period frustrates law enforcement because it exploits gaps in technology and 
regulation. Even with blockchain’s public ledger, privacy features and decentralized 
platforms create a black box that requires advanced tools to penetrate.

Illuminating the Dark Period

Recent advancements in technology and enforcement have shown promise in illuminating 
this dark period, as seen in cases like the 2024 DEA’s “Operation Fortune Runner,” which 
used blockchain analysis to bust Sinaloa Cartel money launderers. By focusing on specific 
platforms and patterns, authorities can track illicit funds more effectively. Here’s how:

Blockchain Analytics: Tools from companies like Chainalysis and Elliptic analyze 
blockchain transactions to identify suspicious patterns. For example, they can cluster 
wallets controlled by the same entity or flag transfers to known mixers. In 2024, 
Chainalysis helped trace Sinaloa Cartel funds through DEXs, leading to arrests of 
Chinese launderers.
Metadata Analysis for Privacy Coins: While Monero obscures transaction details, 
algorithms can analyze metadata (e.g., transaction timing, network activity) to infer 
connections. The U.S. Department of Homeland Security has funded research into 
Monero forensics since 2020.
AI and Machine Learning: Algorithms detect anomalies like rapid wallet-to-wallet 
transfers or large transactions to high-risk platforms. Graph-based models map 
relationships between wallets, exchanges, and real-world entities, uncovering hidden 
networks.
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Targeting Cash-Out Points: Since cartels must convert crypto to fiat for liquidity, 
monitoring exchanges, crypto ATMs, or bank accounts where funds reenter traditional 
markets can expose operatives. For example, FinCEN’s SARs flagged cartel-linked 
bank deposits in 2023.

Countering Criminal Networks: Actionable Strategies

To effectively counter money laundering and illuminate the dark period, a multi-pronged 
approach is needed, combining technology, regulation, and global cooperation. Below are 
key strategies:

Target High-Risk Platforms:
Focus on known non-compliant exchanges and privacy coin networks. The U.S. 
Treasury’s OFAC can expand sanctions, as seen in 2025 against Sinaloa Cartel 
crypto entities, to deter use of platforms like Uniswap or Monero.
Action: Create a global watchlist of high-risk exchanges, led by FATF, and 
pressure host jurisdictions (e.g., Malta, Seychelles) to enforce KYC/AML rules.

Enhance Algorithmic Tools:
Develop AI models tailored to cartel tactics, using data from past cases (e.g., 
Jesús Zambada García’s testimony on Sinaloa finances) to detect layering 
patterns like Bitcoin-to-Monero swaps.
Invest in privacy coin forensics to crack cryptographic barriers, building on 
DHS’s Monero research.
Action: Fund public-private partnerships with Chainalysis or academic 
institutions to refine real-time analytics, ensuring agencies like Mexico’s UIF 
have access.

Integrate Data Sources:
Combine blockchain data with traditional financial intelligence (e.g., SARs, 
trade records) to trace funds from layering to integration. For example, a DEX 
transaction linked to a cartel shell company could be tied to a U.S. real estate 
purchase.
Action: FinCEN should pilot a unified AI platform for cross-referencing crypto 
and fiat data, sharing access with Mexico and Interpol.

Regulate Cash-Out Points:
Mandate KYC for all crypto-to-fiat conversions above $1,000, including at 
crypto ATMs, a known cartel tool. Expand FinCEN’s Geographic Targeting 
Orders to cover crypto-funded real estate deals.
Action: The U.S. and Mexico should align regulations to monitor fintech apps 
(e.g., Albo) and prepaid cards, which cartels use to cash out.

Strengthen Global Cooperation:
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Strengthen Global Cooperation:
Form a U.S.-Mexico-led task force with Interpol to target specific platforms, 
sharing real-time blockchain data. Include China to address its growing role in 
cartel laundering, as seen in 2024 arrests.
Action: Model this on Operation Fortune Runner, scaling it with FATF protocols 
for standardized tracking.

Incentivize Whistleblowers:
Offer rewards for tips on cartel-linked wallets or exchanges, similar to the U.S. 
Treasury’s $5 million sanctions reward program.
Action: Mexico could launch a similar program, leveraging public and insider 
knowledge to identify layering networks.

Disrupt Non-Traditional Channels:
Monitor TBML by analyzing trade data for discrepancies paired with crypto 
activity. For example, over-invoiced goods funded by Monero could be flagged.
Action: The U.S. Customs Service and Mexico’s SAT should integrate 
blockchain analytics into trade monitoring systems.

Challenges and the Path Forward

Despite these strategies, challenges persist. Privacy coins and mixing services remain hard 
to trace, requiring ongoing forensic innovation. Cartels adapt quickly, shifting to new 
platforms as enforcement tightens. Jurisdictional barriers, especially in offshore havens, and 
resource gaps in agencies like Mexico’s UIF hinder progress. Corruption, as seen in cases 
like Genaro García Luna’s 2024 conviction for cartel ties, further complicates efforts.
To overcome these, sustained investment in technology, global regulatory alignment, and 
public-private collaboration are critical. The success of operations like the 2024 Sinaloa 
busts, which used blockchain analytics to expose Chinese-Mexican networks, shows the 
potential of targeted approaches. By shrinking the dark period through advanced tools and 
cooperation, authorities can disrupt the financial lifeblood of criminal networks, making it 
harder for cartels to operate and thrive.

In conclusion, criminal networks launder money to legitimize illicit gains, using sophisticated 
methods to create a dark period that obscures their financial trails. By leveraging blockchain 
analytics, AI, and global enforcement, authorities can illuminate this period and counter 
these networks effectively. Continued innovation and coordination will be key to staying 
ahead of adaptable criminals in this high-stakes financial battle.


