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CIEH scenario

Certified = Ethical Hacker

Jamal, is an electrician who fixes electrical and
network cables. He was called in for a regular
Inspection at the premises of XInsurance Inc.
Jamal was surprised at his findings during a
routine check of the AC ducts in the enterprise.

The LAN wires were laid through the ducts. =

He was tempted to find the information flowing /, =
through the LAN wires. —
What can Jamal do to sabotage the network? \ T w i L
What information can he obtain and how % bo:
sensitive Is the information that he would

obtain?
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c EH Module Objective
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This module will familiarize you with:

e Sniffing

e Protocols vulnerable to sniffing
e Types of sniffing

e ARP and ARP spoofing attack
e Tools for ARP spoofing

« MAC flooding

e Tools for MAC flooding

e Sniffing tools

e Types of DNS poisoning

e Raw sniffing tools

e Detecting sniffing

e Countermeasures
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C/EH Module Flow
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Sniffing Definition > Tools for MAC Flooding
Promﬁ? Issn\i/flfliquge e Sniffer Hacking Tools
Types of Sniffing Types of DNS Poisoning
ARP and e
ARP Spoofing Attack Raw Sniffing Tools
Tools for ARP Spoofing Detecting Sniffing
MAC Flooding Countermeasures
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C/EH Definition: Sniffing
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Sniffing Is a data interception technology

Sniffer is a program or device that captures
the vital information from the network traffic
specific to a particular network

The objective of sniffing is to

steal:

e Passwords (from email, the web, SMB, ftp,
SQL, or telnet)

e Email text

 Files in transfer (email files, ftp files, or
SMB)
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CE H Protocols Vulnerable to Sniffing
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Protocols that are susceptible to W
sniffers include: J

e Telnet and Rlogin: Keystrokes including user names
and passwords

e HTTP: Data sent in the clear text

e SMTP: Passwords and data sent in clear text
e NNTP: Passwords and data sent in clear text
e POP: Passwords and data sent in clear text

e FTP: Passwords and data sent in clear text
 IMAP: Passwords and data sent in clear text
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CIEH Types of Sniffing

Certified = Ethical Hacker

|
There are two types of
sniffing

N

I
)

U Passive sniffing U Active sniffing }
L J

) )
U Sniffing through a } H Sniffing through a }

Hub Switch

N \
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C/EH Passive sSniffing
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Attacker

It is called passive because it is difficult to
detect

“Passive sniffing” means sniffing through a hub

An attacker simply connects the laptop to the
hub and starts sniffing
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C EH Active Salliilale
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Switch « Attacker

Switch looks at MAC address
associated with each frame, sending
data only to the connected port

An attacker tries to
poison switch by
sending bogus MAC
l addresses

® Sniffing through a switch
® Difficult to sniff
® Can easily be detected

Techniques for active sniffing:
 MAC flooding
* ARP spoofing
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c E H What I1s Address Resolution

e Protocol (ARP)

ARP is a network layer protocol used to convert an IP
address to a physical address (called a MAC address), such
as an Ethernet address

To obtain a physical address, host broadcasts an ARP
request to the TCP/IP network

The host with the IP address in the request replies with
its physical hardware address on the network

Server B
176.16.1 .1
Host A %
172.16.1.40 =
What is the MAC
e 00-60-08-BD-7D-2A
(== « —
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c E Tool: Network View — Scans the

Network for Devices
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C/EH The Dude Sniffer
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Developed by Mikro Tik, the Dude network monitor is a new
application which can improve the way you manage your network
environment

[ ]

Functions:
. )

» Automatically scans all devices within the specified subr
e Draws and lays out a map of your networks

e Monitors services of your devices

 Alerts you in case some service has problems

.y

{ It is written in two parts:

e Dude Server, which runs in a background
e Dude Client, which may connect to local or remote dude server
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CEH
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@ * Tools

KD (| Settings
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Toolz
% Files
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f=P Event Log
—1-Metwork, Maps
Local Map
Probes
Devices
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£ Services
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Links
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Functions
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Connected

Preferences
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@ Server Help
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The Dude Sniffer: Screenshot 1

- [Bx]
mOEE|
@h "= | Laver |links | Zd

IH
=

Cancel

Primary DNS: IR

Secondary DMS: |EI.EI.D.E|

Primary SMTP: |0.0.0.0

Secondary SMTP; |EI.EI.D.E|

Frarm: |dude@sume.dumain.cum

Client: me 0 bpe / kv 0 bpz

Server: i 0bpz /w0 bps
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- [Bx]
mIEE|

@ T | s Laper |links - EDDm:ﬁ

* Tools

Packet Size: |28
T —

Status

Traceroute

Client: r2 0 bps / tx 0 bps

I [ocal computer IIHHII
Packet Size: |56
Timeout: 5000 ms
Hop  Host Time

EC-Council

Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited




'™

C E H The Dude Sniffer: Screenshot 3
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CEH Look@LAN
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! TestProfile - Look@Lan (http:/fwww. lookatlan. com) E]@
File WView Tools Settings Help
Host |H|:|stNamE or IP ﬂ
B Suan Compleled in 00:35 | I stafistis 8 Scan Ranges 38 Report
Refresh of Visible List Completed. Online I's 260
Metwark Discovery Scan Completed. Offline IPs 25
2] refresh ¥ Show Graphs Total IPs 285
oh-Mme dO N e ke AR & AutoRefiesh [10 min
IP Address > | status | Distance | 0.5. |Hosthame |NetBIOS Name MetBIOS User | sump | Trap |«
.23.255.1?‘3.244 == OMLIME < 01Hops m NOT WIN @ & - @ - 2 ] = * -
. 23.255.179.253 =@ OMLINE -~ 01Hops ﬂ WINDOWS & PC @ PC PIER.O ] e * -
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.23.255.180.20 == OMNLIME v 01Hops u MOT WIN & - & - - & - & -
.23.255.180.40 == ONLINE v 01Hops :m NOT WIN @ & - @ - = @ = * -
.23.255.180.60 == OMLIME < 01 Hops m NOT WIN @ & - L £ ] = * -
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CEH Look@LAN
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&
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CEH Look@LAN
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& TestProfile - LookaLan (http://www. lookatlan_com) =Joed
File View Tools Settings Help
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C EH Wireshark
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Wi reS h ark iS a n etWO rk The Wireshark Network Analyzer N % B/ =1/

Fle Edit “iew Go Capture Analyze Statistics Help

protocol analyzer for UNIX |z @ & RS RevsoF e [HE Qaar @DME X
and WindOWS [ Filter: | E‘eﬂagxpression...P@glearlq[ﬂpply|

|No. . |Len |Time |Source |Destinat\on |Protoco\ |Infc =
114 54 53.550000 207.183.142.87 204,252,103, 16 TCP 1012 > 22 [FIN, ACK] Seq=3084 Ack=544 Win= ||
115 50 53.550000 204,252.103.186 207.183.142.87 TCP 22 = 1013 [ACK] Seg=544 Ack=3085 Win=16384
118 60 53.550000 204.252.103.16 207.183.142.87 TCP 22 = 1013 [FIN, Ack] Seq=5644 Ack=3085 Win=
117 54 53.550000 207.183.142.87 204,252,103, 16 TCP 1012 > 22 [ACK] Seq=3085 Ack=8545 Win=32256
118 342 53.920000 204.252.103.79 255.255.255.255 BOOTP [Packet size limited during capturel
119 240 54.210008 OOPOOOO0.00509735h871 00000000, fFffffffffff NMPT [Packet size limited during capturel
120 189 54.250000 00:20:af:92:d4:5f 03:00:00:00:00: 01 SMB [Packet size limited during capture]
- 121 50 54.850000 08:00:4e:08:5d:56 01:80:c2:00:00:00 STP Conf. Root = B5535/08:00:4e:08:5d:56 Cost
It al IOWS user to examlne 710000  207.183.142. 204.252.102.2 Request: STAT

123 66 54.710000 204.252.102.2 207.183.142.87 POP Response: +0K 2 3467

17 an A T1anen M7 103 147 o7 SnA SES 1At o [=Tate] Dmmiimets | TET

data from a live network or |« - | =

- q b Frame 122 (60 bytes on wire, 60 bytes captured)
from a Captu re flle on a dlSk b Ethernet II, Src: 00:cO:4f:c7:eb:cO (00:cO:4f:c7:eb:cO), Dst: 00:00:0c:36:00:19 (00:00:0c:36:00:19)
b Internet Protocol, Src: 207.183.142.87 (207.183.142.87), Dst: 204.252.102.2 (204.252.102.2)
¥ Transmission Control Protocol, Src Port: 22587 (22587), Dst Port: 110 (110), Seq: 29, Ack: 134, Len: &
Source port: 22587 [22587)
Destination port: 110 (110)
Sequence number: 29 (relative sequence number)

[4]

[}

[Mext sequence number: 35 (relative sequence number)] -

User Can inte ractively Acknowledgement number: 134 (relative ack number)

Header length: 20 bytes

browse Captu red data’ OO(:O F.L;;SO:O ?COOS]: C:Opsl': SOCKC)O 4f c7 eb coO 08 00 45 0O
viewing summary, and e o BnE
detai Ied information for 0030 7d 78 3d cc 00 00 53 54 41 54 0d 03

each paC ket Captu red Sequence number (tep.seq), 4 bytes P: 3632 D: 3632 M: 0

[4]
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c E H Display Filters in Wireshark
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Display filters are used to change the view of packets in captured files

Display Filtering by Protocol

« Example: Type the protocol in the filter box
e arp, http, tcp, udp, dns

Filtering by IP Address

eip.addr ==10.0.0.4

Filtering by multiple IP Addresses
eip.addr ==10.0.0.4 or ip.addr == 10.0.0.5

Monitoring Specific Ports

etcp.port==443
*ip.addr==192.168.1.100 machine
ip.addr==192.168.1.100 && tcp.port=443

Other Filters

eip.dst == 10.0.1.50 && frame.pkt_len > 400

eip.addr ==10.0.1.12 && icmp && frame.number > 15
&& frame.number < 30

*ip.src==205.153.63.30 or ip.dst==205.153.63.30

EC-Council

| wireshar ke Filter Erpression = =101 =]
Field name Aelatian Value (unsigred, 2 bytes)
sl change_ripher_spec - Change Opher Spec Message (Signals & chan ﬂ s present |IJ. ¥
sl slert_message - Mert Message (et message) == Pradefired valuss:
gl et _pieees smgp vl - Ll (At marssage lval) I= -
= " TLS_DH_DSS_WITH_AES_128_CBC_SHA =l

sl alert_message desc - Desoription (Alert message descripton )

sl handshake - Harckshabe Probocol (Handshiske probocdl message)

sel handshake lergth « Length (Lerigths of handshake message)

sdl hamdshake. verson - Verson (Hacmum version supported by chent)
ssl handshake.randorm _time - git_urioc_time (Ui time feld of randos
sl harvdshakerandom _byvbes - random_Ertes (Random chalenge used
sl hamdshake. cipher_subes length - Cipher Sukes Lenigth (Length of
sl handshake. dphersites - Jipher Sulbes (List of Gphar sullas Spoort
sl handshake. ciphersute - Cpher Sute {Cipher suke)

sl handshake. cigherspe: - Cipher Spec (Opher specification)

sl handshake, session_id - Session ID (fdentifies the S50 session, alow
sl hamdshale. comp_methods_length - Compresson Methods Lergeh (L
sl handshake. comp_methods - Compression Methods (List of compress
gl handshake. comp_methiod « Compression Method (Compression ket
sl handshake. extensons_length - Extensions Length (Length of hello ¢
all arwdahake, gscbardann bypes - Type (Helo sxbeanaon bypa)

sl handshake. extension len - Length {Length of a helo extersion) J
sl hamdshaske. s cberson. dats - ats (Hello Extension dats)

sal handshake, certificatas_length - Certificatas Langth (Lergth of carti

sl handshake. certificates - Certfcates (List of certficates)

el handshake. certificate - Certificabs | abs)

el hardchake cortificate_langth - ¢

|

TL5_DHE_DS5_WITH_AES_128_CE_S

TLE_DHE_RSA_WITH AES 128 CBC SHS
TUS_[H_arsor_WITH_AES_128_(BC_SHA
TLS_FSA_WITH_AES_256_CBC_SHA

TLE_DH_DSS_WITH_MES 256 CBC_SHA
TLS_DH_RSA_WITH_AES 256 CBC_THA
TLS_[HE_DS5_WIT

TLS_[H_aron_WITH_AES_256_(BC_SHA
TLS_FeSa_WITH_CAMELLIA_128_CBC_SHi
TLS_[H_055_WITH_CAMELLIA_128_CBEC,
TLS_MH_RSA_WITH_CAMELLLA_| 26 _CAC
TLE_DHE_DSS_WITH_CAMELLIA 128 CBe
TUS_DHE_RSA_WITH_CAMELLLA_L26_CBt
TLS_DH_aron_WITH_CAMELLTA | 28_CBX
TLE_ECDH_ECDAA_WITH_WULL_SHa,

TLS_EODH_FCDSA_WITH_RCY_LZ6_SHA
TLS_EODH_ECDGA_WITH_DES CEC_S

(| |
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c E H Following the TCP Stream In

Wireshark
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Wireshark reassembles all packets in a TCP conversation and displays ASCII in
an easy-to-read format

This makes it easy to pick out usernames and passwords from the insecure
protocols such as Telnet and FTP

Example: Follow the stream of HTTP session and save the output to a file.

Command: Selecting a TCP packet in Summary Window and then selecting
Analyze -> Follow TCP Stream from menu bar will display “Follow TCP

Stream window”

You can also right-click on a TCP packet in Summary Window and choose “Follow
TCP Stream” to display window
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c E H Following the TCP Stream In

Wireshark (cont’'d)

2" Follow TCP Stream

Certified = Ethical Hacker

Stream Content

SUBSCRIBE fupnp/service/Layer3Forwarding HTTR L. 1

NT: upnp:ewvent

Callback: <http://192.168.0.2:5000,/ notify:

Mimeout: Second-1200

User-Agent: Mozillasd.0 (compatible; UPnP/1.0; Windows MT/5.1)
Host: 192.168.0.1

_ontent-Length: O

Pragma: no-cache

HTTP,/1.0 200 OK

_onnection: close

serwver: UPnP/1.0 UPnP-Dewice-Host 1.0

Mimeout: Second-1800

SI0: uuid:cf

l Save fis lEErint Entire conversation {368 bytes) w | (&) ascI (O EBCDIC () Hex Dump ) C Arrays () Raw

=
@ Help X Close | | [Z] Filter Qut This Stream
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C/EH rilot
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Pilot is a powerful network analysis tool with an accessible
and visually-oriented user interface designed to increase
your troubleshooting effectiveness

Benefits:

 Integrated with Wireshark

» Powerful Network Analysis Engine o3

 Pilot Views: Flexible Analysis and Visualization Ay

 Pilot Charts: Innovative Visualization 201 _
Components w

e Drill-Down: An Innovative Analysis Paradigm

e Unparalleled Wireless Support with AirPcap
e Superior Reporting Capabilities

) Copyright © by EC-Council
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Pilot: Screenshot 1

Home Reporting

@ 3 Add Folder ﬁ B

& Clear List Vit e Eile

- -

Export

— Dewvices Files F————

="' AirPeap \Wireless Capture Device (3 channels)
11"Yendor Analysis
=@ NOC Extranet Access Adapter (Microsoft's Pach
@ Resltek RTLE13%810x Family Fast Ethernet NI

@ EpDecryption Keys =
Chennels @ Name Resolution ~

- |I';‘.Sl.l:-rst Mask -

Getting
Started

g
4 Restore
A Clear

+.] Recently Used
o) Owverview
«) Bandwidth Over Time
«| IP Conversations
= Generic
LAN and 'WLAN
g 802.11
+23 Over Time

"' Agsociations

11" Discovery - APs and Stations
" Discovery - Wireless AB/G/N
"Encryption Analysis

11" Probe Requests

11" Rate Chart
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Pilot: Screenshot 2

Certified = Ethical Hacker

Home Reporting Q
1 All Views _
S F (o Title Metwork Analysis Report
} Format B
Current ) Recent Change  Browse a . = 3 Report
“LT;‘F 7| Open Reports : bF:-II;?':r Fr:-l‘:?':r £ AnalystiClientInformation = Dssli:gr o
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C EH Pilot: Screenshot 3
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General traffic overview, including bandwidth over time, conversations and top senders _Liyr_g__@
and receivers File [

@ @ Overall bandwidth over time, in bytes per second.

@ Top 10 IP sources, and Top 10 IP destinations, in

@ e @ : : | bytes.
= = | (3) Conversation ring with network endpoints and

'[ conversations.

Usage Intformation

This is a good view to start a network analysis session. It aggregates general information about the
network in a condensed way. There are two extremely useful ways to use this view:

* In conjunction with a Wireshark capture or display filter. Hold the CTRL key while you drag the
view on the source and the filter selection window will pop up. For example, the http filter will give
you web conversations, top talkers and bytes over time.

* As a drill-down view. For example, select an IP host in any open view and drill down using this
view. You'll get the host's bandwidth over time and the end points it's talking to.

If you need to resolve one or more IP addresses into host names, use the “resolve all” or “resolve
selected” context menu buttons.

Updaie Every: 1 Second, Show Last 1 Minute

) Copyright © by EC-Council
EC-Council All Rights Reserved. Reproduction is Strictly Prohibited




C/IEH cainand Abel

Certified = Ethical Hacker

Cain & Abel is a
password recovery tool

EC-Council

It allows easy recovery

of various kinds of It covers some security

i aspects/weakness
passwords by sniffing pregent in protocol's
the network, cracking AR s
encrypted passwords e ’

using Dictionary, Brute- auther;ﬂgag;%?ﬂrrr]lgethods
Force, and mechanisms

Cryptanalysis attacks
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CE H Cain and Abel (cont'd)

Certified = Ethical Hacker

MSCACHE hashes Dumper

MSCACHE hashes dictionary and brute-force crackers

Sniffer filter for SIP-MD5 authentications

SIP-MD5 Hashes Dictionary and Brute-Force Crackers

Off-line capture file processing compatible with winpcap, tcpdump, and

Wireshark format

Cain’s sniffer can extract audio conversations based on SIP/RTP protocols

and save them into WAV files
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C E H Cain and Abel: Features

Certified = Ethical Hacker

Remote Registry Editor

SIREN codec support in VolP sniffer

Supports new AES-128bit Keyfobs in RSA SecurlD Token Calculator

Microsoft SQL Server 2005 Password Extractor via ODBC

Fixed a bug in Internet Explorer 7 AutoComplete password decoder

Default HTTP users and passwords fields update

Automatic recognition of AirPcap TX capability based on channels
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C E H Cain and Abel: Screenshot 1
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C E H Cain and Abel: Screenshot 2
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Cancel
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C E H Cain and Abel: Screenshot 3
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C E H Cain and Abel: Screenshot 4
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C E H Cain and Abel: Screenshot 5
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c EH Tcpdump
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Tcpdump is a common
computer network ; 150141
debugging tool that runs :27:55 6oz EIRLE. 40 o hecn: cch
under command line SRR ol e el

It allows user to intercept

and display TCP/IP and 5 ,I
other packets being 55980130001 i '.

transmitted or received T i L T
over a network to which the S R Reo i ot R
computer is attached BaR R R Pl e
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c EH Tcpdump Commands
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—[ Exporting tcpdumps to a file }

e #tcpdump port 80 -1 > webdump.txt & tail -F
webdump . txt

e # tcpdump -w rawdump

e # tcpdump -r rawdump > rawdump.txt
e # tcpdump -cl1000 -w rawdump

e # tcpdump -1 ethl -cl1000 -w rawdump

—[ Captures traffic on a specific port

e # tcpdump port 80

Y

You can select several hosts on your LAN and W
capture the traffic that passes between them J

e # tcpdump host workstation4 and workstationll and workstation13
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C 1, Tcpdump Commands (cont’d)

Certified = Ethical Hacker

Capture all the LAN traffic between workstation4 W
and the LAN, except for workstation11 J

R

 # tcpdump -e host workstation4 and workstationll and workstation13

Capture all packets except those for certain ports J

* # tcpdump not port 110 and not port 25 and not port 53 and not port 22

)

Filter by protocol J

e # tcpdump udp
e # tcpdump ip proto OSPFIGP

Capture traffic on a specific host and restrict by
protocol

IS I

.y

 # tcpdump host server02 and ip
# tcpdump host serverO3 and not udp
# tcpdump host server03 and ip and igmp and not udp
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CIEH wiretap
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Wiretapping is the monitoring of telephone and Internet
conversations by a third party

The monitoring connection was applied to the wires of the
telephone line being monitored and a small amount of the
electrical signal carrying the conversation get tapped

) - Copyright © by EC-Council
EC-Council All Rights Reserved. Reproduction is Strictly Prohibited




C EH RF Transmitter Wiretaps
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In radio frequency (RF) transmitter tap technique, a small RF
transmitter is attached to the telephone line or within the
telephone instrument

In these wiretaps, audio fluctuations from the telephone
conversation modulate the transmitter carrier that transmit
the conversation into free air space
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c EH Infinity Transmitter
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An infinity transmitter is the device used as a wiretap to
monitor the communication

It operates independent of the telephone instrument and
requires its own telephone line

It can be called from a remote telephone and activated with a
tone signal
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C EH slave Parallel Wiretaps
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Slave Parallel Wiretaps device works in the same way as infinity
transmitter and combines these features with a parallel wiretap

The slave is connected anywhere with the target telephone line

In these wiretaps, an attacker needs a working telephone line located in
the same cable, cross-connect, or closet as the target line

Once lines are connected to the slave, the eavesdropper can call his
leased telephone line and activate the slave

After activation, the slave automatically connects the eavesdroppers
telephone line to the target telephone line
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CE H Switched Port Analyzer (SPAN)
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The Switched Port Analyzer (SPAN) feature, also called port mirroring or port
monitoring, selects network traffic for analysis by a network analyzer

The network analyzer can be a Cisco SwitchProbe device or other Remote
Monitoring (RMON) probe

SPAN feature applies on switches because of a fundamental difference that
switches have with hubs

In a single local SPAN session, you can monitor source port traffic such as
received (Rx), transmitted (Tx), or bidirectional (both) traffic
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CIEH sPAN Port
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SPAN port is the port to which sniffer is attached and configured to receive a
copy of every packets sent from the source host to the destination host

« Source (SPAN) port: A port that is monitored with the use of the SPAN feature

» Destination (SPAN) port: A port that monitors source ports, usually where a
network analyzer is connected

= ] = ] Egress Traffic

Sniffers

Ingress Traffic Switch

A Sniffers =
r SWITCH

Source Span Destination Span
Ports Ports
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c EH Lawful Intercept
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Lawful intercept is a process that enables a Law Enforcement Agency (LEA) to
perform electronic surveillance on an individual (a target) as authorized by a
judicial or administrative order

The surveillance is performed through the use of wiretaps on traditional
telecommunications and Internet services in voice, data, and multiservice
networks

The LEA delivers a request for a wiretap to the target's service provider, who is
responsible for intercepting data communication to and from the individual

The service provider uses the target's IP address or session to determine which
of its edge routers handles the target's traffic (data communication)

The service provider then intercepts the target's traffic as it passes through the
router and sends a copy of the intercepted traffic to the LEA without the target's
knowledge.
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C EH Benefits of Lawful Intercept

Certified = Ethical Hacker

Allows multiple LEAs to run a lawful intercept on the same target without each
other's knowledge

Does not affect subscriber services on the router

Supports wiretaps in both the input and output direction

Supports wiretaps of individual subscribers that share a single physical
Interface

Neither the network administrator nor the calling parties is aware that packets
are being copied or that the call is being tapped

Hides information about lawful intercepts from all but the most privileged
users

Provides two secure interfaces for performing an intercept: one for setting up
the wiretap and one for sending the intercepted traffic to the LEA
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c : H Network Components Used for

o o e LAWTUI INtercept

Mediation Device:

e A mediation device (supplied by a third-party vendor)
handles most of the processing for the lawful intercept

Intercept Access Point:

e An intercept access point (IAP) is a device that provides
iInformation for the lawful intercept

Collection Function:

e The collection function is a program that stores and
processes traffic intercepted by the service provider
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C E H ARP Spoofing Attack
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ARP resolves IP addresses to MAC (hardware)
address of interface to send data

ARP packets can be forged to send data to the
attacker’s machine

An attacker can exploit ARP poisoning to intercept
the network traffic between two machines on the
network

By MAC flooding a switch's ARP table with spoofed
ARP replies, the attacker can overload switches and
then packet sniff network while switch is in
“forwarding mode”
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c EH How Does ARP Spoofing Work

Certified

Ethical Hacker

When a legitimate user initiates a
session with another user in the
same Layer 2 broadcast domain, an
ARP request is broadcasted using
the recipient's IP address and the
sender waits for the recipient to
respond with a MAC address

Malicious user eavesdrops on this
unprotected Layer 2 broadcast
domain and can respond to a
broadcast ARP request and reply to
the sender by spoofing the intended
recipient's MAC address

EC-Council

s

OSI Model

Data Layer
Data Application j

Metwork Process to
Application

Presentation

Data Representation
and Encryption

Data

Session
Interhost Communication

Tra H%Et}rt_
End-to-End Connections

and Reliability
Network

Path Determination
and IP (Logical Addressing)

Data

Host Layers

Segments

Packets

Data Link
MAC and LLC
(Phyiscal addressing)

Frames

N N NN

Media Layers

vy
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C EH ARP Poisoning
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Hey 10.1.1.1 are
you there?

Step 2: Another legitimate user
responds to the ARP request

Step 1: Legitimate user sends
ARP request, which the Switch

broadcasts onto the wire Yes I' am here. This is

10.1.1.1 and my MAC
address is 1:2:3:4:5:6

\ 4

No, I'am 10.1.1.1 and my
MAC address is
9:8:7:6:5:4

@ Switch
Legitimate Us:\  Z

Step 3: Malicious user

Step 4: Information for IP
ea\éesdrops(;)n tfrt1e AEP TBGIUEEL address 10.1.1.1 is now being
and responds atter Ll sent to MAC address 9:8:7:6:5:4
legitimate user spoofs the
legitimate response and sends &J
his ma}llplous MAC address to _ Internet
the originator of the request
) Attacker Copyright © by EC-Council
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C EH Mac Duplicating
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MAC duplicating attack is launched by sniffing network
for MAC addresses of clients who are actively associated
with a switch port and re-use one of those addresses

By listening to the traffic on the network, a malicious user
can intercept and use a legitimate user's MAC address

An attacker will receive all the traffic destined for that the
legitimate user

This technique works on Wireless Access Points with
MAC filtering enabled
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c EH Mac Duplicating Attack
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My MAC address
is A:B:C:D:E

N\

y
\ 4
»
>

Switch

Attacker

EC-Council

Switch Rule: Allow access to
the network only if your MAC
address is A:B:C:D:E

Step 1: Malicious user sniffs
the network for MAC
addresses of currently
associated legitimate users
and then uses that MAC
address to attack other users Internet
associated to the same switch

port
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ARP Spoofing Tools
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C EH Tools for ARP Spoofing

Certified = Ethical Hacker

Tools for ARP Spoofing

Arpspoof (Linux-based tool)

Ettercap (Linux and Windows)
Cain and Able

ArpSpyX (Mac OS)

EC-Council

User A uses this User.B uses this
(Attacker MAC) . - (Attacker MAC)

MAC address ft"@ s P 200 MAC address
. Broadcasting

spoofed MAC
address

Attacker
Man in the middle
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CIEH Ettercap
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Ettercap prompk - ettercap

C:“Program Files“ettercaprettercap

ettercap B.6 Ettercap prompkt - ettercap

List of avail ettercap

[devl]l
[devZ]
[devd]
[dEU4] T-‘ h | Fi L Pl ) Lokl sOr oy J - ran
[devb] [ ] ettercap prompt - ettercap

Egzﬂg} ettercap

Help Window

[g@1[F1@81] quit
[returnl zselect the IP
[zpace ] deselect the IPs
[tahl switch between source and dest
[af] ARP poisoning bhased sniffing
. for sniffing on switched LANW
. for man—in—the—middle technique
IP bhazed sniffing
MAC based sniffing
Only poisoning — no sniffing
delete an entry from the list
Packet Forge
run a plugin
0f fingerprint
passive host identification
check for other poisoner...
refresh the list
zsave host list to a file
thiz help screen k: unknown

[=5]1
[mM1
[jJ1
Your IP: 1 Eig}

Host: Unkno [pP]

[fF1
[o0]
[cC]
[rR1
[kK]

Your IP: [hH1
Host: Unkno

A tool for IP-based sniffing in a switched network, MAC-based sniffing, OS
fingerprinting, ARP poisoning-based sniffing, and so on
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CEH Arpspyx
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ArpSpyX passively sniffs network ARP packets and displays IP and MAC
address of the machine that generates packet

ArpSpyX supports two methods of W
scanning: J

 The first method is a passive mode which only listens for traffic without
sending any packets

» The second method is active and will send out arp who-has requests for
every IP address on your subnet

Features of ArpSpyX include: J

» Easily gathering MAC Addresses of the network machines remotely
* Quickly identifying new clients on your wireless network

« Identifying ARP Poisoning attacks by tracking multiple MAC Addresses
for a single IP Address

« Creating a text file containing all IP addresses on your network
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c EH ArpSpyX: Screenshot

Certified

Ethical Hacker

Network Device:

IF Address
192.168.11.102
192.168.11.1
192.168.11.3
192.168.11.100
192.168.11.101

Listening... |

e
Ap 3Py A

enl (192.168.11.102})

MAC Address

0:c:93:82:18: 1
D:c:41:27:34:a¢
0:50:4:ac:82:7:
0:50:ba:ba:86:%
O0:d0:9:d4:.ccbe

Clear )

Network:

Netmask:

Scanning...

192.168.11.0
255.255.255.0

Current IP: 192.168.11.211

ARP 5can in Progress...

( Cancel )

" Scan Subnet :

EC-Council
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CEH
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MAC Flooding Tools
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CIEH MAC Flooding
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MAC flooding involves flooding switch with
numerous requests

Switches have a limited memory for mapping various
MAC addresses to the physical ports on switch

MAC flooding makes use of this limitation to
bombard switch with fake MAC addresses until the
switch cannot keep up

Switch then acts as a hub by broadcasting packets to
all machines on the network

After this, sniffing can be easily performed
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C EH Tools for MAC Flooding
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Tools for MAC Flooding
Macof (Linux-based tool)
Etherflood (Linux and Windows)

EC-Council
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c EH Linux Tool: Macof
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Macof floods local network random MAC addresses,
causing some switches to fail to open in the repeating
mode, which facilitates sniffing

e macof [-1 iInterface] [-s src] [-d dst] [-e tha]
[-X sport] [-Yy dport] [-n times]
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C EH Macof: Screenshot
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MAC Flooding Switches with Macof

* [rootfattack-lnx dsniff-2.3]# ./macof

b5:cf:65:4b:d5:59 20:01:12:7d:bd:36 0.0.0.0.4707 > 0.0.0.0.28005: S 106321318:106321318(0) win 512

' 68:2a:55:60:1c:1c bb:33:bb:dd:c2:db 0.0.0.0.44367 > 0.0.0.0.60982: S 4B0589777:480589777(0) win 512
la:95:26:5e:ab: 4f d7:80:6£:2e:aa:89 0.0.0.0.42809 > 0.0.0.0.39934: 5 18146866876:1814866876(0) win 512
51:b5:4a:7a:03:b3 70:a9:03:24:db:2d 0.0.0.0.41274 > 0.0.0.0.31780: S 527694740:527694740(0) win 512

. 51:75:2a:22:06:31 91:al:c)l:77:£6:18 0.0.0.0.36396 > 0.0.0.0.15064: S 1297621419:1297621419(0) win 512
Tbh:fo:69:5b:47:e2 &7:65:66:40:2b:87 0.0.0.0.45053 > 0.0.0.0.4908: 5 976491935:976491935(0) win 512
19:14:72:73:6£:£f Bd:ba:5c:40:be:d5 0.0.0.0.867 > 0.0.0.0.20101: 5 2BT7657898:287657898(0) win 512
63:cB8:58:03:4e:£f8 B2:b6:ae:19:0f:e5 0.0.0.0.58843 > 0.0.0.0.40817: S 1693135783:1693135783(0) win 512
33:d7:e0:2a:77:70 48:96:d4£:20:61:b4 0.0.0.0.26678 > 0.0.0.0.42913: 5 1128100617:1128100617(0) win 512
£2:7£:96:6£:d1l:bd ©6:15:b3:21:72:6a 0.0.0.0.53021 > 0.0.0.0.5876: 5 570265931:570265%931(0) win 512
22:6a:3c0:4b:05:Tf 1a:78:22:30:90:85 0.0.0.0.58185 > 0.0.0.0.51696: S 1813802199:1813802199(0) win 512
£6:60:da:3d:07:5b 3d:db:16:11:£9:55 0.0.0.0.63763 > 0.0.0.0.63390: 5 1108461959:1108461959(0) win 512
bo:fd:e0:17:52:95 Bd:cl:76:04:8£:b5 0.0.0.0.55865 > 0.0.0.0.20361: S 309609994:309609994 (0) win 512
bb:c9:48:4c:06:2e 37:12:eB:19:93:4a 0.0.0.0.1618 > 0.0.0.0.9653: S 1580205491:1580205491 (0) win 512
«6:23:b5:47:46:27 78:11:23:72:05:44 0.0.0.0.18351 > 0.0.0.0.3189: 5 217057268:217057268(0) win 512
09:89:97:4b:62:2a c3:4a:aB:48:64:a4 0.0.0.0.23021 > 0.0.0.0.14891: 5 1200820794:1200820794 (0) win 512
56:30:ac:0b:d0:ef 1a:11:57:4£:22:68 0.0.0.0.61942 > 0.0.0.0.17591: S 1535090777:1535090777(0) win 512

) Copyright © by EC-Council
EC-Council All Rights Reserved. Reproduction is Strictly Prohibited




C EH Windows Tool: EtherFlood

Certified = Ethical Hacker

The effect on some switches is
that they start sending all
traffic out on all ports so that
the attacker is able to sniff all
traffic on sub-network

EtherFlood floods a switched
network with Ethernet frames
with random hardware
addresses

o O WINDDOWS system32 cnd.exe - etherflood oy ﬂ

C:~Documents and Settings“Administrator. UINDOWE“Deszsktop~etherf lood>etherf lood .

EtherFlood 1.1 — <c2> 2882, Arne Vidstrom <{arne.vidstromBntsecurity.nulr
— http:/s/ntszecurity.nustoolboxsetherf loods

Inztalled network adapters:
1. Intel 21148-Based PCI Fast Ethernet Adapter (Generic?

Select an adapter numbher: 1

Flooding the network with random Ethernet addresses...
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c EH Threats of ARP Poisoning

Certified = Ethical Hacker

Internal network attacks are typically operated via ARP Poisoning attacks

Everyone can download on Internet Malicious software which is used to run
ARP Spoofing attacks

Using fake ARP messages, an attacker can divert all communication between
two machines so that all traffic is exchanged via his PC

By means, such as a man-in-the-middle attack,
the attacker can, in particular:

e Run Denial of Service (DoS) attacks
Intercept data

Collect passwords

Manipulate data

Tap VolP phone calls
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C EH I1RS — ARP Attack Tool

Certified = Ethical Hacker

Many servers and network devices like routers and switches
provide features like ACLs, IP Filters, Firewall rules, and so on,
to give access to their services only to the particular network
addresses (usually Administrators’ workstations)

This tool scans for IP restrictions set for a particular service on a
host

It combines “ARP Poisoning” and “Half-Scan” techniques and
tries spoofed TCP connections to the selected port of the target

IRS is not a port scanner but a “valid source IP address” scanner
for a given service
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CEH

Certified = Ethical Hacker

EC-Council

1

Q @+ O

IRS — ARP Attack Tool:

Target Address

| Target |

1

gl Scanner parameters

Screenshot

Target's Hozthame /# IF address

X

=10 |

|| ﬂ P I? scripkion

Ty spoofed TCP connections from

{+ Ewverny host in my subnet

(" Range
From
To
Timeauts
2rpFieply Timeot 1000 mSec
TCF Respanze Timeout 2000 mSec
Scanning Delay 0 mSec
k. Cancel

IRS +1.9 by mao

4
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CIEH ARrRPWorks Tool

Certified = Ethical Hacker

ArpWorks is a utility Other features are: IP

for sending customized All ARP parameters, to MAC revolver,
‘ J : including Ethernet subnet MAC discovery,
ARP announce : :
Source MAC address host isolation, packets
packets over the : :
can be changed redirection, and

network general IP conflict
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CIEH Tool: Nemesis

Certified = Ethical Hacker

Nemesis provides an interface to craft and inject a variety of arbitrary packet
types

It is also used for ARP Spoofing

Neme§|5 Supports the ) e C\WINDOWS\System32 | cmd.exe 3
fO“OWIng prOtOCOIS: J Portions copyright (C) 2881 :
ARF/RARF Usage:
nemesis—arp [-v {verhose)] [optlist]
e arp
ARP/RARP Opti
) dnS -8 {Source IF' Hrirh*ea‘:w
=D {Destination IP Address>
° =h <{Sender MAC address within ARP frame>
ethernet \T:IJHLT. HAC add within ARP frame>
: g € ariz style ARP requests with target harduware addess set to hroadcast
* Icmp  (ARP, RARPS REPLY enable)
- CRARF enahle>
* 1Igmp {Payload File (Binary or ASCIID)>
hd |p ata Link Options:
d <Ethernet Device? {list to list intewxfaces, B to select or 1+ for interface
L OSpf nunher}
. H <fouree MAC Addrass>
° rlp -M {Destination MAC Address>
® th You must define a Source, Destination and Ethernet device
RN O cal Hacking and Countermeasures vSsModule B7 - Sniffers'\Memesis-wind2sMem
e udp esis—1.32-win32>
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CIEH 1P-based sniffing

Certified = Ethical Hacker

IP-based Sniffing is the original way of packet sniffing

It works by putting network card into the promiscuous mode and sniffing all
packets matching the IP address filter

IP address filter can capture all packets even though it is not set
This method only works in non-switched networks

AntiSniff

» AntiSniff program determines if a device is listening to the traffic on the

local network

« AntiSniff DNS test is vulnerable to a buffer overflow that would allow an
attacker to execute an arbitrary code by sending a malformed DNS packet to
the system running AntiSniff
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C EH 1P-based Sniffing: Screenshot

Certified | Ethical Hacker

EC-Council

"' Uintitled - LOpht AntiSmaff

| e View Toos Heb || DR EE » 1 v (@R R 7 -84

- Network Configuiation | @) Scanner Configuration | BB Sean Progress | E] Reports | 23 Alarms |

—Host(s) To Scan
o %Eﬁ Slamtldmﬂ 192 168. 30 . &
™ Range = e diess I

" Host/Metwork List ~ Host Fie |

- MNetwark Options

Ndmkﬁpead:lmh*lbpa

Inteface: | 3Com 3059 Bus Master Adapter Driver |

Netwark Type: |Ethernet 8023

Bogus MAC Address: |66 £6:66.66.66:66

Bng;slPAdthesses:I 1 1

N

Ready
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Linux Sniffing Tools
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CIEH Linux sniffing Tools (dsniff package)

Certified

Ethical Hacker

Sniffer hacking tools (These tools are available on the Linux CD-ROM)

[ arpspoof ]
 Intercepts packets on a switched LAN
[ dnsspoof ]
e Forges replies to DNS address and pointer queries
( i )
. dsniff |

e Password sniffer

-

=

filesnarf

e Sniffs files from NFS traffic

[ mailsnarf ]
 Sniffs mail messages in Berkeley mbox format
[ msgsnarf |

« Sniffs chat messages

EC-Council
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C E H Linux sniffing Tools (cont'd)

Certified = Ethical Hacker

sshmitm
e SSH monkey-in-the-middle

tepkill
e Kills TCP connections on a LAN

tcpnice
e Slows down TCP connections on a LAN

urlsnarf
e Sniffs HTTP requests in Common Log Format

webspy
e Displays sniffed URLs in Netscape in real time

webmitm
e HTTP/HTTPS monkey-in-the-middle
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c EH Linux Tool: Arpspoof

Certified = Ethical Hacker

Arpspoof redirects packets from a target host
Intended for another host on the LAN by forging
ARP replies

Arpspoof is the effective way of sniffing
traffic on a switch

e arpspoof [-1 1Interface] [-t target]
host

= rootBrankorimes of-1ab Apsefos sbfbintunt | =3l

File Edi 3Selings Help

= Main Meny =-- rovpit O ﬂlﬂ._ﬂ_fﬂ
Ij wir) li '-l.,hntr:lynz'_ml. corrmct jors

u) h'rl up tests
n) wp/zimple hijok (pwoids ook store (F op wsd)
=) simple hijack

e rellarn/ai e
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C EH Linux Tool: Dnsspoof

Certified = Ethical Hacker

Dnsspoof forges replies to arbitrary DNS address/pointer
gueries on the LAN

DNS spoofing is useful in bypassing hostname-based access
controls, or in Implementing a variety of man-in-the-middle

attacks

e dnsspoof [-1 iInterface][-T hostsfile] [expression]

Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited

EC-Council




C/EH Linux Tool: Dsniff

Certified = Ethical Hacker

Dsniff is a password sniffer which handles FTP, Telnet, SMTP, HTTP, POP,
poppass, NNTP, IMAP, SNMP, LDAP, Rlogin, RIP, OSPF, PPTP MS-CHAP,
NFS, VRRP, and so on

Dsniff automatically detects and minimally parses each application protocol,
only saving interesting bits, and uses Berkeley DB as its output file format, only
logging unique authentication attempts

Full TCP/IP reassembly is provided by libnids

edsniff [-c] [-d] [-m] [-n] [-1 interface] [-s snaplen] [-T
services] [-t trigger[,---11] [-r|-w savefile] [expres- sion]
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C EH Dsniff: Screenshot

Certified = Ethical Hacker

E:"-.,WIHNT"-.,5r5ten132"-.,cmd.e:-:e - dsniff

C=~Documents and SettingssAdministrator~Desktop~Ethical Hacking and Countermeasu
res v3i.ilsModule 7 — Spifferstdsniff-—win3d2sdsniff-1.8B—win32-—static>dsniff .

18:42:41 wvindows —> 202 .1292_.165.122 <pop>
Jason
PASSE r»ubin
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c EH Linux Tool: Filesnarf

Certified = Ethical Hacker

Filesnarf saves files sniffed from NFS traffic in the current
working directory

e filesnarf [-1 1Interface] [[-Vv] pattern
[expression]]
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c EH Linux Tool: Malilsnarf

Certified = Ethical Hacker

Mailsnarf outputs email messages sniffed from SMTP and POP
traffic in Berkeley mbox format, suitable for offline browsing with
your favorite mail reader

emailsnarf [-1 iInterface] [[-Vv] pattern [expression]]

[t ] Select C:W WINNT System32 cmnd.exe - mailsnark

charzet="izo—8859-1"
Content-Tranzsfer—Encoding: guoted-printahle

James .

I have not received my CEH certificate. I passzed the exam on the 12. May =
2@A4 and there i= no mail.

Pleaze look into thisz matter and send my CEH welcome kit as soon as =
pozzible.

Thanks.

Peter Smith

—————— =_MNextPart_ 0808_B0005_ BA1C46520_0339B750

Content-Type: text-shtml;
charzet=""izo—-BBL?-1"

Content—-Tranzfer—Encoding: guoted—-printable

<*DOCTYPE HTHML PUBLIC "—~-W3Cr-DTD HTHML 4.8 Transitional~-~EN">
<HTHL><HEAD>

<META content=3D"text-html; charszet=3Diszo—8857-1" =
http—equiv=3DContent-Type >

<META content=3D"MSHTHML 5.88.2920.8" name=3DGENERATOR>
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C EH Linux Tool: Msgsnarf

Certified = Ethical Hacker

Msgsnarf records the selected messages from AOL Instant
Messenger, ICQ 2000, IRC, MSN Messenger, or Yahoo Messenger
chat sessions

e msgsnharf [-1 interface] [[-Vv] pattern [expression]
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c EH Linux Tool: Sshmitm

Certified = Ethical Hacker

Sshmitm proxies and sniffs SSH traffic redirected by dnsspoof capturing
SSH password logins, and optionally hijacking interactive sessions

Only SSH protocol version 1 is (or ever will be) supported

esshmitm [-d] [-1] [-p port] host [port]
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C EH Linux Tool: Tcpkill

Certified = Ethical Hacker

Tcpkill kills specified in-progress TCP connections (useful
for libnids-based applications which require a full TCP 3-
way handshake for TCB creation)

e tcpkill [-1 Interface] [-1...9] expression
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c EH Linux Tool: Tcpnice

Certified = Ethical Hacker

Tcpnice slows down the specified TCP connections on a
LAN via active traffic shaping

e tcpnice [-1] [-1 interface] [-n Increment]
expression
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C EH Linux Tool: Urlsnarf

Certified = Ethical Hacker

Urlsnarf outputs all requested URLSs sniffed from HTTP traffic in CLF
(Common Log Format, used by almost all web servers), suitable for offline
post-processing with your favorite web log analysis tool (analog, wwwstat,
and so on)

eurlsnarf [-n] [-1 Interface] [[-Vv] pattern [expression]]

C:\WINNT  System32h cmd.exe k

/pup_under.asp?luc=1andingpage&email=&prumu=?BH99B1E—34DE—43UF—BFBD—D?B4H?5@EEDBI’
“ "Mozillars4.8 (compatibhle; MSIE 5.81; UWindows NT 5.8>"
192 . 168_.131 .67 — — [AJuls2084:18:32:13 87881 “"GET http:/ images.agoramedia.coms
shd/popsicon_tour_orange.gif HTTP-1.1" - - "http:  szecure.agoramedia.comssouthhe
achspop_under.asp?loc=landingpagefemail =&promo=7BA??B16—34DE—-438F—8FAD-D?B4A /586
3DB" "Mozilla-s4.8 <compatible; MEIE 5.61; Windows WI S.@>"
192 168 _131 .67 — — [AJul2004:18:32:13 87881 “"GET http:/ images.agoramedia.coms
shd bulletinsclear.gif HTTP-1.1" - — "http:sssecure.agoranedia.comssouthheachspo
p_under.asp?loc=landingpage&enail =&promo="BA?9B16—-34DE—438F-8FAD-D?B4A75863DB"" "
Mozilla- 4.8 (compatible; MSIE 5.81; Windows NT 5.8>"
192 168 _.131 .67 — — [AJuls2084:18:32:14 -@Y881 “"GET http:-  images.agoramedia.coms
shd-pop-hd_food_lovers.gif HITP-1.1" - — "http:/secure.agoramedia.com/southheac
hspop_under.asp?loc=landingpage&email =&promo="BA??B16-34DE-438F-8FAD-D?B4AY5863D
B "Mozilla~s4.8 <{compatible; MEIE 5.081;:; UWindows NT 5.8>"
192.168.131 .67 — — [AJul-s200804:18:32:14 87881 “"GET http:/ images.agoramedia.comns
zhdstml.gif HITP-1.1" — — “"http://zecure.agoramedia.comssouthbheachspop_under.asp
?loc=landingpagefemail =&kpromo=YBA?2B16—-34DE-438F-8FAD-D?B4A7SH6IDE" "Mo=illa~4.8
Ccompatible; MSIE 5.81; Yindows WT 5.8>"
192.168.131 .67 — — [AJul-s200804:18:32:14 87881 “"GET http:/ images.agoramedia.comns
zhd pop-bn_subnowline .gif HTTP-1.1" — — "http: s secure.agoramedia.comsszouthheach
Spop_under.asp? loc=landingpagefemail =&promo=7BA?9816-34DE—438F-8FAD-D?B4AY5863DB
:c"ﬁuzilla/4.ﬂ tcompatibhle; MSIE 5.81; Windows HNT 5.82>"
C:sDocuments and Settings“Administrator-Dezktop~Ethical Hacking and Countermeasu
res w3l 1%Module ? — Snifferssdzniff-win3d2sdsniff-1.8—win3dZ2—staticX>
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C EH Linux Tool: Webspy

Certified = Ethical Hacker

Webspy sends URLs sniffed from a client to local Netscape browser to
display, updated in real time (as target surfs, browser surfs along with
them, automatically)

Netscape must be running on your local X display ahead of time

webspy [-1 interface] host
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c EH Webspy: Screenshot

Certified = Ethical Hacker

= [ 2 R —r 1 A :
@ © 8§ X B & w a o
Stop Manitaring Hide Cleat Optiors Repott Register Help About E it
| LocallP | Computer Name | Remote IP | URLs

192.168.1.6 TESTMACHINEZ 810179160 http: /A, snaphles. com

192.168.1.6 TESTMACHINEZ 810.179.164 kttp: Ao, snapliles comdfeatures/sc_swidecomp. hitml

192.168.1.8 TESTMACHIMEZ  209.0.153.244 hittp: /v, hostindex. com/

192168.1.6 TESTMACHIMEZ B4.233.187.104 hittp: /v, google, com/

1921681.6 TESTMACHINEZ 810179166 hittp: /4 spychecker. com/

19216816 TESTMACHINEZ 810179166 hittp: //spychecker. com/program./ superadblocker. himl

192168.1.6 TESTMACHIMEZ 810173166 http: //spychecker. com/

192168.1.6 TESTMACHIMEZ 810173165 http: £ spuchecker comdprogramsspyswesper hitrl

1921681.6 TESTMACHINEZ 810179165 hittp: A v, spuchecker. com/software/ antispy. hitrl

19216816 TESTMACHINEZ 64721800210 bittp: A v, weebroot. comdconsumer/product s fspysweeper Paco

192168.1.6 TESTMACHIMEZ 810179.164 hittp: v, spochecker com/software/antizpy. himl

192.168.1.6 TESTMACHINEZ  810.179.166 hittp: v, spychecker com/programdspysweeper html

192168.1.6 TESTMACHINEZ B4.233187.104 bittp: A v, spychecker com/maresoftveare. hirml

19216816 TESTHMACHINEZ 310173165 hittp: A vowew, sppchecker, com//software/cookie. hirl

192168.1.6 TESTMACHIMEZ B4.233.187.104 http: £ v, snaphles. comd

192.168.1.6 TESTMACHINEZ  810.179.164 hittp: /v, snapliles. comdwhatsnew. bitml

4 >

Total Records: 16
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C EH Linux Tool: Webmitm

Certified = Ethical Hacker

Webmitm transparently proxies and sniffs HTTP/HTTPS

traffic redirected by dnsspoof, capturing most secure
SSL-encrypted webmail logins and form submissions

e webmitm [-d]

23384056933430125622976060798631491 91 87565330856 74765444848

webmitm: 323 bytes from 193,109,225.62
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C EH DNS Poisoning Techniques

Certified = Ethical Hacker

The substitution of a false Internet provider address at the domain
name service level (e.g., where web addresses are converted into
numeric Internet provider addresses)

DNS poisoning is a technique that tricks a DNS server into believing
that it has received authentic information when, in reality, it has not

Types of DNS Poisoning: ]

— Intranet DNS Spoofing (Local network)

— Internet DNS Spoofing (Remote network)

— Proxy Server DNS Poisoning

— DNS Cache Poisoning
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CEH

Network)

Certified = Ethical Hacker

1. Intranet DNS Spoofing (Local

For this technique, you must be connected to the local area network (LAN) and be

able to sniff packets

It works well against switches with ARP poisoning the router

What is the IP address of

WWW.Xsecurity.com Router

1P 10.0.0.254

Rebecca types
WWW.Xsecurity.com in her
Web Browser

IP: 10.0.0.3

Hacker runs
arpspoof/dnsspoof
WWwWWw.xsecurity.com

EC-Council

Real Website WE
WWW.XSecurity.com | —
= IP: 200.0.0.45
)

Hacker's fake website sniffs the
credential and redirects the request to
real website

Hacker poisons
the router and
all the router
traffic is
forwarded to his

machine _—
\ Hacker sets up fake 7
Website
WWW.Xsecurity.com
IP:10.0.0.5

(@/
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c E H 2. Internet DNS Spoofing (Remote

Network)

Certified = Ethical Hacker

Internet DNS Spoofing sends a Trojan to Rebecca’s machine and changes her DNS IP address
to that of the attacker’s

It works across networks and is easy to set up and implement

Real Website
WWW.XSecurity.com
IP: 200.0.0.45

m

A

Hacker's fake website sniffs
the credential and redirects
the request to real website

Rebecca types
WWW.Xsecurity.com in
her WebBrowser

Hacker’s infects Rebecca’s
computer by changing her

DNS IP address to: 200.0.0.2 Fake Website

IP:65.0.0.2

Hacker runs DNS
Server in Russia

IP: 200.0.0.2
Copyright © by EC-Council
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C EH 1nternet DNS Spoofing

Certified = Ethical Hacker

To redirect all DNS request traffic going from the host machine to come to you

1. Set up a fake website on your computer

2. Install treewalk and modify the file mentioned in readme.txt to your IP address; Treewalk
will make you the DNS server

3. Modify file dns-spoofing.bat and replace the IP address with your IP address

4. Trojanize the dns-spoofing.bat file and send it to Jessica (ex: chess.exe)

5. When host clicks trojaned file, it will replace Jessica’s DNS entry in her TCP/IP properties
with that of your machine’s

6. You will become the DNS server for Jessica and her DNS requests will go through you

7. When Jessica connects to XSECURITY.com, she resolves to fake XSECURITY website; you
sniff the password and send her to the real website
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C EH 3. Proxy Server DNS Poisoning

Certified = Ethical Hacker

Send a Trojan to Rebecca’s machine and change her proxy server settings in Internet
Explorer to that of the attacker’s

It works across networks and is easy to set up and implement

Proxy server

Use a proxy server for your LAN {These settings will not apply to o
ke dial-up or VPN connections). ) Real We bs | te

sddrges: [20000.2 " port [omedl  advanged.. | WWW.XSecurity.com =

I Bypass proxy server for local addresses I P . 200 O O 45

4
Hacker’s fake website
sniffs the credential and
redirects the request to
the real websit

Rebecca types
WWW.XSecurity.com in
her Web Browser 3

Hacker sends Rebeccg’s request to Fake &Eﬁﬁ(’;‘:
Hacker’s infects Rebecca’s . —

By computer by changing her

% IE Proxy address to:
200.0.0.2

\ 4

Fake Website
IP: 65.0.0.2

Hacker runs Proxy
Server in Russia
IP: 200.0.0.2
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C EH 4. DNS Cache Poisoning

Certified = Ethical Hacker

To perform a cache poisoning attack, the attacker exploits a flaw in
the DNS server software that can make it accept incorrect
information

If the server does not correctly validate DNS responses to ensure that
they have come from an authoritative source, the server will end up
caching the incorrect entries locally and serve them to users that
make the same request

e For example, an attacker poisons the IP address DNS entries for a target
website on a given DNS server, replacing them with the IP address of a
server he/she controls

e He then creates fake entries for files on the server he/she controls with
names matching those on the target server
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C EH interactive TCP Relay

Certified = Ethical Hacker

E]InteractiveTcPRela—[1TR1] ' 1 =101 x|
o "8 File Edit View Options ‘Window Hel =18 x]
Interactive TCP Relay operates as N ; i
a simple TCP tunnel listening on a N
specific port and forwarding all sewec| 1 1 1 1 | || ] Ecodng. NS sl
traffic to the remote host and port |"“SF'°| SRS N IS W —=
Change Encoding Errar : Can't open encoding file
Tufiesiig ageaen =
Inject |
. “Waiting Meszages ,—
The program can intercept and gt —
edit the traffic passing through it -
ntercept
[ Don't show messages
| |
| |
The traffic can be edited with the ¥ | o
bUiIt-in HEX editor Incoming +| [s00000
Inject ﬂ 4| | ﬂ
Far Help, press F1 MM
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c EH interactive Replay Attacks

Certified = Ethical Hacker

John sends a message to Dan. The
attacker intercepts the message, changes
the content, and sends it to Dan

(O

ATTACKER
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Certified = Ethical Hacker

Raw Sniffing Tools
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C EH Raw sniffing Tools

Certified = Ethical Hacker

Sniffit
Aldebaran
Hunt
NGSSniff
Ntop

pf

IPTraf

Etherape

EC-Council

Snort
Windump/tcpdump
Etherpeek

Mac Changer

Iris

Netlntercept

WINDNSSpoof
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C EH Features of Raw Sniffing Tools

Certified = Ethical Hacker

Data can be intercepted “off the wire” from a live network connection, or read
from a captured file

It can read the captured files from tcpdump

Command line switches to the editcap program that enables the editing or
conversion of the captured files

Display filter enables the refinement of the data

Copyright © by EC-Council
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c EH HTTP Sniffer: EffeTech

Certified = Ethical Hacker

It enables on-the- It parses and

An HTTP It captures IP flv content decodes the
protocol packet packets o e\>/lvin while HTTP protocol,
sniffer and containing HTTP monitorgin e and generates a
network analyzer protocol g web traffic report

il for reference

HTTP
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C EH HTTP Sniffer: EffeTech

Certified = Ethical Hacker

L HttpDetect (EffeTech HITP Sniffer)

File Wiew Sniffer Help
s =] | & 7 | &t

Ho. | Time | Client (IF:FORT)] | Serwer (IF:FORT) | UEL Fil... | Status -~
(=3=] ARb 192, 1858. 1.3 3057 www. effetech. com @50 i 35660 FIH, Z00

Ta AREE 192, 165. 1.3 30558 www. effetech. com (S0 FimagesS=tyle. c== FIH, 304

T1 Jua. .. 192, 165. 1.3 30558 www. effetech. com (S0 Fimages/logo_main. jpg FIH, 304

T2 s 192, 165. 1.3 30558 www. effetech. com (S0 FfimagesSchinese _edition. gif FIH, 304

T3 aarte 192, 165. 1.3 30558 www. effetech. com (S0 Ffimages/=pace. gif FIH, 304

T4 Ju. . . 192, 165. 1.3 3059 www. effetech. com (S0 FimagesSarrow_=mall. gif FIH, 304

= A E i 192, 165. 1.3 3058 www. effetech. com (50 FimagesSaward tucows dratel. .. FIH, 304

= ARG 192, 165. 1.3 3060 www. etherdetect. com. . . Fimages/lozo_m=. =i f BZ5 FIH, Z00

0 9= e .etherdetect. com. .. fimages, Z0_ 1 £ 217 IH,

TS JJna= 192, 165. 1.3 3059 www. effetech. com (S0 Fimages/award FileHunzryv S= FIH, 304

Td Jua. .. 192, 165. 1.3 30558 www. effetech. com (S0 FimagesSaward softwareseclte. . . FIH, 304

=] s 192, 165. 1.3 3061 www. etherdetect. com. .. Fimages/lozo_mit. gif 259 FIH, Z00

g1 ARE 192, 185. 1.3 3080 www. etherdetect. com... Jfimages/lozo _m=s. zif

gz Ju. .. 192, 165. 1.3 3059 www. effetech. com (50 FimagesSaward webawardZ00Ze. . . FIH, 304

g3 B 192 165. 1.3 3053 www. effetech. com 30 Fimagesfed =mall. gif 24269 FIH, =200

G4 AR 192, 165. 1.3 3061 www. etherdetect. com. .. Fimages/logo_cornell. zi f 2027 FIH, Z00

a5 AL 192, 165. 1.3 3059 www. effetech. com (S0 Ffimages/flag detail. gif 1026 FIH, Z00

ta] ] AREE 192, 165. 1. 3 3061 www. etherdetect. com. . . Fimages/logo_reuters. Zif 1522 FIH, Z00

aT Jua. .. 192, 165. 1.3 3059 www. effetech. com (S0 Fimages/flag demo. gif 1013 FIH, Z00 o
[ L] = 2t 1 1o 1 b= b I Vg B = o il SR, O C="n e e wien ] T oy R oy Lo s = 1m1 o TTT lrimin]

HTTP Hequest Header HTTP Response Header

GET /images,logo ibm.gif HTTPA1.1 # HTTP/f1.1 zooO oK e
Aocept: F/7F Date: S3at, 07 Jun 2003 13:32:07 GMT
Referer: http://www.effetech.coms Server: ALpaches1.3.27
Accept-Language: zh—chn Last-Modified: Mon, 14 Lpr 2003 194:11:33
LAocept-Encoding: g=ip, deflate GMT
User—hAgent: Mozilla 4.0 (compatikble: ETag: "bhdas—4d4cl-3eSacl195"

M3IIE 6.0; Windows NT 5.1 Accept—-Ranges: hvtes
Host: wyw.etherdetecot . oo Content-Length: 1217
Connection: EKeep-—-iLliwve we | |HKeep—Alive: timsout=5, max=100 o
Feadsy Buffer: 3% UEL=s: 9% FPaclket=: 393
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C E H Ace Password Sniffer

Certified = Ethical Hacker

Ace Password Sniffer can monitor and capture
passwords through FTP, POP3, HTTP, SMTP,
Telnet, and some web mail passwords

It can listen on LAN and capture passwords of
any network user

Ace Password Sniffer works passively and is
hard to detect

If a network is connected through a switch, the
sniffer can be run on the gateway or proxy
server, which can get all the network traffic
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c E H Ace Password Sniffer: Screenshot

Certified = Ethical Hacker

4+ Ace Password Sniffer
File ¥iew CLControel Help
L H o 7

Time | Client | Serwver Fraotocol | 1. .. Fazsword M Infa P
Jun O7, Z2.. 192.166.1.3 202.1. .. FOES  JEE 1234 0K +0E User successfully logzed on
Jun O7, 2.. 192, 1658. 1.3 Zo0z.1. FOFP3 L. .. 1234 OE +0K User successfully logged on
Jun O7, Z2.. 192.166.1.3 202.1 FOES h... 1234 0K +0E Uszer successfully logzed on
Jun O7, Z2.. 192.166.1.3 202.1 FOES hiins 1234 0K +0E Uszer successfully logzed on
Jun 07, 2.. 192, 165. 1.3 192.1 HITF roat roat 0K HTTF/1.1 302 Document Follows
Jun O7, Z2.. 192.166.1.3 192.1 HITF root root 0K HTTE, 1.1 Z00 Document Follows
Jun O7, Z2.. 192.166.1.3 192.1 HITF root root 0K HTTE, 1.1 Z00 Document Follows
Jun OT7, 2. 192 168.1.3 1921 HTTF root root OE HTTF/1.1 200 Document Follows
Jun O7, Z2.. 192.166. 1.3 192.1 HITF root root 0K HTTE, 1.1 Z00 Document Follows
Jun O7, Z2.. 192.166.1.3 192.1 HITF root root 0K HTTE, 1.1 Z00 Document Follows
Jun O7, 2.. 192, 1658. 1.3 192.1 HITF root root 0K HTTF/1.1 200 Document Follows
Jun O7, Z2.. 192.166.1.3 192.1 HITF root root 0K HTTE, 1.1 Z00 Document Follows
Jun O7, Z2.. 192.166.1.3 192.1 HITE root root 0K HTTE, 1.1 Z00 Document Follows
Jun 07, 2.. 192, 165. 1.3 192.1 HITF roat roat 0K HTTF/1.1 200 Document Follows
Jun O7, Z2.. 192.166.1.3 192.1 HITF root root 0K HTTE,S1.1 Z00 Document Follows
Jun O7, Z2.. 192.166.1.3 192.1 FTFP root root 0K 230 User logged in, proceed.
Jun OT7, 2. 192 168.1.3 192.1. .. HTTF root root OE HTTF/1.1 200 Document Follows
Jun O7, Z2.. 192.166.1.3 192 s, HITF root root 0K HTTE, 1.1 Z00 Document Follows
Jun O7, Z2.. 192.166.1.3 192.1 HITF root root 0K HTTE, 1.1 Z00 Document Follows
Jun O7, 2.. 192, 1658.1.3 192.1 HITF root root OE HTTF/1.1 200 Document Follows

R i e 1 ' root i 1.1 Docament Follows
Jun O7, Z2.. 192.166.1.3 1921 HITF root root 0K HTTF, 1.1 Z00 Document Follows
Jun OT, Z.. 192, 165.1. 3 192.1 HITF root  raoot
Jun O7, Z2.. 192.166.1.3 192.1 HITF root root 0K HTTE, 1.1 Z00 Document Follows
Jun O7, Z2.. 192.166. 1.3 192.1 HITF root root 0K HTTE, 1.1 Z00 Document Follows
Jun OT7, 2. 192 168.1.3 192.1 HTTF root root OE HTTF/1.1 200 Document Follows
Jun O7, Z2.. 192.166.1.3 192.1 HITF root root 0K HTTE, 1.1 Z00 Document Follows
Jun O7, Z2.. 192.166.1.3 192.1 HITF root root 0K HTTE, 1.1 Z00 Document Follows
Jun O7, 2.. 192, 1658.1.3 192.1 HITF root root 0K HTTF/1.1 200 Document Follows
Jun O7, Z2.. 192.166.1.3 202.1 POES h... 1234 0K +0E User successfully logzed on
Jun O7, Z2.. 192.166.1.3 2021 FOES h... 1234 0K +0E Uszer successfullwy logzed on
Jun 0T, 2.. 192 165.1. 3 02,1 SMTF L 1234 0K 235 LOGIH authentication sue. ..
Jun OT, Z.. 192.165.1. 3 BE. 35 HITF 4] HITES1.1 100 Continue W
Beady Count: 5T
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CIEH win sniffer

Certified = Ethical Hacker

Win Sniffer allows network administrators to capture passwords of any network user

Win Sniffer monitors incoming and outgoing network traffic and decodes FTP, POP3,
HTTP, ICQ, SMTP, Telnet, IMAP, and NNTP usernames and passwords

Administrators can assess the danger of clear text passwords in the network and develop
ways to improve security using win sniffer

It has integrated technology that allows to reconstruct network traffic in a format that is
simple to use and understand

It has one of the most intuitive packet filtering system, allowing you to look only at the
desired packets
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c EH Win Sniffer: Screenshot

Certified = Ethical Hacker

= .
file Sdapter Dol o
= - Thark w0 bor papchast |
a2
Eroem 1§ I Fridamal | Ly r P ] [ Lot
Pl = 1 o LR R L
1 29 . i Fz. iy e = e w7
5T e e O | R L Atk
| o T Pl l b Ll T
o T P hid= e 1 Tl
i e A Ao P e A e s
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C EH MSN sniffer

Certified = Ethical Hacker

All intercepted
MSN Sniffer messages can be
It records MSN
copures o B Cconversations [l <aved =AML
automatically
network processing and
analyzing

Capturing Messages

'0

N
Chatting ﬁ

A

\//

EC-Council

Everything will
be recorded
without being

detected
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c EH MSN Sniffer: Screenshot

Certified = Ethical Hacker

¥ MSN Sniffer
Fle W¥iew Sniffer Help
1 = i
Q@ O 0 @ o
Stop  Report Help fabout  Register
Local M5H Accounks x | ~
= 45 joe 210
Rl MicnieScaut () |
5 wilMa = the Windows Liv |
&y Georgefilue; WilMa - the |
= &2 GeorgeBlue |
| 5 joe 210; WilMa - the Win |

Welcome back,

| 1 Type "maovies® to see the movies near you
2 Type "genre” to search for movies by genre
@ | 3 Type "zip" to change the location of your search

| Mowvies playing in or near Los Angeles, CA (90001) on Monday,
x MNovember 20th

MSH packets: 453 1 Happy Feeat [PG]

Local users; 3 2 Casino Royale [PG13]

Cormversations: 1 3 The Santa Clause 3: The Escape Clause [G]
Messanes: 118 4 Flushed Away [:..J;]

& Barat [R]

6 Stranger Than Fiction [PG13]

Type "mora" for the next set of results.

|  The movie "Casino Royale® is playing at the following theaters in or
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C EH SmartSniff

Certified = Ethical Hacker

SmartSniff is a TCP/IP packet capture program that allows you to inspect
the network traffic that passes through your network adapter

It is a valuable tool to check what packets your computer is sending to the

outside world

5‘3 SmartSniff

EC-Council

File Edit Wiew Options Help
m T\ 2 1
Index Packets Protocol | Local Address Remote Address | Local Port Remote Port | Service Name Capture Time Total Size Data Size Loc#
g 2z TCR 10.0.0.5 10.0.0.1 22936 359 ldap 71312006 4:45:25 AMIG0S 10,115 Bytes 7,922 Bykes
9 7e TCP 10.0.0.5 10.0.0.1 22863 3268 FI3/2006 4:45:28 AM:171 11,749 Bytes 5,640 Eytes
10 7 TCR 10.0.0.5 10.0.0.1 22866 389 ldap 71312006 4:45:28 AM: 734 4,167 Bytes 3,690 Bykes
11 24 TCR 10.0.0.5 10.0.0.1 22862 3265 71312006 4:45:48 AM: 234 4,044 Bytes 2,856 Bytes
12 20 TCP 10.0.0.5 10.0.0.1 22937 445 microsoft-ds FI3/2006 4:46:00 AM: 454 4,931 Bytes 3,954 BEytes
13 15 TCR 10.0.0.5 10.0.0.1 22856 389 ldap 71312006 4:46:09 AM:G40 13,516 Bytes 11,416 Bytes
14 z LDF 10.0.0.5 10.0.0.1 22939 53 domain 71312006 4:46:25 AMGET 399 Bytes 199 Bytes
15 Z LUDP 10,005 10.0.0.1 22940 369 ldap 7132006 4:46:25 AMIGET 550 Bytes 311 Bytes
16 22 TCPR 10.0.0.5 10.0.0.1 22941 389 ldap FI3/2006 4:46:25 AM:TEL 10,118 Bytes 7,922 Bykes
17 2 TCR 10.0.0.1 10.,0.0.5 359 22854 ldap FI312006 4:47:08 AMZ1E 975 Bytes 429 Bytes
15 z LDP 10.0.0.5 10.0.0.1 2294z 53 domain 71312006 4:47:25 AM:GTS 399 Bytes 199 Bytes
19 2 uoP 10.0.0.5 10.0.0.1 22943 359 ldao FI3I2006 4:47:25 AMETS S50 Bvtes 311 Bvtes ¥y
4 ?
A
R E H.{g.2 JHiNL,3..6..9. .2 @..V(KF. .=, .eann-- 4=H...9F .q2..... 1'y."HE* . n[...h..6Np..... G/
I . 3. S
B 2 je.A..m.P.9. .IVHR.d.<3_=.]-..e..4:_0J.Han.T_ y@...: HE1.E..7.
JPCoLLUAY . Lx. L FUGLR L L ) R ko...e . {A_|JR"..... 2 H..m8z..-.z....9..... @ ....K...... 1.jr.p ..Ul ... LT S | -3 :
SF.S.HLEL L ¥uzo L.
e 2 [ D ORI -5 R ISRV & SR Jioo.... n.LX..P.u%.)..Q2....T ..7..).cu..n - z.. .. 1p.
. 2 D..+. ... Ey.EW...... Y...z..2. K. H.onoo{ooo 3. 10 %2t 3..T.={1s.¥..I.R..U.&s=..... s7.;
). [B>..MMDK..5F.1.... z¥n
...... 1. 1tH51.F.
Il N — [ b
£ >
759 Packets Captured R -
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c E H Session Capture Sniffer:

Certified | Ethical Hacker N etW i tn eSS

The patented technology recreates “sessions” and displays them on the
screen

The Law enforcement agencies in the U.S. like FBI use this tool

NetWitness audits and monitors all traffic on the network

It evaluates activities into a format that like-minded network engineers and
non-engineers can quickly understand

It records all activities, and transforms the “take” into a dense transactional
model describing the network, application, and content levels of those
activities
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c EH Session Capture Sniffer:

NWTreader

Certified = Ethical Hacker

=0l

Edemnwm - NetWitness Reader
File Edit View Mavigate Help
= &, s 2 [
open  Clase Find Report | Edit Help  About
: Down Depth j 1' ; J — Lesz 4 Moare | |[4=iFirst  [#= Fage, 4= Freu Mgt mb Page mb|  Last =] | Add A | Export [l Frint Za FTP Sess i Ons
"8 Collection Displaying 1 - 1 of 1 sessions =
.% Action
capture
' Time Service Size Eventis
Ali 1/10/2003 2:52:31 FTP 2,249 = 10.1.15.44 : | -
Content = 4009 4= 3= 219.106.240.235: 21
B port £ Login = € anonymous
B Properties s . . .
Get = =| /pub/network/misc/anti_sniff_researchwi-
O Protocol % _] [/puby _ | _
Resource ‘I I »
/
F'acketsil Mail =1 web 70 .l"\udi0+|-|ﬂ-|+| Save [ Print &/

EI% Service

%1 J i1 Side 2 | Auto B | Details [B] | Tew 53 Stings Aec Hex Oufe

----- Ry 50 (TTP) =6 r
----- 110 (POP3) =1 ype: Text

----- Ay 118 (INTF) = 1

----- 137 (NETBIOS) = 1

----- 443 (HTTPS) = 1

----- Ay 1423 (TD5) = 1

----- Wy 1720 RTF) = 1

----- Wy 5050 (YAHOC IM) = 1
----- Wy 5667 (IRC) = 1

219.106.240.235 : 21

[ size
-2 Time
[]—--’ User
4] [» I_I
Ready [ o [
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c E H Packet Crafter Craft Custom

o m e a TCP/IP Packets

_™ Komodia's packet crafter

Source |P; | 1 ) 1 ) 1 ) 1 Source part: |EI
Destination [F: | 2 . 2 . 2 . 2 D estination port: |ﬂ]

Header zize:

(bytes) |20 [v Default size
|dentification: |EI W Fandom
Checkzurm: ||:| [+ Default checksum

Type of service: | Rautine

=
=

Fragmentation |Ma_l,l frag Send [P packet
flags:

Offzet: |EI Wit Ls: wii, kormodia, corm Send [LMP packet
TTL: |255 Send UDP packet
Data size |EI Uze 1 ar mare, Send TCF packet

Datz ] when sending T x
Flags: ™ URG I~ ackl™ PSH I RSTI SYN [ FIM

Sequence: ID— Bk
J Acknowledge: ID—

"dindoe: |-|5|:||:|—

rgent ID—

Offzet: |5—

TCP checksum: IEI— Iv Default checksum
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CIEH smAC

Certified = Ethical Hacker

SMAC is a MAC Address
Modifying Utility (spoofer) for
Windows 2000, XP, and
Server 2003 systems

It displays the network
information of available
network adapters on one
screen

The built-in logging capability
allows it to track MAC address
modification activities

EC-Council

Fe View Opbons Hﬂb
_ID__“'r"ucwra | S|~Gc-Iu:J | Metwork Adapter IF‘M!Iiess Tcrm; MAC i
Bluetooth Personal Area Network from TOSHIEA. 00-10-CE-EE-DE-FE
“IJ'I Yes Intel{F) PRO Mireless 29154BG Netwark Conne 19.. 1[-3 0,107 00-50-0B-F5-BD-23
L1} 3 Mo Wiwara Virual Ethermet Adapter for Vidnetd 192.168.17.1 00-50-56-CO-00-08
[¥" Show Only Active Network Adapters Update MAC Ramove MAC
h. = ACA -
stk mm}'l Mo cldiess — Restan Adapter IFCaonfig
ﬂﬂ-1l]-l'l:-31-[.'lb-91x i
— Random MALC List
_EIGIT.!-'-.L EQUIFMENT CORPORATION [0010FE) x| Rafrash Exit
Spooted MAC Address Metwork Connection 3> |
:I:ID-] 0-FE-81-D6-91 - | ;LDECHF'\IE'G Connection
Activa MAC Address Hardware ID > |
:IJIJ-l (-CE-EE-DE-FE a | :hlue:nnlhkﬂﬂﬂdﬂﬂﬂ?
Disclaimer: Use this program at your own risk. We ane not responsible for any damage that may occur o any system, &
This program is not to be used for any illegal or unethical purpose. Do not use this program if yvou donotagree with
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C EH NetSetMan Tool

Certified = Ethical Hacker

NetSetMan allows you to quickly switch between pre-configured network settings

It is ideal for ethical hackers who have to connect to different networks all the time and
need to update their network settings each time

It allows you to create 6 profiles including IP address settings, Subnet Mask, Default
Gateway, and DNS servers

™ NetSetMan
TEMP 5ET1 SETZ2 SET3 SET4 SETS Lm
Local Area Connection (Intel{R) PROJ100 YE Network Conmection » | | Refresh
EI P Additional
Obtain an IP a.ddress automatically ] PC Nafhe
() Use the Following IP address
IP Addrass [ DNS Domain
Subnet Mask L O workgroup
o @ Default Gateway O WINS
[FIDNS Server
'f__:i' Obtain an DNS address automatically
(%) Use the Following DMS server addresses
Preferred T
o8 Alternate - . \
on-Commercia Freeware jechon.el.d Copyright © by EC-Council
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CEH nNtop

Certified = Ethical Hacker

Ntop is a network .
t raffi C p ro be t h at _<1,:| ._ ) l%j_ ) E’;} B I;tp:,-',-'l2?.;0.1,-'nslwul-‘fr.lme.html @ co |[GL
S h OWS th e n etWO r k Web Interface for N... Meozilla Firefox Help \User Support Forum Plug-in FAQ =

u Sag e About  Summary All Frotocols  IP Media Admin  Utils (C) 1998-2004 - L. Deri
Network Traffic [TCP/IP]: All Hosts - Data Sent+Received
I n I nte raCtlve m Od e I t Hosts: [ All] [ Local Only ] [ Remote Cnly ] Data: [ All] [ Sent Only] [ Received Only ]
]

- Host Domain pata =] FTP| HTTP | DNS |Telnet|NBios-IP| Mail |DHQ
displays the network oz renaseP asvelon | csawelesara] o| zawe|irare
y 192.168.0 58 @ 7FOMEB 331 % 0|24 ME 2B.3 KB o] 0| 868 KE
status on the user’s 19210002 @O sews|zs7o| oltowe| o o zams| o
c I 113016 cahostnet A 2 © BE |1645KB| 08%| 0| 627 0 0 01639 KB
te rl I I I n a 0.0.0.0 '% 1096 KB 05% o 4] o] o] o] [}

mail.humancentrictech.com [} . =] 801KB| 04%| O 0 0 0 0| 80.1 KB |
tamale [NetBIOS] 489 KB| D.2% o 4] 0 0| 488 KB 4]
- iplsin-dns-cac-02.indy.rr.com @ 427KB|l 02%| O 0427 KB 0 0 0
I n We b I ' lOde It aCtS aS £s32.msg.denyahoo.com Bl | 1s0kB| 01 O 0 0 0 0 0
) 192.168.0.52 33KE| 00% o 4] 0 0 0 4]
a web server, creati ng AT e T e B
) 305.156.51.200 Io 10KE| 0.0% 0/ 10KE o] o] o] [}
an html dump of the wlooel o o o o el
80.161.63.67 O 90| 00% o} 4] 0 0 0 (]
=
network status < | °

Done
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C/IEH EtherApe

Certified = Ethical Hacker

Etherape H=] E3
File Edit Wiew Seftings Help

EtherApe is a graphical O @

Mew Open Save

network monitor for Unix

DORAIN

HWINDOWS

Featuring link layer, IP,
and TCP modes, it displays
the network activity
graphically

HTTPS

It can filter traffic to be |
shown, and can read e I

traffic from a file as well as
live from the network
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C EH EtherApe Features

Certified = Ethical Hacker

Network traffic is displayed graphically. The more talkative a node is, the
bigger is its representation

A user may select what level of the protocol stack to concentrate on

A user may either look at the traffic within a network, end to end IP, or
even port to port TCP

Data can be captured “off the wire” from a live network connection, or
read from a tcpdump capture file

Data display can be refined using a network filter
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CIEH Network Probe

Certified = Ethical Hacker

Network Probe network monitor
and protocol analyzer gives the
user an instant picture of the
traffic situation on the target
network

All traffic is monitored in real
time

All the information can be
sorted, searched, and filtered
by protocols, hosts,
conversations, and network
Interfaces

EC-Council

D_bJEl:tPIanet 2002 - 2007

Probe name
e
bjornpc, Bytes

20 Mbitis

Probe description
Network Probe on Bjorn's PC

34.5 MB

Bytes Packets

18 Mbitis
16 Mbitis
14 Mbitis
12 Mbitis
10 Mbitis
8 Mhit's
G Mhit/s
4 Mbitis
2 Mhit's
0 Misit's

6 Mbités
S Mbitls_ 7 M

3 Mbitis .

P L
L L
2Wbitrs [ g
1 Wtts | @, d 2
L] L]

0 Mbitis r

onsdag 21 mar 12:19 - ensdag 21 mar 12:35

Mrow

Hosts Conversations Protocols Cards

® N\ B Mbitis

Average

boitfs

"o \ammbiis
* [10mnitis

11 Mbitis

MName
ether.IP.TCP.svn
ether.IP.TCP.rtsp
ether.IP.TCP. http
ether,IP.TCP.9400
ether.IP.TCP.pop2

Top n protocols chart (%

Top EI protocols indexed by Eytes b

Port Description
1.2048.6.3690 Subversion

1.2048.6.554 Real Time Stream Co

1.2048.6.80
1.2048.6.9400 Tral
1.2048.6.110 Pos

¥ Bytes Packets Hosts
18.5 MB 19975 o

ntrol Protoct 12.8 MB 14632

Web HTTP 3.4 MB 5418 36
on Control [RFC792] p
Protocal -

43.1 KB
Version 2 24.5 KB 95 3

Conversations

ether IP. TCP svn
ether IP.TCP rtsp
ether IP.TCP http
ether IP.TCP.9400 i 44 171
elherJP.TCP.pop3 fi 25 109

9[77 453

i 2000 000

4000000 GOOOOOD 000000 10000000 12000000 14000000 16000000 16000000 20000 000

Bytes
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C EH Maa Tec Network Analyzer

Certified = Ethical Hacker

MaaTec Network

- - % MaaTec Network Analyzer - Capture.mna - [Capture.mna] E]@
An alyze ris a tool that is Bt €t Colect Yow Took Wirdow thip _ 15| x
' D ad v x
d _I: t = > B (D Y| e =@
u Se O r Cap u r I n g ) 2 Time (Length) MAC Src. MAC Dest. Type L3 Src. L3 Dest. ﬂ
5 5 Hame jiinfallCost 15:48:47.796935 [86)  Gateway router Gateway Local Network
SaVI n an d an al Z I n th e fililass | LSl FOEGES 15:49:02.660023 (54]  Office PC 1 HP Printer HTTP Office PC Printer IP
) q Lecal® 0 15:49:02.661230 (60)  HP Printer Office PC 1 HTTP Printer IP Office PC
- 0050BF063ER7 0 15:49:02.662741 (60)  HP Printer Office PC 1 HTTP Printer P Office PC
n etWO r k t raffl C 15:49:02.662833 (54]  Office PC 1 HP Printer HTTP Office PC Printer [P
15:49:17.796812 [86) Gateway router Gateway Local Network
15:49:47.796664 [36) Gateway router Gateway Local Network
K — | 15:49:54.866533 (187)  Office PC 1 NetBIOS MC NetBIOS
Title 15:50:00.375810 (187) Asustek-A20454 NetBIOS MC NetBIOS |
PacketListl 5% [86) Gateway router Gateway Local Network
Capture.mna [250)  Office PC 1 NetBIOS-DGM  Office PC Local Network
PacketList2 45% 42) Office PC 1 ARP
New... [60]  Gatcway Office PC 1 ARP
. [62) " ofice PC1 Gateway HTTP Office PC 80.190.43.13
Featu res . . [62] Gatcway Office PC 1 HTTP 80.190.43.13  Office PC
. 15:60:25.655601 (54]  Office PC 1 Gateway HTTP Office PC 80.190.43.13  ~|
Ethernet Il rS
Dest  0OAOCS294185 [Gateway) 0000: 00 40 C5 29 41 86
Src 00ED7D95E958 (Ofice PC 1) 0006: 00 EO 70 95 ES 56
Ethertype: 0800 (IP - Internet Protocol) o01iz: 08 00
P4 - Intemet Protocol v
I t H Total Length: 48 0016: 00 30
b4 eal -tl I I le n etWO rk Identification: 22600 0018: 58 45
trafflc Statlstlcs Time to Live: 128 o0zz: &80
Protacal: & (TGP - Transmission Control Protocol) oozz: 05
Src 152.165.100. 105 (Office PC) 00z6: CO LS 64 69
Dest 60.190.43.13 0030: 50 BE 2B 0D
» Scheduled network
TCP - Transmission Contral Protocal
- Sre Port: 1938 D034: 07 22
traffic re PO rts Deat Part 80 (Word Wide Weh HTTF) Bose: o0 20
- - - - Synch on
Options
e Online view of incoming et o oo
4: BACK permitted o0e0: 04 02 v
packets EE B coseon [
For Help, press F1 UM
[ ]

Multiple data color
options
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CEH Tool

Certified = Ethical Hacker

There are three main modes in which
Snort can be configured: sniffer, packet
j AR L - logger, and network intrusion detection

* system
'Ncl THEPOT

<}
Timeframe: 2003-07-16 20-05:03 to 2003-07-19 20-05:12 .

Current Time: 2003-07-19 20:05:12 e O e

Unique Signatures: 11 61,81 O Tcp 81y

Number of Alerts: 131 0O uoe cox

o o Sniffer mode reads the packets off of the

Latest Alert: 2003-07-19 12:07:26 B Portscan (0)

e network and displays them for you in a
| continuous stream on the console

m Prio # Alerts # Sources # Dest. Detail
1 1 \;'ZIEEBB-CL\ENTJamscr\pt URL host spoofing attempt [sid 1841] [bugtrag > 1 1 SroTe
2 2 SCAN SOCKS Proxy attempt [sid 615] [url help.undernet.org/proxyscan/] (59 12 5 Summary
3 2 ICMP L3retriever Ping [sid 466] [arachnids 311] 32 1 1 Summary
4 (2 |SCAN Squid Proxy attempt [sid 618] 6 1 1 Summary
5 |2 DDOS mstream handler to client [sid 243] [cve CAN-2000-0138] 3 1 1 Summary P k t I m d I th k t t
6 |2 |SCAN Proxy (8080) attempt [sid 620 6 1 1 Summary aC e Ogge r O e OgS e paC e S O
7 2 ICMP Large ICMP Packet [sid 499] [arachnids 246] 6 2 1 Summary h d = k
5 3 ICMP Destination Unreachable (Communication Administratively 10 4 1 Summa t e IS
Prohibited) [sid 485 =Summary
9 3 ICMP Destination Unreachable (Communication with Destination Network > > 1 Summa
is Administratively Prohibited) [sid 457 =ummary
10 |5 (spp_stream4) STEALTH ACTIVITY (SYN FIN scan) detection 2 1 2 Summary

bors mpe g Network intrusion detection mode is the
most complex and configurable
o TR configuration, allowing Snort to analyze
the network traffic for matches against a
user-defined rule set
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CIEH Tool: Windump

Certified = Ethical Hacker

WinDump is the porting to the Windows platform of tcpdump, the
most used network sniffer/analyzer for UNIX

E:"-.,WINNT"-.,E',rstEn132"-.,l:n1d.e:-ce - windump -n -5 -¥¥

C: \}u1ndump -n -5 —wu
: listening on “Device~NPF_{FA36ABER-53D7—-4C7B—B2E4-B82BEF4D72D8

427131 IP <tos Bx88, ttl 186, id 58655, len 168> 68.193.118.230.58688 >
192 1EE 2.162.5088: udp 88 1
17:56:53.493683 IP <(tos BxB8, ttl 186, id 58656, len 188> 68.193.110.230.5888 >
172.168.2.162.5800: udp 88
17:56:53.586894 IP <(tos BxBB8, ttl 43, id 46888, len 46> 64.4.26.258.80 > 192.168
-2.69.2446: . [tcp sum ok] 8942392202:894239202<8> ack 4229117801 win 17528
17:56:53.586528 IP <tos BxB88, ttl 43, id 46881, len 518> 64.4.26.258.88 > 192.16
8.2.67.2446: P 874239202:894239672478> ack 4229117801 win 17528
17:56:53.588241 IP <(tos Bx88, ttl 43. id 46882, len 576> 64.4.26.258.880 > 192.16
8.2.67.2446: . 8974239672:894249208<536> ack 4229117801 win 17528 |
17:56:53.588465 IP <tos BxB,. ttl 128, id 12285, len 48> 122.168.2.69.2446 > 64.4
-26.258.88: . [tcp sum ok] 4229117801 :4229117801<8> ack 8942482698 win 16514 (DF>

19:56:53.588682 IP (tos BxB8, ttl 43, id 46883, len 186> 64.4.26.208.88 > 192.16
8.2.69.2446: . B74248288 :894248274C66> ack 4229117881 win 175280

19:56:53.527161 TP <tos BxBB, ttl 187, id 38218, len 1568> 68.58.11.235L.2824 > 1
22.168.2.69.2443: | 47592813:47594273 (1468 ack 4228398193 win 8359 (DF)
19:56:53.538245 IP <(tos BxBE, ttl 186, id 58657, len 188> 68.193.118.238.5888 >
192.168.2.162.58688: udp 86

19:56:53.588115 IP <(tos BxB8, ttl 243, id 39962, len 48> 282_.87.41.115.88 > 192.
%53.2.129.2549: F [tcp sum okl 34611089112:3461189112<{8> ack 6724698 win 8768 (DF
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Tool: Etherpeek

Certified = Ethical Hacker

EtherPeek NX - [Capture 1]

&
D= E & & ] ST EAMM| (3
[ [ 7744 || [ 100%
| | 77,441 || | == |accept al packets Stat Capture
| | 735
| | 2.308] B 3
Het Hode 1 (Client) Het Hode 2 (Server) Packets Duration Problems TCP Status Ave Resp Time -
= ﬂp4.aggroup.com 161.6.17.134 §12 1 Ethernet netWO rk trafflc and
= TCPIPor‘t 32850=-=Paort 1497 809 00:00:33.7585 78 Closed
o TCP Transport Retransmizsion 34 p rOtOCO I an a I yze r . By
i TCP Slow Acknowledgement 34 o o o o
© 1P Too Meny Retransmissions ] monitoring, filtering,
o Lowwy Server-to-Client Throughp 1 - - -
+- 28 TCPiPort 1435<-=F TP Contral 3 00:00:01.412 1 Cpen dECOd Ing, and dISpIayIng
= ftpd aggroup .com 203197 894 145 a73 380 = =
@8 ikt wdpaciets oo x packet data, it finds protocol
= wildpackets com AUTHOZ MS UUMET 12
UDPPort 43505=-=0M5 12 00:01:23.279 89.225 mz e r rO rS an d d eteCtS n etWO rk
-] wildpackets com bgtld-servers net E
&= DPPort 43505<-=DN3 6 00:01:04.191 13.567 m= prObIemS SUCh aS

+ wildarkets com 2NT /T NN AP el unauthorized nodes’

Problem Summary  Problem Log | Mode Details

| entrics: INPRL misconfigured routers, and

Date/Time Description Het Hode 1 (Client) Het Hode 2 (Server) Packet Protocol/App -
10/9/2001 16:30:11 | TCP Reset Cannectian by Client elliott wildpackets.com weww forsslsinsandis 23843 TCPMPort 51955<-=HTTP unreac h ab I e d evices
10972001 16:30:11  TCP Reset Connection by Client ellictt wildpackets com weeewy forsaleinsandie 23556 TCPPort 51956=<-=HTTP
10M972001 163011 | TCP Reset Connection by Client ellictt wildpackets com weewe forsaleinsandie 23857 TCPPor 51957 <-=HTTP
10972001 163010 Slow Server Response Time (12107 sec 192216124 11 dhcp-dynamic- 3 wildp 23537 TCPPort S003=-=Port 2050
1092001 163011 | TCP Reset Connection by Server 24.161.200 133 fipd wildpackets com 23540 TCPPort B505=-=FTP Caortral
101972001 16:30:11  TCP Transport Retransmission (570 ms fi 24 161.201 133 ftpd wildpackets com 23755 TCPPort 6306=-=FTF Data ﬂ
Packets J\ hodes b Protocols b Size b Summary b History b Log A Expert f Peer Map J, Fiters
Idle Packets: |77.441 Diuration: |00:02:09
x|
| | 36,521 || ) 36,313 o /A 240 O 132
Date Time Message ﬂ

10/ 9/2001 § 16:35.00 hittp: ftursa weildpackets comimages2about_us_over oif from 24,31 50,858
10/9/2001 § 16:35:00 hittp: bursa wildpackets comimages2oontact_us_ower gif from 24 51 5085
10/9/2001 | 16:38:05 hittp: bursa wildpackets comimagesinews _stories_over gif from 20830174 .43
10M9/2001 : 16:38:05 hittp ursa wildpackets comimagesinews_reviews_over.gif from 208.30.174 43
10M 92001 : 16:38:08 hitp: e sa wildpackets comimagesnews _reviews_over.oif from 20830174 43 T4

0000
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C/IEH Netintercept

Certified

B B

K Packstaizec

Ethical

Fie Forensics Format Help

=
New COpen Delete
Taffic | Guremary | Forensics | Aerts | Wews | Confuration |

Import

Hacker

&

=

Export | Report

2105

Find #

= 0

Mask

2108

Tirree

21:08

K
Revert

Wrat's this?

21:08

202 2103 21:04 2107 211
tart [2003-MuR-17 210046 2| Trace | |00SO:DACEEAET | bnsmoulh AU Fiter |NONE
End [0 MAR-17 210230 5| Trace 2 (00802730001 | Arkham RCY crenge (B~ |ET ~ |

Packety: 101,963 Bytes: 51,394,513 Ava FOD) | IIECECNEN N il

EC-Council

=10l |

A sniffing tool that studies external break-in attempts, watches for the misuse of confidential data,
displays the contents of an unencrypted remote login or web session, categorizes or sorts traffic by
dozens of attributes, and searches traffic by criteria such as email headers, websites, and file names

: =10/ x]
Fie Forensics Format Help
=] - ] & B8 i = & [
Mew Openi  Delete Import  Export Report Find # Mask Time Fevert | ‘What's this?
Traffic ] Gummary | 3 | Herts l Wiews ] Configuration ]
Saarch I Search Or = Search | Search l ]
SRC MAC Addre] Manufactwrer | = | [ 0ST MAC Addre] Manufacturer [ =] | Fite Nane =] [ content Type [Times =]
0 00 56 38 D504 50604 0008636 DB 04 Galewsy 38,0504 OMIC3 IRt LAMAGAaA T BNt _{ Barures CME 1
000 C0:47: D548 4 WhgtHT D548 feomicaidber tAmageskurment _features_ et [il
. AcctonD7 Fl 28 riAmagesiurrent _features MAF il
PO 01 02748543 o 00102748543 SComTdE5A5 oertimagesk _feat P 1,100
pO02:83:11:32:00 G 002 B327:834F  Intel27934F comicadilertimageakarrent_festures_ RC i
002 832793 &F F 002 BI4a404d  Inteda 40 44 omicsilertimageskurrent _feadures RC CTCP DCC o
01053:47-1387-92 3 00347038792 Inteli 38792 oimic i et tAmages kurrent _features Java - o
00347 EEDS35  IntelEEDDS 00347 EED3:35  IntelEE.DS:35 feomicsd Amagesfcurrent_f 3 IFEG B5
00 04 -AC 080033 | BM_PCMC08:00 JC106:D0:33 1BM_PCHMO0S:00 feomics/dibertimageskurrent _feal 5cript 15
00 04 :AC 85 EE:F3 IBM_PCMCEE 2460 [BM_PCMCS0 24 omicaidilbertimageakurrent _feak L CAP [i]
004 AC 902480 |BM_PCMCAD 24 D70DAFE  DelD70AFE omicicilbertimageakurrent _features 7
006 SB-07 DellD 704 FE comics e tAmagesicurent_features_ o
- AComBE BLAE o dlber images idibert_logo,oif 795
0:0:7AB8:01:F1 AmsicomB9:D1 1 ormicsidibertimage: stpatricksday_ 7
01054 78:0F99 0400543 ECE7 Lirksysd3ECET omicaicibertimageahead _ciibert gif i
00 TABIDTF A 0:40.05 ADO0'E0  LinksysAD 9050 omicicibertimageakhwad_doghert gif [
01083 TBIEDC HF=LI 0:40:05:43:03:B6 Linksyaad:D3:BE fromicsidoertAmageshead_rathert o [i] b
0400543 ECET  Links 0-40-28:40: 4088 TriGamd 0 d4 68 e rnagesead_wall o 1
04005430566 Link 04033 D2:26:35  AddtronD2 2638 omcsidiberbimageshay_buy_| A S WA 0
0:40:33:D2:30°CC AddtronD2 3D0CT omicadiert imageakhay_com BSWORD 0
05004 ADSSEE  IComADBEBE omicsidibertAmageshay _com FEDGRAM 54
3 §B-F3:13  3ComBB: | Weomicsidisrtimageshiay_d MENS B4
050044084 6E  3ComaD:B4 B6E E&:B:  3ComCd EABT eomicsidibrtimageshay_desl NESESS 36
0S0:DAEE:EI 13 3ComBB:ESIS E598 HrcomAEESSS omics/ilbertimageshay_email_t uNTF 0
050 DACSEAE  3ComCd EABT Iniber3 A 1001 omicaidibertimageahay_e_grestings s TR ag
D0S027 349001 Intel34.10 01 SCHES Lite-0nS05CH3 omcsidertimageshay_e_greetings_ EOE 1
00-AN-CCS0-5C:82 Lite-On50.5C:63 0:F0:CE98 ComPrdinF0:CE:9E feomics dibertimageshay_games FlainTs! 168
0-B0:C0:F0:CE-28 ComProinFO:CE Dels31 80-87 = feomicsiibertimageshay_gsmes G 0 -
0-CO4FEa0ET  Dels! 2067 Initei58 7450 EiN] 4 » d
Al | I | I | Al | Ity Il | I
aery: v | tow | peete | coumns  Cowl | Bumcecowmns| Citen v | winswey =] &b Find Connestions
22 TN N I
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C EH Netlntercept: Screenshot 1

Certified = Ethical Hacker

-~ Netintercept - 1615_14
File Traffic Format

LW[ AL I MO k1 A2 W3 M4 MS ME K7 MES A I Search  Fepeat Search

Traffic Session I Surnrnaky Conclusions Criteria |

Source: 10.1.0485 Fort: 1054 -

POST Jreg.scffstypom=wizéleid=10338s1=1&langid=1058351id=9638pppy=3&pp go=9appwal=1&
ppecc=0 HTTES1. 1.

Accept: dmageSglf, imagesx-xbitmap, imagesjpeg, ImageSpjipeq, applicationmsword,
ST

Beferer: hitp:  Sregister menia passport netsfreg, scffstpnm=wiz&leid=10336:1=151an
gid=1033&id=963&pppg="Eppqo=8&ppwal=1&pperc=0.

Accept-Langiage: en-us.

content-Tupe: applicationsx-wwer-fomm-nrlencoded.

Accept-Encoding: gzip, deflate.

User-Agent: Mozillas4. 0 {compatible; MSIE E.0; Windows HT 5.1; .HET CLE 1.0.3705
1.

Host: register msnia. passpoct. net.

content-Length: 5743,

Connection: Keep-Alive.

cache-control: no-cache.

Ccookie: ErowserTeshb=Successs.

FTessel=tmess ignTotane=gwshmbad SHEmaill=taesPPTE oo £=50X 3 2 SHY G GDM Am s 1k wEd 3G
dgplhegrab e 58 CaEDIRGREIFHE %2117 00k 1k157 30 AGhX AT 0 smL o bX c 3R A2RT GO 3 2p gy
EFuw R 30c9kAnHe S5 qobRE o0 b Su kR SHEZFwAL 0 PRT o B Lz j Acp Thowe 1wl a¥ 0T jRO0%2 14
ESenpbDAT bpa2GpEd sxkF* enip 105 swbsd 1 adt®Fywirs 04%2 1 thowe ol gDHUE.G SoRMM 11 ¥ T c5TE IPHAZ K
HifAnThY jeALvkeRkz 16V ol vk bl sed idb iHvaGcce 2 snz wehrL 1 iz qARAFRE 2 220 B 2E£07T
UL 0¥ o LELhDEFFSEN EHe © 2utd 7 g e 3WAL j ¥ AT 20w 16 2 e R 30wk L3 £k EnradHE2 1 2% bone G £ 1n
T3wLORPFo=8W s buhYET PTuY J28Wkpe s G L3 w2 1 sL e B n engrngHAE £ %2 1 7 e H4W Proc S0 3m%2 1b A 2
ngh 1wy 0 lmPpnT X gGh ILHIGE WA E £ 2WE2 Lot skmPTE cH] 2w alLl 20 aF 10 E£7Kmnk ¢ s cadovEF Gz add
EQEOT 3T sRe 1¥ TEGRT ckgoonb S amu0E a0 d 642 £omz %2 1PwAT SR 247XV gAhr® ¥y b Enbuibes2 ITH S0 £
XFEEnRE 1500w £0%E 189* ER%21 iTx swHF shESU Lurey awB o cn? SFXneTE 5 aPWY vy LEd S =¥ BT 8L z cowd.
A2 iEn%2 IBEIVEDRE cUq 2 0w S ppIWIETHR AT o4 zAp Ugd T 5L 3 S 9%k B8k £D 2T 0 g by wqi G W2 INHS 2 o
AUCMBWDTRHAUVELT 0 gD AaRM 0T BRomrd e 5 3% 2 14 pPLEQ i t7 1pT sin b0 3k ohBRowhe: ThERASY G 2HEX 0j4hs
Cetivg%d 1paZEE¥HFHA 00K Do gd o i¥ b sB rp 6 3 g3 AL 2§ SR GHWeX jx E¥wdudk %2 1b a2nl14 icELTAL S LI
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C EH Netlntercept: Screenshot 2

Hacker

Fie ‘Jiew

Seauions | Criteria |

COHA HEM Ir |]}5'I‘ IF SRC BYTES | DST IY‘TESIPBWU(-ULl SRC PUE'TlIlE'I‘ PUF.I‘l STAET )
ik old_hroadcast broadcast (X 1] une B8 &7 Fri Mar 14 16:29
156  nal. sandstorm. net broadcast 5B6 1] ung ET 68 Fri Mar 14 16-29
ik 10.1.0 95 10, 255, 255 255 2026 ] UnE 137 137 Fri Mar 14 1&-29
53 10.1.0 85 nsl sandstorn. net a0l 3e80 ung 1023 53 Fri Mar 14 16:-29
ikl 10.1.0, 85 tine, windows, com 43 48 une 123 123 Fri Mar 14 16-29
165 10.1.0 95 1D, 255, 255 255 3575 ] umE 138 138 Fri Mar 14 16-29
170 10.1.0 95 230 255 255, 250 309 ] Une 1031 1900 Fri Mar 14 16-29
171 10.1.0.85 nzl sandstorn. net 34 2497 Une 1034 E3 Fri Mar 14 1589
174 10.1.0,05 vpa. one, microsoft, com 130 2020 TCP 1035 80 Fri Mar 14 16:20
B4 10.1.0 95 req. register, microsoft, akadns, net az1 1572 TCE 1036 443 Fri Mar 14 1&-32
j39  10.1.0 95 outpostrel. real. com 2401 1517 TCP 1038 80 Fri Mar 14 16:35
k47 10.1.0 085 aulws. real. com 1248 260 TCE 1033 80 Fri Mar 14 16:35
CER 10.1.0 95 firewall-in 530 ] une 45709 1900 Fri Mar 14 16-35
55 10.1.0, 85 nexus. passpork, com 423 1403 TCE 1041 443 Fri Mar 14 16:-36
M52  10.1.0, 95 FEXUS, pAssport, con 502 1403 TCP 1042 443 Fri Mar 14 16:367
MED  10.1.0,95 register. passport, net 262 &30 TCP 1044 80 Fri Mar 14 16:36
HEZ 10.1.0 95 Login. passport, com 443 £17 TCE 1045 80 Fri Mar 14 16:36
e  10.1.0,95 regiater. passport, net 207 9650 TCP 1046 80 Fri Mar 14 16:36
k64 10.1.0 085 register. passport. net 348 315 TCE 1047 80 Fri Mar 14 16:36
(LT T 10.1.0 95 regiaster msnia, passport. net 413 11766 TCP 1048 80 Fri Mar 14 16:36
73 10.1.0, 95 1-.-.l_|i.-|1-.-.1 mEnld, passport. net 308 315 TCE 1049 80 Fri Mar 14 16:36
k101 10.1.0 95 regiater. msnia, passport. net 2059 26233 TCP 1050 80 Fri Mar 14 16:37
k203 10.1.0, 95 1-.-.l_|i.-|1-.-.| mEnlB, passport. net £3681 28302 TCE 1051 80 Fri Mar 14 16:37
f403 10.1.0, 95 regiater. msnis, passport. net 6285 18368 TCE 1052 80 Fri Mar 14 16-38
o503 10.1.0 regiater - Fri 14

g, 1.0 1-:!_|i.-|1-.—.| 1 Fri 14

£ 10.1.0 reglater. mSnle, passport 5 L Fri 14

547 10.1.0, 95 1-—|_|i.-|1-| mEnlB, passport. net 6222 16434 TCE 1056 80 Fri Mar 14 16:39
SR 10.1.0, 95 register. nsnia, passport. net E400 17825 TCE 1057 80 Fri Mar 14 16-40
A1 10.1.0, 95 1-—|_|i.-|1-| mEnlB, passport. net E504 16551 TCE 1058 80 Fri Mar 14 16-40
551 10.1.0, 95 regiater. msnis, passport. net 6519 7103 TCE 10549 80 Fri Mar 14 16-40
S 6T 10.1.0, 95 nessenger, hotmail. com T2 a8 TCE 1060 1863 Fri Mar 14 16-40
S 63 i0.1.0, 95 207. 46, 106. 111 261 Qa5 TR 1061 16863 Fri Mar 14 16-40
570 10.1.0, 95 syes, nicrosoft, con 151 BLE TCE 1062 80 Fri Mar 14 16-40
E72 10.1.0, 95 nsl sandstorn, net 120 498 umE 1063 Z3 Fri Mar 14 1640 =
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C EH Colasoft EtherLook

Certified = Ethical Hacker

Colasoft EtherLook is a TCP/IP network monitoring tool for Windows-based
platforms

It monitors the real time traffic flowing around the local network and to/from
the Internet efficiently

Traffic Analysis module enables to capture the network traffic in real time,
displays data received and sent by every host in LAN in different views

Colasoft EtherLook has 3 advanced analysis modules:

« Email Analysis Module: Captures email messages and restores its
contents including sender, recipient, subject, protocol, etc

* Web Analysis Module: Allows detailed tracking of web accesses from the
network

» Login Analysis Module: Analyzes all data logins within the network and
records all the related data
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Atelier Web Ports Traffic Analyzer is a network
traffic sniffer and logger that allows you to
monitor all Internet and network traffic on your
PC and view the actual content of the packets

This includes all traffic initiated by software
products, web sites etc. The capability to audit
what flows in and out of every piece of software
Is critical for security aware users

Atelier Web Ports Traffic Analyzer provides

Real-time mapping of ports to processes

@ (applications and services) and shows the history
since boot time of every TCP, UDP, or RAW port
opened through Winsock
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Colasoft Capsa Network Analyzer is a TCP/IP Network Sniffer and Analyzer that
offers real time monitoring and data analyzing of the network traffic

It also offers Email Analysis, Web Analysis, and Transaction Analysis modules,
which allow you to quickly view the email traffic

It also offers custom filtering options, data export, customizable interface, and
more

/m;;ﬁ/‘
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CommView is a program for monitoring the network activity capable of
capturing and analyzing packets on any Ethernet network

It gathers information about data flowing on a LAN and decodes the analyzed
data

With CommView, you can view the list of network connections and vital IP
statistics and examine individual packets

It decodes the IP packets down to the lowest layer with full analysis of the main
IP protocols: TCP, UDP, and ICMP

It also provides full access to the raw data

It saves the captured packets to log files for future analysis
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-
E CommVYiew - Evaluation Yersion

File Search Wiew Tools Settings Rules Help
B & H-0- @ 2 E

1P Statistics | L Packets Lagging | Bl Rules

Mo Pratacal MAC Addresses IF Addresses Ports

IFJTCP 00:04:54:57:41:71 <= 00:04:5A:... 192.168.1.100 <= £3.166.232.150 1895 <= 80
IFJTCP 00:04:5M:57:A1:71 <= 00:04:5A:,., 192,168.1.100 <= 63.166.232.150 1895 <= 50
IPJTCP 00:04:5M:57:41:71 == 00:04:5A:,., 192,168,1,100 =3 §3,166.232,150 1895 == 80
IP{TCP 00:04:56:57:41:71 <= 00;04:54; .., 192,168 d
TRITCR AN 58578171 c=nmnd:50: . 197 1681100 <= A3 1AAR. 237150

A
£

Ox0030 44 10 18 08 00 00 01

Ozx0040 Z2 A0 &5 &5 77 Bl TE 1 eeware  dowmloa
Ox00L&o gd EC BT 65 6Z 41 T4 d,Mebhttack , mp3,
Ox00&0 FZ 3E 0ODr 0& 3C &0 &5 "= .<meta MALME="
M+NN7~7n Rd AR TR R3 TF AT TN ! Ar=rrintinm" COT

2. Ethemet 1T
Crestination M&C: 0000455574171
Source MA&C 00:04:55:E0:04:55
Ethertype: 0:0200 [2043) - IP
Direction: In
Tirne [ Celea Tirne: 22:32049,882 [ 0,000
Frame size: 590 bytes b

Capture: On Plkts: 135 in f 143 out | 25 pass fuko-saving: OfFf Rules: Off 10%: CPU

) Copyright © by EC-Council
EC-Council All Rights Reserved. Reproduction is Strictly Prohibited




'™

CIEH sniffem

Certified = Ethical Hacker

Sniffem is a Windows packet sniffer and network analyzer
that captures, monitors, and decodes data traveling through

the network including Dialup or DSL uplink

It features advanced hardware and software filtering
options, TCP/IP traffic monitoring, as well as an IP address
book that assigns aliases for frequently encountered IP

addresses

Sniffem also comes with a built-in scheduler to enable
capturing at the user defined intervals
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NetResident is a network traffic monitor that
captures, stores, and analyzes all the packet traffic

from selected protocols

It reconstructs each event and displays a preview of
the web page, email message, or other
communication that takes place, including
transmitted (unencrypted) passwords

NetResident supports standard HTTP, FTP, and
Mail protocols, as well as special protocols via plug-

ins (ICQ, MSN, News)

NetResident runs as a local service
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IP sniffer is a protocol analyzer that uses XP/2K Raw Socket features

It supports filtering rules, adapter selection, packet decoding, advanced
protocol description, and more

Detailed information about each packet is provided in a tree-style view, and
the right-click menu allows to resolve or scan the selected source IP address

ey

{ Additional features include:

» Adapter statistics

* |P traffic monitoring

* Traceroute

* Ping

* Port scanning

« TCP/UDP/ICMP spoofing options

» Open tcp/udp ports attached to process

e Mac address changing

* DNS/WINS/SNMP/WHOIS/DHCP queries
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CEH sniphere
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Sniphere is a WinPCAP network sniffer that supports most of common
protocols

It can be used on ethernet devices and supports PPPoE modems

Sniphere allows to set filters based on IP, Mac Address, ports, protocol etc. and
also decodes packages into an easy to understand format

In addition, session logs can be saved in XML format and selected packets
copied to clipboard

Sniphere supports most common protocols, including IP, TCP, UDP, and ICMP
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IE HTTP Analyzer is an add-in for Internet Explorer,
that allows to capture HTTP/HTTPS traffic in real-
time

It displays a wide range of information, including l
Header, Content, Cookies, Query Strings, Post data,

and redirection URLS ‘
It also provides cache information and session

clearing, as well as HTTP status code information

and several filtering options ‘

A useful developer tool for performance analysis,
debugging, and diagnostics

/M\ IE HTTP Analyzer integrates into lower part of IE l

browser window and can be opened/closed from IE
L J toolbar
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C/EH Bilisniff
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BillSniff is a network protocol analyzer (sniffer) that provides detailed
information about current traffic, as well as overall protocol statistics

It supports various protocols including ip4, TCP, UDP, IEEE 802.2
frame, Ethernet Il frame, NetBios, and IPX

In addition to real-time monitoring, it includes an extensive array of
filter options that allows to limit capture based on IP, Port, Protocol,
MAC address, packet size and other criteria, as well as graphical

statistics for network layers

BillSniff can also be used to send packets and script custom protocols
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C/IEH URL Snooper
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URL Snooper enables to extract links that are
masked or hidden behind scripts and/or server
redirections

It uses WinPcap and acts as a small network
sniffer, that automatically filters all URL
requests that it encounters

You can further filter the list to only show
multimedia links
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"~ Project URL Snooper
File View Websites Help Donate Please

Search | Dptiqng l

Keyword Filter Also Search For

Protocol Filter
' Show Al Rl

¢ Clear Results

| Protocol

Index | Link
00004 http://p2fone. com/download. php http php file
GET php file [relative)

00006  www.snapfiles.com/download. php

hitp: //pix2fone. com/pix2fonesetup.zip
00010 http://pix2ione.com/pixZionesetup.2iGE...  http zip file (href) [relative) v
>

&2 Sniff Network

<

rontPage/5.0.2.2634a mod ss1/2.8.19 OpenSSL/0.9.7a..X-Powerec(~
ix2fone.com/pix2fonesetup

-By: PHP/4.3.8..Location: i
. _Kepn-Alive: timeant=15_. max=1AA. .Cannertinn: Keen-Aliue.. ~|

Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited

EC-Council



C E H EtherDetect Packet Sniffer
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EtherDetect Packet Sniffer is an easy to use packet sniffer and network
protocol analyzer

It captures and groups all the network traffic and allows you to view
real-time details for each packet as well as the content

It can also set up filters based on the IP address and port and saves the
captured traffic to file for later review

The built-in viewer supports syntax highlighting for HTML, ASP, and
XML
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EtherDetect Packet Sniffer:
Screenshot
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C EH EffeTech HTTP Sniffer
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EffeTech HTTP Sniffer isa HTTP packet sniffer and
protocol analyzer that is specialized for the web

traffic

It can rebuild the HTTP sessions and reassemble
files sent through the HTTP protocol

WWW @ Main window displays a list of all logged
connections, as well as the detailed information for

E D2 [HTTP|  the request and response headers; this allows for a
quick overview without much details
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EffeTech HTTP Sniffer:

Screenshot
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C EH AnalogX Packetmon
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AnalogX Packetmon allows to capture IP packets that pass through the
network’s interface - whether they originated from the machine on which
PacketMon is installed or a completely different machine on the network

Once the packet is received, it can use built in viewer to examine header as well

as contents, and it can also export results into a standard comma-delimited file
for further processing

PacketMon includes a powerful rule system that allows advanced users to
narrow down packets

It captures to ensure you get exactly what you want, without having to dig
through tons of unrelated information
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C EH Colasoft MSN Monitor
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Colasoft MSN Monitor enables network
administrators to capture MSN Messenger
conversations along with all related details, including

usernames, usage statistics, and more

Program displays information in a nicely organized
overview, sorted by the user and contact address

It also displays current online status, client IP
addresses, software version and account names, as
well as a unigue conversation matrix that enables to
view all users and conversations at once
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- w2 Screenshot 1
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Colasoft MSN Monitor:

& =8 Screenshot 3
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IPgrab can do whatever it likes with the resulting image of a packet

Packet sniffers have been used for many years to detect network problems,
troubleshoot protocols, and detect intruders

IPgrab also supports a minimal mode in which all information about all parts of
a packet are displayed in a single line of text

Bug count for ipgrab

May Jun Jul Aug Sep Oct Now Dec
B RC: 0 @I &N: 2 OMé&Ew 0 OF &P 0 M Total 2
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Ipgrab: Screenshot

Ethernet header (961445334.490653)
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C EH EtherScan Analyzer
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EtherScan Analyzer is a network traffic and protocol analyzer

It captures and analyses the packets over the local network

It decodes the major protocols and is capable of reconstructing
TCP/IP sessions
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Detecting Sniffing
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C EH How to Detect Sniffing
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You will need to check which machines are running in promiscuous
mode

Run ARPWATCH and notice if the MAC address of certain machines
has changed (Example: router’s MAC address)

Run network tools like HP OpenView and IBM Tivoli network health
check tools to monitor the network for strange packets
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C EH Countermeasures
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Restriction of physical access to network media ensures
that a packet sniffer cannot be installed

The best way to be secured against sniffing is to use
encryption. It would not prevent a sniffer from
functioning but will ensure that what a sniffer reads is
not important

ARP Spoofing is used to sniff a switched network, so an
attacker will try to ARP spoof the gateway. This can be
prevented by permanently adding the MAC address of
the gateway to the ARP cache
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C EH countermeasures (cont'd)
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Another way to prevent the network from being sniffed is to change
the network to SSH

[ There are various methods to detect a sniffer in a network:

— Ping method

— ARP method

— Latency method

— Using IDS
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C EH countermeasures (cont'd)
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Small Network J

e Use of static IP addresses and static ARP
tables prevent hackers from adding
spoofed ARP entries for machines in the

network

Large Networks J

e Enable network switch port security
features
e Use ArpWatch to monitor Ethernet activity
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C EH countermeasures (cont'd)
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There are various tools to detect a
sniffer in a network:

e ARP Watch
e Promiscan
e Antisniff

 Prodetect

EC-Council
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C EH AntiSniff Tool
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AntiSniff tool can detect machines on the network that are running in
the promiscuous mode

4y Untitled - LOpht AntiS niff
|| Fle View ook Heb [[DER(BE|(>» 1 v BR BT WA
r'h" Hetwork Configuration @ Scanner Corﬁglalionl LU} Scaangﬁsl Fleportsl i) Alarmsl

-Host[s) To Scan

& Bddiess StartAddress: | 192 168. 30 . &

I” Range Erdladde I— About LOpht AntiSniff
C HostMetwork List ~ Hosi e | | -
- Metwork. Oplions - .
Interface: I3E0m 3C59x Bus Master Adapter Driver ﬂ
Wersion 1.01 INCUSTRIE
Metwork Spoed:l‘]l]prs Metwork Type: |Elha|mt 8023 i i

Bogus MAC Address: |ss:ss:ss:|as:sszss

BogusIPAddesses: [ 1 1 1 1 [ 1.1 .12

Promiscuous Mode Interface Detection

Copyright © 1999, Liipht Hea vy Industries’Inc

Ready |
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ArpWatch is a tool

that monitors the Place triggers when
Ethernet activity and It also reports certain your router’s MAC
keeps a database of changes via email address changes on
Ethernet/IP address your network
pairings

Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited

EC-Council




'™

C EH ArpWatch Tool: Screenshot
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@ left-pfsense.local - arpwatch: Settings - Mozilla Firefox

Datei Bearbeiten  Ansicht  Gehe  Lesezeichen Extras  Hife
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System
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EC-Council

_18]x
e
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C EH PromiScan
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PromiScan is a renowned sniffing node detection tool

It provides continuous monitoring to detect starting and ending
promiscuous applications, without increasing the network load

Features:

Cyclic scanning

Slow scanning supported
Logging

Node Viewer

Warning Window
Logging with SYSLOG
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c EH PromiScan: Screenshot
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CIEH proDETECT

Certified = Ethical Hacker

ProDETECT Is an open source promiscious
mode scanner with a GUI

It uses the ARP packet analyzing technique
to detect adapters in promiscious mode

This tool can be used by security
administrators to detect sniffers in a LAN
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C EH Network Packet Analyzer CAPSA
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Network Packet Analyzer CAPSA is an advanced network traffic
monitoring, analysis, and reporting tool

It captures and analyzes all traffic transport over both Ethernet and
WLAN networks and decodes all major TCP/IP and application
protocols

Its advanced application analysis modules allows you to view and log key
communication applications such as emails, http traffic, instant
messages, and DNS queries
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c E H Network Packet Analyzer CAPSA
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Network Packet Analyzer CASPA is a comprehensive and
affordable solution to the following problems:

e Troubleshooting network problems

e Testing network performance and debugging new applications
with network communication involved

e Monitoring network traffic for performance, bandwidth usage,
and security reasons

» Analyzing network traffic to trace specific transactions or find
security breaches

e Monitoring user Internet access, email communications,
Instant messages, ftp downloads, and other transactions to
enforce company policies

e Generating and viewing reports in tables and charts on
network usage and statistics for network performance review
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c E H What Happened Next
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Jamal returns to his office and snoops a protocol
analyzer into the premise of XInsurance Inc. He goes to
the same room where he had found the wires lying In
the AC duct.

Jamal cuts one of the LAN wires and attaches the
protocol analyzer to the partially-cut wire to sniff the
traffic.

He could get the following information:
e Various protocols used
e Some raw data that was not encrypted
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C EH Summary
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Sniffing allows to capture vital information from network traffic. It can
be done over the hub or the switch (passive or active)

Passwords, emails, and files can be grabbed by means of sniffing

ARP poisoning can be used to change the switch mode of the network to
the Hub mode and subsequently carry out packet sniffing

Wireshark, Dsniff, Sniffit, Aldebaran, Hunt, and NGSSniff are some of
the most popular sniffing tools

The best way to be secured against sniffing is to use encryption, and
apply the latest patches or other lockdown techniques to the system
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Copyright 2003 by Randy Glasbergen.
www.glasbergen.com

“We don’t need to worry about information security
or message encryption. Most of our communications
are impossible to understand in the first place.”

) Copyright © by EC-Council
EC-Council All Rights Reserved. Reproduction is Strictly Prohibited




'™

CEH

Certified = Ethical Hacker

Copyright 2003 by Randy Glasbergen.
www.glasbergen.com
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“We’ve devised a new security encryption code.
Each digit is printed upside down.”
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