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AUDIT PROJECT RELEASES VERIFIED
REPOSITORIES OF TRUECRYPT 7.1A

Dennis Fisher W Follow @dennisf

As the uncertainty surrounding the end of TrueCrypt continues, members of the security
community are working to preserve a known-good archive of the last version of the open
source encryption software released before the developers inserted a warning about
potential unfixed bugs in the software and ended development.

The team behind the Open Crypto Audit Project, which has undertaken an audit of
TrueCrypt, has posted a verified repository of TrueCrypt 7.1a on GitHub. There are
versions for Windows, Linux and OS X. When the anonymous developers behind TrueCrypt
posted a notice on their Web site and SourceForge page in late May saying that the
software was not safe to use because it might contain unfixed security vulnerabilities,
speculation arose immediately that perhaps the team had been targeted by a National
Security Letter, a la Lavabit, or that maybe the developers were sending a subtle message
about a backdoor in the application. No word has been forthcoming from the

developers, and speculation has continued, but many seem to have come to the conclusion
that the developers simply hit a wall with the project.

The message that the TrueCrypt posted about the

security of the software also was included in the release Many seem to have
of version 7.2a. The OCAP team decided to focus on come to the conclusion
version 7.1a and created the verified repository by

comparing the SHA2 hashes with files found in other

that the developers
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TrueCrypt repositories. So the files are the same as the
ones that were distributed as 7.1a. project.

“These files were obtained last November in preparation for our audit, and match the hash
reported by iSec in their official report from phase | of the audit,” said Kenn White, part of
the team involved in the TrueCrypt audit.

The provenance and integrity of TrueCrypt has been a subject of much debate in the
security community. The developers of the software are anonymous and have proven
elusive. It took some doing for the OCAP audit team to get in touch with the developers and
get the audit started, a project that was meant to answer longstanding questions about the
integrity of the application. The events of the last couple of weeks haven’t served to calm
any of the fears of those who worried that TrueCrypt might have been backdoored or
otherwise compromised, despite the clean bill of health produced by the first phase of the
audit.

For some, those questions may never be answered fully, but the OCAP team is continuing
with its audit, now looking at the cryptographic functions used in the software.

About Dennis Fisher

Dennis Fisher is a journalist with more than 13 years of experience covering
information security.

View all posts by Dennis Fisher —

Dennis Fisher

W) W Follow
& DennisF
@DennisF

"Cyber-defense has largely been pick-up game, and I don't
think that is going to get us anywhere."
threatpost.com/nsa-director-r...

11:48 AM - 16 Sep 2014

P . B

E n m n Categories: Cryptography, Web Security

Leave A Comment

Your email address will not be published. Required fields are marked *

Name Email

Comment

https://threatpost.com/audit-project-releases-verified-repositories-of-truecrypt-7-1a/106569[9/16/2014 2:42:52 PM]

KASPERSKY
SECURITY BULLETIN
APRIL-JUNE 2014



https://securelist.com/analysis/quarterly-malware-reports/65340/it-threat-evolution-q2-2014/
https://threatpost.com/category/cryptography
https://threatpost.com/category/web-security
https://threatpost.com/author/dennisfisher
https://twitter.com/DennisF/status/511949776116809728
https://t.co/yF9LEqLKU9
https://t.co/yF9LEqLKU9
https://twitter.com/DennisF
https://twitter.com/DennisF
https://twitter.com/DennisF
https://twitter.com/DennisF
https://twitter.com/DennisF
https://twitter.com/DennisF
https://twitter.com/DennisF
https://twitter.com/DennisF
https://twitter.com/intent/tweet?in_reply_to=511949776116809728
https://twitter.com/intent/retweet?tweet_id=511949776116809728
https://twitter.com/intent/favorite?tweet_id=511949776116809728
https://threatpost.com/author/dennisfisher
https://threatpost.com/author/dennisfisher

Audit Project Released Verified Repositories of TrueCrypt 7.1a | Threatpost | The first stop for security news

You may use these HTML tags and attributes: <a href=""" title="""> <abbr title="""> <acronym
title="""> <b> <blockquote cite=""> <cite> <code> <del datetime=""> <em> <i> <q

cite="""> <strike> <strong>

Notify me of follow-up comments by email. [
’ POSt Comment Notify me of new posts by email.[]

Recommended Reads

DOEDE §

o

DOEDE §

September 16, 2014, 10:18 am
Categories: Apple, Cloud Security, Cryptography, Mobile

Apple CEO Defends Security, Privacy
iMessage Security
by Dennis Fisher

Despite research published last year that demonstrated that Apple has the ability
to decrypt users

Read more...

September 15, 2014 , 10:46 am  Categories: Featured, Vulnerabilities, Web Security
Big Batch of Bugs Fixed in Various Versions of IDA
by Dennis Fisher

The makers of the popular IDA disassembly and debugging tool have fixed more
than a

Read more...

September 12, 2014, 11:30 am
Categories: Featured, Hacks, Vulnerabilities, Web Security

Hacked Brazilian Newspaper Site Targets Router DNS Settings
by Michael Mimoso

A Brazilian political website has been compromised and is injecting iFrames that
attempt to change the victim’s router DNS settings.

Read more...

The Final Say From Kaspersky Blogs

https://threatpost.com/audit-project-releases-verified-repositories-of-truecrypt-7-1a/106569[9/16/2014 2:42:52 PM]


https://threatpost.com/apple-ceo-defends-imessage-security/108289#comments
https://threatpost.com/apple-ceo-defends-imessage-security/108289#comments
https://threatpost.com/apple-ceo-defends-imessage-security/108289
https://threatpost.com/category/apple
https://threatpost.com/category/cloud-security
https://threatpost.com/category/cryptography
https://threatpost.com/category/mobile-security
https://threatpost.com/category/mobile-security
https://threatpost.com/category/privacy
https://threatpost.com/apple-ceo-defends-imessage-security/108289
https://threatpost.com/apple-ceo-defends-imessage-security/108289
https://threatpost.com/apple-ceo-defends-imessage-security/108289
https://threatpost.com/author/dennisfisher
https://threatpost.com/category/featured
https://threatpost.com/category/vulnerabilities
https://threatpost.com/category/web-security
https://threatpost.com/big-batch-of-bugs-fixed-in-various-versions-of-ida/108263#comments
https://threatpost.com/big-batch-of-bugs-fixed-in-various-versions-of-ida/108263#comments
https://threatpost.com/big-batch-of-bugs-fixed-in-various-versions-of-ida/108263
https://threatpost.com/big-batch-of-bugs-fixed-in-various-versions-of-ida/108263
https://threatpost.com/big-batch-of-bugs-fixed-in-various-versions-of-ida/108263
https://threatpost.com/author/dennisfisher
https://threatpost.com/category/featured
https://threatpost.com/category/hacks
https://threatpost.com/category/vulnerabilities
https://threatpost.com/category/web-security
https://threatpost.com/hacked-political-news-site-targets-router-dns-settings/108247#comments
https://threatpost.com/hacked-political-news-site-targets-router-dns-settings/108247#comments
https://threatpost.com/hacked-political-news-site-targets-router-dns-settings/108247
https://threatpost.com/hacked-political-news-site-targets-router-dns-settings/108247
https://threatpost.com/hacked-political-news-site-targets-router-dns-settings/108247
https://threatpost.com/author/michael

Audit Project Released Verified Repositories of TrueCrypt 7.1a | Threatpost | The first stop for security news

-

N

Eugene

THE KURILS: WHY,
WHERE, HOW....

So, where on earth did the
idea of a cruise, not around
tourist-friendly tropical islands,
but around mostly uninhabited
— for a reason — polar-esque
ones, come from? It's quite

simple really... My favo...

Read more...

/Ig( ‘

SecurelList

THEFTS IN REMOTE
BANKING SYSTEMS:
INCIDENT INVESTI...

An organization recently asked
Kaspersky Lab to investigate
an incident that had occurred
in its corporate remote
banking system: a bank asked
for confirmation of a payment
worth about US$80,000. The

Read more...

~

Daily

GOOD GETS BETTER:
KIS 2015

Like it or not, your children are
going to be on the web.
Kaspersky’'s award-winning
parental controls let you
monitor their activity and block
them from any sites that you
choose.

Read more...

The Kaspersky Lab Security News Service

~

Business

WHERE HAVE ALL
THOSE MALWARE
EPIDEMICS GONE?

It's been years since we've
last heard of any large worm
epidemics. Does it really
mean that malware epidemics

have gone away for good?

Read more...

Apple | Cloud Security | Compliance | Critical Infrastructure | Cryptography | Data Breaches | Featured |
Featured Podcast | Featured Video | Government | Hacks | Malware | Microsoft | Mobile Security | Podcasts |

Privacy | Scams | Slideshow | SMB Security | Social Engineering | Uncategorized | Videos | Virtualization |
Vulnerabilities | Web Security

Newsletter Sign-up | RSS Feeds | Home | About Us | Contact Us

Copyright © 2014 Threatpost - English - Global - threatpost.com | Terms of Service | Privacy

https://threatpost.com/audit-project-releases-verified-repositories-of-truecrypt-7-1a/106569[9/16/2014 2:42:52 PM]

~

Academy

WHY LESS IS MORE...

Many believe that two layers
of security will always be
better than one. The real-
world logic is obvious — if your
fortress walls are thick, your
enemy can spend an eternity

hammering away with little...

Read more...

Dennis Fisher
Michael Mimoso
Christopher Brook
Brian Donohue

Anne Saita



https://threatpost.com/newsletter-sign
https://threatpost.com/rss-feeds
https://threatpost.com/
https://threatpost.com/about-threatpost
https://threatpost.com/contact-us
https://threatpost.com/
https://threatpost.com/category/apple
https://threatpost.com/category/cloud-security
https://threatpost.com/category/compliance
https://threatpost.com/category/critical-infrastructure
https://threatpost.com/category/cryptography
https://threatpost.com/category/data-breaches
https://threatpost.com/category/featured
https://threatpost.com/category/featured-podcast
https://threatpost.com/category/featured-video
https://threatpost.com/category/government
https://threatpost.com/category/hacks
https://threatpost.com/category/malware-2
https://threatpost.com/category/microsoft
https://threatpost.com/category/mobile-security
https://threatpost.com/category/podcasts
https://threatpost.com/category/privacy
https://threatpost.com/category/holiday-scams
https://threatpost.com/category/slideshow
https://threatpost.com/category/smb-security
https://threatpost.com/category/social-engineering
https://threatpost.com/category/uncategorized
https://threatpost.com/category/videos
https://threatpost.com/category/virtualization
https://threatpost.com/category/vulnerabilities
https://threatpost.com/category/web-security
https://threatpost.com/author/dennisfisher/
https://threatpost.com/author/michael/
https://threatpost.com/author/christopher/
https://threatpost.com/author/brian/
https://threatpost.com/author/asaita/
https://threatpost.com/
https://threatpost.com/kaspersky-lab-threatpost-terms-service
https://threatpost.com/privacy-policy
http://eugene.kaspersky.com/2014/09/16/kuril-islands-vacations-know-how-tips/
https://securelist.com/analysis/publications/66454/thefts-in-remote-banking-systems-incident-investigations/
http://blog.kaspersky.com/kis-2015-good-gets-better/
http://business.kaspersky.com/where-have-all-those-malware-epidemics-gone/2571
http://academy.kaspersky.com/why-less-is-more/
http://eugene.kaspersky.com/2014/09/16/kuril-islands-vacations-know-how-tips/
http://eugene.kaspersky.com/2014/09/16/kuril-islands-vacations-know-how-tips/
http://eugene.kaspersky.com/2014/09/16/kuril-islands-vacations-know-how-tips/
https://securelist.com/analysis/publications/66454/thefts-in-remote-banking-systems-incident-investigations/
https://securelist.com/analysis/publications/66454/thefts-in-remote-banking-systems-incident-investigations/
https://securelist.com/analysis/publications/66454/thefts-in-remote-banking-systems-incident-investigations/
https://securelist.com/analysis/publications/66454/thefts-in-remote-banking-systems-incident-investigations/
http://blog.kaspersky.com/kis-2015-good-gets-better/
http://blog.kaspersky.com/kis-2015-good-gets-better/
http://blog.kaspersky.com/kis-2015-good-gets-better/
http://business.kaspersky.com/where-have-all-those-malware-epidemics-gone/2571
http://business.kaspersky.com/where-have-all-those-malware-epidemics-gone/2571
http://business.kaspersky.com/where-have-all-those-malware-epidemics-gone/2571
http://business.kaspersky.com/where-have-all-those-malware-epidemics-gone/2571
http://academy.kaspersky.com/why-less-is-more/
http://academy.kaspersky.com/why-less-is-more/

	threatpost.com
	Audit Project Released Verified Repositories of TrueCrypt 7.1a | Threatpost | The first stop for security news


	10cnVlY3J5cHQtNy0xYS8xMDY1NjkA: 
	form1: 
	s: 
	input3: 


	10cnVlY3J5cHQtNy0xYS8xMDY1NjkA: 
	form3: 
	author: 
	email: 
	submit: 
	comment: 
	subscribe_comments: subscribe
	subscribe_blog: subscribe




