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I T Z H A K  A V R A H A M  

P o p p i n g  S h e l l  o n  A ( n d r o i d ) R M  D e v i c e s   

The  a t t en dees  w i l l  ga i n  k now l edg e  on  h ow  t o  e xp l o i t  ARM bu f f e r  ove r f l ows ,  us e  Re t 2ZP  a t t ac k  and  w i l l  demo  

a  vu l ne r a b l e  ap p l i c a t i on  t ha t  i s  i n  c u r r en t  And r o i d  and  c an  b e  us ed  f o r  r emo t e  a t t ac k s ( ! ) .  

A l s o ,  W e ' l l  c ove r  t he  p r ob l ems  w i t h  na t i ve / m i xed  c ode  deb ug g i ng ,  i s s ues  w i t h  c u r r e n t  i mp l emen t a t i ons  o f  

And r o i ds  and  how  ARM e xp l o i t s  c an  be  us ed  i f  be t t e r  s ec u r i t y  p r even t i on  t ec hn i qu es  i s  be i ng  i mp l i ed  ( l i k e  XN  

b i t  -  s ame  as  NX  b i t  on  X86 ) .  

 
//BIO: Itzhak Avraham  

 

R Y A N  B A R N E T T  

X S S  S t r e e t - F i g h t :  T h e  O n l y  R u l e  I s  T h e r e  A r e  N o  R u l e s  

Def end i ng  we b  app l i c a t i ons  f r om  Cr oss - S i t e  Sc r ip t i ng  ( XSS)  a t t ac ks  i s  ex t r eme l y  c ha l l eng i ng ,  es p ec i a l l y  

when  t h e  app l i c a t i on ' s  code  c an  n o t  be  up da t ed  t o  f i x  t he  i s s ue .  Th i s  p r es en t a t i on  w i l l  p r ov i de  a  wa l k -

t h r ough  o f  v a r i ous  XSS a t t ac k / de f ens e / evas i on  l es s ons  l ea r ned  by  T r us t wave ' s  Sp i de r L abs  Res ea r c h  Team 

wh i l e  wo r k i ng  w i t h  c ommer c i a l  W AF c us t omer s ,  as  we l l  as ,  by  r ec e i v i ng  thous an ds  o f  a t t ac ks  aga i ns t  ou r  
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pub l i c  ModSec u r i t y  dem ons t r a t i on  page .  W e  w i l l  h i gh l i gh t  c u t t i ng - edge  X SS p r o t ec t i on  me t hods  t ha t  a r e  

e x t e r na l  t o  t he  we b  app l i c a t i on ' s  c ode  s uc h  as  De f ens i ve  J avas c r i p t  Con t en t  I n j ec t i on .  

 
//BIO: Ryan Barnett  

 

D I O N Y S U S  B L A Z A K I S  

T h e  A p p l e  S a n d b o x  

Des p i t e  t he  nev e r  end i n g  p r oc l ama t i ons  o f  t he  end  o f  memor y  c o r r up t i on  vu l ne r ab i l i t i es ,  moder n  s o f t wa r e  s t i l l  

f a l l s  t o  exp l o i t s  t ha t  t a r ge t  t hes e  bugs .  Cu r r en t  ope r a t i ng  s ys t ems  i nc o r po r a t e  a  ba t t e r y  o f  e xp l o i t  m i t i ga t i ons  

mak i ng  l i f e  s i gn i f i c an t l y  mor e  c o mp l e x  f o r  a t t ac ke r s .  Add i t i ona l l y ,  deve l o pe r s  a r e  bec om i ng  i nc r eas i ng l y  

awar e  o f  t he  s ec u r i t y  i mp l i c a t i ons  o f  p r ev i ous l y  i d i oma t i c  c ode .  Lead i n g  s o f t wa r e  pub l i s he r s  a r e  teac h i ng  

de f ens i ve  c od i n g  t ec hn i q ues  and  h ave  a do p t ed  a n  o f f ens i ve  m i nds e t  f o r  p r oduc t  t es t i ng .  Un f o r t una t e l y ,  a  

s i ng l e  vu l ne r a b i l i t y  c an  s t i l l  p r ov i de  t he  a t t ac k e r  t he  l eve r ag e  nee de d  t o  ga i n  en t r y .  Sec u r i t y  r es ea r c he r s  

hav e  d i s c l os ed  mu l t i p l e  ways  t o  r ende r  t he  m i t i ga t i ons  i ne f f ec t i ve  ( unde r  t he  r i gh t  c i r c ums t anc es )  - -  i mag i ne  

wha t  t ec hn i q u es  a r e  no t  pub l i c .  One  bug  c an  s t i l l  " r u i n  you r  day " .  

I n  t h i s  p r es en t a t i on ,  I  des c r i be  t he  a r c h i t ec t u r e  and  i mp l eme n t a t i on  o f  t he  App l e  XNU Sa nd bo x f r a mewor k  

( p r ev i ous l y  c oden amed  " Sea t b e l t " ) .  Th i s  f r amewor k  i s  us ed  t o  c on t a i n  App  S t o r e  app l i c a t i ons  on  i O S  and  

s ome s e r ve r  app l i c a t i ons  on  OS X .  I  w i l l  g i ve  you  a  c omp l e t e  t ou r  o f  t he  Sand bo x i n t e r na l s ,  mos t  o f  wh i c h  

a r e  i n  c l os ed  s ou r c e  modu l es  ( k e r ne l  ex t e ns i ons  and  dy nam i c  l i b r a r i es ) .  Th i s  i n f o r ma t i on  i s  us e f u l  f o r  

aud i t o r s  o r  exp l o i t  deve l ope r s  a t t emp t i ng  t o  es c ape  t he  s and bo x and  f o r  dev e l op e r s  o r  de f ende r s  a t t emp t i ng  

t o  s ec u r e  t he i r  app l i c a t i ons .  I  w i l l  a l s o  r e l eas e  an  au t oma t e d  p r o f i l e  dec o mp i l e r  t o  ex t r ac t  a  huma n  r eada b l e  

po l i c y  de f i n i t i on  f r om  a  comp i l ed  p r o f i l e  i ns i de  t he  k e r ne l  ( i OS  k e r ne l c ac he  o r  OS  X ) .  By  t he  end  o f  t he  

p r es en t a t i on ,  you  w i l l  ha ve  a  wo r k i ng  un de r s t and i ng  o f  t he  en t i r e  ac c ess  c on t r o l  s ys t em f r om po l i c y  

de f i n i t i on  t o  s andbo x  i n i t i a l i za t i on  t o  t he  k e r ne l ' s  po l i c y  en f o r c emen t .   

 
//BIO: Dionysus Blazakis  

 

T O M  B R E N N A N ,  R Y A N  B A R N E T T  

C h e c k m a t e  w i t h  D e n i a l  o f  S e r v i c e  

Den i a l - O f - Se r v i c e  i s  an  a t t emp t  t o  mak e  a  c ompu t e r  r es ou r c e  unava i l ab l e  t o  i t s  i n t ended  us e r s  and  i s  no t  

new .  I n  r ec en t  h i s t o r y  Ap r i l  2009 ,  gov e r nme n t  and  f i nanc i a l  s i t es  i n  t he  U . S .  and  Sou t h  K o r ea  w er e  a t t ac k ed  
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by  DDOS a nd  wer e  b r o u gh t  o f f l i ne  f o r  days .  Th i s  i nc i den t  f o l l owed  t he  Geor g i an  DDO S a t t ac k s  i n  2008  a nd  

Es t on i an  DDOS a t t ac k s  i n  200 7 .  

Common  a t t ac k  me t hods  i nc l ude  s ys t ems  i n f ec t ed  w i t h  ma l war e  t ha t  a r e  c on t r o l l ed  and  a l l  c onne c t  t o  t he  

t a r ge t  hos t  a t  t he  s ame t i me  us i ng  Laye r  4  ( T r ans po r t )  wh i c h  a r e  a l r eady  add r e s s ed  by  a n t i - DDOS s o l u t i ons  

when  em p l oy ed .  

I n  2009  a  l e t h a l  f o r m  o f  Lay e r  7  ( App l i c a t i on )  a t tac k  t ec hn i ques  wer e  be i ng  e xam i ne d  by  W ong  Onn  Che e  o f  

OW ASP Found a t i on  S i ng apo r e  a nd  i n  20 10  t og e t he r  w i t h  Tom Br enn an  o f  OW ASP Founda t i o n  p r e s en t ed  t he  

f i nd i ngs  pub l i c l y  f o r  t he  f i r s t  t i me  w i t h  c ode  s amp l es .  

Tom Br enn an  w i l l  wa l k  th r oug h  t he  h i s t o r y  and  d e t a i l s  o f  how  t h i s  l e t ha l  HTTP POS T DOS t ec hn i que  wor k s ,  

i n t e r es t i ng  f i nd i ngs  i n  t he  p r o t oc o l  and  t he  c ha l l e nges  i n  de f en d i ng  c r i t i c a l  i n f r as t r uc t u r e  aga i ns t  t a r g e t ed  

a t t ac ks  and  demo ns t r a t e  and  r e l eas e  h i s  open - s o u r c e  t oo l  t ha t  c an  be  used  t o  t es t  you r  own  p r od uc t i on  

s ys t ems  - -  o r  r ende r  o t he r s  us e l ess  w i t h  t he  t ouc h  o f  a  bu t t on  f r om  a  s i ng l e  l ap t op .  

 
//BIO: Tom Brennan  

//BIO: Ryan Barnett  

 

A N D R E W  C A S E  

D e - A n o n y m i z i n g  L i v e  C D s  t h r o u g h  P h y s i c a l  M e m o r y  A n a l y s i s   

Tr ad i t i ona l  d i g i t a l  f o r ens i c s  enc ompas s es  t he  exam i na t i on  o f  da t a  f r om  a n  o f f l i ne  o r  “ dead ”  s ou r ce  s uc h  as  a  

d i s k  i mage .  S i nc e  t he  f i l es ys t em i s  i n t ac t  on  t hes e  i mages ,  a  number  o f  f o r ens i c s  t ec hn i ques  a r e  ava i l ab l e  

f o r  ana l ys i s  s uc h  as  f i l e  and  me t a da t a  e xam i n a t i on ,  t i me l i n i ng ,  de l e t ed  f i l e  r ec ove r y ,  i nde x i n g ,  an d  

s ea r c h i ng .  L i ve  CDs  p r es en t  a  l a r ge  p r ob l em f o r  t h i s  f o r ens ics  mode l  t hough  as  t hey  r un  s o l e l y  i n  RAM and  

do  no t  i n t e r ac t  w i t h  t he  loc a l  d i s k .  Th i s  r emoves  t he  ab i l i t y  t o  pe r f o r m  an  o r de r l y  e xam i na t i on  s i nc e  t he  

f i l es ys t em i s  no  l onge r  r ead i l y  a va i l ab l e  a nd  p u t t i ng  r andom p ag es  o f  da t a  i n t o  c on t e x t  c an  be  ve r y  d i f f i c u l t  

f o r  i n - dep t h  i nves t i ga t i ons .  I n  o r de r  t o  s o l ve  t h i s  p r ob l em,  we  p r es en t  a  n umber  o f  t ec hn i ques  t ha t  a l l ow  f o r  

c omp l e t e  r ec ove r y  o f  a  l i ve  CD ’ s  i n - memor y  f i l es ys t em and  pa r t i a l  r ec ove r y  o f  i t s  p r ev i ous l y  de l e t e d  

c on t en t s .  W e  a l s o  p r es en t  memor y  ana l ys i s  o f  t he  pop u l a r  To r  app l i c a t i on  as  i t  i s  us ed  by  a  num ber  o f  l i ve  

CDs  i n  an  a t t emp t  t o  k eep  ne t wor k  c ommun i c a t i ons  enc r yp t ed  and  ano ny mous .  

 
//BIO: Andrew Case  
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S E A N  C O Y N E  

T h e  G e t a w a y :  M e t h o d s  a n d  D e f e n s e s  f o r  D a t a  E x f i l t r a t i o n   

Ther e  a r e  s eve r a l  s t age s  t o  a  s uc c es s f u l  c ybe r  a t t ac k .  The  mos t  c r uc i a l  o f  wh i c h  i s  a l s o  t he  l eas t  d i sc us s ed :  

da t a  t he f t .  Cybe r  c r i m i na l s ,  i ns i de r  t h r ea ts ,  advanc ed  pe r s i s t en t  t h r ea t s ;  eve r y  a t t ac k e r  has  ways  t o  ge t  i n t o  

you r  ne t w or k  and  f i nd  wha t  t hey  wa n t .  W h i l e  t he r e  a r e  s eve r a l  t oo l s ,  me thods  and  s t r a t eg i es  t o  comba t  

i n t r ude r s ,  onc e  t hey ’ ve  made  o f f  w i t h  you r  da t a  t he r e  i s  no  ge t t i ng  i t  back ,  t he  game  i s  ove r .  

MANDI ANT ’ s  c ons u l t an t s  r egu l a r l y  r es pond  t o  i nc i den t s  whe r e  da t a ,  i n t e l l ec t ua l  p r ope r t y  eve n  mo ney  i s  

be i ng  s t o l en  f r om  v i c t i m  o r gan i z a t i ons .  Du r i ng  t h i s  p r es en t a t i on  we  w i l l  t ak e  a  l ook  a t  s ome  o f  t he  adv anc ed  

me t hods  o f  s t ea l i ng  da t a  t ha t  we  ha ve  r ec en t l y  e nc oun t e r ed  i n  t he  f i e l d ,  i nc l ud i ng :  p r epa r i n g  and  c l ean i ng  

s t ag i ng  a r eas ,  avo i d i n g  DLP / t r a f f i c  sc ann i ng  p r o duc t s  and  how  a t t ac k e r s  us e  a  v i c t i m ’ s  own  i n f r as t r uc t u r e  

and  a r c h i t ec t u r e  aga i ns t  t hem.  W e w i l l  d i s c us s  why  t hes e  t r i ck s  wo r k  and  wha t ,  i f  any t h i ng ,  c an  be  don e  t o  

s t op  t hem.  

W het he r  i t  be  f i nanc i a l  i n f o r ma t i on ,  i n t e l l ec t ua l  p r ope r t y ,  o r  pe r s ona l l y  i den t i f i ab l e  i n f o r ma t i on ;  t he  mos t  

va l ua b l e  t h i ng  o n  yo u r  ne t wor k  i s  t he  da t a .  I n t r ude r s  may  ge t  i n ,  bu t  un t i l  t hey  ge t  ou t  w i t h  wha t  t hey  c am e  

f o r  t he  game ’ s  no t  ove r .   

 
//BIO: Sean Coyne  

 

A D R I A N  C R E N S H A W  

I d e n t i f y i n g  t h e  t r u e  I P / N e t w o r k  i d e n t i t y  o f  I 2 P  s e r v i c e  h o s t s   

Th i s  pape r  w i l l  p r es en t  res ea r c h  i n t o  s e r v i c es  hos t ed  i n t e r na l l y  on  t he  I 2P  ano nym i t y  ne t w or k ,  espec i a l l y  I 2P  

hos t ed  webs i t es  k nown  a s  eepS i t es ,  and  how  t he  t r ue  i den t i t y  o f  t he  I n t e r ne t  hos t  p r ov i d i ng  t he  s e r v i c e  may  

be  i den t i f i ed  v i a  i n f o r ma t i on  l eak s  on  t he  app l i c a t i on  l aye r .  By  k now i ng  t h e  i den t i t y  o f  t he  I n t e r ne t  hos t  

p r ov i d i ng  t h e  s e r v i c e ,  t he  ano nym i t y  s e t  o f  t he  pe r s on  o r  g r oup  t ha t  adm i n i s t r a t es  t he  s e r v i c e  c an  be  g r ea t l y  

r educ ed .  The  c o r e  a i m  o f  t h i s  pape r  w i l l  be  t o  t es t  t he  ano nym i t y  p r ov i d e d  by  I 2P  f o r  hos t i ng  eep S i t es ,  

f oc us i ng  p r i mar i l y  on  t he  app l i c a t i on  l aye r  and  m i s t ak es  adm i n i s t r a t o rs  and  de v e l op e r s  may  mak e  tha t  c ou l d  

e xp os e  a  s e r v i c e  p r ov i de r ’ s  i den t i t y  o r  r educ e  t he  ano nym i t y  s e t  t hey  a r e  pa r t  o f .  W e  w i l l  s how  a t t ac ks  bas ed  

on  t he  i n t e r s ec t i on  o f  I 2P  us e r s  hos t i ng  eepS i t e s  on  pub l i c  I Ps  w i t h  v i r t ua l  hos t i ng ,  t he  us e  o f  c ommon  web  

app l i c a t i on  vu l n e r ab i l i t i es  t o  r evea l  t he  I P  o f  an  eepS i t e ,  as  we l l  as  gene r a l  i n f o r ma t i on  t ha t  c an  be  c o l l ec t ed  

c onc e r n i ng  t he  no des  pa r t i c i pa t i ng  i n  t he  I 2P  ano nym i t y  ne t wor k .   

 
//BIO: Adrian Crenshaw  
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N E I L  D A S W A N I  

M a l w a r e  D i s t r i b u t i o n  v i a  W i d g e t i z a t i o n  o f  t h e  W e b   

The  W eb  2 . 0  t r ans f o r ma t i on  has  i n  pa r t  i nvo l ve d  many  s i t es  us i ng  t h i r d - pa r t y  w i dge t s .  W e p r es en t  t he  

"w i dge t i ze d  we b  g r aph "  s how i ng  t he  s t r uc t u r e  o f  h i gh  t r a f f i c  web  s i t es  f r om  t he  s t andpo i n t  o f  w i dg e t s ,  s how  

how  we b - bas ed  ma l w ar e  and  s c a r ewar e  i s  p r opag a t ed  v i a  s uc h  w i dge t s ,  and  p r ov i d e  da t a  o n  how  a  mas s  

web - bas e d  ma l war e  a t t a c k  c an  t ak e  p l ac e  aga i ns t  t he  Quan t c as t  1000  we b  s i t es  v i a  w i dge t s .  

 
//BIO: Neil Daswani  

 

M A R I A N O  N U N E Z  D I  C R O C E  

Y o u r  c r o w n  j e w e l s  o n l i n e :  A t t a c k s  t o  S A P  W e b  A p p l i c a t i o n s   

"SAP p l a t f o r ms  a r e  on l y  ac c ess i b l e  i n t e r na l l y " .  You  may  h av e  hea r d  t h a t  s eve r a l  t i mes .  W h i l e  t ha t  was  t r ue  

i n  many  o r g an i za t i o ns  mor e  t han  a  dec a de  a go ,  t he  c u r r en t  s i t ua t i on  i s  comp l e t e l y  d i f f e r en t :  d r i ven  by  

moder n  b us i nes s  r equ i r emen t s ,  SAP s ys t ems  a r e  ge t t i ng  mor e  and  mor e  c onnec t ed  t o  t he  I n t e r ne t .  Th i s  

s c ena r i o  d r a s t i c a l l y  i nc reas es  t he  un i ve r s e  o f  po s s i b l e  a t t ac k e rs ,  as  r emo t e  ma l i c i ous  pa r t i es  c an  t r y  t o  

c ompr om i s e  t he  o r gan i z a t i on ' s  SAP p l a t f o r m  i n  o r de r  t o  pe r f o r m  es p i onag e ,  s abo t age  a nd  f r aud  a t t ac ks .  

SAP p r ov i d es  d i f f e r en t  W eb i n t e r f ac es ,  s uc h  as  t he  En t e r p r i s e  Po r t a l ,  t he  I n t e r ne t  Commun i c a t i o n  Mana ger  

( I CM)  and  t he  I n t e r ne t  T r ans ac t i on  Se r ve r  ( I TS ) .  Thes e  c ompo nen t s  f ea t u r e  t he i r  own  s ec u r i t y  mode l s  and  

t ec hn i c a l  i n f r as t r uc t u r es ,  wh i c h  may  be  p r one  t o  s pec i f i c  s ec u r i t y  vu l ne r ab i l i t i es .  I f  exp l o i t ed ,  you r  bus i nes s  

c r own  jewe l s  c an  end  u p  i n  t he  hands  o f  c ybe r  c r i m i na l s .  

Th r oug h  man y  l i ve  dem o s ,  t h i s  t a l k  w i l l  exp l a i n  h ow  r emo t e  a t t ac k e r s  may  c ompr om i s e  t he  s ec u r i t y  o f  

d i f f e r en t  SAP W eb  c ompone n t s  and  wha t  yo u  c an  do  t o  avo i d  i t .  I n  pa r t i c u l a r ,  an  au t hen t i c a t i on - by pas s  

vu l ne r a b i l i t y  a f f ec t i ng  "ha r den ed"  SA P En t e r p r i s e  Po r t a l  i mp l emen t a t i ons  w i l l  be  de t a i l ed .   

 
//BIO: Mariano Nunez Di Croce  

 

M A R I A N O  N U N E Z  D I  C R O C E ,  J O R D A N  S A N T A R S I E R I  

W O R K S H O P  -  C y b e r - a t t a c k s  t o  S A P  p l a t f o r m s :  T h e  I n s i d e r  T h r e a t  
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How wou l d  a  ma l i c i ous  ins i de r  exp l o i t  vu l ne r a b i l i t i es  i n  you r  SAP env i r on men t  t o  ge t  ho l d  o f  yo u r  mos t  

s ens i t i ve  bus i nes s  da t a?  W h ic h  a r e  t he  c hanc es  o f  h i m  be i ng  s uc c ess f u l ?  W ha t  c an  you  do  t o  s t op  h i m?  I f  

you  a r e  l ook i ng  f o r  ans w er s  t o  t hes e  ques t i ons ,  you  s hou l d  c ons i de r  a t t en d i ng  t h i s  wo r k s hop .  

By  jo i n i ng  us  i n  t h i s  s ess i on ,  you  w i l l :  

 Learn how to detect some of the existing threats *yourself* using Bizploit, the first opensource ERP Penetration Testing framework. 

 Watch several *live* demos to understand how successful exploitations can result in espionage, sabotage and fraud attacks to your 
organization. 

 Find out how you can *protect yourself from the detected risks*, improving the security of your platform. 

 Discover the *latest outcome* from the Onapsis Research Labs, focused on the hot "ERP security" topic. 

You  d o  no t  r equ i r e  an y  p r ev i ous  SAP k now l ed ge  t o  a t t end  t h i s  even t .  Tak e - aways :  Cop y  o f  B i zp l o i t ,  

p r es en t a t i on  s l i des  and  new  k now l e dge !  

//BIO: Mariano Nunez Di Croce  

//BIO: Jordan Santarsieri  

 

M I C H A E L  E D D I N G T O N  

W O R K S H O P  -  P e a c h  F u z z i n g  

J o i n  us  f o r  l ook  a t  f uzz i ng  w i t h  Peac h  and  t h e  Pe ac h  e x t ens i on  Ho t F uz z .  Peac h  i s  t he  mos t  w i de l y  us ed  

f uzze r  ac r os s  a  w i de  r ange  o f  s ec u r i t y  p r o f ess i ona l s  i nc l ud i ng :  s ec u r i t y  r es ea r c he r s ,  c ons u l t an t s ,  and  

c o r po r a t e  s ec u r i t y  t eams .  

Th i s  wo r ks hop  w i l l  p r ov i de  a  s o l i d  l ook  a t  Peac h ,  how  i t  wo r ks  and  a  j um p - s t a r t  on  i t s  us age .  Add i t i ona l l y ,  we  

w i l l  demons t r a t e  t he  us age  o f  Ho t Fu zz  an  e x t ens i on  o f  Peac h  t ha t  i s  ab l e  t o  “ au t oma t i c a l l y ”  f uzz  k nown  

ne t wor k  p r o t oc o l s  by  ac t i ng  as  a  “ f uzz i ng  p r o xy . ”  

A t t ende es  w i t h  l ap t ops  and  c o r r ec t  s o f t wa r e  c an  f o l l ow  a l ong  w i t h  t he  de mons t r a t i ons  t o  ge t  a  mor e  “ hands  

on ”  f ee l  t o  how  Peac h  a nd  Ho t Fu zz  wor k .  

//BIO: Michael Eddington  

 

M A R C  E I S E N B A R T H  

A c t i v e  E x p l o i t a t i o n  D e t e c t i o n  

Sec ur i t y  p r o f es s i ona l s  have  a  mas s i ve  num ber  o f  ac r onyms  a t  t he i r  d i s pos a l :  I PS ,  VA ,  VM,  S I EM,  NBAD,  and  

mor e .  Th i s  t a l k  i s  abou t  a  t oo l  t ha t  r es i s t s  c l as s i f i c a t i on  by  t hes e  ac r ony ms .  The  goa l  o f  Ac t i ve  Exp l o i t a t i on  

De t ec t i on  ( AED)  i s  t o  ac t i ve l y  mon i t o r  and  i de n t i f y  c ompr om i s e  o f  a r b i t r a r y ,  r emo t e  s ys t ems  w i t h  t he  e xp r es s  

i n t en t  t o  d i s c ove r  nove l  e xp l o i t a t i on  me t hods ,  t r ac k  down  e l us i ve  ze r o - da y  de t a i l s ,  c omp i l e  a  l i s t  o f  k nown -

c ompr om i s ed  hos t s ,  and  mos t  i mpor t an t l y  ge t  i n t o  t he  m i nd  o f  t oday ’ s  c ybe r  c r i m i na l s .  S i mp l i s t i c a l l y ,  AED 
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c o r r e l a t es  c hanges  v i s i b l e  t o  t he  r emo t e  mon i t o r i ng  s ys t em w i t h  ex t e r na l  s t i mu l i  s uc h  as  s o f t wa r e  pa t c h  

s c hedu l es  and  s ec u r i t y  med i a  s ou r c es  i n  o r de r  to  ga i n  un i que  i ns i gh t  i n t o  t he  s ec u r i t y  t h r ea t  l ands c ape  on  an  

I n t e r ne t  s c a l e .  AED i s  a  f r amewor k  wh i c h  i s  d r i ven  by  a r b i t r a r y  p l ugg ab l e  modu l es  t ha t  mus t  p r ov i de  f ou r  

h i gh  l ev e l  i mp l emen t a t i o ns ,  name l y  po r t  s c ann i ng ,  app l i c a t i on  i den t i f i c a t i on  v i a  s t a t i c  and  dynam i c  me t hods ,  

and  a  d a t a  m i n i ng  e ng i n e .  The  p r i mar y  go a l  o f  t h i s  t a l k  i s  t o  bo t h  p r es en t  f i nd i ngs  t ha t  t r end  t he  th r ea t  

l ands c ape  o f  t he  I n t e r ne t  as  a  who l e ,  and  t he  t oo l  i t s e l f ,  wh i c h  i s  a  means  t o  i n t r oduc e  t he  aud i e nc e  t o  a  

numb er  o f  bes t - o f - b r eed  ope n - s ou r c e  t oo l s  wh i c h  have  b ee n  i n t eg r a t ed  i n t o  t h i s  p r o jec t .   

 
//BIO: Marc Eisenbarth  

 

C H R I S  G A T E S  

A t t a c k i n g  O r a c l e  W e b  A p p l i c a t i o n s  W i t h  M e t a s p l o i t   

I n  2009 ,  Me t as p l o i t  r e l eas ed  a  s u i t e  o f  au x i l i a r y  modu l es  t a r ge t i ng  o r ac l e  da t abas es  and  a t t ac k i ng  t hem v i a  

t he  TNS l i s t ene r .  Th i s  yea r  l e t s  bea t  up  on . . . e r r r  s ec u r i t y  t es t  O r ac l e  bu t  do  i t  ove r  HTTP/ HTTP S.  Ra t he r  

t han  r e l y i ng  o n  de ve l o pe r s  t o  w r i t e  bad  c ode  l e t s  s ee  wha t  we  c an  do  w i t h  de f au l t  c on t en t  an d  va r i ous  

unp a t c hed  Or ac l e  m i dd l e wa r e  s e r ve r s  t ha t  you ’ l l  c ommon l y  r un  i n t o  on  p e ne t r a t i on  t es t s .  W e’ l l  a l so  r e -

i mp l emen t  t he  TNS a t t ac k  aga i ns t  t he  i s q l p l us  web  po r t a l  w i t h  Me t as p l o i t  au x i l i a r y  mod u l es .  

 
//BIO: Chris Gates  

 

C A S S I O  G O L D S C H M I D T  

R e s p o n s i b i l i t y  f o r  t h e  H a r m  a n d  R i s k  o f  S o f t w a r e  S e c u r i t y  F l a w s   

W ho i s  r es pons i b l e  f o r  the  ha r m  an d  r i s k  o f  s ec u r i t y  f l aws ?  The  adven t  o f  wo r l dw i de  ne t wor k s  s uch  as  t he  

i n t e r ne t  made  s o f t wa r e  s ec u r i t y  ( o r  t he  l ac k  o f  s o f t wa r e  s ec u r i t y )  bec ame a  p r ob l em o f  i n t e r na t i on a l  

p r opo r t i ons .  The r e  a r e  n o  ma t hemat i c a l / s t a t i s t i ca l  r i s k  mode l s  ava i l ab l e  t oday  t o  as s es s  ne t wor ked  s ys t ems  

w i t h  i n t e r depen de n t  f a i l u r es .  W i t hou t  t h i s  t oo l ,  dec i s i on - mak e r s  a r e  bound  t o  ove r i nves t  i n  ac t i v i t i es  t ha t  

don ’ t  gen e r a t e  t he  d es i red  r e t u r n  on  i nv es t men t  o r  unde r  i nves t  on  m i t i ga t i ons ,  r i s k i ng  d r e ad f u l  

c ons eque nc es .  Exp e r i en c e  s ugges t s  t ha t  no  pa r t y  i s  s o l e l y  r es pons i b l e  fo r  t he  ha r m  and  r i s k  o f  so f t wa r e  

s ec u r i t y  f l aws  bu t  a  mode l  o f  pa r t i a l  r es pons i b i l i t y  c an  on l y  emer g e  onc e  t he  du t i es  and  mo t i va t i o ns  o f  a l l  

pa r t i es  a r e  exam i ne  a nd  und e r s t ood .  

S t a t e  o f  t he  a r t  p r ac t i c es  i n  s o f t wa r e  deve l opm e n t  won ’ t  gua r an t e e  p r od uc t s  f r ee  o f  f l aws .  The  in f i n i t e  

p r i nc i p l es  o f  ma t hemat i cs  a r e  no t  p r ope r l y  i mp l emen t ed  i n  mo der n  c ompu t e r  ha r dwar e  w i t hou t  ha v i ng  t o  

https://www.blackhat.com/html/bh-dc-11/bh-dc-11-speaker_bios.html#Eisenbarth
https://www.blackhat.com/html/bh-dc-11/bh-dc-11-speaker_bios.html#Gates
https://media.blackhat.com/bh-dc-11/Eisenbarth/BlackHat_DC_2011_Eisenbarth_Active_Exploit-wp.pdf
https://media.blackhat.com/bh-dc-11/Eisenbarth/BlackHat_DC_2011_Eisenbarth_Active_Exploit-Slides.pdf
https://media.blackhat.com/bh-dc-11/Gates/BlackHat_DC_2011_Gates_Attacking_Oracle_Web-wp.pdf
https://media.blackhat.com/bh-dc-11/Gates/BlackHat_DC_2011_Gates_Attacking-Oracle-Web-Slides.pdf
https://media.blackhat.com/bh-dc-11/Eisenbarth/BlackHat_DC_2011_Eisenbarth_Active_Exploit-wp.pdf
https://media.blackhat.com/bh-dc-11/Eisenbarth/BlackHat_DC_2011_Eisenbarth_Active_Exploit-Slides.pdf
https://media.blackhat.com/bh-dc-11/Gates/BlackHat_DC_2011_Gates_Attacking_Oracle_Web-wp.pdf
https://media.blackhat.com/bh-dc-11/Gates/BlackHat_DC_2011_Gates_Attacking-Oracle-Web-Slides.pdf
https://media.blackhat.com/bh-dc-11/Eisenbarth/BlackHat_DC_2011_Eisenbarth_Active_Exploit-wp.pdf
https://media.blackhat.com/bh-dc-11/Eisenbarth/BlackHat_DC_2011_Eisenbarth_Active_Exploit-Slides.pdf
https://media.blackhat.com/bh-dc-11/Gates/BlackHat_DC_2011_Gates_Attacking_Oracle_Web-wp.pdf
https://media.blackhat.com/bh-dc-11/Gates/BlackHat_DC_2011_Gates_Attacking-Oracle-Web-Slides.pdf
https://media.blackhat.com/bh-dc-11/Eisenbarth/BlackHat_DC_2011_Eisenbarth_Active_Exploit-wp.pdf
https://media.blackhat.com/bh-dc-11/Eisenbarth/BlackHat_DC_2011_Eisenbarth_Active_Exploit-Slides.pdf
https://media.blackhat.com/bh-dc-11/Gates/BlackHat_DC_2011_Gates_Attacking_Oracle_Web-wp.pdf
https://media.blackhat.com/bh-dc-11/Gates/BlackHat_DC_2011_Gates_Attacking-Oracle-Web-Slides.pdf


t r unc a t e  number s  and  c a l c u l a t i ons .  Many  o f  t he  mos t  c ommon  ope r a t i ng  s ys t ems ,  ne t wor k  p r o t oco l s  and  

p r og r ammi ng  l a ngu ag es  us ed  t oda y  wer e  f i r s t  c onc e i ved  w i t ho u t  t he  bas i c  p r i nc i p l es  o f  s ec u r i t y  i n  m i nd .  

Compr om i s es  a r e  made  t o  ma i n t a i n  c ompa t i b i l i t y  o f  newer  ve r s i ons  o f  t hes e  s ys t ems  w i t h  p r ev i ous  ve r s i ons .  

Evo l v i n g  s o f t wa r e  i nhe r i t s  a l l  f l aws  and  r i s ks  t ha t  a r e  p r es en t  i n  t h i s  l aye r ed  an d  i n t e r dep en den t  s o l u t i on .  

Las t l y ,  t he r e  a r e  no  f o r ma l  ways  t o  p r ove  s o f t wa r e  c o r r ec t ness  us i ng  ne i t he r  ma t hemat i c s  no r  de f i n i t i ve  

au t ho r i t y  t o  as s e r t  t he  abs enc e  o f  vu l ne r a b i l i t i es .  The  s l i gh t es t  c od i ng  e r r o r  c an  l ead  t o  a  f a t a l  f l aw .  W i t hou t  

a  dou b t ,  vu l ne r ab i l i t i es  i n  s o f t wa r e  app l i c a t i ons  w i l l  c on t i nue  t o  be  p a r t  o f  ou r  da i l y  l i ves  f o r  yea r s  t o  c ome.  

Dec i s i ons  made  by  ado p t e r s  s uc h  as  whe t he r  t o  i ns t a l l  a  pa t c h ,  upg r ade  a  s ys t em o r  emp l oyed  i n s ec u r e  

c on f i gu r a t i ons  c r ea t e  ex t e r na l i t i es  t ha t  have  i mp l i c a t i ons  on  t he  s ec u r i t y  o f  o t he r  s ys t ems .  Pr ope r  c ybe r  

hyg i e ne  a nd  ed uc a t i on  a r e  v i t a l  t o  s t op  t he  p r o l i f e r a t i on  o f  c ompu t e r  wo r ms ,  v i r us es  and  bo t ne t s .  

Fu r t he r mor e ,  end  us e r s ,  c o r po r a t i ons  and  l a r ge  g ove r nm en t s  d i r ec t l y  i n f l uenc e  s o f t wa r e  vend o r s ’  dec i s i ons  

t o  i nves t  on  s ec u r i t y  by  vo t i ng  w i t h  t he i r  money  eve r y  t i me  s o f t wa r e  i s  pu r c has ed  o r  p i r a t ed .  

Sec u r i t y  r es ea r c he r s  l a rge l y  i n f l uenc e  t he  o ve r a l l  s t a t e  o f  s o f t wa r e  s ec u r i t y  d epe nd i ng  on  t he  a pp r oac h  t ak en  

t o  d i s c l os e  f i nd i ngs .  W h i l e  many  b e l i eve  f u l l  d i s c l os u r e  p r ac t i c es  he l ped  t he  s o f t wa r e  i ndus t r y  t o  adva nc e  

s ec u r i t y  i n  t he  pas t ,  s eve r a l  o f  t he  mos t  devas t a t i ng  c ompu t e r  wo r ms  were  c r ea t ed  by  bo r r ow i n g  f r om  

i n f o r ma t i on  de t a i l ed  b y  r es ea r c he r ’ s  f u l l  d i sc l os ur e .  Bo t h  i nc en t i ves  and  pen a l t i es  we r e  c r ea t ed  f o r  s ec u r i t y  

r es ea r c he r s :  a  number  o f  s t o r i es  o f  vendo r s  s u i ng  s ec u r i t y  r es ea r c he r s  ar e  ava i l ab l e  i n  t he  p r es s .  Some 

c oun t r i es  enac t ed  l aws  bann i n g  t he  us e  an d  de ve l opmen t  o f  “ h ac k i ng  t oo l s ” .  A t  t he  s ame t i me ,  c ompan i es  

s uc h  as  i De f ens e  p r omo t ed  t he  c r ea t i on  o f  a  mar k e t  f o r  s ec u r i t y  vu l ne r ab i l i t i es  p r ov i d i ng  r ewar ds  t ha t  a r e  

l a r ge r  t han  a  ye a r ’ s  wo r th  o f  s a l a r y  f o r  a  s o f t wa re  p r ac t i t i one r  i n  c oun t r i es  s uc h  as  Ch i na  and  I nd i a .  

E f f ec t i ve  po l i c y  and  s t anda r ds  c an  s e r ve  as  l eve r age  t o  f i x  t h e  p r ob l em e i t he r  by  p r ov i d i n g  i nc en t i ves  o r  

pen a l t i es .  A t t emp ts  s uc h  PC I  c r ea t ed  a  pe r v e r s e  i nc en t i ve  t ha t  d i ve r t ed  d ec i s i on  mak e rs ’  goa l s  t o  

c omp l i anc e  i ns t ead  o f  s ec u r i t y .  S t i f f  manda t es  an d  i ne f f ec t i ve  l aws  have  b een  o bs e r ved  i n t e r n a t i on a l l y .  

G i ven  t he  f as t  pac e  o f  t he  i ndus t r y ,  l aws  t o  c omba t  s o f t wa r e  vu l ne r ab i l i t i es  may  bec ome obs o l e t e  be f o r e  t hey  

a r e  enac t ed .  A l t e r na t i ve l y ,  t he  gov e r nmen t  c an  u s e  i t s  own  buy i ng  p ower  t o  enc ou r ag e  ado p t i on  o f  g ood  

s ec u r i t y  s t anda r ds .  One  e xam p l e  o f  t h i s  i s  t he  Fede r a l  Des k t op  Cor e  Con f i gu r a t i on  ( FDCC) .  

The  p r o pos ed  p r es en t a t i on  i s  bas ed  on  t he  r es ea r c h  done  by  Cas s i o  Go l d s c hm i d t ,  S r .  Manager  a t  Syman t ec  

Cor po r a t i on ;  Me l i s s a  J .  Da r k ,  P r o f ess o r  &  As s is tan t  Dea n  De p ar t men t  o f  Compu t e r  a nd  I n f o r ma t i o n  

Tec hno l o gy  P u r due  U n i v e r s i t y  and  H i na  Cha udhr y ,  PhD .  Cand i d a t e  a t  Pu r due  Un i v e r s i t y  and  i s  r e f l ec t i on  o f  

t he  r o l e  o f  eac h  p l aye r  i nvo l v ed  i n  t he  s o f t wa r e  l i f ec yc l e  and  t he  i nc en t i ves  ( and  d i s i nc en t i ves )  t hey  ha ve  t o  

pe r f o r m  t he  t as k ,  t he  ne t wor k  e f f ec ts  o f  t he i r  ac t i ons  and  t he  r es u l t s  on  the  s t a t e  o f  s o f t wa r e  s ecu r i t y .  The  

f u l l  t ex t  i s  ava i l ab l e  as  a  c hap t e r  o f  I n f o r ma t i on  As s u r anc e  &  Sec u r i t y  E th i c s  ( I SBN:  978 - 1 - 6169 2 - 245 - 0 ,  

ha r dc ove r .  I SBN:  978 - 1 - 616 92 - 24 6 - 7 ,  ebo ok ) .  

 
//BIO: Cassio Goldschmidt  
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J O E  G R A N D  

W O R K S H O P  -  H a r d w a r e  R e v e r s e  E n g i n e e r i n g :  A c c e s s ,  A n a l y z e ,  a n d  D e f e a t  

E l ec t r on i cs  a r e  embedd e d  i n t o  nea r l y  ev e r y t h i ng  we  us e .  Ha r dwar e  p r od u c t s  a r e  be i ng  r e l i ed  on  f o r  s ec u r i t y -

r e l a t ed  app l i c a t i ons  and  a r e  i nhe r en t l y  t r us t ed ,  t hou gh  man y  a r e  c omp l e t e l y  s us c ep t i b l e  t o  c omprom i s e .  I n  

t h i s  wo rk s hop ,  J oe  w i l l  d i s c us s  t he  ha r dwar e  hac k i ng  and  r eve r s e  en g i ne e r i ng  p r oc es s es ,  and  t he n  p r ov i de  

an  op en  l ab  e nv i r onm en t  f o r  you  t o  p r obe ,  ana l yz e ,  and  hac k .  

J oe  w i l l  b r i ng  a  va r i e t y  o f  p r oduc t s  t o  t i nk e r  w i t h ,  t hough  a t t e nde es  a r e  heav i l y  e nc ou r ag ed  t o  b r i ng  t he i r  

own  p i ec es  o f  ha r dwar e  t o  e xp l o r e .  Bas i c  t oo l s  and  e l ec t r on i c s  t es t / measu r emen t  eq u i pme n t  w i l l  be  p r ov i d ed .  

You ' l l  l eave  t he  wor k s ho p  w i t h  new  s k i l l s ,  i deas  fo r  f u r t he r  a t t ack s ,  and  mayb e  ev en  s ome de f e a t e d  

ha r dwar e .  

 
//BIO: Joe Grand  

 

C H R I S  H A D N A G Y  

W O R K S H O P :  H o w  t o  H a c k  L a r g e  C o m p a n i e s  a n d  M a k e  M i l l i o n s  

Of f ens i ve  Sec u r i t y  wan t s  t o  t ak e  you  on  a  no n - s top  t h r i l l  r i de  t h r ough  a n  ac t ua l  hac k .  F r om I n f o r ma t i on  

Ga t he r i ng ,  Soc i a l  Eng i n ee r i ng  an d  C l i en t  S i de  E xp l o i t a t i on  we  w i l l  s how  you  c omp l e t e  a nd  t o t a l  d om i na t i on  o f  

t he  t a r ge t .  Th i s  s es s i on  w i l l  s howc as e  t he  s k i l l s  t ha t  a r e  t augh t  i n  O f f ens i ve  Sec u r i t y ’ s  wo r l d - r eno wned  

Pen t es t i ng  W i t h  Back T r ac k  c ou r s e  as  we l l  as  ou r  Pene t r a t i on  Tes t i ng  s e r v i c es .  Our  goa l  i s  r a i s e  awar en es s  

o f  t he  r ea l  wo r l d  t h r ea t s  t ha t  e x i s t  i n  c o r po r a t e  bus i nes s  t oday .  

 
//BIO: Chris Hadnagy  

 

R O B  H A V E L T ,  B R U N O  G O N C A L V E S  D E  O L I V E I R A  

H a c k i n g  t h e  F a s t  L a n e :  s e c u r i t y  i s s u e s  w i t h  8 0 2 . 1 1 p ,  D S R C ,  a n d  W A V E   

The  n ew  80 2 . 11p  s t and a r d  a i ms  t o  p r ov i d e  r e l i ab l e  w i r e l es s  c ommun i c a t ion  f o r  veh i c u l a r  env i r on men t s .  The  

P802 . 11p  s pec i f i c a t i on  de f i nes  f unc t i ons  and  s e rv i c es  r equ i r ed  by  W i r e l es s  Ac c es s  i n  Veh i c u l a r  

Env i r onm en t s  (W AVE)  c on f o r man t  s t a t i ons  t o  ope r a t e  i n  va r y i ng  en v i r onm en t s  and  e xc ha ng e  mes s age s  e i t he r  
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wi t hou t  hav i n g  t o  j o i n  a  BSS o r  w i t h i n  a  BSS,  an d  de f i nes  t he  W AVE s i gna l i ng  t ec hn i qu e  and  i n t e r f ac e  

f unc t i ons  t ha t  a r e  c on t r o l l ed  by  t he  80 2 . 11  MAC.  

W i r e l es s  t e l ec ommun i c a t i ons  and  i n f o r ma t i on  e xc han ge  be t w een  r o ads i de  and  ve h i c l e  s ys t ems  p r es en t  s ome  

i n t e r es t i ng  s ec u r i t y  i mp l i c a t i ons .  Th i s  t a l k  w i l l  p res en t  an  an a l ys i s  o f  t he  802 . 1 1p  5 . 9  GH z  ban d  W i r e l es s  

Ac c ess  i n  Veh i c u l a r  Env i r onmen t s  (W AVE)  /  Ded i c a t ed  Sho r t  Rang e  Com mun i c a t i ons  ( DSRC) ,  Med i um Ac c es s  

Con t r o l  ( MAC) ,  and  Phys i c a l  Laye r  ( PHY)  Sp ec i f i c a t i ons  o f  t h i s  p r o t oc o l .  W e w i l l  p r es en t  me t hods  o f  

ana l y z i ng  n e t wor k  c ommun i c a t i ons  ( GNU Rad i o / USRP,  f i r mwar e  mod i f i c a t i ons ,  e tc . ) ,  and  po t en t i a l  s ec u r i t y  

i s s ues  i n  t he  i mp l emen t a t i on  o f  t he  p r o t oc o l  i n  p rac t i c a l  env i r onme n t s  s uch  as  i n  t o l l  r oad  i m p l eme n t a t i ons ,  

t e l ema t i c s  s ys t ems ,  and  o t he r  i mp l emen t a t i o ns .   

 
//BIO: Rob Havelt  

//BIO: Bruno Goncalves de Oliveira  

 

V I N C E N Z O  I O Z Z O ,  G I O V A N N I  G O L A  

S t a l e  p o i n t e r s  a r e  t h e  n e w  b l a c k  

Memor y  c o r r up t i on  bugs  s uc h  as  dang l i ng  po i n t e r s ,  doub l e  f r ees  and  un i n i t i a l i zed  memor y  a r e  s om e o f  t he  

ope n  i s s ues  i n  app l i c a t i on  s ec u r i t y .  F i nd i ng  dang l i ng  po i n t e r s  and  s i m i l a r  vu l ne r a b i l i t i es  i n  l a r ge  code  b as es  

i t ' s  a r guab l y  mor e  d i f f i c u l t  t han  ove r f l o ws  bec aus e  o f  t he  c omp l e x i t y  and  he t e r og ene i t y  o f  a pp l i c a t i ons  

memor y  man ag emen t .  Fu zz i ng  h as  bee n  p r ove d  t o  be  an  e f f ec t i ve  me t ho d  f o r  f i nd i ng  s uc h  bugs  i n  b r ows e r s  

and  o t h e r  s i m i l a r  COTS app l i c a t i ons ,  none t h e l es s  i t ' s  no t  unc ommon  t o  s ee  bu gs  f ound  b y  f u zz e r s  bu r ned  

a f t e r  a  s ho r t  pe r i od  o f  t ime  bec aus e  o f  mu l t i p l e  r ed i s c ove r y  o f  t he  s ame vu l ne r a b i l i t i es .  I n  t h i s  t a l k  t he  

c ha l l enges  o f  f i nd i ng  s uc h  bugs  w i t h  s t a t i c  ana l y s i s  and  t he  r es u l t s  we  go t  w i l l  be  d i sc us s ed ,  s pec i f i c a l l y  we  

w i l l  exp l o r e  t h e  a l go r i t h ms  and  t ec hn i ques  bo r r o wed  f r om  p r og r am an a l y s i s  and  g r aph  t he o r y  t ha t  c an  be  

emp l oy ed  t o  ac h i ev e  ou r  goa l .  W e  w i l l  a l s o  d i s c us s  wha t  i mpr ovemen t s  can  be  ma de  i n  o r de r  t o  i nc r eas e  

p r ec i s i on  and  r educ e  t he  number  o f  f a l s e  pos i t i ves .  

 
//BIO: Vincenzo Iozzo  

//BIO: Giovanni Gola  

 

J O N  L A R I M E R  

B e y o n d  A u t o R u n :  E x p l o i t i n g  s o f t w a r e  v u l n e r a b i l i t i e s  w i t h  r e m o v a b l e  s t o r a g e   
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Mal war e  has  bee n  us i ng  t he  Au t oRu n  f unc t i ona l i t y  i n  W i ndows  f o r  yea r s  to  s p r ead  t h r oug h  r emov a b l e  s t o r age  

dev i c es .  Tha t  f ea t u r e  i s  eas y  t o  d i s ab l e ,  bu t  t he  S t u xn e t  wo r m  was  ab l e  t o  s p r ead  t h r oug h  USB d r i ves  by  

e xp l o i t i ng  a  v u l ne r a b i l i t y  i n  W i nd ows .  I n  t h i s  t a l k ,  I ’ l l  exam i ne  d i f f e r en t  wa ys  t ha t  a t t ack e r s  c an  abus e  

ope r a t i ng  s ys t em f unc t i ona l i t y  t o  e xec u t e  ma l i c i ous  pay l oa ds  f r om  USB mas s  s t o r age  dev i c es  w i t hou t  r e l y i ng  

on  Au t oR un .  Th e r e ’ s  a  l o t  o f  c ode  t ha t  r uns  be t ween  t h e  USB d r i ve r s  t hems e l ve s  and  t he  d es k t op  s o f t wa r e  

t ha t  r ende r s  i c ons  and  thumb na i l s  f o r  doc umen t s ,  p r ov i d i ng  s ec u r i t y  r es ea r c he r s  and  hac k e r s  w i th  a  r i c h  s e t  

o f  t a r ge t s  t o  exp l o i t .  S i nc e  t he  no r ma l  e xp l o i t  pa y l oads  o f  r emo t e  s he l l s  a r en ’ t  t o t a l l y  us e f u l  when  pe r f o r m i ng  

an  a t t ac k  l oc a l l y  f r om  a  USB d r i ve ,  we ’ l l  l ook  a t  a l t e r na t i ve  pa y l oa ds  t ha t  c an  g i ve  a t t ac k e r s  i mmed i a t e  

ac c ess  t o  t he  s ys t em.  To s how  t ha t  t hes e  vu l ne r a b i l i t i es  a r en ’ t  j us t  l i m i t ed  W i ndows  s ys t ems ,  I ’ l l  p r ov i de  a  

demo ns t r a t i on  s how i ng  h ow  I  c an  un l oc k  a  l ock ed  L i n u x  d es k t op  s ys t em ju s t  by  i ns e r t i ng  a  USB t humb d r i ve  

i n t o  t he  PC .  

 
//BIO: Jon Larimer  

 

T A R J E I  M A N D T  

K e r n e l  P o o l  E x p l o i t a t i o n  o n  W i n d o w s  7   

I n  W i ndows  7 ,  M i c r os o f t  i n t r oduc ed  s a f e  un l i nk i ng  t o  t he  k e r ne l  poo l  t o  add r es s  t he  g r ow i ng  num ber  o f  

vu l ne r a b i l i t i es  a f f ec t i ng  t he  W i ndows  k e r ne l .  Pr i o r  t o  r emov i ng  an  en t r y  f r om  a  dou b l y - l i nk ed  l i s t ,  s a f e  

un l i nk i ng  a i ms  t o  de t ec t  memor y  c o r r up t i on  by  v a l i da t i ng  t he  po i n t e r s  t o  ad j ac en t  l i s t  en t r i es .  Henc e ,  an  

a t t ac k e r  c anno t  eas i l y  l eve r ag e  gen e r i c  "w r i t e  4 "  t ec hn i ques  i n  e xp l o i t i ng  poo l  ov e r f l ows  o r  o t he r  poo l  

c o r r up t i on  vu l ne r ab i l i t i es .  I n  t h i s  t a l k ,  we  s how  tha t  i n  s p i t e  o f  t he  e f f o r t s  made  t o  r emove  ge ne r i c  exp l o i t  

vec t o r s ,  W i ndows  7  i s  s t i l l  s us c ep t i b l e  t o  gene r i c  k e r ne l  poo l  a t t ac ks .  I n  pa r t i c u l a r ,  we  s how  t ha t  t he  poo l  

a l l oc a t o r  may  und e r  c e r ta i n  c ond i t i ons  f a i l  t o  s a fe l y  un l i nk  f r ee  l i s t  en t r i es ,  t hus  a l l ow i ng  an  a t t ac k e r  t o  

c o r r up t  a r b i t r a r y  memor y .  I n  o r de r  t o  t hwar t  t h e  p r es en t ed  a t t ac k s ,  we  c onc l us i ve l y  p r opos e  ways  t o  f u r t he r  

ha r de n  and  enh anc e  t he  s ec u r i t y  o f  t he  k e r ne l  poo l .  

 
//BIO: Tarjei Mandt  

 

L A U R E N T  O U D O T  

I n g l o u r i o u s  H a c k e r d s :  T a r g e t i n g  W e b  C l i e n t s   

Th i s  t a l k  w i l l  p r opos e  t o  l ook  a t  t ec hn i c a l  s ec u r i t y  i s s ues  r e l a t ed  t o  mu l t i p l e  I n t e r ne t  W eb  C l i en t s .  
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W hi l e  s uc h  t oo l s  a r e  us ed  t o  c r aw l  t he  Ne t  and  r e t r i eve  i n f o r ma t i on ,  t he r e  m i gh t  ex i s t  many  s c ena r i os  wher e  

ev i l  a t t ac k e rs  c an  abus e  t hem.  

By  s t udy i ng  t he  p r o t oc o l s  ( HTTP,  e t c ) ,  and  by  d o i ng  s ome k i nd  o f  f uzz i ng  ope r a t i ons ,  we  w i l l  s how  how  

TEHTRI - Sec u r i t y  was  ab l e  t o  f i nd  mu l t i p l e  s ec u r i t y  i ss ues  on  many  ha nd l ed  de v i c es  and  wor k s t a t i ons .  

The  o f f ens i ve  c onc ep t s  e xp l a i n ed  d u r i ng  t h i s  t a l k ,  w i l l  s how  many  d i f f e r e n t  t r i c ks ,  l i k e  how  ev i l  a t t ac k e rs  c an  

bec ome an on ymo us  and  c r ea t e  c ove r  c hanne l s  bas ed  on  we b  c l i en t s ,  o r  l i k e  how  t o  own  o r  c r as h  mos t  

f amous  c u r r en t  web  c l i en t s  and  dev i c es .  

 
//BIO: Laurent Oudot  

 

T O M  P A R K E R  

S t u x n e t  R e d u x :  M a l w a r e  A t t r i b u t i o n  &  L e s s o n s  L e a r n e d  

Rec en t  i nc i den t s  c ommon l y  t hou gh t  t o  be  l i nk ed  t o  s t a t e  s pons o r ed  ac t i v i t i es  have  g i ve n  r i s e  t o  muc h  

d i s c uss i on  ove r  t he  r e l i ab i l i t y  o f  t ec hn i c a l  ana l ys i s  as  a  s ou r c e  f o r  adve r s a r y  a t t r i bu t i on  -  s pec i f i ca l l y  i n  

r ega r ds  t o  wha t  i s  c ommon l y  t e r med  as  t he  Ad va nc ed  Pe r s i s t en t  Th r ea t  (o r  APT) .  W e now  l i ve  i n  a  wo r l d  

whe r e  t he  r ev e r s e  eng i n ee r i ng  o f  a  ma l i c i ous  b i na r y ,  o r  ana l ys i s  o f  a  c ompr om i s ed  hos t  may  ve r y  we l l  p l ay  

i n t o  a  wo r l d - c hang i ng  d e c i s i on ,  s uc h  as  whe t he r  a  c oun t r y  s hou l d  dec l a r e  wa r  on  ano t h e r  -  o r  i ndeed ,  

whe t he r  i t  i s  no  l onge r  v i ab l e  f o r  a  l a r ge ,  mu l t i na t i ona l  c o r po r a t i on  t o  c on t i nue  do i n g  bus i nes s  i n  a  g i ven  pa r t  

o f  t he  g l obe .  

O f  pe r haps  mos t  no t e  -  s t uxne t  has  dom i n a t ed  m uc h  o f  t he  i n f o r ma t i on  sec u r i t y  med i a  s i nc e  i t ' s  pub l i c  

ac k now l edgm en t  i n  J une  2010 .  Mu l t i p l e  s c hoo l s  o f  t hough t  h ave  em er ge d ,  c as t i ng  s pec u l a t i on  ove r  t he  

i den t i t i es  o f  t hos e  r es pons i b l e  f o r  t he  au t ho r s h i p  and  op e r a l i za t i on  o f  wh a t  s ome  s ugges t  i s  t he  mos t  

adv anc ed  p i ec e  o f  ma l w ar e  obs e r ved  i n  t he  pub l i c  doma i n .  Na t i on  s t a t e?  Or gan i ze d  c r i me?  D i s g run t l ed  

ven do r  emp l o yee ?  Th i s  t a l k  w i l l  t ak e  a  c l os e  l ook  a t  wha t  we  r ea l l y  k now  abo u t  t h i s  mys t e r i ous  c u l m i na t i on  o f  

b i t s ,  c l os e l y  ana l yz i ng  s ome o f  t he  po pu l a r  hy po t hes i s ,  and  i den t i f y  o t he r s  wh ic h  have  p e r haps  n o t  d r awn  as  

muc h  momen t um.  

As  a  bas i s  f o r  ou r  ana l ys i s ,  we  w i l l  d i sc uss  i n  dep t h  t he  mer i t s  and  dem er i t s  o f  t ec hn i c a l  ana l ys i s ;  

demo ns t r a t i ng  ways  i n  wh i c h  va r i ous  t ec hn i ques  i nc l ud i ng  s t a t i c  b i na r y  ana l ys i s  and  memor y  f o r e ns i cs  may  

be  u t i l i zed  t o  bu i l d  a  g r a nu l a r  p r o f i l e  o f  t he  adv e r s a r y ,  and  wher e  t he  s ame t ec hn i ques  may  f a l l  s ho r t .  The  

p r es en t a t i on  w i l l  d i s c us s  de t a i l ed  c ha r ac t e r i za t i on  ma t r i x  t ha t  c an  be  l ev e r aged  t o  as s es s  and  eve n  au t oma t e  

as s ess men t  o f  mu l t i p l e  as pec t s  o f  t he  adve r s a r y  ( s uc h  as  mo t i ve ,  t ec hn i ca l  s k i l l ,  t ec hno l og i c a l  r es ea r c h  

r es ou r c es )  t ha t  may  a l l  p l ay  i n t o  t he  wa y  i n  wh i c h  we  r es pond  t o  a n  i nc i den t ,  o r  r epos i t i on  ou r s e lves  t o  

han d l e  a  s pec i f i c  t h r ea t  ove r  i n  l ong  t e r m .  
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F i na l l y ,  we  w i l l  r ev i ew  wha t  l es s ons  we  c an  l ea r n  f r om  s t uxn e t  -  t o  f u r t he r  a t t r i bu t i on  r e l a t ed  r es ea r c h  

e f f o r t s ,  and  ways  i n  wh i c h  we  m i gh t  ad jus t  ou r  s ec u r i t y  pos t u r e  when  i t  c omes  t o  p r o t ec t i ng  ou r  na t i ons  mos t  

c r i t i c a l  as s e ts .   

 
//BIO: Tom Parker  

 

D A V I D  P E R E Z ,  J O S E  P I C O  

A  p r a c t i c a l  a t t a c k  a g a i n s t  G P R S / E D G E / U M T S / H S P A  m o b i l e  d a t a  c o m m u n i c a t i o n s  

I n  t h i s  p r es en t a t i on  we  w i l l  s how  a  p r ac t i c a l  a t tac k  aga i ns t  GPRS,  EDGE,  UMTS and  HS PA ( 2G / 3G)  mob i l e  

da t a  c ommun i c a t i ons .  W e  w i l l  demons t r a t e  t ha t  an  a t t ac k e r  w i t h  a  budge t  o f  l es s  t han  $10 , 0 00  c an  s e t  up  a  

r ogue  BT S ,  mak e  t he  v i c t i m  dev i c es  c onnec t  t o  suc h  BTS ,  and  g a i n  f u l l  con t r o l  ove r  t he  v i c t i m ' s  da t a  

c ommun i c a t i ons .  Two  vu l ne r ab i l i t i es  mak e  t he  a t t ac k  poss i b l e :  f i r s t ,  t he  abs enc e  o f  mu t ua l  au t h e n t i c a t i on  i n  

GPRS an d  EDGE ( 2G) ,  wh i c h  mak es  GPRS and  E DGE dev i c es  c omp l e t e l y  vu l ne r a b l e  t o  t h i s  a t t ack ,  and  

s ec ond ,  t he  mec han i s m  i mp l emen t e d  on  mos t  UMTS and  HS PA ( 3G)  dev i c es  t ha t  mak es  t hem f a l l  bac k  t o  

GPRS an d  EDGE wh en  U MTS o r  HSPA a r e  no t  a v a i l ab l e ,  wh i c h  mak es  i t  pos s i b l e  t o  ex t en d  t he  a t t ac k  t o  

t hes e  3G  dev i c es .  

 
//BIO: David Perez  

//BIO: Jose Pico  

 

T H O M A S  R O T H  

B r e a k i n g  e n c r y p t i o n  i n  t h e  c l o u d :  G P U  a c c e l e r a t e d  s u p e r c o m p u t i n g  f o r  e v e r y o n e  

I t  has  been  k nown  s i nc e  s ome t i me  now  t ha t  t he  mas s i ve  pa r a l l e l  a r c h i t ec t u r e  o f  moder n  GPUs  p rov i de  

eno r mo us  ac c e l e r a t i on  when  t r y i ng  t o  b r eak  enc r yp t i on -  o r  has ha l g o r i t hms :  GPUs  a r e  ( depend i ng  on  t he  

a l go r i t hm  and  t he  i mp l e men t a t i on )  s ome  hu n d r e d  t i mes  f as t e r  c ompar ed  t o  s t anda r d  qua d  c o r e  CPUs  when  i t  

c omes  t o  b r u t e  f o rc i ng  SHA1  an d  MD5.  The  e no r mous  po t en t i a l  c an  a l s o  be  s een  i n  t he  s upe r c om pu t i ng  

bus i nes s :  The  T i anhe - 1 A ,  l eade r  o f  t he  t op  500  l i s t  o f  s upe r c ompu t e r s ,  i s  no t  on l y  e qu i p ped  w i t h  1 4 . 336  

CPUs  bu t  a l s o  w i t h  7 . 168  NV I D I A  Tes l a  "Fe r m i "  M205 0  GPUs  -  eac h  o f  wh i c h  has  448  c o r es  and  3GB RAM.  

Un t i l  r ec en t l y ,  one  need ed  t o  s pend  a  l o t  o f  mon ey  t o  ge t  a  s ma l l  c l us t e r  o f  GPU as s is t ed  s e r ve rs ,  bu t  

Amazo n  no w  p r ov i d es  an  i ns t anc e  t ype  i n  i t ' s  EC2  c l oud  t ha t  s po r t s  t wo  o f  t he  GPUs  t ha t  a r e  a l s o  us ed  i n  t he  

T i anh e - 1A ,  r es u l t i ng  i n  a  c heap  way  t o  b oo t  up  a  c l us t e r  o f  GPU ac c e l e r a ted  s e r ve r s  t ha t  c an  be  us ed  f o r  

own  pu r p os es .  
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The  f i r s t  pa r t  o f  t he  t a l k  w i l l  be  abou t  t he  des i gn  and  t he  i mp l em en t a t i on  o f  a  mas s i ve  pa r a l l e l  and  GPU 

as s is t ed  env i r onme n t  f o r  b r eak i ng  enc r yp t i ons :  F r om gene r a t i on ,  t he  s t o r i ng  an d  t he  us e  o f  r a i nbo w  t ab l es  t o  

b r u t e  f o r c i ng  i n  t he  c l oud .  I n  t he  s ec ond  pa r t  o f  t he  t a l k  t he  "C l oud  C r ac k i ng  Su i t e "  i s  i n t r oduc ed :  An  open  

s ou r c e  s u i t e  des i gned  t o  demons t r a t e  t he  pe r f o r manc e  o f  b r eak i ng  s eve r a l  a l go r i t hms  i n  t he  c l oud .  

The  ' C l oud  C r ac k i ng  Su i t e '  i s  s p l i t t ed  i n  t wo  pa r t s :  The  s e r ve r  s i de  and  t he  c l i en t .  The  s e r ve r  s i de  c ons is t s  

o f  es pec i a l l y  f o r  t he  Fe rm i - a r c h i t ec t u r e  op t i m i zed ,  h i gh  pe r f o r manc e  i mp l emen t a t i ons  o f  SHA1  a n d  MD5 w i t h  

an  i n t e r f ac e  t o  us e  t hem f o r  r a i nbow  t ab l e  gen e r a t i on  o r  b r u t e  f o r c i ng  as  we l l  as  a  s e l f - c on f i gu r i ng  Py r i t  f o r  

W PA da t abas e  gen e r a t i o n .  The  c l i en t  s i de  p r ov i des  an  eas y  t o  us e  CL I  wh i c h  a l l ows  one  t o  s p awn  and  

c on t r o l  a  c l us t e r  f o r  a  s pec i f i c  t ask .  

As  t he  s e r ve r  s i de  w i l l  be  ava i l a b l e  as  a  hos t ed  AMI ,  eve r yon e  pa r t i c i pa t i ng  c an  s i mp l y  down l oa d  t he  c l i en t ,  

c r ea t e  an  ac c oun t  a t  t he  AW S and  t r y  i t  ou t  h i mse l f .  

 
//BIO: Thomas Roth  

 

J A M I E  S C H W E T T M A N N ,  E R I C  M I C H A U D  

H o w  t o  S t e a l  N u c l e a r  W a r h e a d s  W i t h o u t  V o i d i n g  Y o u r  X b o x  W a r r a n t y  

W e w i l l  p r es en t  t he  c ommon  e l eme n t s  and  bas i c  mec han i s ms  o f  moder n  t amper - ev i d en t  s ea l s ,  t ags ,  and  

l abe l s ,  w i t h  emphas i s  on  a t t ac k  and  c i r c umven t i o n .  Adhes i ve  s ea l s ,  c r i mp  s ea l s ,  w i r e  w r aps ,  f i be r  op t i c  

s ea l s ,  e l ec t r on i c ,  c hem i ca l ,  b i o l og i c a l ,  and  mak e - s h i f t  s ea l s  w i l l  be  d i ss ec t ed ,  e xam i n ed ,  an d  e xp l a i ned ,  w i t h  

emph as i s  on  t he i r  s ho r t com i ngs  and  c i r c umven t i o n  t ec hn i ques .  W e  w i l l  a l s o  p r es en t  an  ove r v i ew  o f  t yp i c a l  

app l i c a t i ons  f o r  t ags ,  s ea l s ,  and  l abe l s ,  i nc l ud i ng  c ove r t  t r aps  and  us es  r ang i ng  f r om  c ons umer  goods  t o  l os s  

r educ t i on  t o  gove r nm en t  s ec r e ts .  

 
//BIO: Jamie Schwettmann  

//BIO: Eric Michaud  

 

V A L  S M I T H ,  A L E X A N D E R  P O L Y A K O V  

F o r g o t t e n  W o r l d :  C o r p o r a t e  B u s i n e s s  A p p l i c a t i o n  S y s t e m s  

Do you  k no w  wher e  a r e  a l l  c r i t i c a l  c ompany  d a t a  i s  s t o r ed?  Do  you  k now  how  eas i l y  yo u  c an  be  a t t ac k ed  by  

c ybe r c r i m i na l s  t a r ge t i ng  t h i s  da t a?  How c an  a t t ac k e r  s abo t age  o r  c ommi t  es p i ona ge  ag a i ns t  you r  c ompany  

jus t  hav i n g  ac c es s  t o  one  s ys t em?  
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Ami ds t  SCADA,  W i n  7 ,  and  t he  C l ou d  t he r e  i s  a  t ype  o f  c r i t i c a l  s ys t em no  one  i s  t a l k i ng  abou t .  En t e r p r i s e  

Res ou r c e  P l ann i n g  ( ERP ) .  A l l  t ha t  i s  needed  i s  t o  ga i n  ac c es s  t o  t he  c o rpo r a t e  bus i nes s  app l i c a t i on  

i n f r as t r uc t u r e ,  s pec i f i c a l l y  s ys t ems  s uc h  as  ERP,  Cus t omer  Re l a t i ons h i p  Mana geme n t  ( CRM) ,  and  Supp l i e r  

Re l a t i ons h i p  Man ag emen t  ( SRM) .  I f  an  a t t ac k e r  seek s  t o  ga t he r  c r i t i c a l  f i nanc i a l ,  pe r s onne l ,  o r  o t he r  

s ens i t i ve  da t a ,  t hes e  a r e  t he  t ypes  o f  s ys t ems  wher e  i t  i s  s t o r ed .  Thes e  sys t ems  a r e  o f t en  a l s o  t rus t ed  a nd  

c onnec t ed  t o  o t he r  s ec u r e  s ys t ems  s uc h  as  bank i ng  c l i en t  wo r k s t a t i ons  as  we l l  as  SCADA s ys t ems .  

Thes e  da ys  mos t  c ompa n i es  have  s t r ong  s ec u r i t y  po l i c i es  and  pa t c h  man agem en t  as  i t  app l i es  t o  s t anda r d  

ne t wor k s  and  ope r a t i ng  s ys t ems ,  bu t  t hes e  r a r e l y  e x i s t  o r  a r e  i n  p l ac e  f o r  ERP t ype  s ys t ems .  An  a t t ac k e r  c an  

byp as s  a l l  o f  a  c ompan i e s  i nves t men t s  i n  s ec u r i t y  by  a t t ac k i ng  an  ERP s ys t em.  

W e w i l l  s how  e xam p l es  o f  d i f f e r en t  c us t om bus i nes s  app l i c a t i ons  i nc l ud i ng  c us t om as  we l l  as  t he  mor e  

pop u l a r  ones  and  p r ev i o us l y  unk nown  v u l ne r a b i l i t i es  t ha t  c an  be  e xp l o i t e d  t o  ga i n  un au t h o r i zed  a c c ess  t o  

c r i t i c a l  bus i nes s  da t a .  Many  o f  t hes e  t yp e  vu l n e r ab i l i t i es  c anno t  be  e as i l y  pa t c hed  b ec aus e  t hey  a r e  des i gn  

f l aws  o r  bus i ness  l og i c  p r ob l ems  r equ i r i ng  a  r ede s i gn  o f  t he  s ys t em.  

 
//BIO: Val Smith  

//BIO: Alexander Polyakov  

 

A N G E L O S  S T A V R O U ,  Z H A O H U I  W A N G  

E x p l o i t i n g  S m a r t - P h o n e  U S B  C o n n e c t i v i t y  F o r  F u n  A n d  P r o f i t  

The  Un i v e r s a l  Se r i a l  Bus  ( USB)  c onnec t i on  has  bec ome t he  de - f ac t o  s t anda r d  f o r  bo t h  c ha r g i ng  a nd  da t a  

t r ans f e r s  f o r  s ma r t  phon e  dev i c es  i nc l ud i ng  Goo g l e ’ s  And r o i d  and  A pp l e ’ s  i Phone .  To  f u r t he r  enh anc e  t he i r  

f unc t i ona l i t y ,  s mar t  phon es  a r e  equ i pp ed  w i t h  p r o g r ammab l e  US B ha r dw ar e  and  o pe n  s ou r c e  ope r a t i ng  

s ys t ems  t ha t  empower  t hem t o  a l t e r  t he  de f au l t  beha v i o r  o f  t he  end - t o - en d  USB c ommun i c a t i ons .  

Un f o r t una t e l y ,  t hes e  ne w  c apab i l i t i es  c oup l ed  w i t h  t he  i nhe r en t  t r us t  t ha t  us e r s  p l ac e  on  t he  USB phys i c a l  

c onnec t i v i t y  and  t he  l ac k  o f  any  p r o t ec t i on  mec ha n i s ms  r ende r  USB a  i ns ec u r e  l i nk ,  p r one  t o  e xp l o i t a t i on .  To  

demo ns t r a t e  t h i s  new  av enu e  o f  e xp l o i t a t i on ,  we  i n t r oduc e  nov e l  a t t ac k  s t r a t eg i es  t ha t  exp l o i t  t he  f unc t i ona l  

c apab i l i t i es  o f  t he  USB phys i c a l  l i nk .  I n  add i t i on ,  we  de t a i l  how  a  s op h i s t i c a t ed  adv e r s a r y  who  has  unde r  h i s  

c on t r o l  one  o f  t he  c onne c t ed  dev i c es  c an  s ubve r t  t h e  o t he r .  Th i s  i nc l udes  a t t ac ks  wher e  a  c ompr om i s ed  

s mar t  phone  pos es  as  a  Human  I n t e r f ac e  Dev i c e  ( H I D )  and  s ends  k eys t r ok es  i n  o r de r  t o  c on t r o l  t he  v i c t i m  

hos t .  Mor eove r ,  we  e xp l a i n  how  t o  bo o t  a  s mar t  pho ne  de v i c e  i n t o  USB h os t  mode  and  t ak e  ov e r  ano t h e r  

pho ne  us i ng  a  s pec i a l l y  c r a f t ed  c ab l e .  F i na l l y ,  we  po i n t  ou t  t he  un de r l y i n g  r eas ons  beh i n d  USB e xp l o i t s  and  

p r opos e  po t en t i a l  de f ens e  mec han i s ms  t ha t  wou l d  l i m i t  o r  even  p r ev en t  s uc h  USB bo r ne  a t t ac k s .  

Ange l os  S t av r ou  i s  an  As s is t an t  P r o f ess o r  a t  Geor ge  Ma s on  Un i v e r s i t y .  
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//BIO: Angelos Stavrou  

//BIO: Zhaohui Wang  

 

M A T T H I E U  S U I C H E  

Y o u r  c l o u d  i n  m y  p o c k e t  

L i veC l o udK d  mak es  pos s i b l e  t o  debu g  l i ve  M i c r oso f t  Hype r - V  and  VMW ar e W orks t a t i on  v i r t ua l  mach i nes  

w i t hou t  hav i n g  t o  en ab l e  t he  debu g  mod e .  W i t h  read +wr i t e  ac c ess  on  t he  memor y .  

 
//BIO: Matthieu Suiche  

 

B R Y A N  S U L L I V A N  

H e y  Y o u ,  G e t  O f f  O f  M y  C l o u d :  D e n i a l  o f  S e r v i c e  i n  t h e  * a a S  E r a  

W hy c a r e  abou t  den i a l - o f - s e r v i c e  a t t ack s  when  t he r e  a r e  s o  many  p r i v i l e ge  e l ev a t i on  a nd  i n f o r ma t i on  

d i s c l os u r e  t h r ea t s  we  s hou l d  be  w or r i ed  abo u t ?  Fo r  one  r eas on ,  Do S  c os t s  you  money :  i n  * aaS  e nv i r onme n t s ,  

t he r e ' s  no t  on l y  t he  i nd i r ec t  c os t  o f  d i s r up t i ng  y ou r  l eg i t i ma t e  us e r s '  acc es s  t o  t he  s e r v i c e ,  bu t  a l so  t he  mor e  

i mmed i a t e  an d  meas u r ab l e  c os t  o f  t he  bandw i d t h ,  s t o r age ,  and  p r oc es s i ng  power  t ha t  t he  a t t ac k  c ons umes  

( and  t ha t  t he  p l a t f o r m  p r ov i de r  w i l l  happ i l y  b i l l  y ou  f o r ) .  W e  s hou l d  a l l  c a r e  abou t  DoS  f o r  an o t he r ,  da r k e r ,  

r eas on  t oo :  a  f o r e i gn  po wer  may  s omeda y  us e  a  DoS  a t t ac k  as  an  ac t  o f  c ybe r war f a r e  o r  c ybe r t e r r o r i s m 

aga i ns t  US  c r i t i c a l  i n f r as t r uc t u r e  s ys t ems .  

Th i s  t a l k  w i l l  exam i ne  s i x  D oS  a t t ac k  t ec hn i ques  us ed  aga i ns t  c l oud  s e r v i c es .  Thes e  a t t ac ks  a l l  t a r ge t  t he  

app l i c a t i on  l aye r  o f  t he  s e r v i c e ,  c anno t  be  s t opp ed  w i t h  f i r ewa l l s  o r  I PS ,  do  no t  r equ i r e  d i s t r i bu t ed  a t t ac ks  o r  

bo t ne t s ,  and  a r e  h i g h l y  e f f i c i en t  and  as ymmet r i c .  I n  s ome c as es ,  a  s i ng le  HTTP r equ es t  o f  l ess  than  5 0  by t es  

i s  s u f f i c i en t  t o  k noc k  ou t  a  s e r ve r  un t i l  r eboo t .  I n  add i t i on  t o  des c r i b i ng  t he  a t t ac k s ,  we  w i l l  a l s o  i nves t i ga t e  

t he  app l i c a t i on  des i gn  i s s ues  t ha t  l ead  t o  vu l ne r a b i l i t y ,  and  demo ns t r a t e  cod i ng  f i xes  an d  f r ee  t es t i ng  t oo l s  

t ha t  c an  be  us ed  t o  s o l ve  t he  p r ob l em.   

 
//BIO: Bryan Sullivan  

 

M A T T H E W  W E E K S  
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C o u n t e r a t t a c k :  T u r n i n g  t h e  t a b l e s  o n  e x p l o i t a t i o n  a t t e m p t s  f r o m  t o o l s  l i k e  
M e t a s p l o i t   

I n  hos t i l e  ne t wor k s ,  mos t  peop l e  h ope  t h e i r  c on  k ung - f u  i s  good  eno ugh  t o  a vo i d  ge t t i ng  own ed .  B u t  f o r  

eve r y one  w ho  h as  eve r  wan t ed  t o  r ev e r s e  t he  a t t ac k ,  no t  ge t t i ng  owne d  i s  no t  enoug h .  W e  w i l l  s ee  how  i t  i s  

o f t en  pos s i b l e  f o r  t he  i n tend ed  v i c t i m  t o  no t  on l y  c on f us e  and  f r us t r a t e  t he  a t t ac k e r ,  bu t  ac t ua l l y  t r ade  p l ac es  

and  ow n  t he  a t t ac k e r .  Th i s  t a l k  w i l l  de t a i l  vu l ne r ab i l i t i es  i n  s ec u r i t y  t oo l s ,  how  t hes e  vu l n e r ab i l i t i es  we r e  

d i s c ove r ed ,  f ac t o r s  i nc r eas i ng  t he  numb er  o f  vu l n e r ab l e  s ys t ems ,  how  t he  exp l o i t s  wo r k ,  c r ea t i ng  c r oss -

p l a t f o r m  pay l oa ds ,  and  h ow  t o  de f en d  yo u r s e l f  whe t h e r  a t t ac k i ng  o r  c oun t e r a t t ac k i ng .  The  au d i en c e  w i l l  be  

i nv i t ed  t o  pa r t i c i pa t e  as  c omp l e t e  e xp l o i t  c ode  w i l l  be  r e l eas ed  and  d emo ns t r a t ed  aga i ns t  t he  Me t as p l o i t  

F r amewor k  i t s e l f .  

 
//BIO: Matthew Weeks  

R A L F - P H I L I P P  W E I N M A N N  

T h e  B a s e b a n d  A p o c a l y p s e  

At t ac k  sc ena r i os  aga i ns t  s mar t phones  have  c onc en t r a t ed  on  vu l ne r a b l e  s o f t wa r e  e xec u t ed  on  t he  app l i c a t i on  

p r oc es s o r .  The  ope r a t i n g  s ys t ems  r unn i ng  on  t h es e  p r oc es s o rs  a r e  ge t t i ng  ha r d ene d  by  v en do r s  as  c an  bes t  

be  s een  i n  t he  c as e  o f  App l e ' s  i OS ,  wh i c h  bo t h  us es  us es  da t a  e xec u t i on  p r eve n t i on  an d  c ode  s i gn i ng  t o  

mak e  e xp l o i t a t i on  o f  me mor y  c o r r up t i ons  and  r unn i ng  ma l i c i ous  s o f t wa r e  ha r de r .  I n  c on t r as t ,  t he  GSM/ 3GPP 

s t ack  r unn i ng  on  t he  bas eba nd  p r oc es s o r  has  been  ne g l ec t ed .  The  a dve n t  o f  open - s ou r c e  s o l u t i ons  f o r  

r unn i ng  GSM b as e  s t a t i ons  i s  a  game - c hang er :  Ma l i c i ous  bas e  s t a t i ons  a re  no t  c ons i de r ed  i n  t he  a t t ac k  

mode l  as s umed  b y  t he  G SMA and  t h e  ETS I ;  s i m i la r l y  vend o r s  o f  bas eban d  s t ack s  s eem t o  no t  have  t ak en  

ma l i c i ous  i npu t  f r om  t he  ne t wor k  s i de  i n t o  acc o un t .  Th i s  pape r  exp l o r es  t he  v i ab i l i t y  o f  a t t ac ks  aga i ns t  

bas eba nd  p r oc es s o r s  o f  GSM c e l l u l a r  phones ,  t he  f oc us  be i ng  on  s mar t phon es .  

W e demons t r a t e  t he  f i r s t  ove r - t he - a i r  exp l o i t a t i on s  o f  memor y  c o r r up t i on  i n  GSM/ 3GPP s t ac k s  t ha t  r es u l t  i n  

ma l i c i ous  c ode  be i n g  e xec u t ed  on  t he  b as eba nd  p r oc es s o rs .   

//BIO: Ralf-Philipp Weinmann  

 

D I N O  D A I  Z O V I ,  V I N C E N Z O  I O Z Z O  

W O R K S H O P :  T h e  M a c  E x p l o i t  K i t c h e n  

Lear n  Mac  vu l n e r ab i l i t y  e xp l o i t a t i on  f r om  mas t e r  exp l o i t  c he f s  D i no  Da i  Zov i  and  V i nc e nz o  I ozz o ,  w ho  w i l l  

c ook  up  s eve r a l  e xp l o i t s  i n  f r on t  o f  a  l i ve  c on f e r enc e  aud i enc e .  The  mas t e r  c he f s  w i l l  demons t r a t e  a l l  t he  

s t ages  i n  t he  p r epa r a t i on  o f  a  gou r me t  e xp l o i t ,  f r om  how  t o  f i nd  and  c ho os e  t he  r i gh t  i ng r ed i en t s  

( vu l ne r ab i l i t i es )  t o  va r i ous  p r epa r a t i on  me t ho ds  ( exp l o i t a t i on  t ec hn i qu es )  t ha t  you  may  us e  i n  yo u r  own  home 
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k i t c hen .  The  r ec i pes  demons t r a t ed  w i l l  i nc l ude  bo t h  l oc a l  p r i v i l ege  es c a l a t i on  and  r emo t e  b r o ws e r - bas ed  

c l i en t - s i de  vu l ne r ab i l i t i es .  

A t t ende es  a r e  i nv i t ed  t o  "p l ay  a l o ng "  o n  t he i r  own  l ap t op s .  A l l  t ha t  w i l l  be  r equ i r ed  i s  a  l ap t op  r unn i ng  t he  

l a t es t  ve r s i on  o f  Snow Leop a r d  and  I DA  P r o .  Th e  demons t r a t i ons  w i l l  us e  I DA  P r o  6 . 0  f o r  Mac  OS X ,  bu t  

a t t ende es  w i l l  a l s o  be  ab l e  t o  f o l l ow  a l ong  s ome wha t  us i ng  I DA  P r o  5 . 0  F r eewar e  i n  W i ne  o r  a  W i ndows  VM.  

No  ne t wor k  ac c ess  w i l l  be  r equ i r ed  an d  dem ons t r a t i on  ma t e r i a l s  w i l l  be  ava i l ab l e  v i a  CD/ U SB.  

//BIO: Dino Dai Zovi  

//BIO: Vincenzo Iozzo  
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