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Learn How to Securely Delete Files in Windows

When you delete a file in Windows, only the reference to the file is removed from the file system
table. The file still exists on disk until other data overwrites it, leaving it vulnerable to recovery.

There are many tools available out there that allow you to securely delete files so they cannot be
recovered. This article provides a summary of some of the free tools available out there, many of
which are portable, allowing you to securely delete files you may temporarily save to public
computers.

Data Recovery Services
fields-data-recovery.com/Data

Lost Data? We can recover it! Free Data Recovery
Diagnosis.

Eraser

Eraser makes it very easy to securely delete files, folders, or both. It overwrites the files being
deleted with random data. There are several options for the number of times the files being deleted
are overwritten with random data, including two versions of the US DoD 5220.22-M standard (3-
pass and 7-pass) and the Gutmann method, which overwrites the file with random data 35 times.

You can immediately delete files and folders using the On-Demand interface or schedule files and
folders to be securely deleted at a specific time using the Scheduler.

Eraser comes in a version you can install, which also allows you to add an option to the Windows
Explorer context menu to securely erase files within Explorer. You can also download a portable
version of Eraser you can take with you on a USB flash drive to delete files you save on other
computers.

Download the installable version of Eraser from eraser.heidi.ie or the portable version from
PortableApps.com.
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DID YOU KNOW?
The term “clan” to describe a family comes to
us by a rather winding path that starts with the
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made it into modern English and dropped the
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Freeraser

Freeraser is a free, portable tool that allows you to securely delete files using drag-and-drop. You
can select to delete your files using a Fast method of filling the space with random data with one
pass, using a Forced method that utilizes the DoD 5220.22M, 3-pass standard, or using the
Ultimate, or Gutmann, method, deleting files by overwriting them with random data 35 times. Right-
clicking on the Freeraser trash can displays a menu allowing you to manually select a file for
deletion and to change the options for the program.

Download Freeraser from pendriveapps.com.

Blank And Secure

What Files Should You Backup
On Your Windows PC?

Hardware Upgrade: How To
Install New RAM

HTG Explains: Does Plain Black
Wallpaper Save Battery on Mobile
Devices?

+ 29,297

How-To Geek

Follow +1

Follow @howtogeeksite 14.5K followers

CCleaner® 2014
Free

ccleaner.downloadinfo.co

Download CCleaner® 2014 100%
Free. Free Download. Instant Install.

Disk Clean up -

http://www.pendriveapps.com/freeraser-portable-file-shredder/
http://www.howtogeek.com/135351/how-to-troubleshoot-mozilla-firefox-crashes/
http://www.howtogeek.com/131823/htg-explains-does-black-wallpaper-save-battery-on-your-mobile-devices/
http://www.howtogeek.com/howto/30173/what-files-should-you-backup-on-your-windows-pc/
http://www.howtogeek.com/howto/30173/what-files-should-you-backup-on-your-windows-pc/
http://www.howtogeek.com/howto/30173/what-files-should-you-backup-on-your-windows-pc/
http://www.howtogeek.com/101856/hardware-upgrade-how-to-upgrade-your-pcs-ram/
http://www.howtogeek.com/101856/hardware-upgrade-how-to-upgrade-your-pcs-ram/
http://www.howtogeek.com/101856/hardware-upgrade-how-to-upgrade-your-pcs-ram/
http://www.howtogeek.com/131823/htg-explains-does-black-wallpaper-save-battery-on-your-mobile-devices/
http://www.howtogeek.com/131823/htg-explains-does-black-wallpaper-save-battery-on-your-mobile-devices/
http://www.howtogeek.com/131823/htg-explains-does-black-wallpaper-save-battery-on-your-mobile-devices/
http://www.googleadservices.com/pagead/aclk?sa=L&ai=CxT-lCbsYVLivF4OP-gOU6oKwB_TZzeAF9MfXulCVjcOyOBABIPKZ9AFQ-_79qgJgybbMhsSj2BigAbTorOEDyAECqAMByAPBBKoErwFP0FM0JtSjP6v7xq695cyY7qe1K7fkerzuEKJ0CjnF6HKcUtFC3oyXSxGhiBWSNw-52hMFxFlXahnx9o4NSlT0jYfJ0V9XT1pReRUa1Z1bp7KAPAf-3SNuv4H6sX29Krb_YASGBqF8Vuebe92VPxI_ZB7B9L4jjwINARr7xTnWr6FiILKOVIYDezxmGaGZaL-in_BGw9Ro2wf_UOt68xbzdXGGeAYdGYVb5AI2Hh6MiAYBoAYCgAe0l9Me&num=1&cid=5GicvjWnhLrolEXqxuW2Y5w7&sig=AOD64_0vGSUvoh-QigzoKzAuYLvnHqDETQ&client=ca-pub-1894578950532504&adurl=http://www.suse.com/promo/sap-unix-to-linux/%3Faid%3D160C
https://plus.google.com/+howtogeek?prsrc=5
https://twitter.com/intent/follow?original_referer=http%3A%2F%2Fwww.howtogeek.com%2F72130%2Flearn-how-to-securely-delete-files-in-windows%2F&region=follow_link&screen_name=howtogeeksite&tw_p=followbutton&variant=2.0
https://twitter.com/intent/follow?original_referer=http%3A%2F%2Fwww.howtogeek.com%2F72130%2Flearn-how-to-securely-delete-files-in-windows%2F&region=follow_link&screen_name=howtogeeksite&tw_p=followbutton&variant=2.0
https://twitter.com/intent/follow?original_referer=http%3A%2F%2Fwww.howtogeek.com%2F72130%2Flearn-how-to-securely-delete-files-in-windows%2F&region=follow_link&screen_name=howtogeeksite&tw_p=followbutton&variant=2.0
https://twitter.com/intent/follow?original_referer=http%3A%2F%2Fwww.howtogeek.com%2F72130%2Flearn-how-to-securely-delete-files-in-windows%2F&region=follow_link&screen_name=howtogeeksite&tw_p=followbutton&variant=2.0
https://twitter.com/intent/user?original_referer=http%3A%2F%2Fwww.howtogeek.com%2F72130%2Flearn-how-to-securely-delete-files-in-windows%2F&region=count_link&screen_name=howtogeeksite&tw_p=followbutton&variant=2.0
http://www.googleadservices.com/pagead/aclk?sa=L&ai=C0BEcCbsYVLi7IouolAStzID4BcjO-toF8Kn5lbIBwI23ARABIPKZ9AEoA1DVtM-e-f____8BYMm2zIbEo9gYoAGgv53nA8gBAagDAcgDwwSqBKkBT9ASq37Bdfyx2xwAiG086johPjGJhi5crExGoiVm9z_3wS4nuPVcNbaSkKAI84HLJEkZyyndb1SY_KOxk86A47mHYCEb7nOFNjuFTnZ0st4dQfZna-OyOcKbXOqglKxdMWxpKxSFmysclJnNcB7p9N1ZMJHhDNt05UxtJ0H-e8kElY9QPxQ1bJN2Zlh2y-G2tg5RudfGa5aHWZrxtc4TH9Xxp6V9POnsi4gGAYAHyMDiGA&num=1&cid=5GjcGlFPcvFxQ2lrnbOWHZfb&sig=AOD64_3jip7hIGkXPUClHgzBoV4rpXFOFQ&client=ca-pub-1894578950532504&adurl=http://www.downloadinfo.co/portal/1/%3Fa%3D2aa10d940649f126ef42bfd7a51fed7d95cf26d84c5e2d2cf17ac7c985af5762%26k%3Dccleaner%2520software%26d%3Dc%26ps%3Dnone
http://www.googleadservices.com/pagead/aclk?sa=L&ai=C0BEcCbsYVLi7IouolAStzID4BcjO-toF8Kn5lbIBwI23ARABIPKZ9AEoA1DVtM-e-f____8BYMm2zIbEo9gYoAGgv53nA8gBAagDAcgDwwSqBKkBT9ASq37Bdfyx2xwAiG086johPjGJhi5crExGoiVm9z_3wS4nuPVcNbaSkKAI84HLJEkZyyndb1SY_KOxk86A47mHYCEb7nOFNjuFTnZ0st4dQfZna-OyOcKbXOqglKxdMWxpKxSFmysclJnNcB7p9N1ZMJHhDNt05UxtJ0H-e8kElY9QPxQ1bJN2Zlh2y-G2tg5RudfGa5aHWZrxtc4TH9Xxp6V9POnsi4gGAYAHyMDiGA&num=1&cid=5GjcGlFPcvFxQ2lrnbOWHZfb&sig=AOD64_3jip7hIGkXPUClHgzBoV4rpXFOFQ&client=ca-pub-1894578950532504&adurl=http://www.downloadinfo.co/portal/1/%3Fa%3D2aa10d940649f126ef42bfd7a51fed7d95cf26d84c5e2d2cf17ac7c985af5762%26k%3Dccleaner%2520software%26d%3Dc%26ps%3Dnone
http://www.googleadservices.com/pagead/aclk?sa=L&ai=C0BEcCbsYVLi7IouolAStzID4BcjO-toF8Kn5lbIBwI23ARABIPKZ9AEoA1DVtM-e-f____8BYMm2zIbEo9gYoAGgv53nA8gBAagDAcgDwwSqBKkBT9ASq37Bdfyx2xwAiG086johPjGJhi5crExGoiVm9z_3wS4nuPVcNbaSkKAI84HLJEkZyyndb1SY_KOxk86A47mHYCEb7nOFNjuFTnZ0st4dQfZna-OyOcKbXOqglKxdMWxpKxSFmysclJnNcB7p9N1ZMJHhDNt05UxtJ0H-e8kElY9QPxQ1bJN2Zlh2y-G2tg5RudfGa5aHWZrxtc4TH9Xxp6V9POnsi4gGAYAHyMDiGA&num=1&cid=5GjcGlFPcvFxQ2lrnbOWHZfb&sig=AOD64_3jip7hIGkXPUClHgzBoV4rpXFOFQ&client=ca-pub-1894578950532504&adurl=http://www.downloadinfo.co/portal/1/%3Fa%3D2aa10d940649f126ef42bfd7a51fed7d95cf26d84c5e2d2cf17ac7c985af5762%26k%3Dccleaner%2520software%26d%3Dc%26ps%3Dnone
http://www.googleadservices.com/pagead/aclk?sa=L&ai=C0BEcCbsYVLi7IouolAStzID4BcjO-toF8Kn5lbIBwI23ARABIPKZ9AEoA1DVtM-e-f____8BYMm2zIbEo9gYoAGgv53nA8gBAagDAcgDwwSqBKkBT9ASq37Bdfyx2xwAiG086johPjGJhi5crExGoiVm9z_3wS4nuPVcNbaSkKAI84HLJEkZyyndb1SY_KOxk86A47mHYCEb7nOFNjuFTnZ0st4dQfZna-OyOcKbXOqglKxdMWxpKxSFmysclJnNcB7p9N1ZMJHhDNt05UxtJ0H-e8kElY9QPxQ1bJN2Zlh2y-G2tg5RudfGa5aHWZrxtc4TH9Xxp6V9POnsi4gGAYAHyMDiGA&num=1&cid=5GjcGlFPcvFxQ2lrnbOWHZfb&sig=AOD64_3jip7hIGkXPUClHgzBoV4rpXFOFQ&client=ca-pub-1894578950532504&adurl=http://www.downloadinfo.co/portal/1/%3Fa%3D2aa10d940649f126ef42bfd7a51fed7d95cf26d84c5e2d2cf17ac7c985af5762%26k%3Dccleaner%2520software%26d%3Dc%26ps%3Dnone
http://www.googleadservices.com/pagead/aclk?sa=L&ai=C0BEcCbsYVLi7IouolAStzID4BcjO-toF8Kn5lbIBwI23ARABIPKZ9AEoA1DVtM-e-f____8BYMm2zIbEo9gYoAGgv53nA8gBAagDAcgDwwSqBKkBT9ASq37Bdfyx2xwAiG086johPjGJhi5crExGoiVm9z_3wS4nuPVcNbaSkKAI84HLJEkZyyndb1SY_KOxk86A47mHYCEb7nOFNjuFTnZ0st4dQfZna-OyOcKbXOqglKxdMWxpKxSFmysclJnNcB7p9N1ZMJHhDNt05UxtJ0H-e8kElY9QPxQ1bJN2Zlh2y-G2tg5RudfGa5aHWZrxtc4TH9Xxp6V9POnsi4gGAYAHyMDiGA&num=1&cid=5GjcGlFPcvFxQ2lrnbOWHZfb&sig=AOD64_3jip7hIGkXPUClHgzBoV4rpXFOFQ&client=ca-pub-1894578950532504&adurl=http://www.downloadinfo.co/portal/1/%3Fa%3D2aa10d940649f126ef42bfd7a51fed7d95cf26d84c5e2d2cf17ac7c985af5762%26k%3Dccleaner%2520software%26d%3Dc%26ps%3Dnone
http://www.googleadservices.com/pagead/aclk?sa=L&ai=CIGqgCbsYVLi7IouolAStzID4BZrh8KJB-pLjpYkBwI23ARACIPKZ9AEoA1Cc3aWFAmDJtsyGxKPYGKABu4Sz_wPIAQGoAwHIA8MEqgSoAU_QQrJGwXb8sdscAIhtPOo6IT4xiYYuXKxMRqIlZvc_98EuJ7j1XDW2kpCgCPOByyRJGcsp3W9UmPyjsZPOgOO5h2AhG-5zhTY7hU52dLLeHUH2Z2vjsjnCm1zqoJSsXTFsaSsUhZsrHJSZzXAe6fTdWTCR4QzbdOVMbSddthziBJWPUD8UNWyTdmZYdsvhtrYOUbnXxmuWh1ma8bXOEx_V8aelfUGLSYgGAYAHrftM&num=2&cid=5GjcGlFPcvFxQ2lrnbOWHZfb&sig=AOD64_1SsR2Bobbb7PCAONbI-C_vdlTmAQ&client=ca-pub-1894578950532504&adurl=http://www.iolo.com/promo/welcome/scu/aw6.htm%3Futm_source%3Dgoogle%26utm_medium%3Dcpc%26utm_campaign%3Dsystem-mechanic-us-content%26utm_term%3Ddisk%2520clean%2520up%26utm_content%3Dsystem-mechanic-us-content-disk-cleanup-014


Learn How to Securely Delete Files in Windows

http://www.howtogeek.com/72130/learn-how-to-securely-delete-files-in-windows/[9/16/2014 3:35:40 PM]

Blank And Secure is another portable drag-and-drop secure file deletion tool. Simply, drag-and-
drop files or folders to be deleted onto the middle box on the Blank And Secure window. You can
specify how many times the files are to be overwritten by zeros by clicking the Overwrite X times
button and selecting an option. The deletion operation can be delayed up to 9 seconds using the
Delete Delay X sec. button.

Download Blank And Secure from pendriveapps.com.

DP Shredder

DP Shredder is a portable, small program that allows you to securely delete files or directories and
to overwrite the free space on a hard drive so files that were deleted previously without using
secure methods cannot be recovered. You can easily select the method for deletion, which
includes two US DoD-approved methods and the Gutmann method, and how many times (Rounds)
the method will be applied.

Download DP Shredder from portablefreeware.com.

Download
Affordable Data
Recovery

http://www.pendriveapps.com/freeraser-portable-file-shredder/
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SDelete

SDelete is a command line tool allowing you to overwrite the free space on your hard disk so any
previously deleted data becomes unrecoverable. It is portable and can be run from a USB flash
drive in a command prompt window. To get help with how to use the command, type “sdelete”
(without the quotes) at the command prompt and press Enter.

Download SDelete from technet.microsoft.com.

CCleaner

CCleaner is a program that removes unused, temporary files from your system, cleans up your
internet history and cookies, contains a tool for cleaning the registry, and even allows you to clean
up files from applications installed on your computer. The latest version offers a tool for wiping the
free space on your hard drive. You can wipe the free space on a hard drive or the entire drive,
securely deleting all data on the drive. There are four options for specifying how many times the
data will be overwritten.

Download the installable version or the portable version of CCleaner from piriform.com.

http://technet.microsoft.com/en-us/sysinternals/bb897443
http://www.howtogeek.com/howto/33408/ccleaner-3.0-adds-html5-cookie-cleaning-drive-wiping-and-64-bit-support/
http://www.piriform.com/ccleaner/builds
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Lori Kaufman is a freelance technical writer who likes to write geeky how-to articles
to help make people's lives easier through the use of technology. She loves
watching and reading mysteries and is an avid Doctor Who fan.

Published 09/1/11

A program for secure deletion of files is a useful addition to your software toolbox, especially if you
use different computers, some of which may be public machines.
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