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C EH Scenario
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Mason is fuming with anger! The notebook which he had ordered
online from Xmachi Inc., did not have the configuration that he had

requested.

When contacted, the customer care department gave a cold response.
Vengeance crept into his mind. Finally he decided to teach the
notebook manufacturer a lesson.

Being a Network Administrator of his firm, he knew exactly what he

was supposed to do.

What will Mason do to defame the notebook manufacturer?

What information will Mason need to achieve his goal?
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Reports Says FBI Misused Information-Gathering Power

BY DAM EGGEN - The Washington Post
Ifarch 14, 2008
TTEL: http ffararaw 2 tipsun. comiarticle/ 72916

SWASHINGTON — The FEI continued to inpropetly obtain private telephone,
e-mail, and financial records five vears after it was granted expanded powers
under the TTSA Patriot Act, according to a repott 1ssued yesterday.

In a review focusing on FEI mvestigations m 2006, the Justice Departmment
inspector general, Glenn Fine, found numerous privacy breaches by the burean
i its use of national secunty letters, which allowed the FEI to obtain personal
formation on Amencans and foreigners without approval from a judge. The
findings rirror a repott 1ssued by Mr. Fine's office last vear, which concluded
that the FEI had ummpropetly used the letters to obtan telephone logs, banking
records, and other personal data between 2003 and 2005,

The pattern persisted m 2006 Wr. Fine concluded in the repott 19zued
vesterday, m part because the FBI had not vet halted the shoddy
record-keeping, poor owversight, and other practices that contributed to the
problems.

"The FBI and Department of Justice have shown a commtment to addressing
these problems," Mr. Fine said in a statement. "Howewver, several of the FEI's
and the Department's corrective measures are not vet fully implemented, and 13
too eatly to detertnine whether these measures will eliminate the problems with

_ the use of these authonties.” Copyright © by EC-Council
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Threat Chaos

March 20th, 2007

Competitive intelligence gathering

Fosted by Richard SHennon @ 212 pm
Categories: Data Security, Trade Shows
Tags:

i
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wiLL § ol The world of CI (competitive intelligence) spans the spectrum from
analytical data gathering to seamy shoulder surfing and of course the use of custom Trojan
horses. This article in Forbes describes how you can get insight into a company's future product
plans by researching their job postings. In this case it turns out that Google is looking to hire

the kinds of talent that would be needed to develop a GooglePhaone (g-phone?).

The company's own job listings, for instance, have allowed Google watchers and
followers to spot advance signs of everything from its online office suite to a possible
foray into the travel business.,

You certainly cannot fault someone for perusing publicly available information to glean tidbits
like this. wWhile the CI work of several [sraeli companies who hired Private Investigators to
install Trojan horses on competitors' computers to steal files is reprehensible.

[ was reminded of the practices of at least one of the Big Four auditing firms when I overheard
a conversation between three obvious consulting types getting on the plane to San Francisco
last night, They mentioned their own firm, a dient, and the size of a deal they just won

EC-Council

Source: http://blogs.zdnet.com/
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{This module will familiarize you with:

Overview of the Reconnaissance Phase

Footprinting: An Introduction

Information Gathering Methodology of Hackers

Competitive Intelligence gathering

Tools that aid in Footprinting

Footprinting steps
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C EH Module Flow
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., Competitive Intelligence

Reconnaissance Phase Gathering

Tools Used for

Footprinting Footprinting

Information Gathering Steps to perform
Methodology Footprinting
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C EH Revisiting Reconnaissance
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1

Reconnaissance

L, 4

3) 2

Clearing Tracks

Maintaining ‘ o
Access Gaining Access

Scanning

EC-Council

Reconnaissance refers to the
preparatory phase where an
attacker seeks to gather as much
information as possible about a
target of evaluation prior to
launching an attack

It involves network scanning,
either external or internal,
without authorization
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CEH Defining Footprinting
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Footprinting is the blueprint of the
security profile of an organization,
undertaken in a methodological manner

Footprinting is one of the three pre-attack
phases

An attacker spends 90% of the time in
profiling an organization and another 10%
in launching the attack

Footprinting results in a unique
organization profile with respect to
networks
(Internet/intranet/extranet/wireless) and
systems involved

EC-Council
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C EH why is Footprinting Necessary
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Footprinting is necessary to systematically and methodically
ensure that all pieces of information related to the
aforementioned technologies are identified

Footprinting is often the most difficult task to determine the
security posture of an entity
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Internet

 Domain Name

* Network blocks

 |IP addresses of reachable systems
e TCP and UDP services running

e System architecture

 ACLs

e IDSes running

e System enumeration (user and
group names, system banners,
routing tables, and SNMP info)

Remote access

» Analog/digital telephone numbers
 Remote system type
e Authentication mechanisms

EC-Council

Intranet

* Networking protocols used
Internal domain names

Network blocks

IP addresses of reachable systems
TCP and UDP services running
System architecture

ACLs

IDSes running

System enumeration

Extranet

e Connection origination and
destination

e Type of connection
e Access control mechanism
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Information Gathering
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c EH Information Gathering

 w e Methodology

Unearth initial information
Locate the network range
Ascertain active machines
Discover open ports/access points
Detect operating systems

Uncover services on ports

Map the metwork

EC-Council
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c EH Unearthing Initial Information
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—| Hacking tool

o Sam Spade

— Commonly includes:

.

e Domain name lookup
 Locations
e Contacts (telephone /7 mail)

{ Information Sources:

» Open source
* Whois
* Nslookup

EC-Council

> Spade - dns www.garykessler.net, finished

He Edt View Wndow Basks Tools Help

fwww.garykesslernet ~l/® N\
| @10 = @®|magic N #i[24.48.432

Log
&
Log
Copy PiNg Zone Transfer.,
Paste nslookup SMTP Relay. check.,
& Whois Scan Addresses...
B IP Block Crawl website...
& Dig Browse web...
Whois
By Traceroute Check cancels...
'p:'rk Finger Fast fraceroute
: SMITP Werify Slow traceroute
o Time S-lang command...
ok Blackist Decode URL...
e Abuse Lookup Parse emall headers...
&
T-.
Awake
Lo
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C EH Finding a Company’s URL m
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Search for a company’s URL using a search engine such as Google

Type the company’s name in the search engine to get the company’s
URL

Google provides rich information to perform passive reconnaissance

Check newsgroups, forums, and blogs for sensitive information
regarding the network

Google

.
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C EH Internal URL
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By taking a guess, you may find an internal company URL

v .

You can gain access to internal .
resources by typing an internal URL

e customers.xsecurity.co

« products.xsecurity.com .
e Partners.x ebu‘rity.cbm i
e Intranet.xsecurity.com
e Asia.xsecurity.com

» Namerica.xsecurity.com
e Samerica.xsecurity.com
- Japan.xsecurity.co ‘
» London.xsecurity.com
» Hq.xsecurit cia%

» Finance.xsecurity.cam
* WWW2.XS€e uri%//.co

» beta.xsecu I’ity.CO{n

e WWW3.Xsecurity.com

p— ) —— _
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C E H Extracting Archive Of a Website
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You can get all information of a
company’s website since the time it was
launched at www.archive.orq

e For example: www.eccouncil.org

You can see updates made to the
website

i

You can look for employee’s database,
past products, press releases, contact
Information, and more
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C EH www.archive.org
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ARCHIVE

[Universallaccess
search: [ N N EE 9] o telhumaniknowledge

| Anonymous User goon or 3
RSS

Fotern and Internet Archive join

forces I_” HHHH l]l.l mm}"mn hitp:#microsoft.com The Internet &rchive is building = digitsl

80 Libraries Going Open Take Me Back | Advanced Search library of Internet stes and other cultural
artifactz in digital form. Like 5 paper library,
wee provide free access to rezearchers,

historians, scholars, and the general
puklic .

More bandwidth

@ ) ) L)

Browse  (by keyword) Browse  (by band) Browse  (by keyword) Browse  (by keyword)

Live MUsic Open

Archive source
Hot Buttered Bum Live at Great OUdlD
American Music... Bathroom Sink

Set | Flask Alas! Virginia's Grin Being yourself is where it's at.

Evalution= Angeline=Cindy Firefly

Star Wars: The Han Solo Affair ldaho Pines Sugaree Well Oiled..

Official Star Wars parody from Snite
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Enter Web Address: [flifs®)]

_ RN ER SR Adv. Search Compare Archive Pages

http:‘microsoft.com

:ates are not shown, See all.

site was updated.

becornes available here & months after collection, See FAG.

Search Results for Jan 01, 1996 - Aug 26. 2007

1866 Results

1997 1998 1999 2000 2001 2002 2003 2004 2005 2006 2007
paDges 2 pages 19 pages 103 pages 263 pages 129 pages 28 pages 146 pages 204 pages 152 pages 94 pages
Dec 05, 19958 * Jan 17,1999 * Feh 29 2000 * Jan 03, 2001 * Jan 21,2002 * Jan 30, 2003 * Feh 03,2004 * Jan04 2005 * Jan 01,2006 * Jan 02 2007
Dec 12,1998 * Jan 25,1999 * Mar 01,2000  Jan03, 20071 * Jan 25 2002 * Feb 08, 2003 * Feb 09, 2004  Jan 10, 2005 * Jan 01,2006 * Jan 03, 2007
Feb 03,1999 * Mar 02, 2000  Jan 04 2001 Jan 27 2002 * Feb 20, 2003 * Mar 25, 2004 * Jan 15, 2005 * Jan 01,2006 * Jan 07, 2007 *
Feb 03,1999 * Mar 02, 2000 * Jan 05, 2001 Jun 03, 2002 * Mar 21,2003 * Apr01, 2004 * Jan 16, 2005 Jan 01, 2006 * Jan O7 2007 *
Feb 18,1999 * Mar 02 2000 * Jan 06 2007 * Jun 04 2002 * kar 24 2003 * Apr 10, 2004 * Jan 18, 2005 * Jan 01,2006 * Jan 053, 2007
Feb 22 1999 * Mar03 2000  Jan 06 2001 * Jun 05 2002 Mar 28, 2003 * Apr 1S 2004 * Jgn 20 2005 * Jan 01, 2006 * Jan 12 2007
Feb 23,1999 * har 03,2000 * Jan OF , 2001 Jul 01,2002 * Apr 11,2003 * Apr 18,2004 * Jan 21, 2005 * Jan 02,2006 * Jan 14, 2007
Apr 22 1999 * Mar04, 2000 Jan 03, 2001 Jul 02, 2002 hay 05, 2003 * May 18, 2004 * Jan 22, 2005 * Jan 02,2005 * Jan 17, 2007
Apr 231999 Apr 07 2000 * Jan 03, 2001 * Jul 03, 2002 May 13,2003 * May 22 2004  Jan 24 2005 * Jan 02 2006 * Jan 26 2007
Apr 28, 1999 * Apr09 2000 * Jan 08, 2001 * Jul03, 2002 * kay 29 2003 * May 26, 2004 * Jan 25 2005 * Jan 02, 2006 * Jan 26, 2007
Apr29 1999 * pagy 10,2000 * Jan 05, 2001 * Jul 04 2002 Jun 18,2003 * Jun 08, 2004 * Jan 27 2005 * Jan 02 2006 * Jan 28, 2007
Pay 01,1999 * May 10,2000 * Jan 18,2001 * Jul 07 2002 * Jun 18,2003 * Jun 09 2004 * Jan 29 2005 * Jan 03,2006 * Jan 29 2007
Pay 06, 1999 * May 10,2000 * Jan 18, 2001 * Jul 03, 2002 Jun 23,2003 * Jun 10, 2004 * Jan 29 2005 * Jan 03,2006 * Jan 30, 2007 *
Cict 04,1999 * May 11,2000 Jan 30, 2007 * Jul 09, 2002 * Jun2d4 2003 * Jun 10, 2004 * Jan 30,2005 * Jan 03,2006 * Feb 02 2007 *
Cict 17 19599 * kaw 11 2000 * Feh 0022 20070 % ol 11 2002 * ol 17 2005 * N * Jan 31 005 * an N4 A0NR Feh M2 2007 *
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c E H Google Search for Company’s Info.
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Using Google, search company’s news and press releases

From this information, get the company’s infrastructure details

Web [mages Maps MNews Shopping Grmail more «

GOt )gae g

Suggest

|Search Advanced Search
Preferences

-

Sign in

Web Mews Patents

IBM United States

The IBM corporate home page, entry point to information about IBM products and services.
[H Stock quote for IEM

wannd. ibm. comy - 32k -
Products Support
Jobs Contact
Software downloads and drivers Change
About [BI Investor Relations

IBM Support & downloads - United States

Welcome to the IBM suppart portal. Fram this site you can search the technical support
knowledge base, get drivers and software downloads, access forums and ...

wew. ibm. comdsupport/ - 262k - -

IBM - Wikipedia, the free encyclopedia

International Business Machines Corporation (abbreviated IBM, nicknamed "Big Blue";
NYSE: IBM) is a multinational computer technology and consulting ...

en.wikipedia. orghwikiZIBM - 137k - -

Mews results for ibm

IBM Scientists First to Measure Force Reguired to Maove Individual ... - 3 hours ago
Some twenty years ago at IBM's Almaden Research Center in San Jose, in a small lab
packed with high-tech equipment in the hills of Silicon Valley, ...

FO¥Business -

EC-Council

Manotechnology  fade in IBM Labs: IBM 3-D Data Centers Show “irtual Worlds Fit for ... - FOXBusiness -

Results 1- 10 of about 301,000,000 for ibm. (0.20 seconds)

Sponsored Links

Jobs inlbm

India's Largest Jobs & Recruitment
Search. Upload Your CV to Apply Now
TimesJobs. com

Ibm Jobs.

Find Jobs in lhm

Submit your Resume Free, Mowl
Monsterindia. com

Jobs in Top Companies
200,000+ Jobs Over 20000 Recruiters
Submit Your Resume. Apply Free Mow.
Maukri.com
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CIEH People Search
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You can find personal information using People search

For example, http://people.yahoo.com, http.//www.intellius.com

You can get details like residential addresses, contact numbers, date of
birth, and change of location

You can get satellite pictures of private residences

) Copyright © by EC-Council
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C E H Yahoo People Search
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Yahoo! My Y¥ahoo! Mail ﬂiem:z Search
YAHOO! PEOPLE SEARCH Sanln peosle sesrch Homs - Helo

Create S Edit My Listing - Rermove by Listing

Try ourfree white pages search to access updated phone and address information.
Find friends, colleagues, classmates and maore!

US Phone and Address Search
(Canada Phone and Address Search)

First Name/Initial: Last Name: (required)
CityTown: State:
Entire LISA, w

[ Fhone and Address Search ]

Email Search
First Name/Initial: Last Hame:

Email Search

Advanced Ermail Search - Services and Tools

Reverse Phone Number Search
Phone Humber:

[ Fewverse Fhone Search ]
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C E H Satellite Picture of a Residence
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c EH Best PeopleSearch

wmied | el mader NLLP//WWW . DeEStpeoplesearch.com/

BestPeopleSearch.com Wome | srbdes | Helo | Lesin

“Our Hame saya it all®
Quick Search

Home

A1 Search The most accurate reverse look up and people search by phone or
our Guaran address on the web. Discover the Best People Search guarantee listed on
FAQs every people search order page.

About Us
Contact Us

Link Exchang Place your order today and find out why Law offices, Collection Agencies and other professionals Trust Best

People Search. As a trusted BBB member we have prescreened all third party private investigators that personally complete
your requests. This will ensure your order is completed in a professional, confidential and secure manner.

Have a Phone
Number? Professionals search through billions of records in order to obtain the most accurate and up-to-date information available.
Need a Name and Click here to read Customer Reviews and Real Life Stories.
Address? f won have any questinns please contact costarmer service.
Click Here!
Live Private
[nvestigators
1 7 } } h F
Meed Assistances #* Basic Search by Marme / Address or S5H * Comprehensive People Search % é,,erarrec,-.t ;.-,r,'j
. . A t
3 * Comprehensive People Search #* Basic Tearch by Mame / Address or S5H - Inf;rlinraat-ienn
@ #* Guaranteed Current Address Search #* Reverse Postal or Private Mail Box Lookup (PMB)
] Most Popular
BBB * Find Address and Phone number (w/SSH * PO Box Search (Reverse PO, Box Lookup) gearches
I #* Find Address and Phone numbers (w/fout SSH) * How to find cell phone nurmber 1. FREE Social Sesur
RELIABILITY # How can I find cell phone nurmbers #* How to find out cell phone numbers Humber Yerification
PROGRAM #* Search for cell phone numbers * Reverse Address Lookup fname, phone from address) 2. Name & Address fram Cell
_ . numberfReverse Cell phone
BBB ONLINE * Verified Current Emplover Search w/SSN lanku
. {POE) eskaz)
?"D o 3. Hame & Address from
ﬁ * I':.Le{:lil\ed Current Emplover Search w/fo SSN ® Reverse Ermail Lookup |_|I|-||igte|lj Nlum[:-eerexrerse
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C EH People-Search-America.com
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People-Search-Amterics com

SUPPDRT

&; PEOPLE SEARCH

Find information on any phone, mobile cell phone, business,
pager, pay phone and ewven unlisted numbers. Reverse
phone number search includes name, address service
provider and other details,

* Mame :
* City :

* State : | All States w | Search

-

REVERSE PHONE LOOKUP

Find information on any phone, mobile cell phone, business,
pager, pay phone and ewen unlisted numbers. Rewverse
phone number search includes name, address service
provider and other details.

A
—

Search Yigm®

o

MEMBER LOGIN

FAQS

s

BACKROUND CHECK

Investigate yvour boyfriend. View criminal, finance, court and
other records, Get the scoop on yvour daughter's coach or
new acquaintance.

* Name : -_ ?"\-

* Eit'ﬁ" - e

[ ,ﬂ\)
Search W

* State : | Selact State hd

S22 SOCIAL SECURITY

Investigate yvour boyfriend. View criminal, finance, court and
other records, Get the scoop on vour daughter's coach or

new acguaintance,
£
Search f J
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c EH Switchboard

http://www.switchboard.com/
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SWitCh boa rd®‘v’our Digital Directory

Find a Business Find a Person Maps & Directions Search by Phone Area & Zip Codes Web Search
. . Recent Searches More Business Search Options
Fmd a BUSII’IESS =No Recent Searches= » Search by Distance
Busi N Cat h cel » Browse by Categary
LNoose 3 Laeqory .
usiness Mame or Categary oose 5 Categor » Browse by Location
|Enter a Search term (e.g. john's diner, shoies, [awyer) | » BHrowse by Mame
Location

|Enter location {e.o. Address, City, State, or fip Code) |

Search

Help
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c EH Anacubis

http://www.i2.co.uk/anacubis/
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A ChoicePaint Company
2 info request

VISUALIZE AMALYZE COMMUMICATE Search
—_

aASnNacu DIE' “.‘ Home i2 Analyst's Notebook
i2 Analyst's Workstation
anacubis is now part of i2 ChoicePoint =EINERLEN i 2 Analyst's
L. . . o = i Workkstation TC A
anacubis is now part of iZ2 ChoicePoint’s research and developrment group, As the srvices .
world-leading supplier of visual analysis software, i2 ChoicePoint provides investigative LI ELT i 2 ChartExplorer
analysis solutions for Law Enforcement and Government Agencies, For more i2 ChartReader

information on 12 ChoicePoint software solutions, click here, —
I iz iBase

i2 ChoicePoint will continue to support all existing anacubis customers, For support on
anacubis products, contact anacubis Support, or use the links below,

i2 iBridge for HOLMES 2

iz iXa Framework

anacubis Yiewer Help

Zan't see an anacubis wisualisation? i2 PatternTracer
iz TextChart

power? Built-in
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Web  Images Wideo Mews Maps  Gmall

Google Finance

http://finance.google.com/finance

more ¥

GO (m )g[e e.g. "C3CO" or "Google"

Finance

Recent quotes | Portfolios

Symbol  Price Change Mkt Cap
C3CcO 27580 -1.19(-4.15%) 166848
Ewl 1364 0.00(@000%) 11.04B
F 703 016 -2.23%) 14.83B
INTC 2438 069 (-2.75%) 142 558
Iw'hd 7310 -1.96 (-261%) 10.05B
JEM 4046 -1.49 (-3.55%) 135.91B
MSFT 32,97 -1.14 (-3.34%) 303 45B
SPY 14095 318 (-2.21%) B0.73E

EC-Council

Related news
Ford Boosting Sirius Radio Exposure
W= Woney - ¥ minutes ago

UPDATE: Microsoft Ponders Data Center In Siberia
ChMhoney. corm - 1 hour ago - related articles »

Russell 2000: "Mo man’s land” of shortterm support
SrmallCaplnvestor - 5 hours ago - related adicles »

Microescft, Autodesk lose patent appeal
Seattle Post Intelligencer - 11 hours ago - related aticles »

JPMorgan Chase to cut 91 jobs at SoCal mortgaqge operation

San Jose Mercury Mews - 11 hours ago - related aricles »

Live Documents to Challenge Microsoft Office, Google Apps
etyeek - 16 hours ago - related aricles »

Russian Ford Talks Fail to End Strike
WS Woney - 18 hours ago - related ardicles »

Chrysler Aiming to Challenge Ford, Chevy for Police Car
Sales

YWall Street Journal - 18 hours ago - related articles »

Search Finance

v

Portfolios | Sign In

hake Google Finance your own.

et quotes, charts, news and mare

on iGoogle.

Add an iGoogle Finance homepage

Market summary Mov 26 - Close
11.18%%
. "‘Ul N ]
Voo e
2.36%
a 2 2p 4pn

® Dow 12,743.44 23744 {-1.83%)
® Nasdagq 2,540.99 -35.61 {-2.14%})
S&P 500  1,407.22 -33.48 {-2.32%})
M hiand 3 AL AT oA IR0
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Tahoo! | My ahoo! | Mail | Mare ™

YAHOO! FINANCE

Yahoo Finance

www.finance.yahoo.com

Make ¥! your home page

Search: I

‘ HE INVESTING NEWS & OPINION PERSOMNAL FINANCE MY PORTFOLIOS

New User? Sign Up Sign In | Help

Web Search

| | | ceTauotes |

I

Scoftrade - §7 trades. Mo share limit. In-depth research.

MARKET SUMMARY

IRy evroee | hsin

Crow 12,743.44

12pm 2pm 4pm

10am
Masdag 2,540.99 0.00 0.00%
S&P 500 1,407.22 000 0.00%
10T Bond{%:}  3.8470% 0.0000

» Wiy more indices
» Wiewy more bonds

Customize summary

Tue 6:1%am ET

S&P futures vs fair value: +15.0. Nasdaq
futures vs fair value: +20.5. .
» Fead maore

Oralemp~ T AMCOITOAMEC CEFTOAMC

EC-Council

TOP STORIES

Citi Sells Stake to Abu Dhabi Fund

Citigroup said late Monday that the Abu Dhabi Investment
Authority will invest $7.5 billion in the nation's largest hank,

offering needed capital to offset big losses from mortgades and
other investments.

Repaort: Foreclosures to Hit Metro Areas

il Prices Extend Losses in EUrope

Stock Futures Point to Higher Open

Haolbywood Labor Talks Setto Resume
» Wiewy mare top stories

More News on Markets, Companies and Economy

FOCUS ON RETIREMENT

== retirement income of 70 to &0 percant of your
current income. But you may want to wipe
this estimate from your brain...

» More Retirement Stories ...

VIDEOQS

Christmas Tune-up

A El
=5 4 Tipping in the Holiday Spirit
R ¢
@ Late selloff erases Black Friday rally
Ei Morthern Rock troubles
3

& Wieny all videos

QUOTES

Your most recently viewed tickers will
automatically show up here if you type a
ticker in the Get Cluotes box on the top of
the page.
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C EH Footprinting Through Job Sites
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You can gather company’s infrastructure details from job postings

Look for company’s infrastructure postings such as “looking for
system administrator to manage Solaris 10 network”

This means that the company has Solaris networks on site

e E.g., www.jobsdb.com

( \
Job requirements
\_ J
( \

Employee profile

\. J

Hardware ) :

_information ) ey et
" Software ) assaannnaniif

\information
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c E H Footprinting Through Job Sites(cont’d)
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== Home = About Us : Press Room @ Events = Career@lobsDEB @ Contact Us

us the GV To GETTING THE BEST J0B
BULLDIER] IS HAVING THE BEST CV

T S

= Join Now! 9 MyJobsDBE = Job Search = Talent Market

@ Job Seeker Login Job Seekers

Username:l Take a tour on My.JobsDB

p " I— F Subscribe Regional Job Alert
Rk Daily Job alerk Email, One Click Quick apply, Cnline » Subscribe China Job Alert

Locakion:  |US& - Cover Letker, Be Head Hunted by Emplovers and

Subrnit | Resek | S, ..

Jobs by Country

usa Australia Hong Kong India
Indonesia Korea Malaysia Philippines
Singapore Taivean Thailand

Jobs by Category

Accounking AdministrativefSecretarial Banking/Finance Engineering
Recruitment Consultancy General Management 1.T. Manuf ackuringfPraduction
Markeking Retailholesale Telecommunicakions Sales

@ advance Search

JobsDB Resources For Job Seekers

Career Tips Interview Advise

1@_‘2 o Gain confidence in job inkerviews
“What do the emplovers look For in job seekers? Other Useful Links

Should T continue Studwing? -
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c E H Footprinting Through Job Sites(cont’d)

Certified = Ethical Hacker

Designation

Joh Description

Desired Profile

Minimum Experience

EC-Council

Systerm Administrator f DBA (Fosition is based in LLSA)

This position is based in Long Beach LA, CA
*We are laoking for a System Administrator cum DataBase Administrator, who can take care of one our Existing Account.

*The Majaor role would be to do Systerm Software Installations, Configurations and Monitoring the impact of building out of a
number of environments from scratch.

* Majar interaction of this profile would be with QA Lead ! Team in Deplaving the code fram one to another enviranment.

Dwration : 9 Months

13 Strong Al & Solaris Systerm Admin Skills

21 Should be proficient in LIMES scripting and manual commands
FWebSphere ADMIMN wa required

4y Configuration Management Tool experience (PVCE, CVE, etc)
) Code deployment from one ervironiment to another

FPerl Scripting

By Experience warking with Hosting pravider

**The perfect chaoice would be somehody who has expereince in production enviranment with a Corporate Portal.
Plus:

* Cetifications

*Wignette a huge plus

* Guality assurance an a WehbSphere project

*Wignette release management
* Load testing taals (Mercury preferred.)

2years
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C EH Passive Information Gathering

Certified = Ethical Hacker

To understand the current security status of a particular
Information System, organizations perform either a
Penetration Testing or other hacking techniques

Passive information gathering is done by finding out the
freely available details over the Internet and by various
other techniques without coming in contact with the
organization’s servers

Organizational and other informative websites are
exceptions as the information gathering activities carried
out by an attacker do not raise suspicion
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CEH

Certified = Ethical Hacker

Competitive Intelligence
Gathering
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c EH Competitive Intelligence

Certified = Ethical Hacker G at h e r i n g

“Business moves fast. Product cycles are measured in months, not
years. Partners become rivals quicker than you can say ‘breach of
contract.” So how can you possibly hope to keep up with your
competitors if you can't keep an eye on them?”

Competitive intelligence gathering is the process
of gathering information about your competitors
from resources such as the Internet

The competitive intelligence is non-interfering
and subtle in nature

Competitive intelligence is both a product and a
process
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CE H Competitive Intelligence Gathering

(cont’d)

Certified = Ethical Hacker

The various issues involved in competitive )
intelligence are: )

 Data gathering

e Data analysis
 Information verification
 Information security

‘ Cognitive hacking: )
)

* Single source
e Multiple source

Ahead of

competition

) Copyright © by EC-Council
EC-Council All Rights Reserved. Reproduction is Strictly Prohibited




c EH Why Do You Need Competitive

- wame INNTEINIGENCE

Compare your products with your competitors’ offerings

Analyze your market positioning compared to the competitors

Pull up a list of competing companies in the market

Extract salesperson’s war stories on how deals are won and
lost in the competitive arena

Produce a profile of CEO and the entire management staff of
the competitor

Predict their tactics and methods based on their previous
track record
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H[ Competitive Intelligence

Certified = Ethical Hacker

Resource http://www.bidigital.com/ci/

The €l Resource Index

Search and Categories

[ Click Banner To Learn M

Stop searching. Start Finding. Try

lore

Ir‘nicrosofﬂ

Associations (75)
Associations and
Societies in the field of
I and the Like.

Books (9s5)

Books related to the

wvarious topics found in

CI activities.
Companies (1=55) s =
Consulting, Market
Research, Online
Information and
Databases.

Documentation (ss) L=
Articles, information
and tutorials regarding
CI.

Business Intelligence

ast Integraticon f ApPE

Dewealooment o

(]

A B erort

Advanced Search

Education (zg) H=Sd
CI courses and training
programs, certificates.

Jobs (4]
CI and KM jobs. CI
recruitment companies.

Publications (s9) LW=4
ZI Pubs.; Mewslaettars,

Journals and Magazines.

software [(zi1z) o=
CI Systems & Portals;
arganize, gather,
analyse, and share
infoarmation.

Gompetitive Intelligence
Resources Gategorized

today.

Competitive Intelligence Resource Index
- & search engine and listing of sites-by-
category for finding CI resources.
Clsesk.com

Services

Free
Mewslaettar:
Your
Marme:
Your
Ermiail:

ISlescribe

—
[ ok

P Recommend

P Popular links
P CI Bookstand
P Adwertising

r Alexa Toolbar

Clin the News

Free Mews Feeds for Your
wWeaebsite

ullivan Honors Best
Leaders

a rlotte

Fro=st B
Fractice
Busin

n

Whire wi

22 Apr =
Frost & Sullivan Honors Best
Eractices Leadears
Busin b Providence
Journa r 2005 02:36:00

EC-Council
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C EH Companies Providing

- o COmMpetitive Intelligence Services

—[ Carratu International }
e http://www.carratu.com
—[ Cl Center ]
 http://www.cicentre.com i
—| CORPORATE CRIME MANAGEMENT ]
* http://www.assesstherisk.com =
/A
—[ Marven Consulting Group }
e http://www.marwen.ca
—[ SECURITY SCIENCES CORPORATION }
e http://www.securitysciences.com
*[ Lubrinco }
e http://www.lubrinco.com
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C EH Carratu International
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CARRATU

IMTERMNATI ©OMNAL P

Service Directory

If vou can't find
a service that
meets your
requirements
please email us

anti Counterfeiting
fsset Tracing
Background Profiles
Brand Protection
Competitive Intelligence
Computer Forensics
Zormputer Fraud
Computer Irmaging
Camputer Security
Corporate Investigations
Corporate Security
Covert Audits

Data Interrogation
De-bugaing

Diormain Mame investigation

Ce Diligence

EC-Council

Employee Yetting
Environrmental Issues
Firstline Response
Forensic Accounting
Franchise Enforcernent
Fraud Investigation
Grey Market Investigation
Inforration Protection
Insurance Fraud
Internet Investigation
Internal Theft
Litigation Support
Marketi atch®
Mediation Suppart
Mergers & Acquisitions

Money Laundering

e N Ewents Brochures Employrnent Contact 5

=

ALPHABETICAL SER¥ICES LIST: CLICK ON THE MAME FOR FURTHER INMFORMATICN

Fatent Investigations
Fharmaceutical Intelligence
Pharma. Patent Infringement
Fharma. Counterfeiting
Pharma. Investigations
Product Maonitoring
R-check™ search
Re-insurance Fraud

Status Repaorting
Surveillance - Static & Mobile
Test Purchases

Third Party Acquisitions
Trademark Infringement
Tradernark In-use

Undercover Operations
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C EH Cl Center

Certified

) CIl Centre

Advanced Counterintelligence,
Counterterrorism & Security Education

g

LI Centre
S5tore

Far the Spy
Catcher in You
Audio lecturas,
CI posters,
boaoks, eternal
vigilance, intel
sarvices, spy
catcher, storm
petrel,
D*I*C*E and
more

bert
Hanssen:
Lolleague,
Friend, and
Traitor
Wed, 28 Mow,
E:30p;
International
Spy Museurm,
lecture by CI
Centre
Prasident
Cravid Major

LI Centre
Podcasts
MEW: Ran
Keszlar,
Caniel Pipas,

Manie Darwish

Required
Reading for
Intel

Profeszionals

Register

The Centre for Counterintelligence and Security Studies (CI Centre]l® Alexandria, WA 703-642-7450 or 1-800-779-4007

Robert Hanssen: Colleague, Friend, and Traitor
Wednesday, 28 Movember 2007 at 6:30 pm; International Spy Museum, Washington, DC Page updated:
Tuesday, Movernber 27,
2007

I Centre President Dawid Major provides a glimpse into the real personality and psychology of Robert Hanssen, ane of the most
darmaging spies in U.S. histary. He will explore why Hanssen’s betrayal was so difficult to uncover, his own theories on what rmotivated

the spy, his perspective an Breach, and the status of .5, cu;gt;r;rgéllllg_?_gae in the walke of this profoundly important spy case. Tickets: CI CENTRE MISSION:

The I Centre provides
dynamic, in-depth and
= relevant education,
rism te” training and products an
Ideas News counterintelligence,
counterterrorism and
secUrity, QOur programs

(4] Terror
s War

ism
of
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c E H Competitive Intelligence - when Did

This Company Begin? How Did It Develop

Certified = Ethical Hacker

Laser D for Annual Reports to Stockholders & 10-Ks (Reference Room -
workstation #12)

EDGAR database - for 10-K and other report filed with the SEC (also Business
Database Selection Tool)

International Directory of Company Histories (Reference - HD 2721 D36)

Mergent Online - company history and joint ventures (Business Database
Selection Tool)

Notable Corporate Chronologies (Reference - HD 2721 N67 1995)

ORION, UCLA's Online Library Information System (Business Database
Selection Tool)

Enter Search Terms: general electric [for books on GE], click on button: Search
Subject Words
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c EH Competitive Intelligence - who

Leads This Company

Certified = Ethical Hacker

ABI/INFORM Global (Business Database Selection Tool)
Search for: microsoft in Subject; AND; biographies in Subject; Search

Hoover's Online - Company Profile includes Key People. (Business Database Selection

Tool)
Also in print as Hoover's Handbook of American Business (Reference - HG 4057 A28617)

National Newspaper Index (Business Database Selection Tool)
Type in: exxon ; Search

Reference Book of Corporate Managements (Reference Index Area, section 5)

Who's Who in Finance and Industry (Reference Index Area, section 5)
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c EH Competitive Intelligence - what

Certified = Ethical Hacker Are ThiS Companyls Plans

ABI/INFORM Global (Business Database Selection Tool)
Search for: mci in Company/0Org.; AND,; alliances in Subject; OR;
market strategy in Subject; Search

LexisNexis Academic (Business Database Selection Tool)
Business; Industry & Market; Keyword: Palm; Industry:
Computer & Telecom; Date: Previous six months; Search

3

Business & Industry® (Web) (Business Database Selection Tool) 1
200X BUS_IND, Open; Search/Modify, Company Name,;
Search/Modify, Business Subject, Modify: Company Forecasts; OK

<

Factiva (Business Database Selection Tool)
Enter free-text terms: intel near plans; Select date: in the last year;
Select sources: All Content; Run Search
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c E H Competitive Intelligence - What Does

Certified = Ethical Hacker

Expert Opinion Say About The Company

ABI/INFORM Global [academics] (Business Database Selection Tool)

First Call [analyst reports] (Business Database Selection Tool)

FINDEX: Directory of Market Research Reports (Reference - HF 5415.2 F493)

Market Research Monitor (Business Database Selection Tool)

Multex [analyst reports] (Business Database Selection Tool)

Nelson's Directory of Investment Research (Reference - HG 4907 N43)

Wall Street Transcript "TWST Roundtable Forums™ and "CEO Forums™
Features (Unbound Periodicals - 2nd floor) [analysts' discussion of a given industry, see
this sample issue with Semiconductor Equipment Industry Roundtable]
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CEH Competitive Intelligence - who Are

The Leading Competitors

Certified = Ethical Hacker

Business Rankings Annual (Reference - HG 4057 A353)

Hoover's Online - Top Competitors free, More Competitors
available, use (Business Database Selection Tool)

Market Share Reporter (Reference - HF 5410 M37)

U.S. Patent and Trademark Office [identify players in emerging
product areas, see also other patent resources ]

Reference USA [companies by SICs and more] (Business Database
Selection Tool)

TableBase (Web) [find market shares within articles] (Business
Database Selection Tool)

Ward's Business Directory of U.S. Private and Public
Companies (Reference Room, Index Section 1)

World Market Share Reporter (Reference - HF 1416 W67)
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c EH Competitive Intelligence Tool:

Certified = Ethical Hacker T rel I ian

Trellian compiles and analyzes internet usage statistics to create a
powerful Competitive Intelligence tool that no business should be
without

Link Intelligence Search Term Intelligence

e Find out which sites send the most & What keywords drive the most traffic
m traffic to your competitors, ] ai to competing sites?

) Campaign Intelligence Benchmarking
J
Identify search terms your e Find out hl:uw your business _
<y competitors are advertising on. .X% - compares with other competitars,
e |
.Il‘ﬁn._ Kekurd Rankinqs AfﬁliﬂtE Partners
! . Identify the search terms and . Identify the top Affiliate partners
Eﬂ keywords that your competitars rank %‘:\&_ sending traffic to your competitors,
art.
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c EH Competitive Intelligence Tool:

e mu e VVED INvestigator

Web Investigator checks sources, public
databases, and proprietary search databases, and
allows to download and view reports of records

You can get the report you are looking for

WEBINVESTIGATOR

Quickly and efficiently search and locate public
records online

[HE MOST COMPLETE INVES
GATIVE SITE ON TH

(Name |
PROCEED

] Copyright © by EC-Council
EC-Council All Rights Reserved. Reproduction is Strictly Prohibited




™

C EH Web Investigator: Screenshot

Certified = Ethical Hacker

l"'IEBE 2 INUESTIGATGR Fay | LOSIM | HELP | TERMS | BUSINESS USERS

h ﬂ Reverse
Searches

Background People .w\" Criminal _';9" v f/& Civil
Reports 2 Search ,‘ Records Records

7 Background Report # People Search 7 Arrest Records ¥ Bankruptcies P FReverze Addresz
@ Business Report # Enhanced Phone Search @ Court Records # Birth Records # Reverse Cellphone
¥ Check Your Date w! Investizate Anyone # Criminal Records % Divorce Records ¥ FRewverse Email
# Person Report # Classmate Search o DU Records  Legal Judgments @ Reverse Phone
@ Manmy Check #! Find Frends @ Felomyfhizdemeanar @ fMhardage Records # Unpublished Phone
¥ |dentity Verfication # Find Relatives P  Sex Offender # Property Records # Reverze 55N
Instant Complete Background Report € Our instant nationwide search
First Marma: * Last Mame; * zystem will check thousands of
zources, public  databazes, and
Fr— it proprietary search I:Iatal:lalses and
let wou download and wiew the
records reports within minutes. You
Approximate age: State: ™ can get the report wou are looking
MNationwice for easily and effartlessly Hght from

here,
6 Click to start Search Enjoy instant data lookups to ensure
wemin mwea mlhiiima Al Fmm A AkmmAss e
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c EH RelevantNoise

Certified = Ethical Hacker

RelevantNoise is a subscription-based online search service that mines social
media for business intelligence

It quickly says about your brands across social media and their impact

It helps a business to monitor the blog buzz about its products, services, and
company’s reputation, plus those of its competitors

It also assesses the relative influence of bloggers using factors such as their
tenure, how often they post, and the number of incoming links to help you
determine how much the opinions really matter
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C EH RelevantNoise: Screenshot
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i

il
il
BR0B0R00AL
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C EH Reputica Dashboard

Certified = Ethical Hacker

The Reputica Dashboard provides online source of information
about your reputation, with links to the primary sources which
caused your Reputica rating to go up or down

You can see how your rating has changed over time, and how it is
compared with other companies or competitors

gl
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c EH Reputica Dashboard: Screenshot
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Hil Garea Smdlh - Ll Loagin 2

Climnt Charias Daniy g Climit Kaith Hay

« Your reputica rating

My
il || R B Prsitien Sieen

Positive commentaries

Scnrm
IENEEEEE

ENEEERUE

S IEEEE

| N

Dashboard

| Profile |

Help | Contaci us | Sagn oul

Who's saying what? ...in

W Megatien G

12 procies

Soures Thamn
Lo il kit

Pre? YOrm Thmes
FT, Lix

Prrscnal
@. Siress

ISR Todiy Ninancial

Saaile Times FEigona

Erva bran imea

|1 |_||I|||III' '
1]

]

Apanl
Show e

Typa aiw Lesiafian
IHs 30 MWy J00a UK -
Chast 0F &pri 2006 USA, e York
s peay 25 Harch J0i; [}
hbwhediper 15 Wach 2006 Ut L
Megarng 1% Marcs 7006 S Geabtle .

Negative commentaries 14 sices

Shrw new L

1 Sonve

+E mEEE

@ A0 may -Gusrdian) Perasnal #h TN

o1

Srirca

Gusrdisn

Piirey Wiirke Tivnid

Thame

SO NIMES

P

Rernirenan

]

Type e
Biog 30 M
Chuant [iF
[T

oy 2004

Hpril 2008

19 March 1006

(Lo LIk

=, hew Tork

UK

EC-Council

Copyright © by EC-Council

All Rights Reserved. Reproduction is Strictly Prohibited




C EH MyReputation
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MyReputation finds out everything that is being said about you
online and gets rid of the content you do not like

You can find detailed information from:
Social networks (MySpace, Facebook, LiveJournal, Bebo, and more)
Professional reviewed websites
Blogs
Online news sources
Photograph, video, and audio sharing sites (Flickr, YouTube, etc.)

Millions of additional sites on the "open Internet"
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C E H Public and Private Websites

Certified = Ethical Hacker

A company might maintain public and private
websites for different levels of access

Footprint an organization’s public www
servers, for example:

e WWW.XSecurity.com
e WWW.XSecurity.net
e WWW.XSecurity.net

Footprint an organization’s sub domains
(private), for example:

e http://partners.xsecurity.com
e http://intranet.xsecurity.com
e http://channels.xsecurity.com
e http://www?2.xsecurity.com
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CEH
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Footprinting Tools
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C EH Footprinting Tools

Certified = Ethical Hacker

Some Footprinting Tools:

ol
* Whois -_—
* Nslookup
« ARIN 0

 Neo Trace

» VisualRoute Trace

e SmartWhois

e eMailTrackerPro

» \Website watcher

e Google Earth

 GEO Spider

« HTTrack Web Copier
e E-mail Spider
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c E H Sensepost Footprint Tools - 1

WWW.Ssensepost.com

Certified = Ethical Hacker

BiLE.pl

» BiLE leans on Google and HTTrack to automate the collections to and from the
target site, and then applies a simple statistical weighing algorithm to deduce which
websites have the strongest relationships with the target site

 Command:
e perl BiLE.pl www.sensepost.com sp bile out.txt

BiLE-weigh.pl

» BiLE-weigh, which takes the output of BiLE and calculates the significance of each
site found
 Command:

eperl bile-weigh.pl www.sensepost.com sp_bile out.txt.mine out.txt

tld-expand.pl

e The tld-expand.pl script is used to find domains in any other TLDs

 Command:
e perl exp-tld.pl [input Ffile] [output file]
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c E H Sensepost Footprint Tools - 2

WWW.Ssensepost.com

Certified = Ethical Hacker

vet-1Prange.pl

» The results from the BiLE-weigh have listed a number of domains with their
relevance to the target website

e Command:

eperl vet-1Prange.pl [input file] [true domain file] [output file]
<range>BiLE-weigh.pl

gtrace.pl

e gtrace is used to plot the boundaries of networks. It uses a heavily modified
traceroute using a #custom compiled hping# to perform multiple traceroutes to
boundary sections of a class C network

e Command:

eperl gtrace.pl [1p_address fTile] [output fTile]

vet-mx.pl

e The tool performs MX lookups for a list of domains, and stores each IP it gets in a
file
e« Command:

eperl vet-mx.pl [input file] [true domain Ffile] [output file]
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c E H Sensepost Footprint Tools - 3

WWW.Ssensepost.com

Certified = Ethical Hacker

jarf-rev

e jarf-rev is used to perform a reverse DNS lookup on an IP range. All reverse entries
that match the filter file are displayed on the screen

 Command:
e perl jarf-rev [subnetblock]
e perl jarf-rev 192.168.37.1-192.168.37.118

jarf-dnsbrute

e The jarf-dnsbrute script is a DNS brute forcer when DNS zone transfers are not

allowed. jarf-dnsbrute will perform forward DNS lookups using a specified domain
name with a list of names for hosts

e Command:
e perl jarf-dnsbrute [domain_name] [file with_names]
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C EH Tool: Big Brother
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Big Brother is designed to see how network is
performing in near real-time from any web
browser

It displays status information as web pages or
WML pages for WAP-enabled devices

Big Brother uses a client-server architecture
combined with methods which push and pull data

Network testing is done by polling all monitored
services from a single machine, and reporting
these results to a central location ( BBDISPLAY)

Big Brother includes support for testing ftp, http,
https, smtp, pop3, dns, telnet, imap, nntp, and
ssh servers
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C E H Big Brother: Screenshot 1
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Untitled - _ O] x|

File Eraother “iew Help

A== e s Lk

E""_E%I. root of all ewil
5 alympLz Tree view pane:

- RaMmazsLiE . 535 Metwaork - no paricular host specified.

= kinklsver.net . g In prodgress - hostis heing checked.

. 5‘ Feachable host- hostis reachable.

. E‘Wnrrisnme host - host is dying.

. z-:l LInreachahle host- hastis unreachahle.
Activity pane:

. .Gnnd response time
. Average response time
. .Critical response time

| » |F|:|r Help. press F1 fﬁ
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C E H Big Brother: Screenshot 2
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C EH Tool: BiLE Suite
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The BILE suite contains a number of PERL scripts that can
be used by a Penetration Tester to aid in the enumeration
phase of a test

BILE itself stands for Bi-directional Link Extraction
utilities

The suite of tools can be used in the footprinting process to
find both obvious and non-obvious relationships between
disparate

With this information, a Pen Tester may then decide to try
and access sites with close relationships with the target as a
stepping stone into the target network
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C E H Tool: Alchemy Network Tool
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Alchemy Network Tools is a software package containing a set of network
analysis and diagnostic utilities

It aids network administrators to maintain and manage their networks in the
nice graphical interface

Alchemy Network Tools contains the following network

utilities:

* Ping

e Traceroute % " 3.‘
e NSLookup oy =

e Whois &
e HTTP/HTTPS request sender > -

SNMP request sender
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dl: H Alchemy Network Tool:

Certified = Ethical Hacker S C re e n S h Ot

<2 Alchemy Network Tools

File Wiew Tools Help
D %~ @ P =
= _I,i Syskem info J
3 Raute table !I il
) IF stats . ﬁ
3 ICMP stats
'—# TCP stats Addrezs | shapfhiles. comn Chart
43 LIDP stats
vu Ping -~ —
#y Tracerouts Hops 32 5| Count |
&g SMMP
ﬂ HTTP(S) Tirneout | 2000 : Size B4 : Rezolve IP
- Lookup
A Whals Hop | From Time TTL  Reply -~
4 205.152.110.184 16 mz 202 Success
] B5.83.237.100 [&=RO0BCT-01-3... 19ms 248 Success
G B5.83.236.59 [A=ROTMIA-D-31 b 3 ms 249 Success
7 65.83.236.20 [prr00mia-1-0-0.bell... 31 ms 2448 Success
g 65.208.86.153 [0.20-0-0-0.3'WE....  4Bms 247 Success
9 152 63.84.122 [(Den-1-3-05L2 M. 15ms 246 Success
10 152 63.87 34 [0=0-2-0-0TL2ZAT... I ms 245 Success
11 1826329109 [(Qe0-3-0-0.TL2ZL... T ms 244 Success
12 15263116106 [0.e0-4-0-0.CL2L... 141 ms 243 Success
13 152 63.117.85 [POS70GW2 LA .. 9 ms 243 Success
14 167 130245186 [ged-0-0.1 laxl.. 109 ms 241 Cuccess 3
£ »
Feady
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c E H Tool: Advanced Administrative Tool (AA)

Certified = Ethical Hacker

Advanced Administrative Tools is a multithreaded network and system
diagnostic tool

It is designed to gather detailed information and availability status for network
and local computer

It combines 12 utilities:

e Port Scanner

* Proxy Analyzer
e RBL Locator

» CGI Analyzer

e Email Verifier

e Links Analyzer
e Network Monitor
* Process Monitor
 Whois

e System Info

» Resource Viewer
* Registry Cleaner
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c E H Advanced Administrative Tool:

Certified = Ethical Hacker S C re e n S h Ot

43 AATools ::: NOT REGISTERED ::: - [Port Scanner]

gl.'l File Tools ‘Window Help - 0 ¥
« = - L HERE 0EH BPE AL
D PR TVE N _ 5
Hast M ame A whia i . m i‘ . 1
Yvkis i . oy 1" x; " i
i ﬁi’ . l ‘ 1
Start |81 " L
G-Lock & AN
Stop |51 "w'el-::ume to Advanced Adminiztrative Tools I
Hosts to = Startup
TESTHA i |
TESTHA Regqgistry Cleaner O B Fort Scanner !
VAIOLAP| g dezigned to clean up unneceszany regizty entries in wour registoyg, @ % Prowy Analyzer :
WAHOME The yze of AATools Registry Cleaner increases pour computer !
WATHINE performance, speeds up the loading of operation system and reduces @] % RBL Locator
the number of failures. O ﬂ Trace Boute i
Sirnple List O A E-Mail Verifier
) Link Analyzer 3
Host IF O ; whoi Y Pc
o1 192,163 O o
M 192, 168 O By Network Monitor
iome 192 165 ] @ Frocess Monitar
iche 192,163 O @) System Info
IcMP 132,168 O B Resource Viewer
P 132,165 @ g‘}’ Registiy Cleaner
e 81017 ® Blark
+) Blan
p Show thiz screen at startup Start ] [ Cloze .-i'-.-'-‘-.TDnIs] L b4
Ready...
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CIEH Tool: My IP Suite

Certified = Ethical Hacker

My IP Suite combines Domain-to-I1P Converter, Batch Ping, Tracert, Whois,
Website Scanner and Connection Monitor as well as an IP-to-Country
Converter into a single interface

With powerful IP&Web tool you can:

e Lookup IP address for a single or list of domain names and vice versa

e Find out the country associated with a single or list of domains or IP
addresses

e Perform batch and continuous pings on multiple servers

e Trace IP addresses to their destination and investigate connection
problems

e Determine name, date, last-modified, version, and operation system of the
remote web server

» Allow to scan any given web site and produce a list of links found in the
site, using several criteria to filter results

e Monitor all TCP/IP connections from computer to the Internet
automatically
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C E H My IP Suite: Screenshot 1

Certified = Ethical Hacker

& My IP Suite M{=1/E3

File  Funckion Yiew

Http:.-'.-lww.n'.*:.hal eit.com | a8 + c E HTTRA 1 200 Ok e

Http Head

Date: Sat, 18 Oct 2003 17:16:43 GhT

{|¥ 1364 links found.  stopping... Done. Server; Apache

A0 SCan inks Type——— [ Fiter @ Eg:?u.:yreff'ﬁttps:Hseu:ure.elementﬁ.cu

™ Al Links " Al Links mie 3 Sp xml, CR="CAD DSP COR

& InthewebSite | | & Inthe website ﬁgg;fgg‘fﬂm il LR = Al

™ Inthe Same Path ™ Inthe Same Path Transfer-Encoding: chunked

Weep-Alive: timeout=10, max=63 F

gif hittp: ey shareit .comfpagesie-commercefulfilimentzervicesfe-commercefulfilment services aif s
oif hittp: Sy shareit .comfpagesifreepalmpilotdownloadsfrespalmpilotdovwwnioads gif
kit kit S sharet comfpagesfrespalmpilotdownloadsfrespalmpilotdovwnloads bim
oif bt Sy shareit .comfpagesinternationaldistributionrternationaldistribution gif
hitim bt ey shareit .comipagesinternationaldistributionrternationaldistribution ktm
oif hittp: Sy shareit .comfpagesizoftwarepublizhingfzoftwarepublizhing .gif
hitim bt Shoewesne sharet .comipagesizoftwarepublishingfsoftwar epublizhing htm
hitm bt Sy shareit .comipagesipalnfresvwarefalmiressvare him
oif hittp: Sy shareit .comfpagesipalnfresvwarefalmiresware oif
oif hittp: Sy sharet . comfpagesfulfilmertzoftvwareifulfilmentzaftwware oif
hitrm hittp: St shareit.comipagesfulfilmertzoftvarefulfilmentzoftware htm
gif bt Sty sharet .comipagesivindow scefreesoftwarefvindov scefreesoftvware Qif
hitim hittp: Sy shareit .comfpagesivindow scefreezofbwaraefvindow scefreesoftware htm
hitm hittp; Sty shareit .comipage shandheldzoftvarehandheldzoftware hitm e
£ >
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C E H My IP Suite: Screenshot 2

Certified = Ethical Hacker

&3 My IP Suite

File  Funckion Wiew

IP-to-Domain Converter

Domain Name [www.yahoo.com | & e P Address [216.109.118.71 |e
IP &ddress| 216,109.118.67 5 Damain / ||>$.-.~".~w.<|¢r.._'...-alw-:r.m:rm |
HMeA09.118.68 Host Mame
i:g:gg::ﬂ? [ P Meighborhood |20 =
;'Iﬁ:'mﬂ:'l'w:ﬂ [P Meighborhood will take an 1P addrezs and doa
MEAMA15.T6 rezolve for the last and next number Pz, Thiz iz not
- b often found, but can be very useful to zee what

Host Mame [www.yahoo.akadns.net ather website domainz are hosted by the same ISP

66.213.71.0 # | Bateh Conversion |Domain £ Host Mame P Address L
BE.218.71 1
BE 21671 2 tx1 udb 2cd yahoo.com BE. 2187136
BE2ME87F1 3 O tx2 udb scd yahoo .com BE.2M8. 137
BE.218.71 .4 '.' t:3 b sod yahoo .com BE.218.71 .38
G6.213.71.3 Fraom Domain § Host
BE 871 6 Name to P Address txd udb scd yahoo.com BE.215.71.339
EE2M8..T tx5 udb 2cd yahoo.com EBE.218.71 .40
BE.218.71 & tefi udb.scd yahoo com BE.218.71 41
EE.2M1871 43 + o ¥
BEE 719 From IP Address to t=¥ udb scd yahoo.com BE.215.71.42
BE.215.71.20 Damain § Host Mame |[t=8 udb scd yahoo.com BE.215.71.43
66.218.71.21 nife-tel 00 udh scd yahoo.com BE.218.71 .44
BE.218.71 .22 '
BE 28T 73 Donel nfz-tx101 udh.zcd yvahoo.com BE.215.71.45
BE.215.71.24 uicdk b scd yahoocom GE.2158.71 .47
B6.218.71.23 dn=1 scd yahoo com BE.216.71 43 v
BE218.71.26 < >
= = i =T B w7

a Total E Finished  Successful Failed

SE 47 47
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Whois Tools
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c EH Wwikto Footprinting Tool

Ethical Hacker

Certified

Wikto by SensePost

tirror & Fingerprint | Googler |

S

Import from
Mirror

Aadrinistratar
Sadminiztration

|:|| Wikto | GoogleH acks | SystermConfig |

Irmpart frarm Mirrar

IMSTALL_admin
adrn

admir_
admin_login
admin_lagon
adminiztrator

WIKLO
Skip tao files

Export Results

i, sensepost, com

403.401,200,302,30M
200,302,301 ,403

il 1<

-
o

Load Directories

Ipdate from
SenseFost

Click update -

Load File Marmes

III !

Load File Types

Fuzz stabus
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C EH Tool: Whois Lookup

Certified = Ethical Hacker

With whois lookup, you can get personal details and contact

iInformation about the domain

e For example, www.samspade.com

wihaois
whaks |eccouncidang
f_T".-\.-ll:I"J'-:II: "'J Wit e

Serw=rLised |who e pie im
setiancil ong = | B2 47590 |

Dearigin (O OB 12082F-LAOA

Lspmpen Marmes ECIHIHLCL AN

Crdeatad O 1&-Dac-2001 10 13: 0= UTE

Lasi Updsied Linc T8-S pr 00 D01 a0 55 LT
Eogwati g Data: U4-Depe-2008 700 13: 05 UTC
parsarng Femsinn Tocrss e (B -LRDH]
j=: PR 5,

g izmran] I juTy RSO L

Feagrifras] Herrm Faol Hadosaki

Resgiatrant Orgardzslean: nbemalnal Cooncd of E-Coamrrencs Consubssis

Fagridrasl Shaell: BF Wl Sheel 33nd Flsa:
Fegiaratl Sieci
Fagrfrazl Shesl3

R eoran] Ty R 7 ork
Regrfras] SlalePronc e WY
Fiegkmrani Postal Code: WOODEZS2
Rz refrasl Coasy 15

Fagremrat] Phane 1. 2137090
Regrtrast Phone Ext

Fagraradl FAE | 212542300
Regrsras] FAX Ext
Fegremradl Ervaal Toi i s own ol aing

Sad i 100 1 s80 Yapasabl_Kad

(- Fibyne Coe-rr
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C EH Whois

Certified = Ethical Hacker

lz:g;:tzzfn;;my itargetcompany-DOM) Reg iStrant:
meerper targetcompany (targetcompany-DOM)
i.gd:;pr:desh,SDDDaﬂ # Street Address

Domain Hame: targetcompany G801

City, Province
State, Pin, Country
Domain Name: targetcompany.COM

Tdilve Contact:
Rk,  Jhik (RIEZXZ-ORG) targetcompany@HD1.V.
targetoompany

XXX, Ewverest Block, A.Enclave,

Lmeerpet

Hyderakad, Andrapradesh 500038

I 91 40 XEXX 329X Fawx- 91 40 XXX 329X
Technical Contact:

Shhkkd  Yhkkk  (USHE]  techcontact@WEBINDIA.COM
XEXS Inc

Hoffman Estates, IL 60154
us. 4038/ XXZ-XEXE 408/ ZXH-XHEX
Record expires on 14-0Qco-200X.

Record created on 13—0:t—1997.| - - -
Database las! pndakadmeneidellaiz2003 07:49:04 EST. Administrative Contact:
Bomain servers in listed oxder: Surname, Name (SNIDNo-ORG) targetcompany@domain.com

HS2 .WEBINDIA.COM 204.XX¥.141.%01

targetcompany (targetcompany-DOM) # Street Address
City, Province, State, Pin, Country
Telephone: XXXXX Fax XXXXX

Technical Contact:
Surname, Name (SNIDNo-ORG) targetcompany@domain.com
targetcompany (targetcompany-DOM) # Street Address
City, Province, State, Pin, Country

\ Telephone: XXXXX Fax XXXXX /

Domain servers in listed order:
NS1._.WEBHOST .COM XXX 2 XXX 2 XXX 2 XXX
NS2 _WEBHOST .COM XXX 2 XXX 2 XXX o XXX
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c EH Tool: SmartwWhois

Certified = Ethical Hacker

i

© St http://www.softdepia.com/smartwhois_downloa
File Query Edit Wew 3Zettings Help d 491.html

E @' %5' %l' ’D‘ i Ij‘_ SmartWhois is a useful network information

Clear Cpen Save  Save Al Print Copy Paste

utility that allows you to find out all available
information about an IP address, host name, or
domain, including country, state or province, city,
name of the network provider, administrator, and
technical support contact information

IP, hask ar domain: | &

Resulks b
+-4 195,14,130,100
+-4 205.181.112.66
o 193,1%*

gdnek.conm

& L

=} aol.com 206, 16,6208
= money.de |
=% online.fr
=} zdnet.com CMET Metwarks, Inc
235 Second Street San Francisco CA 94105 1S . . o
Unlike standard Whois utilities,
;. Host Master SmartWhois can find the
AR50 CHET Mebwarks, Inc . .
25 235 Second Strest San Francisco CA 94105 U3 information about a computer
hostrasker@cnet. com +1.4153442000 Iocated in any part Of the W0r|d
SO Hnst Master intelligently querying the right
CMET Retworks, Inc _ database and delivering all the
235 Second Street San Francisco CA 94105 US . . .
hostraster@cnet.com +1.4153442000 related records within a short time
Dane |
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C EH Tool: ActiveWhois

Certified = Ethical Hacker

ActiveWhois is a WHOIS tool that allows to retrieve
domain specific information and displays it in an
organized overview

Information includes DNS information, IP address,
and connection speed, as well as all standard
domain owner information

The program hyperlinks all additional domains that l
are found in results (emails and URLS); launching a
lookup for a linked domain quickly by simply
clicking on it

ActiveWhois Browser also includes a Direct Whois l
option, which allows to manually specify server to

guery as well as supports international domains and
Internet Explorer/Firefox integration
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C EH ActiveWhois: Screenshot

Certified = Ethical Hacker

%% ActiveWhois - google.com
File Advanced Tools Help
; » .ﬂ google. com w | &’ || 419 | D/, |
Home Active YWhois 3.0.4403 2
DN5 records |[Thu, 26 October 2006 11:56:41 -0500 [Eastern Standard Time]
Domain owner||Looking for 'google.com’
IP address
Back [DNS records]
Name: google.com [72.14.207.99] - host alive. connection speed 79ms
IP aliases:
72.14.207.99 - host alive, connection speed 79ms
64.233.167.99 - host alive, connection speed 70ms
64.233.187.99 - host alive, connection speed 57ms
Total: 1 name, 3 IPs
Domain owner:
Looking for 'google.com’
Domain zone 'COM" is for commercial purposes
URL for registration of domains: http:}fwww.internic.net/origin.html
Server 'whois.markmonitor.com' reply [2329 bytes in raw data]:
MarkMonitor.com - The Leader in Corporate Domain Management
For Global Domain Consolidation, Research & Intelligence,
and Enterprise DNS, go to: www.markmonitor.com w
Cone
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C EH Tool: Lanwhois

Certified = Ethical Hacker

LanWhois allows to lookup owner’s information for any given
domain name or IP address

It archives results for easy reference and also allows to save or
print information

This program includes a database of international WHOIS servers
that can be updated online

In addition, LanWhois offers IE toolbar integration for easy access
from the browser
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C EH LanWhois: Screenshot

Hacker

Whols 1.0.1 — LanTricks: www. : M=

File Query Edt Help

= o~ - il . A r - poruc op gomanol
0 @ @ Y _j A "':i.} @ @ 9O FIX NAME &, 2528
il Administrative Contact: =
google. com hd OME Admin (MIC-1340142) Google Inc.
Query as domai 2400 E. Bayshore Plwy Mountain view CA 84043 US
dns-adming@google, corm +1 BA0EI00100 Fax-
Getvel +1 BS0E1E1499
Technical Contact, Zone Contact:
OME Adrun (MIC-1240144) Google Inc.
Use Raling 2400 E. Bayshore Plwy Mountain View Ca 24043 US
dns-adminggoogle. corm +1 BA03300100 Fax-
Gk +1 BE0R151499
Bddress Server Date
&) ooogle.cam whoesaldomaing.... 4737200512525 Created on............0 1997-Sep-15.
& Jsopcheckercom  whotsregizter.com  4£3/2005 12-51:4... %KplrE.S.Dn """" e - 20 1_'15_'3?'14' I
& snapties.com whees.god; . . | 10:42:45.
ﬂstchnnL&.cnm bt ety L it NN
7142122211 whoesnipe.| [, -
\:I!.Jd"ml::nm wihzis. aldd %,»'I:Iue.ry it about google. com
'l:l S wihaie die {,,' Ratrieve IP Address of google. com
Qicqecom wheiersgs {_JIF"P.ddless iz 216.239.57.99
Cmozila.org I L) Relrieve domain name corezpondig bo 216,220 67 23
\j retzcape.ang wihoes. pr.o
porate Doman
zearch & Intelligence,
T and EnTerse DM go o v arikhdonitor. com
W
& ooogle.com wiheis, aldomains.com 216,2%9,57.99 4[3/2005 12:52:51 AM @ TLo::
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C EH Tool: CountryWhois

Certified = Ethical Hacker

CountryWhois is a utility for identifying the geographic location of an IP
address

It is especially focused on IP-to-country identification and does not need to
contact external Whois servers

N

( Can be used to:
.

Analyze server logs
Check e-mail address headers
Identify online credit card fraud

Determine quickly and accurately the country of
origin by IP address
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C EH CountryWhois: Screenshot

Certified = Ethical Hacker

The following result show the product most probably uses a reverse lookup to resolve the IP
addresses and manages to accurately identify the country of origin

¥ CountryWhois =10l x|

IF“E Query Search Edit ¥Yiew %Settings Help

|[4]a7-% - L~

I IP or hostname: IQ zone-h.org j C Query
Query Date Status IP Address Country Country Code

2 microsoft.com 04,/01/2007 14:24:... Completed 207.46.232.182 == United States us

2 logicallysecure.com 04/01/2007 14:25:... Completed 91.84.23.170 [# United Kingdom GB

2 bbc.co.uk 04/01/2007 14:25:.. Completed 212.58.228.155 [# United Kingdom GB

2 vulnerabilityassessment.co.... 04/01/2007 14:28:... Completed 213.171.218.210 [#] United Kingdom GB

2 wirelessdefence.org 04,/01/2007 14:30:... Completed 213.171.218.183 [ United Kingdom GB

2 securityfocus.com 04,/01/2007 14:30:... Completed 205.206.231.13 [+l canada CA

2 sans.org 0470172007 14:30:... Completed 64.112.229.131 == United States us

2 divepaint.nl 04/01/2007 14:30:... Completed 213.193.212.208 == Metherlands ML

=2 tamosoft.com 04/01/2007 14:31:... Completed 66.39.102.85 =S United States us

2 zone-h.org 04/01/2007 14:31:... Completed 213.219.122.11 == Estonia EE

Counkry Country Code Counkt Percent
EE United States us 3 30.00%
[ united Kingdom GB + 40.00%
[*I canada CA 1 I 10.00%
= Methetlands ML 1 I 10.00%
== Estonia EE 1 I 10.00%
a | o
|Dune i
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C E H Tool: WherelslIP

Certified = Ethical Hacker

WherelslIP helps to find out the geographic location of an IP

address, domain name, ICQ contacts, website, and e-mail
sender

Features: §\%\\\\\\\\\ ,////////%

I

n, Alll“\\

I

e Powerful Internet address geographic
location analysis ability

e Domain Name research function; it can

reverse-resolve a IP address to domain
name

EC-Council
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C EH WherelslP: Screenshot

Certified = Ethical Hacker

T WherelsIP ¥2.00 w3 = |_I _X_]

ICQ Contacts

STEP ONE
IP Address
WHEREISIP

Email Address

® Visit Support WebSite

Trace Route ¢ Send FeedBack Mail

@ Redqister or Buy Now

Buy No @ About WherelsIP Q

O

=]

i

- =]
- =
. w

¢ N [ CHECKIP LocATIONS [v CHECK DOMAIN NAME WHOIS 4
JufSoft | [Registered to Liang Ren]
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CEH Tool: Ip2country

Certified = Ethical Hacker

ip2country is utility for converting IP’s address to the country’s
name

Enter any IP address and the country’s name Is displayed
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C EH Ip2country: Screenshot

Certified = Ethical Hacker

IP address
[ 212.50.86.32 . Go
I (¥ ) I
P el Destination [T 1TALY
EATREEER - =

Destination MY MaLavYsIA

IP address
|:212.19.55.32

Copyright [C] olgj 2003
All nights rezerved.

aleEanle). cam
hittp: /A, aole), com

IP addrez=
|22|J_1 4 6832

Destination JP JaPan

IP addrez=
Copyright [C] alej 2003 olel 1212.70.188.90 TR
TR o o] 191270188300 Cp e
P Destination LY LATvIA
920.70.188.90 Coppright [C) alej 2003 olejEanle). com

all rights rezerved. hittp: /s, aole). com
Destination KR REPUBLIC OF KOREA

Coppright [C) olej 2003 oleiiEanle]. com
All rights rezerved. hittp: A s, Sole). com
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C EH Tool: callerip

Certified = Ethical Hacker

Use CallerlP to easily see when someone has connected to the
computer, report IP address, and run a trace on that IP address

Using CallerIP Professional, CallerIP can be setup as a server, so you
can monitor computer and its connections

Features:

Ef\
e Receives instant alerts for high risk connections and \‘
back doors
* ldentifies spyware and suspicious connections to
your system

» Reports abuse and illicit activity
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C EH CallerIP: Screenshot 1

Certified = Ethical Hacker

{3 CalledP Prafessional Edition [ [ =] (3]
File Tools  Help
4o g Use Condensed View ght (cy 2006 Visualbware, Al Rights Reserved. X Q = Identification Report X
ou g v Show Report d. Click here to purchase or here to enter your license key. Welcome to CallerlP!
Ma
v Show Callers History List
DUIET PETIL A ~ To follow step-hy-step
_ [P et il . ?- instructions far
" . " ; - exarnple tasks, click
Select Trial Edition... ) one below.
Preferences. ..
Learn about the
L ==
Eﬂmted e information CallerlP
v provides
) Views my connections,
real-time J
Shou full rezults Hide
Callers History x
Connections have
Your current connections are shown on the map above. Roll mouse over a label for maore info. heen made to or from
the following systems.
= e = Click one to produce a
urrem Laers report. Right-click for
Establish In0 | Cou Remote P RemotoLocallP [Local Poi Application [State | ors sprios
oo:1811 |7 - 85.204.225.34 | 5222 10.9.0.39 491458 - Estahlish
001811 |7 |loca|10.9.0.11 55423 |10.9.0.39 49348 |- Establish| | || & f&g)aﬁ& —
oo:18.11 |7 CH |B21897.167.13 |30 10.9.0.39 493649 - Estahlish
00:18.11 |7 [cH [194. 2007614 80 108039 50871 |- Time Wal | || o 1943097814
oo:18.11 |7 LS | 2098512916 |30 10.9.0.39 0823 - Time YWai (CH)
no:18.11 |7 LIS | 2088512916 30 10.9.0.39 a0827 - Time WWai ﬂ
LClear Hide
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c EH CallerlP: Screenshot 2

Certified = Ethical Hacker

r Callerlp
Fie Options Help

Addess: (687172 ) 10 4. || 'dentification Report

» : : .
Finished For detaled route infommation. p Vialauls Found: Addiae: BE1.17.2 —
[pop east coxrel] has been lound in
Allants, GA, USA,

Hetwork Contact Information: The
fiollowang datal: refes bo the mahaon: Bhat ped

'.:-! the systam iz an.

M1 zhused@oo el

: b i @ +1-404-2597625
Atlanta, G&, 54 ; )
= 1400 Lale Hazen Dnve
B j
[T == Hige
Callers History
Connechons have baan made bo o fiom be —
fiollowdng spstems. Clhck one o produce a
repoil,
£ Fal Fa4F
. E8.1.17.2
035717 | owt |US | 216.235.37.1 80 192168110 4233 | CCR=NS\C.EXE [| Establizt
0257 40 out | LS | 138 64 153.9) 80 192188.1.10| 4237 | CCP=SVC EXE [ | Estabist . 198.64.153.97
035740 out | US | 196.64.153.9) 80 192168.1.101 4239 | CORYSWC.ERE [| Establisl -
f 2162383147
# 262110 -|
Clagr Higs
9 achve cormections [Hide connechong table) IHigs regort] (Hide callers hestory)

) Copyright © by EC-Council
EC-Council All Rights Reserved. Reproduction is Strictly Prohibited




'™

c EH CallerlP: Screenshot 3

Certified = Ethical Hacker

! T calleriP
! Fie Opbons Took Hep
: srmation, un VisialRoute, 2 kentficaiion Repart
CallerlP's unique IP tracking " kO !
. elwork. Conact
capability shows the Infoimation: 1 e bk The network provider is
gecgraphical location of a dedady: reber bo the nebwock that | identified for each
; . tha gihem i on : i
connection 50 you sae can connection, including
where connections to your [[] Ra@onicreton contact and abusa
system originate reporting information,
] J_ +EE-1 0B 2555552
: Mo &, Phongousncun N 4
' South Sirest.
: Hemchan Disinct, Begng
E - High risk and unknown
, ——— 2 connections are
: S automatically identified,
E Lornechons have been mads to and 1_,rl::|:.| ﬂ'?" L:rﬂ?llé t].'ﬂur
' r it lolinwmng) satenma. OWnN FUles Tor instan
02545 | cn| US| 26 23a s (o0 . |19 1880.1] 3006 al Time 'n AR Th i 1
: bt . Epte = Clck ome o pedxceaiepal | notification of a connection
' 0254 1| cun|US m E T Time ' e by country, port, 1P
: @ HINIGIM MG ry. port,
' E;:': L E: L M \152.15-31 1224 | Eystend Im’“ address ar protess
! | el 1 e .
] 1R e 1171 U5
! 0254.1| el US E21 Ft:al-ume syslam mﬂr‘u_l-;:lrlr‘g Tene £
' 0254 1| cea | LS Shows remote ECII"IF-_E-‘CUDI'IE- o Tem o 130 94 30 213 (115
' e e your system, ncluding the Tl
' = = country of onigin 5o you can = @ 1:E015397 s
! RH 1wl US @ quickly identify suspeact Time W |
: 02551 | US| RIS connections Tme N LR T |
- 0255 1] s | U] 22 169 Teoew] " | || Gisar i
' 0 acihve conneclions (Hide conneddions kable) (Hide repod) (Hide callers histors)
L e — . R
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C E H Web Data Extractor Tool

Certified = Ethical Hacker

' web Data Extractor ;IQIEI

File Miew Help

Use this tool to extract the N

ooz @ s o[ cuspeed ookees |G
targeted company’s contact Edt Open | St oo | T/ Avg speed [000KBR
data (email, phone, fax) Session | Meta tags | Emaits | Phones | Faxes | Merged st | Inactive sites |
from the Internet Site(s) processed: 00 URLprocessed [0

| Traffic received [Obytes
Extract url, meta tag (title, URL |size | State |

desc, keyword) for website
promotion, search
directory creation, web
research
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c E H Web Data Extractor Tool:

e aScreenshot

*'web Data Extractor
File Edit “iew Help

@ ? £

Stop Help Exit

Log ]Data ]

LRL Queued: 245
IUEL Proceszed:

Total Page Read:

Traffic Received:
Thread Running:

Transter Speed:

Site to Process:

Total Meta Found:

Taotal URL Found: _

Tatal Email Found:  BlaS

Total Tel Found: _

Total Fax Found:  Jel8
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C EH Online Whois Tools

Certified = Ethical Hacker

www.samspade.org
www.geektools.com
www.whois.net

www.demon.net

EC-Council

Sam Spade..

This is a shghtly trimmed down version of the SamSpade org site, while I deal with some issues.

s The SamSpade org FAQ
+ Lots of online tools

* Sam Spade for Windows
s The Library

s Link to SamSpade org

Who is the real Sam Spade? A character created by writer Dashiell Hammett.

Need spam filtering or antivirus software? Try SpamResource. com

| Do Stuff

[ at [Magic =] Whois |
| IP Whois

|nttp:// Decipher

|nttp:/ Browse

Unavailable Traceroute

| Author Search

| Locate USPIS

| Blackhole

Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited




™

CIEH Tool: What is MyIP

Certified = Ethical Hacker

WhatlsMylIP.com

The fastest and easiest way to determine your IP address.

Home IP Command Lines IP Addresses Explained Speed Test m

Your IP Is 202.53.13.138

Application Analysis
Manage and troublezhoot applications on the netwark.
wnan, i etoinstruments. com

Verification IP

Wiarld's largest collection of ¥IPs Verilog, WHDL &
SystemYerilog

LA, NS, G0 T

1.5 Mbps $00MHz Ethernet

Utra Long Range; Easily Penetrates Up to 10Walls or Grove
of Trees

vl 3w al anwireless. com

Hoortech- Saudi Arabia

Access Cortral, Time & Attendance CCTY, Surveillance-IP
Bazed Systems

i, moorte ch, com

Ads by Google

Google Search ]
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EC-Council

DNS Information Extraction
Tools
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C EH Tool: DNS Enumerator

Certified = Ethical Hacker

DNS Enumerator 1s an automated sub-domain retrieval tool

It scans Google to extract the results

ERROR at line 1:
host DIAAEDATEDALBLAA. wUInerabi 1ityassessment. co.uk unknown
at "SYS.UTL_IMADDR'", line 19
»oat "sSYS.UTL_INADDR", line 40
ORA-O6B51Z: at line 1

SOl
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C EH DNS Enumerator: Screenshot

Certified = Ethical Hacker

e Coracle’, product’, 10.2.0% client_1%bin SOLPLUS.exe

SOL» SELECT UTL_IWADDR.GET_HOST_ADDRESS((SELECT PASSWORD FROM DEA_USERS WHERE UsSHN
ERNAME="SvS']) || " .vulnerabilityassessment.co.uk') FROM DUAL;
SELECT UTL_IMNADDR.GET_HOST_ADDRESS((SELECT PASSWORD FROM DEA_USERS WHERE USERMNAM
E="Sv¥S')| | " .wvulnerabilityassessment.co.uk') FROM DUAL

b

ERROR at Tine 1:

ORA-Z29257: host DiAAEDASEDALBdAA.wvulnerabi 1ityassessment.co.uk unknown
ORA-06512: at "SYS.UTL_IMADDR", Tine 19

ORA-06512: at "SYS.UTL_IMNADDR", Tine 40

ORA-06512: at line 1

SOL> o
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C EH Tool: SpiderFoot

Certified = Ethical Hacker

SpiderFoot is a free, open-source, and domain footprinting tool
which will scrape the websites on that domain, as well as search
Google, Netcraft, Whois, and DNS to build up information like:

Subdomains

Affiliates

Web server versions

Users

Similar domains

Email addresses

Netblocks
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c EH SpiderFoot: Screenshot 1

Certified = Ethical Hacker

''''''''''''''''''''''' L ':'”“':"] Resut: | Config | Logs |  Abow |
Domain Hames Dizcovery Methods
Add ¥ Google 'Weh v ‘wiehsite Scraping
Del NENENNENEN [ [1]]]]
V¥ Google Mews v whais
[ [[]]]] [ [1]]]]

v DNS v Meteralt

Total Frogress

lazd fram file I Abort
Fage fetch results
Method LRL Result | ]
Google "Web hittp: A A, dell. com, 20/ (]
Google "Web hittp: A A, dell. com /B 4bit/ k.
Google "Web hittp: /premier. dell. com/premier, (]S
Google “Web hittp: A Al  ug. dell. comdcontent/default. aspe?oc=ustce=k1 2home. .. k. |
Google "Web hittp: A Al g, dell. comdcontent /topics/global. azpe/corpdenvion. . (]
Metcraft http: / fzearchdnz. netoraft. comd frestriction=site+endg+withihost=d... k.
Metcraft hittp: / ¢bt-ws. ug. dell comyd (]S
M etcraft http: #fcatalog. us. dell. com The remaote server returned an ermor [403] Forbidden. _1]
Clear I
Ready. 1 195 | 7I5T06G | 22
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C EH SpiderFoot: Screenshot 2

Ethical Hacker

ﬁﬁpiderFuut
Contral Results i Config i Logs i About i
Sub-domaing 4 Hosts Metwarks Affiliate Sites Sirnilar Damains laad for scan |
conforums. station _:j sonyMUSicEtone, com _:j
eqmac. ztation zony. biz
forums. station sonymusichoR. com
eqoaforums. station FORYLIEE, COm
i, el zoryfinancial. com

frconzdd, consumer. sel

waiodirect, zel

WA, DS ___!
zawebpl. zel

waio-onling

eqchandle. ztation

eq2players. station

miovies. station

WAL TS 3P
Inrdznfevernuest statinn il
4 i B

FOMY-3%ia. Com
zoryglobalemail. 112, 207 net
zorwglobalemail 112,207
goryrewardingrecording, com
zonystyle. com. b
FONY-ELTOPE. COMm

zony.pl

zony. gtation. com
soryztyle-europe. com
sonpztyle-europe.c

prizes{@zony. com
customerservice@zony. com
listizdzony. com
leanard_mi...(@corphet. zel. zony. con
startingt@zony, com

jozeantonio. mendez(@eu. zony. com
Lpezony. com
[owdownizzony, com
gitel@zany. com

... (@gamn. com

s{@zony. com

boughti@zony. com

chea.. (Szem. my. sony. com

r|.=|]wu'ir| nra  (Ainterachve Rnni,l r:|1nj.vj
4 3

FONPCAlEErs, Com __:j
Email Addreszes |lzers Systems
gpenti@zony, com _:j apache/1.3.33 [unix] phps/d.4.0 :_j Yiew Domain
availablet@zony, com aolzerverd 3. 2+adl 2 ]'{.,'" Dlamaits _:i

apache/1.3.29 [unix] mod_z=l/2.8.1
oracle_web_listener/d.0.8.1. Oenter
apache/2.0.52 [unix] mod_jkA.2.5
apache/2.0.54 [unix] mod_zsl/2.0.5
apache/1.3.29 [unix]

apache/2.0.48 [unix] mod_zsl/2.0.4 (s
apache/1.3.26 [unix] mod_perl/1.2¢
apache/1.3.17 [unix] apachejzer:,’”
apache/1.3.20 [unix] mod_perl/1.2¢

apache Clear
apache/2.0.45 [unix] mod_zsl/2.0.4
ricrozoft-iz/5.0 —

apaches/1.3.26 [unix)
itktomi zearch 4.5.0
apache/1.3.26 [unix] mod_perl1 .2'._:!
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c EH SpiderFoot: Screenshot 3

Certified = Ethical Hacker
ﬁﬁpiderFuut
Contral 1 Rezults Config ] Logs 1 Ahot 1
M etcraft OMS Google | whois |
Start zcraping at
hittp: A v - dOMaIN

Max. Pages

5000

v Follow Sub-domains

IV Href Affiliates

v FollowUsers [/~ user]

Don't follow link s matching regexp

Traverse Levels
IE

msz Between Pages
A00 :

" Use robots ba
* Abuse robots bt

" lgnore robots bt

EC-Council
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CIEH Tool: Nslookup

Certified = Ethical Hacker

Nslookup is a program to query Internet domain name servers. Displays
information that can be used to diagnose Domain Name System (DNS)
infrastructure

It helps find additional IP addresses if authoritative DNS is known from whois

MX record reveals the IP of the mail server

Both Unix and Windows come with a Nslookup client

Third party clients are also available — for example, Sam Spade
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C EH Nslookup: Screenshot

Certified = Ethical Hacker

o cmd.exe - nslookup

C:SHINDOWS >ns lookup
Default Server: zZeus.pngcom.com
Address: 2B86.62.8.18

» ww.techrepublic.com
SeErUVEer: Zeus.pngcom.com
Address: ZH6.6Z2.8.18

Mon—authoritative answer:
Mame: cl?—sha—-redirect—lb.cnet.com
Addres=s: 216.239.113.181

Aliases: wwuw.techrepublic.com

>
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C EH Extract DNS Information

Certified

™

Ethical Hacker

Using www.dnsstuff.com, you can extract DNS

Information such as:

e Mail server extensions
e |P addresses

Domain Name Tests (e g example.com)

DNS Report Enter domain name ?|

See if there are problems with your DNS hosting
www.DNSreport.com

DNS Timing Enter domain or host name 2|

Check speed of your DNS hosting
| |,&_ j Lookup

WHOIS Lookup Enter domain name (or IP) 2|
Lists contact info for a domain/IP (about 200 TLDs!)

[ wHos

Abuse Lookup Enter domain name ?|

Finds abuse contact for a domain from abuse net

[ wHos

IP Tests (22 192.168.100.1)

Spam database
lookup

See if a mailserver is in any spam database

l— Lookup |

Enter IP/IPv6 (or host name)
2|

Enter IP {or host name) 2|

Reverse DNS lookup

See if your IP has a reverse DNS entry.

I RevDNS |
IPWHOIS Lookup Enter IP (or domain name) ?|

Lists contact info for an IP {or domain)

I WHOIS |
City From IP Enter IP 2|

Uses geclocation to find the city and country of an IP

I Find City

NEW! IP Information Enter IP
Shows lots of information about an IP

l— Lookup

Hostname Tests (e.g www.example.com)
Enter domain or host|

name ?
Look up a DNS record (A, MX, NS, SOA, etc.)

|| Lookup I

Enter host name {or IP/IPv6)|

DNS lookup

|m|cmsnﬂ com I [lES

Traceroute 2
Traces the route packets take to this host
Traceroute |
. Enter host name (or IP/IPvE)
Ping 2

Shows how long it takes for packets to reach a host

ISP cached DNS Enter domain or host|
lookup name 7|

Check cached DNS at major ISPs

| I}'.‘. r| Lookup |

EC-Council
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c EH Extract DNS Information:

Certified = Ethical Hacker S n ap S h Ot

DNS Lookup: eccouncil.org MX record

Generated by vorw DINSs tuffoom

How T am acacching:

SJmarching for sccouncil.org M¥ cecorcd ak e.rcoob-secvers.net [192.203.230.10]: Gob referral to TLD1.ULTRADNS.HET. [took 101 m
Searching for eccouncil.org MY record at TLDL.ULTRADNS NET. [Z04.74.11Z.1]: Got referral co AUTHZ NS . NYI.NET. [took 44 3]
SJearching for eccouncil.org MY cecopd ak AUTHZ (NS, NYILMET. [&6.111,15,.154]: Beports mall.eccounsil.ocd. [took 51 i)

Anawer:

Domain .'I}rpe (Class TTL Angwer
gecouncl org WG M 3600 mad eccouncd erg, [Preference = 5]
ecoouncl org M T 2600 authZ.ns. nyLoet.
.n:n:mwmjl.n::rg, s ]'_H' SE00 [auth ] e oy net.
il eecounel srg A T 3600 [66,111.15.34

To aee che DNS craveraal, oo make aupe chat all DNS aervers are reporcing the correct reawlta, yvouw can Click Here.

Moce that cheas reauwlta ars ohtalned in goal-time, meaning that cheas are not cached secaulta.
Thase results ace wvhat DN cesolvers all over the wvorld will =es right now (unles=z they heve cached information).

(E) Copyright 2000-2005 1, Scott Py
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C E H Types of DNS Records

Certified = Ethical Hacker

J A A host's IF address. An address record allowing a computer name to be
translated into an IP address. Each computer must have this record for its IP
address to be located.

MX Host's or domain's mail exchanger(s).
NS Host's or domain’'s name server(s).
CNAME Host's canonical name allows additional names or aliases to be used to locate
a computer.
SOA Indicates authority for the domain.
SRV Service location record.
RP Responsible person.
PTR Host's domain name, host identified by its |P address.
TXT Generic text record.
. HINFO Host information record with CPU type and operating system
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C E H Tool: Necrosoft Advanced DIG

Certified = Ethical Hacker

Necrosoft Advanced DIG (ADIG) iIs a TCP-based DNS client
that supports most of the available options, including AXFR
zone transfer

J= DNS lookup =10l x|
Target » |www.eccuuncil.nrg TCP lookup | “Winzock lookup
Set root server |155.41.U.4 MAILS - mail agent R s [Obsolete: use M) ﬂ
Recursive [] Detailed erars [|2M7 © all records
- hogt address
. M5 : authaortative name server
» Qluestions: _ kD mail destination [Obsalete: use M)
WWW-ECFDUHC"-DTQ type: ANY [all|MF - mail forvearder [Dbsolete: uze M3
= Authoritative nare servers: CHAME : the canonical name for an alias
aorg 172800 S04 start of a zone of autharity
arg 172800 MB  : mailbox domain name [EXP)
org 172800 MG mail group member [ExP)
org 172800 MF  : mail rename domain name [EXF)
org 172800 MULL : mull BR [ExP)
arg 1723800 WES  well known service description
» Additional information; PTR : domain name pointer
TLOTV.ULTRADMS.HMET 172800 HIMFO - bzt infarmation
TLDZULTRADMS.MET 172800 MIMFO ; rnailbo or mail list infarmation
TLOIULTRADMS. arg 172800 M mail exchange
TLOAULTRADMS. arg 172800 THT - test stiings
TLOBULTRADMS.INFO 172800 &¥FF  transfer of an entire zone
TLDEULTRADMNS.CO.LK 172800 M.-'l'-.IL malll:u:u:-: related HHS ME MEG or MA
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C EH Tool: Expired Domains

Certified = Ethical Hacker

Expired Domains enable to search through a list of expiring domain
names by keyword, domain, character length, and other criteria

The program can download an updated list of domain names with the
click of a button

Multiple filter rules can be created to find domain names that are of
interest

List can be printed, exported, and selected and domain can be saved
In a draft list

Copyright © by EC-Council
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C EH Expired Domains: Screenshot

Certified = Ethical Hacker

% Expired Domains v1.0
File Edit Skins Help Resources

(o 0w []cx[% )« ]

Found 18 domains

® A & - < @ Ly >

Update Domains  Apphy Rules  Print Preview Prirk Check for updates  web site Help Resources Exit
Domains Conkains Keyword = Insert Rule == Dalete Rula

leom anywhere v

| rat ’ cohtains axchade nio dazhes nio digikz l=ngth

1] org Exdludes keyword 4 [#] ~dowrikead® Yes Yex ¢=15

[#] infa :

w| hiz 1

| ea i

= Exchude dashes ;

1¥] us i

v oo,k Exchude dighs ]

_i arg.uk

=] me. k. Domain conkains |12 | char [no mather i

' Check All
Deleting domains that match your rules | Deleting domains full list | Drafts

Drag a column header here to group by that column
Domain name ¥ | Extension ¥ Exp.Date | Si2e b
tgdownlaad com 4,/5/2007
overnebdownioad Com 45/2007 15
bizidovinload Com 45/2007 12
dowinboadphi Com 45/2007 12
gobotydownioads Com 46/2007 15
mibvurgedovnload Com 46/2007 15
seamaxdowninad Com 472007 14
seslbdowrioad Com 472007 13
E=eitdownload Com 472007 14| e

| 42007 3:33:00 PM

EC-Council
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C EH Tool: DomainKing

Certified = Ethical Hacker

DomainKing is a domain name lookup tool that can
help to find available domain names, including
domains that are about to expire

It can import or extract domain names from a text
file and generate them based on keywords

Extract domain names from search engine results,
which enable to search for domain names that are
expired but still indexed by search engines

DomainKing allows to generate mistyped variations
of a domain name

It supports more than 100 domain extensions and
provides a fast lookup with color coded results and
integrated WHOIS lookup
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C EH DomainKing: Screenshot

Certified = Ethical Hacker

.
£ Domainking Shareware v1.0
L 5 £53 L= ]
L.—" e u il i i L LS | T - | - .
Add S5td &~ Quick Start Wizard =
- r- =
Canneciiey & Add domains I-% |E
7| Retry fa W I
Welcome .
Cneweciog Add domains I §
Domain Generate domains based on keywords | | | Informaton
Add doma el ol | Step 1 of 2
Here you can ad Search the web for domans | load them from
a ist, extract lﬁ ywaords, add
them one by o Generate messpeled domans |
Add domd Load from fie.. |
i Extract domains from file.. |
This function is designed to extract domains
from fileformats used by Pool.com and
I snapnames. com
|
< Badk Close
. IJ
d [TH] ¥
0 domains 0 free 0 taken 0 unchecked/errors
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c E H Tool: Domain Name Analyzer

Certified = Ethical Hacker

Domain Name Analyzer is a domain name lookup tool that allows to
research, find, register, and manage domain names for product or
business

It includes options to generate multiple domain names from
keywords and then checks them all for availability through a single
click

The program is easy to use with a pleasant interface and online help

It supports all global and country code top level domains as well as
trademark lookup, favorite registrar configuration, and payment
status lookup
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c EH Domain Name Analyzer:

Certified = Ethical Hacker S C re e n S h Ot

Untitled - Domain Name Analyzer [Softnik Technologies]
File Edit View Selections Mames Lookup Help

LDz EE B A 5 F o 8% BX L3 ? #m =

EHEOB8E o o
-Q- Buy Domain 55‘, Update! <) Tips & Tricks

SIHo. | Domain | Status Checked At b
1 files.COM Taken 272372003, 3:35:25 AM

2 freefiles.COM Taken 212372003, 3:35:25 AM

3 goo{lﬂes COM Taken 212372003, 3:35:25 AM

. Hiles§ 2/23/2003, 3:35:01 AM

Delete Entry

5 netfite "= 2/23/2003, 3:35:25 AM

6 MICT 0 m—aa R— 2/23/2003, 3:35:25 AM

7 deskf omain Bams 2/23/2003, 3:35:27 AM

] busyf| o - " 272372003, 3:35:2T AM

armain 1nrarmacian

9 filese L 21232003, 3:35:27 AM

10 filesw  TrademarkLookup (IE)... Lo 2/23/2003, 3:35:27 AM =
? NSI Payment Status (IED.., 3
WHOIS serwve Browse website ., Domain: 4files.C0M ~

Whois Server Version 1.3

Domain names in the .com and .net domains can now bhe registere
with many different competing registrars. Go to http:- swww.int.,

b3 *

Ise the ‘Lookup Selected” option to lookup the selected domain names for availahility. [46 Domains,
46 checked, 36 available, 10 taken]
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CEH Tool: Domainlnspect

Certified = Ethical Hacker

Domainlnspect is a domain name tool that helps to find available
domain names

Manually input domain names, and check if they are registered,
or have the program generate a list of domain name
combinations based on keyword schemes or keywords specified

Domain list can be imported to check them (multi-threaded), and
optionally save, print, or export results to HTML, Excel, Text,
XML, or comma-separated

Additional features include integrated trademark lookup,
registration option, and more
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C EH Domainlnspect: Screenshot

Certified = Ethical Hacker

-« DomainInspect

File Edit Domain View Help

hEeEdas&E &+ BE X 2425 @,
= Domain Mame Skatus B ailability Expiry Date Reqistrar
[ & B I [+ webattack. com Checked | Taken 11-17-2005 | REGISTER, COM, INC.
&% snfiles.com Checked  Taken 05-07-2004 G0 DADDY SOFTWAR,
Main keyword: | files €% test123.com Checked  Taken 12-19-2004 BULEREGISTER, LLC,
€% peppermintshrirp.com  Checked  Taken 04-24-2004 30 DADDY SOFTW AR,
Website bype: Zommon Lr &% spychecker. com Checked  Taken 10-04-2Z004 REGISTER., COM, IMC,
&% myvfestsmellbad,com Checked  fvailable
7] o
Pad word at the beginning &% Files. com Checked  Taken 02-24-2006  BLUEBERRY HILL COM
peppermintshrimp =
[ ]Pad word at the end
- £ >
¥ . . x
Pad either beginning or end word Dormain name: wehatkack. com
esponse From Whois server whois, register,com ”
” R From WWhoi hii ik
o B
The data in Reqgister.com's WHOIS database is provided ko yvou by
LI ] .gow ] .na Reqisker.com Far information purposes only, that is, bo assist you in
[] .met [] .biz obtaining information about or related to a domain name registration
W [ record, Redister.com makes this infarmation available "as is," and
-org «Loop does not guarantes its accuracy. By submitting a WHOIS query, vou
[] .edu [] .info aqrees that wou will use this daka anly For lawful purposes and that,
3 . under no circumstances will wvou use this data to: (1) allow, enable, o
For Help, press Fi 7 domains (7 checked, 1 available, & taken)
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dl: H Tool: MSR Strider URL http:

Certified = Ethical Hacker T race r

MSR Strider URL Tracer enables to scan a domain name to see the third party
domains that it serves content from and/or whether the site is being redirected

It also includes a feature that allows to generate a list of common typos based
on the domain name

It scans and browses the list of generated names in order to spot domains that
capitalize on inadvertent URL misspellings (typo-squatting)

It offers a detailed WHOIS lookup as well as an option to block sites, so they can
no longer be accessed with Internet Explorer

Strider URL Tracer can also be very useful for webmasters or site owners who
want to track down typo-squatting violations
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MSR Strider URL Tracer:
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Hacker

Screenshot

©® MSR Strider URL Tracer

File  Wiew  Help

Addresz | snapfiles.com

i OS] O 21X | 3 &

=l Scarn Settings...]

Top Domainz

Red text indicates that the site or a third-party site uzed cookies

|—
i1}

zalemedia. com [Cazale Media) - 14 redirsct

hiktp: A dwnen. anapfiles. camm

8=

ﬂ Scan Site
Generate Typos

Cp';.r' URL

hiktp: A e, zanapfiles. com
hiktp: A e, zapfiles. com
hiktp: A, zbapfiles, com
hiktpe A e zmapfiles. com
hiktp: A, znapdfiles. com
hiktp: A e, znapfies. com
http: At vnene. znaphiles. com
hiktpe A znapfilz conm
hittp: £ v, snapfilzes. com
hiktpe A znapfles. com

Who is casalemedia.com
Block casalemedia.com
Generate bypos For casalemedia, com

add to current scan lisk

Expand Selection

Expand all

G0 ko WAL Member Ad Metwark Opt Out Sike

-

hittp: v, snaploles. com
hittpe A e, znapiles. com

H- hittp: Ao, snpafiles. com
oingo.com [Google] - 13 redirections

] O Oy O O O By O

softwarredownload. net - 2 redirections

wpnwzhapfiles. com - 1 redirection

shpfiles.com - 1 redirection

shnapfiles net - 1 redirection

shapfiles.caom - 1 redirection
googlespndication. com [Google] - 1 redirection

o O o O O oy O Y O

[ 7. P [ IR [pURy'y

Opening http:/Aaa. znapfielz. com

Please send feedback, bug reports, and suggestions ko

secureserver.net [Special Domain Services, Inc.] - 2 redirections

qarch.com [Mew.net Incorporated] - 2 redirections

tppatrol@microsoft. com
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C EH Tool: Mozzle Domain Name Pro

Certified = Ethical Hacker

Mozzle is an advanced domain name search tool that features flexible and
customizable domain name creation patterns

It also allows brainstorming using a built-in automatic thesaurus

Mozzle also includes Net Speak; a feature that generates alternative spellings to
domain names, such as "4kids" for the domain name "forkids”

Mozzle offers 3 main search modes: }

« Simple Search is the easiest to use

» Advanced Search allows to specify independent groups of alternative
words with individual settings for the position of the words in domain
name

e Pattern Search includes 5 wildcard characters and allows optional and
alternate domain name parts to be specified
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c E H Mozzle Domain Name Pro:

e aScreenshot

File Edit Toolz Help
& A N T ©
Enis Simple ‘Word Search  Advanced Word Search | Pattern Search Hj,lprt;ens Use Huoh
e || "word Group A Wwiord Group B: YWiord Group C: YWiord Group D ¢ DEverLEe hiphens
.org . Alwayz Uze Hophens
et webattack go bools i .
ac Optional Hephens
— Met Speak words
gz
-l'ﬂ; Max. words |3
8
3t Pos: |Anwwhere = Pos |End * | Pos |Anywhere [+ Pos: |EE0 - Max. length: |20
(s
I + Optional + Optional + Optional 1] il All results
A M andatan Mandatary M andatary ME g Pax. resulks: | 200
o
A 3w Alts 3w Als 3w Altg: | Arwwhere |
R A : ; = Start/Middle Search!
iddle/End
Mo, Domain M arme |.|:|:|m |Ehecked Stlarts:lai ndn s
1 webattack, ‘registered §3/21201 1:36:02 PM
2 kool reqizt
i EE regfs: @ Browse to v webattack. com...
5 ';:Du ::E:zt @ Browse to webattack.com...
G ane regist Copy Rezults
7 Lz regist Export Resultz r
a et regist
3 30 reEist 4] Print Preview..
10 webattackgo regist % Ll LA =
Search Progress: Total=91 Todo=0 Awva=0 Reg=91 Rez=0 Unk=0 Emr=0 Can=0
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EC-Council All Rights Reserved. Reproduction is Strictly Prohibited




C EH Domain Research Tool (DRT)

Certified = Ethical Hacker

Domain Research Tool is an application that can be used on the initial enumeration of a

target network

ey

—[ Functions of DRT:

* Finds domains
 Gathers search engine traffic information
* Enumerates backlinks

« Establishes page ranking statistics with a number of search
engines

Features:

Ty

4[

e BULK Scanning support

» Powerful Proxy Support

* IDN Support

* Typo Generator

« Portfolio Management support
» Watch List

* Type-in Domain Finder

EC-Council
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c E H Domain Research Tool (DRT):

Screenshots

Certified = Ethical Hacker

DRT provides the expiry details for the target domain and that it indeed does resolve

¥ Domain Research Tool - autosave-07-11-2006-08-57.dpf - Lezon Inc. - |E||5|

File Edit Options Yiew Resources Help

DD”H|? %|§|% Elb .g|‘%|cﬁ@'5§@|ﬁ*|ﬂ Domain Portfolio
Domain Mame | Monitor Status | Changes Summary | Resalve Status | Registration Status | Registry Erpiration Date |
wirelzzzdefence.org In Uze Mo change.mshn LF .. Fesolves 0k
vulnerabili Mo change.msn LP .. FORMAT ;
logicallyzecure. com InJze Mo change.men LP ... Rezolves CLIEMTTRAMSFERP... 2006-11-14
blackhat.com InJze Mo change.men LP .. Resolves CLIEMTTRAMSFERP... 2010-5-30
secuntyfocus.com Inlse Mo change.mzsn LF ... Resolves QK 2007-1-30
ricrosoft. carm In Uze Mo change.msh LP .. Fesolves ? -
theregizter.couk Inlze Mo change.msn LF .. Resalves UMENDWHM FORMAT 2008-3-14
< | i

My Scan Listl My ‘watch List My Portfalio |WB-1 | WwihB-2 I Mews | Domain Exchange
S

|Completed zaving 7 domain records in 0.01 seconds. | /0 | 000021 | Owt; IS 4

DRT provides the Domain registration information, Name Server, and Contact Email Address

2¥ Domain Research Tool - autosave-07-11-2006-08-57.dpf - Lezon Inc. oy ] 4|
File Edit Options Yiew Resources Help
0 & H| T $|§| & E| L | Q|D‘ g|cﬁ @H:} Q?l* I*|2.| Domain Portfolio
] I Registrar I IP Address I Mame Servers I Last Updated I Last Checked I Parking 5pornsor I Motes I Contac
7 2131712418 7 2006-8-19 1140742006 I A, 7 mnatt. byrneds
b '- 206213 | TloZms | Nk | o |
TUCOWS IMC. 82.23.21.209 | MSZMYDYM.. 2006-9-05 1140742006 ? ? stewe_armsZ
TUCDWS IMC. 216.231.63.58 | DNS-2DATA.. 20061013 11/07/2006 M ? deatrnocEc
TUCDWS IMNC. 208.206.231.... FDMSZ.ULT.. 2006-10-12 11407/2008 A 7 4
7 207 4619.60 - 1140742008 A ? g
? 212100234, .. ? 2006-3-15 1140742008 AR ? g
< | i
My Scan Listl Fy Wiatch List by Portfolio !W’B-1 ! Wh-2 I Mews I Damain Exchangel
|C0mpleted zaving 7 domain records in 007 seconds. | 0/0 | 00:00:21 | Owt: LS 4
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C EH Tool: Domain Status Reporter

Certified = Ethical Hacker

Domain Name Status Reporter is a simple tool that
allows you to monitor the status of the selected top
level domains

You can add interested Domain names into a list, and
then check all of them (or individual ones) for
availability

Supported domains include .com, .net, .org, .edu, .info,
and .biz

In addition to status, program displays expiration date
and last updated date and created date

Settings allow to customize Whois server to be used, as
well as domain extensions and keywords in Whois
response that indicate that the domain name may be
available

) Copyright © by EC-Council
EC-Council All Rights Reserved. Reproduction is Strictly Prohibited




CEH Domain Status Reporter:
Certified = Ethical Hacker SC reenShOt

£ Domain Status Reporter [Softnik Technologies]

’ M ] [ Add.. ] [ Delete ” Lookup ] [Lnnkup.&lll [ R eset H Stopl l [E:-:pn:urt...l @
’ Abaout... ] [ Configure. .. ] [ Softnik Technologies ]

# Dorain Status Created Expires Updated
1 Copy All Entries 11/18/1997 11/17/2002 11/5/2001
2 Copy Selected Entries EGISTRAR-... 971171995 9/10/2010 7f19/2002
3 Copy All Mames CTIVE 4/24/2000  4/24/2004  4/1/2003
4 Delete Selected CTIVE 4/19/2002  4/19/2003  4/19/2002

Reset Selected

Browse website, .,

£

Domainz in whoiz quewes = 0 [0 lookups active|
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CIEH Tool: Reggie

Certified = Ethical Hacker

Reggie is an easy to use and flexible domain name checker with a built in 80,000 word
English dictionary

It uses both HTTP and Whois searches and works through firewalls and HTTP
authorization

Reggie offers 5 automated search options including a Word List Builder which can build
a list using a combination of 4 different words

It also supports "Sounds Like"using Soundex and Metaphone functions to find available
domain names

Advanced users can also specify which servers to use for each domain extensions
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C EH Reggie: Screenshot
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Single Search  Automated Search l

Search Options | Search Fresults | Start
] pk ons
Dornaing : (1) (vl .com [ .net .arg edu  Select others... |
W Save Resultzin ||::"»F'r-:|gram FilezhReggiehRegoie. txt J Help
Dictionary Advanced
Al
Reqgizter Domain
" Hange | |

v ‘word length of between |1 5| and |'|2 | letters

[ Use minus [-] inztead of space

Wwiord list builder

Enter up ta four different wards and Reaggie will make a list containing all
possible combinations

1 |we|:| 3 |sewer

2 |h|:|3t 4 | | Wisit

W Mkoner. cam

[ Ty alzo uzing minus [-] between words Far undates

Bl Murnbers
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Locating Network Range

) Copyright © by EC-Council
EC-Council All Rights Reserved. Reproduction is Strictly Prohibited




™

C EH Locate the Network Range

Certified = Ethical Hacker

» Finding the range of
IP addresses

e Discerning the subnet
mask

>

J

* ARIN (American
Registry of Internet
Numbers)

e Traceroute

~

e NeoTrace
e Visual Route

EC-Council

50-2-0-0.pr1.lgad.us.
Respanse Time: 338 ms

p15-0.core01.deall atlas.cogentco.com

Response Time: 425 ms Response Time: 421 ms

64.124.51 186 cogentoo.com
Response Time: 421 ms

pd-0.core02.deali atlas.cogentco.gom
Response Time: 400 ms

08.ha21.h002281-1.0rd01 .atlas.cogenteo.c...
Response Time: 462 ms

p15-0.core0t itco.com p14-0.core01.dfv01 atlas.cogentco.com
Response Time: 421 ms Response Time: 426 ms

St Petershurg *

CMOSENVA
o LOMDOM
DWL__ “|stanbul
""""'----.,..._‘___ *TEHRAN
TUe=a—— . S CARO
ToSgeu Dl
MRS ¢ bt gy e, Gt
9 61BN so5 20l Jgal smnrnet 330 ABOVENET
10 2051850246 so-0-0-0.cr1Ipa2 s, o ek 319 ABOVENET-6
10 1242326 so-2-00.prldgad.us i net 338 ABOVENET
12 641245018 64.124,51.188.cogenteo.com 421 BOVENET
13 66284173 g39.core0,jfk02 atlas.cogenteo.com 425 COGENT-HE-0000
14 66,2848 pé-0.core02.deall atlas. cogentzo,com 400 COGENT-HB-0000
15 f6.284.21 p15:0.coreD1 deall atlas.cogenteo.com 421 COGENT-NB-0000
16 6628490 p14-0.coreD1 dfwD1  atlas cogentco,com 426 COGENT-HE-0000
17 662042 p15:0.core02.dfw1  atlas cogentco,com 441 COGENT-HE-0000
18 f6.204.38 p15:0.coreD1 el atlas. cogenteo.com 421 COGENT-NB-0000
19 f6.204H p5-0.core02,ord01  atls.cogentea,com 467 COGENT-NB-0000
0 6206606 qBbal b00Z261-1.0r00 Atles.cogenteo.com 462 COGENT-HE-0000

Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited




C EH“ ARIN

o e http://www.arin.net/whois/

ARIN allows searches on the whois database to locate
Information on a network’s autonomous system

numbers (ASNs), network-related handles, and other
related point of contact (POC)

ARIN whois allows querying the IP address to find
Information on the strategy used for subnet addressing
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C EH ARIN: Screenshot

Certified

EC-Council

Ethical Hacker

—AREN

American Registry for Internet Numbers. &

Announcement:

Wed, 16 Jan 2008
Call for Community
Consultation -
Software Repository

Tue, 15 Jan 2008
Joinus in Los
Angeles for ARIN XXII

Fri, 11 Jan 2008
ARIN Database
Upgrade

Thu, 10 Jan 2008
ARIN AC Elects Chair
for 2008

Wed, 09 Jan 2008
ARIN Elects Officers
for 2008

Wed, 09 Jan 2008
Hotel Information for
ARIN XXI in Dermver,

Applying the principles of stewardship, ARIN, a nonprofit
corporation, allocates Internet Protocol resources; develops
consensus-based policies; and facilitates the advancement of

the Internet through information and educational outreach.

American Registry for Internet Numbers

@)Registration Services

- Reguest and manage number
resources; Guidelines,
Templates; Routing Registry

Templates
Guidelines

AFRIN Service Region

Olnternatiunal Community
- Infarmation akout ather RIRSs,
Internet community organizations;

Humber Resource Organization
(IR

O Meetings

- Meeting and sponsorship
infarmation; ARIM, Board, and
Advizory Council meeting
minutes

ARIN XX1 Meeting

@ Policies

- Policy proposals, manual, and
archives

Internet Resource Policy
Evaluation Process

Humber Resource Policy
Manual

@ Billing
- Service fee infarmation and
online payment forms

Fee Schedule

Make Payment / Update
Billing POC

O Membership

- Membership information and
henefits, listing of current
members

Search WHOIS

IPvi Information Center
Legacy RSA Information
Hotwork Abusc

Contact Us
suggestions

Mailing Lists

Site Map
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C E H ARIN Whois Output: Screenshot

Certified = Ethical Hacker

Output from ARIN Whois

AR Home Page  ARIN Site Map ARIN Whois Help HEW! Database & Template Conversion Information Center

Search for : | Submit Cluery

Search results for: 207.46.230.218

Microsoft (WNETELE-MICROSOFT-—GLOBAL-TET)

he  HE RGN A ARIN allows searches on

Fedmond, WA 95052

s the whois database to locate

@Imsm_mmmm> e a information on a network’s
MNethlock: zZO07.46.0.0 — Z207.456.255.255 d0"1
autonomous system

Coordinataor:

Microsoft [ZEMS39—4RTIM) noclmicrozoft. com numbers (ASNS), network-
425-936-4200
related handles, and other

related point of contact
DHNS1.CP.MSFT.HNET =07.46.155.20
DMSz . CP. : 3 3 Hieiat (POC)

S

Domain System inverse mapping prowvided kby:
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CEH Traceroute

Certified = Ethical Hacker

Traceroute works by exploiting a feature of the Internet Protocol
called TTL or Time To Live

Traceroute reveals the path IP packets travel between two systems
by sending out consecutive sets of UDP or ICMP packets with ever-
Increasing TTLs

As each router processes an IP packet, it decrements the TTL. When
the TTL reaches zero, that router sends back a "TTL exceeded"
message (using ICMP) to the originator

Routers with reverse DNS entries may reveal the name of routers,
network affiliation, and geographic location
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c EH Traceroute: Screenshot

Certified = Ethical Hacker

=% | Command Prompt
GisrEracert mediacollege .con

Tracing route to mediacollege.com [66.246.3.1971
over a maximum of 38 hops:

<18 m= <180 mz 1M 192.168.1.1
248 ms d21 ms TH 219-88-164-1. jetstream.xtra.co.nz [219.88.164.11]
ms 38 ms 38 alB.55.285.123
* *® Heguest timed out.
ms 38 ms 1) 202.58.245.197
ms 48 ms 48 g2-8-3.tkhr3.global-gateway.net.nz [282.37.245.1481]
ms 380 ms 48 so—-1-2—-1-8.akbr3.glohal-gatevay.net.nz [202.58.116.1611
ms 161 ms 168 pl-3.sjbrl.global-gatewvay.net.nz [262.50.116.1781
ms 171 ms 168 so—1-3-8-A.pabr3.glohal-gateway.net.nz [202.37.245.2301]
ms 161 ms 178 aol-hrl—g2-1-181.gnaps.net [198.32.176.1651]
ms 181 ms i18@ axl-hrl—-p2-1.gnaps.net [199.232_44.5]
ms 178 ms 171 laxl-hrl—ge-B-1-B.gnaps.net [199.232.44.581]
ms 241 ms 248 nyc—mniZB—ge2-2-B.gnaps.net [199.232.44.211]
ms 251 ms 258 ash—-mZB-gel-B8-B.gnaps.net [199.232.131.361
ms 248 ms 258 8583 .ge-0-8-B.gbrl.ash.nac.net [207.99.3%.1
ms 268 ms 258 B.z0-2-2-B.gbr2 .nur.nac.net [209.123.11.29]
ms 268 ms 261 B.z0-0-3-B.ghrl.oct.nac.net [209.123.11.233
mE 260 me 261 209 _123.182 2432
258 m=z 268 ms 261 sol.yourhost.co.nz [66.246.3.197]

Trace complete.

Crvly

1
2
3
4
5
b
e
8
9

571

i
1.233]
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CEH Trace Route Analysis

Certified = Ethical Hacker

Traceroute is a program that can be used to determine the path from source
to destination

By using this information, an attacker determines the layout of a network and
the location of each device

For example: after running several traceroutes, an
attacker might obtain the following information:

traceroute 1.10.10.20, second to last hop is 1.10.10.1
traceroute 1.10.20.10, third to last hop is 1.10.10.1
traceroute 1.10.20.10, second to last hop is 1.10.10.50
traceroute 1.10.20.15, third to last hop is 1.10.10.1
traceroute 1.10.20.15, second to last hop is 1.10.10.50

By putting this information together, you can diagram the network (see the next
slide)
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CEH Trace Route Analysis

Certified = Ethical Hacker

Hacker

EC-Council

20.20.10.20
Bastion Host

/4

(6]

4

]

1.10.20.10
Web Server

o ¥

1.10.10.1
Router

/\
| DMZ ZONE
\/

1.10.10.50 1.10.20.50
Firewall Firewall
S
NS \
1.10.20.15
Mail Server
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C EH Tool: 3D Traceroute

Certified = Ethical Hacker

3D Traceroute is a full-blown
three-dimensional traceroute
program that allows you to
visually monitor Internet’s
connectivity

It offers an attractive and fast
loading 3D interface as well as
optional text results

EC-Council

[Ef 3d Traceroute 2.1.8:18
Taepet |traphies. com - @ B Iiace aTLD: Commescial Tools | &7
3d Trace | Globe Tisce  aclil  Hiowss ‘Whos sndmore Tools  Seftng:  About
| Sliatishec M . wisw iith DipaniGL
+ 0| D m Conirol
<! Histowy 2 @ L] o & @ visgem Conir OpenGL Seltings

Shatitc F____________ =

.:; -—J_\,_

0 —

0123 456 78 314

17 o 1 Ping bo snapfiles.com [8.10,179.160): 91 ms
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C E H 3D Traceroute: Screenshot 1

Certified = Ethical Hacker

3d Traceroute 2.1.8:18
Target: |snapfiles.com - @ E3 Irace gTLD: Commercial | Tooks | 59|
3dTrace Globe Trace &z List | Browser ‘Whois andmore  Tool:  Settings  About
Hop IP Hostrame last [ms] min [ms] max [ms] ava [ms]  wvar [ms] total Loss  perc. Loss
1 192.168.1.1 1921611 | 0 0
2 £5.14.2528 65.14.252.¢ [ 9 1 1 0
3 B514.255229 65.14.255.229 [N 9 12 1 0
4 205152145201 205.152.145.201 [ 10 124 S % 0
5 65.82.237.8 ax00mia1-3:0 belizouth.net [ RGTN 11 2 3 0
E B5.83.236.16 prr00rmia-0-0-0.bellzouth, net | 10 &5 1 1]
7 £5.57.174.5 s0-0-1-0-0.gar1. Miamil. Level3.net [N 24 ey | 2 0
8 46811245  s0-7-0-0.mp2 Miamil Level3 net | 24 151 Ky 2% 0
3 641683213 as-0-0.mp1.Phoenixl . Level3.net a1 81 144 91 20 n
10 46289284 ge-t-1.heal Phoenixl Level3 nel g2 2y a0 g6 4 1]
1 8.10.179.160 snapfiles, com g3 83 118 84 7 1]
< »
above this level not good any more 26 me above this levet bad 128 ms Z
q] —} viusa | Show Day And Night Trace |
34 ] 1  Ping to snapfiles.com [8.10,179.160]: 83 ms
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C E H 3D Traceroute: Screenshot 2

Hacker

3d Traceroute 2.1.8:18

T arget: | snapfiles. com

Scanner Tools

E Part Scannet

E |P-R anoe Scanner
Mad Tools
5 eMail Header Analyzer
b¥]
2
S|

Telnat

T elnet Chent

Hide the tools page

~ @|| E3 Trace | gTLD: Commercial Tooks | 57|

3dTrace  Globe Trace azlist  Browser  Whoiz and more Tools | Selings  About

Scan a system for
answerng/open ports,

Scan a ranoe of systems for
open ports.

Analyzes the headers of
ebailz.

T est zerver exstance and
address accepting FRO

Lok inta your POP3 mailbox,

view and delete messages.

Look into wour IMAP mailbos,

wiew and delete meszages.

T est host for open mail relay.
PRO Version ony.

Opens a telnet chent.

z1 0 1  Ping to snapfiles.com [8,.10.179.160]; 83 ms

Fing Tools
=17 Single Ping Window | Does a constant ping.
.;E ) Testz path to Host wath huge

number of pingz. FRO

M aratod multiple computeds
and web sitez with ping and

Infarmation Toaols

E-! Analyze log files from
; Personal Frewall

| Erowse Autonamous System
| Mumbess

L | ' Duemys to
""F' NSLookup & Dig Diomain-Mame-5erver.

ASH Inspector

et a rough idea, whal
softweare is running as

| 'Show connectians lrom and
| tothis computer.

[ 150 3166 Code Browses | Shows alccTLD in a gid

4 HTTP Spy

¥ Connection View

T | 'Sync your PC-Clock with a
EB Atomic Time Sync | atomic clock
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c [ H Tool: NeoTrace (Now McAfee

| e VISUAI Trace)
- i

213421211 1941702417
Response Time: 216 ms Response Time: 154 ms

Response Time: 508 ms Response Time: 713 ms

bhr1-pas-10-0 sterling1 de2 cw.net
Response Time: 446 ms pos5-3.cr02 ash0l peowbtn.net

Response Time: 585 ms

P)Nedlrace \

Profession

NeoTrace shows the =
- traceroute output S

Response Time: 533 ms

Toronto ©

- - o Mew York * MADRID “lgtanbul
visually — map view, e e e e N
- S MERICO CIUDAD DE -_—_—WEU DH‘AS‘Dmba; PrA
node view, and IP
# | IP Address Mame Vi ew ns) | Max(ms) | #5.., | #0... | % Loss | Mebwork G:n]plllh
1 21716523673 5AM 0 0 1 0 0% --- 1
2 213421211 - 216 216 216 216 1 0 0% AE-EMIRNET-990920
3 2134212130 - 135 135 135 135 1 0 0% AE-EMIRNET-990929
4 1941702117 - 154 154 154 154 1 0 0% EMIEMET-EMIRMET
5 1952293166  dxb-emix-rb.gel30.emix.ae 159 158 159 159 1 0 0% AE-EMIRNET-971125
6 195.229.0.23¢  dxb-emix-ra.so100,emix.ae 139 139 139 139 1 0 0% EMIRMET-EMIRMET
7 1666321062 borZ thamesside,cw,net 442 442 442 442 1 0 0% CW-NETCSZ
g8 63.216.0.42 posS-1,cr02,ash01, pocwbin, net 713 713 713 713 1 0 0% CAIS-CIDRY
9 206,24.238.166  bhrl-pos-10-0,sterlingldc? cw.net 446 446 446 446 1 0 0% Cw-05ELK
10 216239458193 - S08 S0g o0a S08 1 0 0% GOOGELE
11 216,109.88.218 218-google-exodusde. exodus, net 447 447 447 447 1 0 0% DC3-8
12 216,239,39,99  winy,google,cam 533 533 533 533 1 0 0% GOOGLE
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c EH NeoTrace: Screenshot

Certified = Ethical Hacker

Y NeoTrace: www.cnn.com M=l E3
File Edit “iew Help
Targetl J i Stop | [E] Mapview ~ [Rinfo Pane m
@ Ping I5§|:I|:uticuns &3 Online Help
-o-p2-0.ebone. net
& % 0 Ezternal Apps -
Previous | Mode 7of 18 ~ | * Mext
FHame: frpar3is-te-p2-0.ehone.net
Hamburg MIM | IP Address: 213.174.70.214
BERLIM VAR S ZANA Lacation: PARIS (48.858N, 2.325E)

LONDOM : Metworlk: EBOMNE-BACKBOMNE

Fegistrant:

Ehone consartium (EBOMNE-DOM)

Roval Institute of Technology SURET-KTE
SBUCU | Stockholm, S-100 44

SE

Milano

Barcelona ROMA |

[Zrmi
ALGER

| | 2]

WAL G, GO Sumnrnary |Eegistrant] Netﬂurk] Iiming]
I Firiging nods #19
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C EH Tool: VisualRoute Trace

Certified = Ethical Hacker

"u'umlk,um 200% Personal Edition Tral Version 7 @
Film Edid Options Maps Tools Halp

gdia com) ¥ O Start [jE» Graph

[P

Trace 1o | Gl

Trace: www. sofipe

— > | Itshows the

connection path
and the places
> where bottlenecks

AouteGraph ™ TAYN
|:1 [CEFT ls-ul E| 2.208.173 102| rm:l (] 1'-'3#!1] E| 160 208 T80 OCCU r
TELT T K] | B 208 151 120 8.0 181 srainatrs Flralmal re tice.nal
I llluq.la L5 e tj . - e

P — —, E——

Route Table TRAYX
Hop %lLoss P Address Hode Name Location Tzone ms Graph Metwork

0 fe80: 000 24fa 38l d Tt = o B fiaB0;0:0:0-24fa 38T d ISEMI%E

1 10.89.0.1 ] | {privabie uia) .

2 B2.208.151.129 &l asiral o 1 «02:00 0 1 Asiral Telacom lasi { www.visualware.com/download/
3 1893 335 30,161 ro-ls01 a-rd1-V201 astral O [Bomania) +02:00 |06 - Sores Foundation for an Oper O

4 193.230,240.150 -buhi @ rd 1 -vB00 askr O +02:00 19 S.C. Codet SREL

] 82.208.175.102 ro-Buhill &l -vT 0 astra O +02:00 19 ASTRAL Bucuresti Nabonal Li

L #3103173.98 +02:00 18 - ASTRAL Bucuresti |EX Peering L

T 193,226,179.30 101-Y¥1500 emg2 ro.glsce © +02:00 19 FPHNGwest Romania - Orades O

g 103, 226,140,131 Wi Sofpedia com i «02:00 19 EPHNCw#s] Rormania - Datace O

Raundirip tirme to werw SoRpedia com, derage = 13ms, min= 19ms, max= 20rms -- Now 14, 2007 115838 Al (Collapse Table)
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C EH VisualRoute Trace: Screenshot

Certified = Ethical Hacker

n VisualRoute 2008 Personal Edition Tral Version o || =[]
File Edit JENENEN Maps Tools Help
Traceto [&  Language Clrie ¥ O Star I.h:. Graph
N Select Trial Edition Ctri+Ehift+E
Trace: wewy
Column Preferences Cirl+Shifts C
OmniPatl  Prafarances Cirl+R TR¥O
Analysis IPYE? TR¥O
Map @ PREX
anecupll'“ TRYNX
B 182230240 150|  [5] &2 208 175 102 p| 23103173 58 t:na.zzs. 170.30
UEEEEE] B| 62208151120 | 195,228 30,181 ke ratuainaib o e
I astialio alnet o |‘r::----¢~—— -8 -
RS SRS S e e
Roule Table TAYX
Hop ‘%Loss (P Address Mode Mame Location Tzone ms Graph Metawork
0 feB0 000 2413 3a7 dft e e # feB0:0:0:0:24fa:3aTd ISMMI%E
1 10.9.0.1 1] {private use) i
2 §2.208.151.129 gw-fo-g.iasi.astral.ro +02:00 0 E Asfral Telecom lasi
3 193.226.30.161 ro-is01a-rd1-v201 astrah &0 (Romania) «02:00 D — Soros Foundation for an Oper &
4 193.230.240.150 ro-buh0 a-rd1-vBO00.astr & +02:00 19 8.C. Codec SRL
5 82.208.175.102 ro-buh01 &-ri1-v790.astra O (f +(2:00 19 ASTRAL Bucuresti National Li @&
3 83.103.173.98 +02:00 19 —— | ASTRAL Bucuresti IEX Peering (2
T 193.226.179.30 1-Vis00.emg2. r.gtsce O «02:00 19 KPMOwest Romania - Drades (O
B 193.226.140.131 www softpedia.com Lh] | 0200 19 FEPMOwest Romania - Dalace L
Roundirip ime 1o www soflpedia.com, average = 19ms, min = 13ms, max= 20ms -- Mov 14, 2007 11:58:38 AM (Collapse Table)
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C EH Path Analyzer Pro

Certified = Ethical Hacker

Path Analyzer Pro delivers advanced network route tracing

It traces with performance tests, DNS, whois, and network resolution to
Investigate network issues

It is integrated with all these powerful features in a simple and single
graphical interface
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C E H Path Analyzer Pro: Screenshot 1

Certified = Ethical Hacker

&1 Path Ar\ai)":e'_p“g _
©e & 222D @ 0

Mew Close Preferences Page Setup Print | Export ExportKML | Check for Updates  Help

N o=
L

-| Standard Options

Protocol Target: www.google.com hd Port: || Smart |50 5 Trace ||One-ﬁmeTrace hd
@ ICMP

. e Report | ™ Synopsis |[E Charts | & Geo | [&] Log |[E] stats

UDP

Source Port

Random 65535

Tracing Mode

=| Advanced Probe Details
Length of packet

V| Smart |54
Lifetime
300 + miliseconds

Type-of-Service

@ Unspedified

Minimize-Delay
Maximum TTL Hop IP Address Hostname ASM  MNetwork Name % Loss  Latency Avg Latency Std Dev
30 - 1 10.17.17.1 local-firewall 0.00 | 0.95 0.17
2 10.1.40.1 10.1.40.1 0.00 | 8.28 0.44
Initial Sequence Number 3 68.10.14.205  68.10.14.205 22773 HRRDC-68-10-0-0 0.00 i 9,31 1.80
= B 4 172.22.48.210  172,22,48.210 0.00 | 7.93 0.72
5 172.22.48.129  172.22.48.129 0.00 | 7.68 0.16
= - ; 6 68.10.14.17 nrfkdsri02-ge703.rd.hr.cox.... 22773 HRRDC-68-10-0-0 0.00 | 8.80 0.24
wrorh Svanced Tracing Detalls 7 6810218  ashbbbrid2so110.r2.as.cox... 22773 NETBLK-ATRDC-68-1-0-0 0.00 m 14,70 3.05
8 209.85.130.12  209.85.130.12 15169 GOOGLE 0.00 Il 21.32 2.52
5 s s 9 £6.249.95.126  66.249,95.126 15169 GOOGLE 0,00 | 14.01 0.29
— =l 10 66.249.95.120  66.249,95.120 15169 GOOGLE 0.00 | 38.37 0.29
el 66.243.95.120  66.249.95.120 15169 GOOGLE
0 2] miliseconds 209.85.248.221 209.85.248.221 15169 GOOGLE
= 11 72.14.232.53  72.14.232.53 15169 GOOGLE 0.00 Il 41.08 1.63
Probes per TTL 72.14.232.53  72.14.232.53 15169 GOOGLE
- = 72.14.232.74  72.14.232.74 15169 GOOGLE
ST 2 E = 12 721423270 72.14.232.70 15169 GOOGLE 0.00 | 39.32 0,79
N 5 : 721423270 72.14.232.70 15169 GOOGLE
64.233.167.104 py-in-f104.google.com 15169 GOOGLE
] Stop on control messages (ICMP) 13 64.233.167.104 py-in-f104.google.com 15169 GOOGLE 0.00 | 38,58 0.06

Target Port: ® TARGET CLOSED
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C E H Path Analyzer Pro: Screenshot 2

Certified = Ethical Hacker

&5 Path Analyzer Pro

File View Help

- . N [ —
[ W )
Ve N i
Mew Close  Preferences  Paage Setup
-| Standard Options

Protocol

@ ICMP

uDP

Source Port
Random 65535 =

Tracing Mode

= Advanced Probe Details
Length of packet

V| Smart |54
Lifetime

800 milliseconds

Type-of-Service

@ Unspedfied
Minimize-Delay

Maximum TTL
30 =
Initial Sequence Mumber

V| Random |1

-|  Advanced Tracng Details
Work-ahead Limit

5 +| TLs
Minimum Scatter
20 = miliseconds
Probes per TTL
Minimum: 2 =
Maximum: 5 =

V| Stop on control messages (ICMF)

Target Port: ® TARGET CLOSED

EC-Council

|

—
Print

Help

D B

Export Export KML

@

Check for Updates

Target: www.caida.org

Report '3‘ Synopsis @ Charts ‘«w\‘ Geo

hd Port: |¥| Smart |80

[ stats

| Log

| | One-time Trace

Cities: |3DDD 000 + v| | Country Names || State/Province Names  |[/| Roads

Geocoding cburt.é'sy of Prefix Whols

SN

“

i

4 1

State: Ready

Guayaqui}_;f 7
@@
Ty

=

Trace -
I tlard of
Mavdourdand
2% Paramaribo
Georgetown i % Cayenne
Bogofa- " i 2
carbia e ™ :
~ {
4] =+ [

¢

Y
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CIEH Tool: Maltego

Certified = Ethical Hacker

Maltego can be used for the information gathering phase of penetration
testing making it possible for less experienced testers to work faster and more

accurately

Maltego provides you with a graphical interface that makes seeing these
relationships instant and accurate - making it possible to see hidden
connections

Maltego has applications in:

e Forensic investigations

Law enforcement

Intelligence operations
Identity fraud investigation
Identity verification processes
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C EH Maltego: Screenshot

Certified = Ethical Hacker

"®?66 Paterva Evolution 200612070100 g

File Edit Tools View Window Help

s | et r———
» Maximum number of results: T ST 23

[ palette | (5 volution Graph )

¥ Infrastructure

( Graph Navigator A

 Domain
=

25 1P Address

0 DN Name
E] Website
n_-’_-g Netblock
¥ Personal
[ Email

g Person

I

| Location
ol

K

?9 Phane Number

[ Evalution Detail View A
jg Affiliation

khumalo@mallbox.co.za

Properties
Waight 210
Emai Address  barr.j khumalo@mailbox.co.za

>

Snippets
“menmose.”@gawab.com;419 "undept3.”

@oawab.com;419 0000maraiamh ...

... barr Jkhumalo@mailbox co za;418 barr.
james_kufor@yahoo.co.uk;419 barr.
james_legalpraclioner@yahoo.co.uk 419
barr jamesruben46@hotmail.com:4189 ...
www joewein.de/swiblacklistfrom-bl.txt -
Similar pages

[ More results from www joewein.de |
>
>

419" sender "B” (blacklisted by
IwSpamSpy)

... barr.isikote(@yahoo.co uk barrj.
khumalo@mailbox.co.za barr.
james_kufor@yahoo.co.uk barr.
james_legalpractioner@yahoo.co.uk barr.
Jjamesrubendé@hotmail.com ...

www joewein.de/sw/a19-bl-b.htm - 839k -
Cached - Similar pages

>

>

419 scam: "Khumalo & Associates” <barr j.

khumale@mailbox coza> Ra ... -
b From: "Khumalo & Associates” <barr .
L ya» khumalo@mailbox.co.za> Date: Thu, b
4
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C E H Layer Four Traceroute

Certified = Ethical Hacker

LFT is a sort of 'traceroute’ that often works much
faster and goes through many configurations of
packet-filters

LFT implements other features such as AS
number lookups through several reliable sources,
loose source routing, netblock name lookups, and
many more

It is the all-in-one traceroute tool because it can
launch a variety of different probes using ICMP,
UDP, and TCP protocols, or the RFC1393 trace
method
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C EH Prefix Whols widget

Certified = Ethical Hacker

Prefix Whols widget displays the number of prefixes present within the
global Internet routing table and allows the user to submit queries using a
familiar Dashboard interface

It allows the user to submit queries in the form of IP addresses

The IP addresses are submitted to the Prefix Whols project, an organization
that tracks and models the global internet routing table

It also displays some useful information, such as the size of the overall table
measured in a number of prefixes
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C E H Prefix Whols widget: Screenshot

Certified = Ethical Hacker

184,695

IP 4.2.2.1
Origin-AS 3356
Prefix 4.0.0.0/8
AS-Path 3356
Cache-Date 2005-08-30T10:05:01+00:00
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EC-Council

Tool: Touchgraph

www.touchgraph.com

TouchGraph allows for the
creation and navigation of
Ineractive graphs. Ideal for
orginising links, or mind
mapping
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C EH Touchgraph: Screenshot
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c E H Tool:

Hacker

] . —
VisualRoute Mail Tracker E-rrI{r

Hop |%loss |[IP Address Mode Mame Laocation Tzone |ms Graph Metwork @ J

1] 217.165.221.193  |SAM * o 414 Ermirates Internet

1 21342126 - (United Arab Emirates) 253T ——  |Emirates Telecommunicati

2 213421213 - (United Arab Emirates) 2513 —t—  |Emirates Telecommunicati

3 1941702117 - (United Arab Emirates) 2ART i Emirates Internet

4 195.229.31.35 aub-emix-rb.oeB303 er|United Arab Emirates) 2429 p—t—i Emirates Telecommunicati

a 195.229.31.34 aub-emix-ra.qef303.er|United Arab Emirates) 2421 el Emirates Telecommunicati

A 62216144 25 - (Lnited Kingdarm) * 2TER FLAG Telecom Limited

7 62.216.140.9 ge-1-0-0.0.cored sfrl 1 (United Kingdom) * 28594 FLAG Telecom Limited

a 166.90.133.1645 gined-1-116.ipcolo2. 55 San Francisco, CA, US|-08:00]2655 Level 3 Communications, It

9 2092441420 ginahitethernet4-2 core|San Francisco, CA, US|-08:00]26945 Level 3 Communications, It

10 209247 10,233 s0-4-0-0.mp2.5anFran|San Francisco, CA, US,|-08:00)3008 Level 3 Communications, It

11 F4.159.0213 s0-2-0-0.mp2.5andose|San Jose, CA, USA -08:00|3073 Level 3 Communications, It

12 F4.159.2 165 ginahbitethernets-2 core|San Jose, CA, USA -08:00|30049 teeeeee | Lt 3 COmimuanications, It

13 209.244 3 246 GigahitEtherneta-0.edg|Palo Alto, CA, LISA -08:00|2996 teeeefeeei | LRl 3 COMmMimuanications, It

14 2092451461480 |Singtel-Level3-0c3.ixsil... 2962 —

15 203.208.182.21 |- Singapare «os0207s | — It Shows the number of hops
16 203.208172.29 pE-3.snotp-cr2 ix.singte| Singapore +08:00) 3061 ! =

17 202.160.250.1584 |- Singapare +03:00({30249 ! made and the reSpeCtlve IP
18 166.21.12.78 FE-4-0-0.lavender.sing [(Singapare) +08:00 (2995 . addresses, the node name,
18 (20 165.21.48.102 - Singapare +08:00[ 3201 . ;

20 |30 13713219100 |olympus.bic.nus.edu.s|Singapore) +08:00|3473 location, time zone, and

21 30 13713219100 alyinpus. hic nus.edu.s|(Sindapore) +08:00)13276 !

22 13713219100 olympus.bic.nus.edu.si|(Singapore) +08:00)3179 L network

23 13713219100 olytmnpus.hic.nus.edu.s|(Sindapore) +08:00)3159 ——t— | Mational University of Singa
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C EH Tool: eMailTrackerPro

Certified = Ethical Hacker

File Options Help

[ start here | Mr.f__ln_b_o.x_.ﬂ__M_r.f__.I.r.a.@.@..ﬁ.@ppm_ﬂ webmaster@softpedia.com
Trace completed, click here far advanced route analysis | = >f Analysis: &
,. 1 Fe

) ) ) ) Email Address: webmasterg@softpedia.com
Youare on day 1 ofyour 15-day trial of eMailTrackerPro. Click here to apply a licence ar for

purchase information click here

Network Contact Information: The following details refer ta the
Map network responsible for the computer that originated the email

:| nocintstelecom.ro

+40 21 410 3883
[n]

GTS Telecom Rormania
Bucharest Financial Plazza
Calea Victoriei 15, intrarea A, etajul 2
704111 Bucuresti
Romania

Domain Contact Information: The following details refer to the

A registered contact details for the domain
_Romania j
l Whois Privacy Protection Service, Inc.
Whois Agent (fodwptssst@whoisprivacyprotect.com)
+1. 42527406457
Fay +1 475RARN7 34
eMailTrackerPro is the email analysis
tool that enables analysis of an email
| and its headers automatically, and
Route fo Sender g provides graphical results
] Copyright © by EC-Council
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c EH Tool: Read Notify

www.readnotify.com

Certified = Ethical Hacker

Member Sign-in

Welcome to ReadNotify.com !

email;

ReadNotify lets you know when email
you've sent gets read password:

r i Easy to uze email tracking !

File  Edit ‘Wiew |nzett Fomat  Toolz

Sign up now - Free!

=
send
Ta:  |drakecn@yahoo com. readnotify. com

Subject:  |Easy to use email tracking | m

Hi Chris - Tracking email couln't be easier
just add readnntify com on the address!

Start Optional Gl POF
here! F'Iu in e Tracking

Mail Tracking is a tracking service that allows you to track when your mail was read, for

how long and how many times, and the place from where the mail has been posted. It also
records forwards and passing of sensitive information (MS Office format)

our existing email address:
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E-mail Spiders
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C EH E-Mmail spiders

Certified = Ethical Hacker

Have you ever wondered how Spammers generate a huge mailing
database?

They pick tons of e-mail addresses by searching in the Internet

All they need is a web spidering tool picking up e-mail addresses and
storing them to a database

If these tools run the entire night, they can capture hundreds of
thousands of e-mail addresses

Tools:

* \WWeb data Extractor
e ISt E-mail Address Spider
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C EH Tool: 15t E-mail Address Spider

Hacker

f.'.; 1st Email Address Spider 2005

File Search Help

= . Y i / g g
n o= = ol % ‘e &
Pause  Skop Reset Search  Save Results.,.  Settings Homepage  Buw now
Search by kewwords | Start from a specific URL ]
Please input keyward(z): |LENETle=gee/=ly]e ﬂ
Ermail Address Title IJRL -

[1]infotdiiaba.org
[2]info@k sia. com
[3fiabnjisdiiabn.org

[Blgsavelitsiaal. com

[B]winonat@ipiaga. com

[4]info@insurancenewsnet.c...

[Elgsaveliitingurance-web-z...
[Flinfoi@dinsuranceagents.c...

ihzuratice agentz mail - Google Search
inzurance agentz mai - Gooagle Search
inzurance agentz mai - Google Search
MSH Search: insurance agents mail
Insurance Agents Web site consultati...
Insurance Agents Web site consultati...
Insurance Agent Resources, Insuranc...
Pl of Georgia - The Profeszional Ins.

http: A Ay, google. comydzearch *g=ingurance+agente+mail

http: A Ay, google. comydsearch *g=insurance+agents+mail

http: A Ay, google. comydsearch *g=insurance+agents+mail
http://search.men. comdresultz. asp YRS =CHECKED&FORM =M SMNHEv=1kg=insurance+a.
hittp: A inzurance-web-zales. com/

hittp: A, inzurance-web-zales. comd

hittp: /A, dinzuranceagents. com,

httpe A Ay piaga. comy

[A]dorothwisk aia. corm Independent Ingurance Agents & Bro...  https/Aweewiiaa.orgdks/default ?ocontentpreference=k stactivetab=statetactivestate=ks
[10]denn@state. de.us Home Page for Matthew Denn, Dela...  httpe/Ave state. de.uzdinscomd -
1 »
Threadt | Status | URL

o 2400
o 3875

[2/80]Reading page content.....

http: /v google. com/search?g=insurance+agentz+mailkhl=entr=tie=utf-S&start=40%sa=n

|De.*
1

[3/B0)Reading page content.....
[0#60]R eading page content.....
[0/60]R eading page content.....
[E/60)Reading page content.....
[1/60]Reading page content.....
[0#60]R eading page content.....

o Fad
O 3440
o 3444
g 1752
o 1716
|

hittp: A vavae.ing. state. ry.usAicinfo. htm 2
http: #fce.menzcache. comdcache. aspe Po=3226045204164% amp;lang=en-sgbampemkt=en-egha.. 2
http: A enews. inzurancemail bizd advertizing, azp 2
http: /v alarmchannel. coms 2
http: /v professionalinsuranceagents. co.uks 2
http: #¢ce. menzcache. comdcache. aspe ?0=32268709341 3208 amp;lang=er-sghamp;mkt=en-sgia...

Start search....

EC-Council

Emails Extracted: 28

Time Elapsed:00:09 URLs Processed: 80 URLs Queusd: 203
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C E H Power E-mail Collector Tool
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Power E-mail Collector is a powerful email address harvesting program

It can collect up to 750,000 unique valid email addresses per hour with a Cable/DSL
connection

It only collects valid email addresses

You do not have to worry about ending up with undeliverable addresses

How does it work?

 Just enter a domain that you want to collect email addresses from and press the start button.
The program opens up many simultaneous connections to the domain and begins collecting
addresses
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Power E-malil Collector Tool:
Screenshot

1 ':I.I P T |

U0 |

i e ook setwngs e

4H @

2 H &

Exit  Save k Shop Seltings  Help  Homes
Erder Domain Name | rocketmead com |+| [Ede] Connestions: 31
Emai Collection Progres: || Cotlectad E mail
i The.. | i) Stotus | s sl Server & Emal Address i Vaid & Emal fddress =

[ 1 Corduscing o F sl ¥ e 0 crwaDr ockabnad. oo 20 O AT
2 Cornescling b, e, sl oo MY Canocketenad, Com ] brrwsrockatmad, com
3 Cormecting e ey, com chceirockebmad.com 4 bncofiroackestmad. com
4 Cormecting ol mee, el o0 . com cif@rocketmad, com 18 b gackesbrmad. com
-] Connecting Foorrgmadl yshoo.com crndiProckatmald, com FE| bmedrocketmal.com
[ Corfuscting &, o, ol waedet SO crnprocksbmad_com o brysigr ket sl com
7 Cornescting . e sl - sky0  Com =0 briErocketmad. com
B ICioraescing I, el il e o . .Y CnpEr Ot o 55 DrecvDckatrnd. Com
9 Corscking &, e, i,y sbeon, com 1) brredrocketmad, com
10 Cormscting b mee, el shvon. com covsProckatmad.com E4 brdéProcketmad, com
| Cornected ¢ .o eruad. oo, Com cagifrocketmal com & brifilfrochetmal. com
12 Connected . mcc el waboo. com cxarocketmal.com = bragiErocketmal com
I3 Coriesching £, e, il , et 00T =] brdEr otk Com
14 Cornsched i il b 0N Cyideocketinal com 150 bripProckatmad. com
15 Cornached . e, e,y sboa, 00 criaPrccketmad, com ™ brigbrockstesd  com
I Conruched by, e, sl o 00 czhelinpcketmad. com &7 bré@rocketmad, com
17 Cormecting . mee, mal, yahoo. com ciprocketmal.com 128 bravirocketmal. com
(1] Cornected b, e, e,y sbvot oMy caf @vocketmad, com 21 brnifrocketmad com
19 Connecking €. enal, yaloo, com =0 bricsErocketmead . com
20 Corsesching . o irasel, oD . 0N 50 brepdirackakinad. coim
21 Correched o, i, Fenael, o, .00 crpErocketemsd, coem 54 brap@rocketinad, com
2 Ciorascking f v .y ashaoe  Com cubiProcketmal com 124 brafrocketmad, com
&3 Cornected . mee, el oo, com coilrocketmad. com 55 brarocketmadcom

Cesaon Time: 0:1:9

vald Emads: 1972

Chescked Emads: 1972 abd Emads Per Hour: 11 1600
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c EH Tool: GEOSpider
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GEO Spider helps you to detect, identify, and moni
your network activity on the world map

You can see website’s IP address location on the Earth

GEO Spider can trace a hacker, investigate a website,
and trace a domain name
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C EH GEOSpider: Screenshot
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C EH Tool: Geowhere
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Geowhere handles many popular newsgroups to find answers to your
gueries in an easy and fast manner

Geownhere can also seek information from country specific search
engines for better results

Use Geowhere to footprint an organization’s:

e Newsgroups Search gk
e Mailing list finder
e Easy Web Search
e Daily News
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c EH Geowhere: Screenshot
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Eeuwhere ¥Z.0 {Deluxe ¥Yersion)

You can stop thiz help panel by going in the MISC zection of the settings
l"Musiu: j Search —

| 300 Sites | Location | Source | il

A10nlinetdall - Link To Music - COs - DVD...  kttpc/Aeen, a1 onlinemall. co. . Findw/hat

Movies, Music, Books & Mare hittp: £ A, aaenterprizes. v... Findwhat

I London? Find areat music buys inreal 2. hittpc/Asen abcaz, comeddef. . eSpatting

AlCheapkduzicE b.com Dizcount & Hard T, hittped v, allcheapmusicet. . Findwhat

Mp3's, Muzic, And Maorel hittp: Ay, allestremesports. . Findw/hat

AMG Al Music Guide hittp: £ v, allmugic, comyd Hotbot/Lycos

AkG Al Music Guide hittp: Ay, allmusic. com,! DrirectHit

Pozters and Printz At AllPosters. coml hittp: /A, allposters, comd Findwhat ﬂ apﬂﬁlﬂf

around your area? Currently 475K products in 3,000+ shops across Greater London =]

and beyond, j abe

USA TODAY: Save 33% Off Home Deliverny

Special Internet Offer: Subzcribe to USA TODAY and save 33% off
Home Delivery . Receive the most up-to-date NEWS, SPORTS, MOMEY,
and LIFE. You'll get late breaking news from across the nation and

eoWhere . The easy way to search what yon mant

& Tianslate

IEN ==> FR j autour de votre secteurf? Actuellement produits 474k dans 3.000 magasins

o atravers le grand Londres et la-bas.
[~ fwuto-Get search description

Translate |

J— — — —— —— —— -——=== === === === === === F

=18 x|

Chat Forum Finder

Find Identical Files
EasyWeh Search

v
Doaily Mewys
Sport Mews

R

CUrrencies
LInits Convertor
Foad Planner

oy tu)

-
Bookmark Tester
Internet kit
Dormain Mame
Prowy Finder
Promy Analyzer

Settings

GeoWwhere v2.0 (Deluxe ¥ |
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C EH GoogleEarth
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= Google Larth

fis FiE View Tooh AGd Help

* Search

Google Earth puts a planet's
worth of imagery and other
geographic information right
on your desktop

You can footprint the location
of a place using GoogleEarth uHiaps

" Bk Phrs
=
D satiems

Valuable tool for Hackers
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C EH GoogleEarth (cont'd)
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?Gnngle Earth
File Edi ‘“iew Tools Add Help

P Search
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Search Engines
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Kartoo Search Engine
www.kartoo.com

CEH
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% JKart00 visual meta search engine - Opera

EC-Council

File Edit Wiew Bookmarks ‘Widgets Tools  Help
U Mew bab (B E-
W *« 44 ‘;} ” @ http: | fuaaen kartoo,.com/Flashdd.php3 L= Google = 60

= aleeya dotnet
= kudos viklund
= ainslie and gamerz
= aleeya maisara
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= technical information about
F= began as a place
= dotnet
= daily
F=life
information
P= family
= books
= reviews
= photos
= kudos
P=viklund
= ainslie
= gamerz
P= creating
= blog
P= update

& KartOO

o TECHNOLOGIES

A

gallery

S
w227z corl

contribute
shows

aleeya-net.blogspot.co

scenes

S

tasihaleeya blogspot.co

posts
L —
%""‘%
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blog %

kudos
viklund
ainslie

SIEe

g

technical

©

beta.aleeya.net

books
reviews

photos

dotnet

Se

information

daily

.aleeya.net

family life

S

thisisyourhouse, co

8B
uy

consernver loules les
i r X
prélérences de futilizaleu %%%

Crder son "encyclopddig
recherche, sorte de ges

* print the map

» Send a map

* Add a site

* Add a Topic

* save the map...
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Dogpile (Meta Search Engine)
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Dogpile is a meta search engine; it gets results from
multiple search engines and directories and then
combines them and presents to the user

Dogpile page provides code to add search tool to your
website

It chases down the best results from Internet's top
search engines, including Google, Yahoo! Search, MSN,
Ask Jeeves, About, MIVA, LookSmart and others

dogpile’
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c E H Dogpile (Meta Search Engine): Screen Shot
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Make Dogpile your preferred

d-'oi.gpi [e® Search Provider ggse

All the best search engines piled into one.

Google yaroO! searcH @ Live Search J.d'

Web Images Audio Video MNews Yellow Pagez White Pages

Preferences

Favorite Fetches: obama girl = flowers = valentine clipart » music lyrics = tattoo designs » vegas wedding
loke of the Day = SearchSpy = Maps - Weather = Horoscope

Opinions Wanted!
Help us imprave Cagpile.

Please answer some guestions.

-
! About = About Dogpile = Tools B Tips = Download Toolbar = Add Dogpile Search to Your Site = Privacy Policy = Terms of Use = Contact Us
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C EH Tool: WebFerret

Ethical

Certified Hacker

WebFerret searches the web quickly and thoroughly by instantly submitting the search query to
multiple search engines

All results are displayed in a single concise window

|| marne

] CD ba MP3 Ripging Service
|| =) Aot

& Apple iPed

& Apple - Pad » iTunes

& IPeds st Cirewit City

] Srnart iPed ldeas

| Free Apple lped

& Apple iPod nans
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& Data recovery software hard disk ush driv...
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Pictures and deccriptions of hacks and .,

Vigit Aoole's iPad service and fugnart o,

1ped for windows

ipodipunge  appleipod  everything ipod
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http:ff producttestaliande.com
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CEH robots.txt
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This page located at the root folder holds a list of
directories and other resources on a site that the owner
does not want to be indexed by search engines

All search engines comply to robots.txt

You might not want private data and sensitive areas of a
site, such as script and binary locations indexed

Robots.txt file
User-agent: *
Disallow: /cgi-bin

Disallow: /cgi-perl
Disallow: /cgi-store
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C EH robots.txt: Screenshot
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C EH To0l: WTR - Web The Ripper
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WTR - Web The Ripper 2 allows to select and download files that are linked
from a specified web page

It analyzes input URL and then displays a list of all downloadable files (images,
html, programs, mp3 etc.) allowing to select all or individual files

The files are downloaded to a folder of choice and the program can also be
configured to automatically launch anti-virus scanner

In addition, you can specify an extension filter to limit downloads to the
specified file types

r—) Zance|

Pause 5.7 of 6,9 MB at 115 KB/sec; 00;10 remain
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CEH

&\ WTR - Web The Ripper 2

4 Content selection

following items were found by usin
entered previoushy,

http: £ fwavaw, snapfiles, com S=f=
http: £ fwaaw, snapfiles, com ffa
http: £ fwavaw, znapfiles, com S
Rkt £ fwavaw, snapfiles, com Sfes
Rkt £ fwavaw, snapfiles, com Sfes
Rkt £ fwavaw, snapfiles, com Sfes
Rkt £ fwavaw, snapfiles, com Sfes
2=l bt ¢ Faane nanfiles . com fed

Select by regex IEI 1]

o Analyze |E| [] The regulat &

100000400

o E

You must now zelect which content vou want WTR to download, The

~ WTR - Web The Ripper:
- OCreenshot

the regular expreszion vou

&\ WTR - Web The Ripper 2

5 Setect the dovwnload desdinadion

You may now decide where vou want to download the content to,

IE' i) Download all files ta a folder on my hard drive

IE‘ |C:‘LDn:n::uments and SettingzWa Oy DocumentsinpSoftivares

IE' [w] Create a unique folder for my downloads

IEI i Downlaad all files to a compressed ZIP file

IE' |C:‘LD|:||:uments and Settings i [Ony Du:uu:uments‘mpﬂu:uftware‘-ﬂ

Paszword protect IE' | |
IE' [] Delete the original files upon successful compression,

Q.  Setup

o Back | | Mext - A Cancel
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c E H Tool: HTTrack Web Site Copier
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H =81
This tool mirrors an entire 5 Py <hi> 4]
- =g Local Disk <C:i= 1 lmd mbm bl mdm
website to the desktop 1) Cracking 2002 x|
+-1) DigiMode i
+-{7) Documents and 5 MIME types ] Browser 1D ] Log, Index, Cache ] Experts Only ]
. +-{ ) e-mail abuse Fromy Scan Rules ] Limitg ] Flow Caontrol ] Links ] Build Spider ]
Eaglei
You can footprint _the = e iderds o xcude o e UPLs or ks 1
. t b t b
contents of an entire b G ors {oacrg vl o s e ane e I
- +-{C3) Inetpul
We bSIte IOC&I Iy rathe r th an +-{ ) magic Example: +* zip e ™ com -www,* edudcgi-bind” cgi :|

visiting the individual pages 0 My web sites

-0 Juggyboy

175 Juggybay Pro zip, tar, gz, gz rar. [ mov, mpg, mpeg, avi, asf, mp3. J
=) win32 +* ooz +jz -ad doubleclick. net” =]
—I-{5) Backdoor +*.gif +".jpg +".prg +"tif +*.brp
- - +-{3) hts-c +.2ip +".kar +".tgz +".gz +"rar +7.2 +ewe
Valuable footprinting tool 2 _ o+ mpa Smca o o s 2 o3 vtmg2 - (]

:-I backt Exclude link[s]..
= fade, : :I
=) s Include link[s).. 1| | L
&| index

Tip: To have ALL GIF files included, use something like +www, zomeweb, com.™. gif.

] backblue. [+*.aif # - gif will includefexciude ALL GIFs from ALL sites)
ﬁ Backdoor w

"_"| fade.gif

£ | index.hitn
"_"| backblue.gif
®| fade.gif 0K | Cancel Help |
£ | index.html
ﬂ Juggvbeoy Project,whk
H

Juggybeoy whtt -
4| | B

Ready
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H Tool: Reamweaver
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D | Welcome 1o the WTO website - Microsoft Internet = M[=] 315 O web: -0 %]
Edit View Favorites Tools He\P 7': | svorite T Helr - ,';
ack ¥ ”.‘ | Address I@ hitp:/iwww wioo arg/ j & Go ressi&'ﬁ hitp:/iwww wio org/ E] g Go
10'1—L1 @ Search Web  @ySearch Site | @ Page Info + & > J —‘3 &Search Web &f';Sealch Site I éPage Info + )
. search  onthissite  register  contactusa|l) search  onthissite  register  contact us /x|
Reamweaver lets the
user automatically
n H ]
fu n house_m I r_ro r Russia membership talks entering DT Russia membership talks entering Watch this
anyonels Webslte e W decisive and final phase — Moore SHAES coo ‘T—D decisive and final phase — Moore HPEES oo
i Godfather Mike Moore, in a speech at the . :'_ Director-General Mike Moore, in a speech at
Fifth Annual Russian Economic Forum on e the Fifth Annual Russian Economic Forum ”
19 April 2002 in London, said that Russia's on 19 April 2002 in London, said that
jumping in talks are “entering a decisive and final Russia's accession talks are “entering a decisive and
phase”, adding that “it would be a great failure of final phase”, adding that “it would be a great failure
RAlE TOBIS leadership if this jumping in is not completed in of leadership if this accession is not completed in i
7%; time for the Mexico Old Boys Club next year”. news IS5 time for the Mexico Ministerial next year”. news page
Qf\_’ Also:
Also: V > WTO members report on anti-dumping activity.
. . . . > WTO cartel members report on anti-dumping 4 News page
When a VISItO r VISItS a aC;LVéW_-r N;iﬂ%ﬁ . b and l > DDG: Trade is engine of growth and employment.
> : Trade is engine of growth and employment. News page
pag e on yo ur KETPLACE/FORUMS  ews page s
Reamweave r Slte’ @/ E ‘Z} > WTO hosts public symposium April 29 to May 1,
> WTO hosts public symposium April 29 to May 1, 2002: the Doha Development Agenda and beyond.
Reamweave r getS the 2002: the The Backroom Development Agenda and
page from the target beyond. ,
- From the Director-General’s desk: Mr. Moore met
domal n . Chan ges the N dhath desk X the UK Foreign Secretary, the Rt. Hon. Jack Straw
From The Godfather’s desk: Mr. Moore met the UK 3 : i .y
o o Iy MP on 18 April 2002. more ... y )
WO rds as you SpeCIfy Foreign Secretary, the Rt. Hon. Jack Straw MP on Meeting:f: & g‘%"\
! 18 April 2002. more .. scheduid \i[ﬁ#“}
and stores the result N
o 5 > Negotiations, implementation and .
(al Ong Wlth I mages’ i Hhisy et i DOHA development: the Doha agenda
> Decisions, implementation an > The Trade Negotiations Committee
etC.) OH/A development: the The Backroom agenda > The Doha Ministerial Conference, Qatar, 9-
T . The Trade Dericinns Cammittes El LENLEIPEE S S Lo L
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C EH Tool: Website Watcher

Certified = Ethical Hacker

Website watchers can be used to get updates on the website

Can be used for competitive advantages

< WebSite-Watcher 4. 20 [demo.wsw] Martin Aignesberger, f Personal Edition
File Bookmarks Check Mavigation Tools Script  Options  Yiew Help
Folder Tokal ] ]
all Bockmarks [6] a3 -0 B g t ¥+ ¥ BT m
* Changed Boa.., & || FE name LIRL last change last check Status
dy AuboWatch 10 || . . website-Watcher ... http://www.ai.. 2006-07-06 1.. 2006-07-06 1. OK
v HotSites i} « -« BetaSection htkp: s, aig,. 1454 14:54 OF
Search Resulks 0 « + Support-Forum htkp: ffwnan,aig,,.  2006-07-06 16,., Z2006-07-06 16,.. Ok, initialized, ...
a Errors 16
oy Trash 114
Bookmarks [1] 3
General [3] 18
+ Magazines 6
Mews i o - -
private [1] s | & Z p! = & @ [filefieprojiwse v || B & | | version -+ | & F -
= Programming 13 -
Cornponents 3
FAQ D 4.20 EEE-4
Tools 3
Software [1] 8 n [+] Mew option: Ignore message "Whole content fiftered” - Thread
Taools 7
wswakch 16 n -7 The fitter wizard cow'd freeze in combination with tricky reguiar expressions - T
» Minor bugs fixed
a.20 (183
m [+] Auto-Filter: More date formats supported
m [x] Auto-Filter: Improved detection of dates
m [+] Highlight changes + watch filters: Highlight only matched results (this option is
enabled in bookmark properties + Advanced + Highlight changes)
v
< >
Bookmarks: 197 [6]
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C E H Website Watcher: Screenshot 1
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+» WehSite-Watcher
Eile Folder Bookmarks 3Search Import Backup  Options  Wiew  Help
Folder Total . [=hw e 3 5 3
(7] Bookmarks ] |lt ] l‘] t* & & EI Ql 3 =D == []:l
(2 AllBookmarks [5] =] P HE Mame LURL last check Status
% Changed Book.. 5 + + = ‘WebSite-‘Watcher [PAD] http: //aignes_netf/pad/._. 28-Hovw-2001 - ... OK
H HotSites 0 « « = FTP-Uploader http: A dvwvava ftp-uploader.de... 28-MNow-20017 - 0759 0Ok
{-:1-:3 AukaiaS atch 10 + +« =+ MetCaptor http: A v netcaptor. com/d 28-Mow-2001 - 08:01 Ok
¢ Dizabled Bookm... 12 F + « Opera - the fastest browser http: A A opera. coms 28-Mow-2001 - 03:01 0Ok
+{ Emors 16 « o+ o+ PADGen http: /A azp-shareware. 28-Mow-20071 - 08:01 Ok
T Trash 0 «+ + B The Bat hittp: v ritlabs. comdthe. 28-Mow-2001 - 03:03 Ok
- ras « + « ‘wWehSitedwatcher BETA hitp: /¢ signes. net/beta. htm 28-Mov-2001 - 12233 DK
71 General [3] 18 1. . . winRaR hitp: / fvivove rarsoft comdwel.. 28-Mov-2001 - 08:02 0K
+ I'_:‘_']_ M agazines B |l e =
I'_:‘_']_ Mews 0 —
|'_:‘_I private [1] E @ &I | 2 JiE ] ||fletEpoiiw | B & W L] S BB S A
= r..‘l Programming 13 B
(3} Comporents 3 setting "use default path" was enabled A5
r_}_i Faud 0 s [-] bugfix: button "Test filter" in dialog "ignore
B Toals 3 userdefined strings" didn't wark properly, if there were
% Software [1] g more than one regular expressions entered
[ Tools 7 e [-] minor bugs fized
() wawatch 16
s [+7 Bookmark properties J new check opdion! max, one
update per wesk
o S+] Bookmnark properties O new Autolistch opdion: o
ane updaite per week
o J+7 New report flalds: <l--wew_hote--3 and <i--
wew note forrmat-->
s -7 relative inks were not canverted correcty o w
EBookmarks: 80 [S] Fertig
) Copyright © by EC-Council
EC-Council All Rights Reserved. Reproduction is Strictly Prohibited




C E H Website Watcher: Screenshot 2
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Bookmark

General | Options

M ame:

LRL:

(%) by content
() by file-date
{0 by file-size

[ Dan't check

Checking-method

Actions | Autovw atch | Download | Wiew Report || Advanced | Mote

atcher BETA

http: /£ aignes. net/betasbeta. bt

Alternative Check-URL [if empty, LRL will be checked)

Optionz when checking webszites for changes

Ignore all links and imagesz/banner=s

lgrore all HTML-T ags

[T lgnare uzerdefined SHRGE oo
[ ]wiatch only userdefined stings o
[ 11gnore all numbers

[ 1grare all typical date-strings

|

[ T est filter

-
Compare wersions ]
o
[ (0] .4 ] [ Cancel ] [ Help ]

EC-Council
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C E H Website Watcher: Screenshot 3
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vk Extended Search

Search | Options | Search Results

Search for:

Falder “wWihere

) all Bookmarks Bookmarks
*) Selected folder Mew Werzions [file]
Ihciude Subfolders [] 01d wersions [fil=)

i o | & i Aderne wev D000 wzveat : ; I NE N
Aftnang-PUchheim, 800 =
Austria
Release Date: 2209720071 Tupe: Shareware
Felease Status: Major File Size: 85&6kBE (0.B6MB) YPE!

Cost: 29.945
Update

Keywords: Bookmark Checker, Bookmark Organizer, Update Checker, Link Checker,
Fawarites Checker, "WebSite Watcher, WebSite-\wWatcher, \WebSite Download, Offline
Feader, Offline Browser

Description: WebSite-\Watcher wvour favorite websites for updates and
changes with a minimum of time and online-costs, \When changes are detected
WebSite-Watcher saves the last two versions of websites to yvour harddisk and

rimkliAakt sl ~lRasAacs ilm e tavtr Shirmarke TESRAIS STimars Brmssecar—Thtamrati;mrn Teamart asA
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How to Fake Websites
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C EH steps to Create Fake Login Pages
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8

EC-Council

e Open any form building website (www.xyz.com) and sign up

e Login with newly registered account

e Click =>Create First Form

» Delete all pre-defined entries and just leave ‘First Name’

 Click 2> First Name and Click >Power Tool Option

e Double click >PasswordBox

* Click the newly form password entry to rename it as ‘Password’

 Click > Properties Option
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c [ H How to Create Fake Login Pages

s e e (CONT')

g ° Give any title to the form

10 ° Put any link, say http://www.google.com in ThankYou URL

11 ° Click ->Save and click = Source Option

12 ° Two Options: Optionl & Option2 are visible, copy the full code of ‘Option2’

13 * Open notepad and write the ‘Option2’ code

14 Save the notepad file as index.html

Host this ‘index.html’ on Internet by using FREE hosting provider service

15
16 ° Login in your hosting account and open ‘File Manager’
17 ° Upload index.html
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c E H Faking Websites using Man-in-the-

Middle Phishing Kit
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This kit enables hackers to sit between prospective marks and
legitimate businesses

Using Universal Man-in-the-Middle Phishing Kit, an attack can
be launched to import pages from any target website

Malicious users can use this kit to do phishing attacks

It can intercept any type of credentials submitted to a target site
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c E H Faking Websites using Man-in-the-

Middle Phishing Kit (cont'd)
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Fraudsters use Universal Man-in-the-Middle Phishing Kit to
create a fake URL via a simple and user-friendly online interface

This fake URL communicates with the legitimate website of the
targeted organization in real-time

The target victim receives a phishing email and when clicking on
the link s/he is directed to the fake URL
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C E H Benefits to Fraudster
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Using Universal Man-in-the-Middle Phishing Kit, attackers
can launch attack to import WebPages from any target website

This kit can launch attacks, which can intercept any type of
credentials submitted to the site after the victim has logged

Into the account

-
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C EH steps to Perform Footprinting
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e Find companies’ external and internal URLs

» Perform whois lookup for personal details

o Extract DNS information

» Mirror the entire website and look up names

<

e Extract archives of the website

Google search for company’s news and press releases

=

e ~Use people search for personal information of employees

» Find the physical location of the web server using the tool “NeoTracer”

e Analyze company’s infrastructure details from job postings

10! ° Track the email using “readnotify.com”
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C E H What Happened Next
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Mason footprints Xmachi Inc and gets some critical information which
helps him in his assault on the notebook manufacturer.

«c N

The following is a partial list of information that
Mason gathered :

- J

e Domains and Sub Domains
 |P address and address range

e Contact Details of some employees including the Network
Administrator; it included telephone number, email id, and address

e Current Technologies
 DNS information
e Firewalls

Mason now has enough information to bring down the network of Xmachi
Inc
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C EH Summary
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Information gathering phase can be categorized broadly into seven
phases

Footprinting renders a unique security profile of a target system

Whois and ARIN can reveal public information of a domain that can be
leveraged further

Traceroute and mail tracking can be used to the target specific IP and
later for IP spoofing

Nslookup can reveal specific users and zone transfers can compromise
DNS security
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CEH
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Copyright 1998 Randy Glasbergen. www.glasbergen.com

“I’'m paid $4,000,000 a year. You’re paid $40,000.
The only difference is a few zeros. Everyone knows
that zero equals nothing. So what’s the problem?”
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EC-Council

@ 2000 Randy Glazsbergen.
www.glasbergen.com

—r

— T

"Information security is becoming a big problem here.
Do you still have my Captain Crunch decoder ring, Ma?"
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