WGET(1) GNU Wget WGET(1)

NAME

Wget — The non-interast retwork downloader.
SYNOPSIS

waget [option... [URL]...
DESCRIPTION

GNU Woaget is a free utility for non-interagé download of files from the 8h It supportsHTTP, HTTPS,
andFTP protocols, as well as retvid throughHTTP proxies.

Wget is non-interacte, meaning that it can work in the background, while the user is not logge@his.
allows you to start a ret@l and disconnect from the system, letting Wget finish tlogkw By contrast,
most of the Web bresers require constant usernresence, which can be a great hindrance when
transferring a lot of data.

Wget can follev links inHTML, XHTML, andCSSpages, to create local versions of remote web sites, fully
recreating the directory structure of the original sifEhis is sometimes referred to asecursie
downloading. W hile doing that, Wget respects the Robot Exclusion Standafb{s.txj. Wgetcan be
instructed to covert the links in downloaded files to point at the local files, for offline viewing.

Wget has been designed for robustness slow or unstable network connections; if avddoad fails due
to a network problem, it will &ep retrying until the whole file has been retik If the server supports
regetting, it will instruct the server to continue the download from where it left off.

OPTIONS
Option Syntax
Since Wget useSNU getopt to process command-line argumentaryeoption has a long form along with
the short onelLong options are more ceenient to remembebut take ime to type. You may freely mix
different option styles, or specify options after the command-liggnaents. Thugou may write:

wget -r —-tries=10 http://fly.srk.fer.hr/ -o log

The space between the option accepting an argument and the argument may be loistitd .of-o0 log
you can write-olog.

You may put seeral options that do not require arguments together.
wget —-drc <URL>

This is completely equélent to:
wget —-d -r —-c <URL>

Since the options can be specified after the arguments, you may terminate them v@ththe following
will try to downloadURL —X, reporting failure tdog:

wget -o log ——- —-x

The options that accept comma-separated lists all respect thremtion that specifying an empty list clears
its value. This can be useful to clear thewgetrc settings. Br instance, if your.wgetrc sets
exclude_directories to/cgi-bin, the following e&kample will first reset it, and then set it techide
/"obodyand/"somebody You can also clear the lists .iwgetrc

wget -X " -X /“nobody,/ somebody

Most options that do not accept arguments laeleanoptions, so named because their state can be
captured with a yes-a1o (“boolean’) variable. Br example,——follow—ftp tells Wget to follev FTPlinks

from HTML files and, on the other hane-no—globtells it not to perform file globbing oRTP URLs. A
boolean option is eitheaffirmative or negative (beginning with ——no). All such options share \szal
properties.

Unless stated otherwise, it is assumed that the default behavior is the opposite of what the option
accomplishes. & example, the documented existence-obllow—ftp assumes that the default isrtot
follow FTPlinks fromHTML pages.

Affirmative gotions can be mgted by prepending the—no- to the option name; getive gtions can be
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negaed by omitting the-—no- prefix. Thismight seem superfluous——-if the deft for an dirmative
option is to not do something, thenyvprovide a way to eplicitly turn it off? Butthe startup file may in
fact change the datilt. For instance, usinfollow_ftp = on in .wgetrcmakes Wgefollow FTPlinks

by default, and using—no—follow—ftp is the only way to restore the factory default from the command
line.

Basic Startup Options
-V
—-version
Display the version of Wget.
-h
——help
Print a help message describing all of Wgye@mmand-line options.
-b
——background
Go to background immediately after startulb.no output file is specified via theo, output is
redirected tavget-log

—ecommand

——executecommand
Executecommandas if it were a part afvgetrc A command thus woked will be executedafter the
commands inwgetrg thus taking precedencee them. Ifyou need to specify more than one wgetrc
command, use multiple instances-ef

Logging and Input File Options
—o logfile
——output-file=logfile
Log all messages fogfile. The messages are normally reported to standard error.

—-alogfile

——append-outputdogfile
Append tologfile. This is the same a0, only it appends tdogfile instead of @erwriting the old log
file. If logfile does not exist, a mefile is created.

—-d

——debug
Turn on debug output, meaning various information important to thaogers of Wget if it does not
work properly Your system administrator mayveacosen to compile Wget without debug support,
in which case-d will not work. Pleasenote that compiling with dely support is &ays
safe———Wget compiled with the debug support nilt print ary debug info unless requested witH.

-q

——quiet
Turn off Wget's autput.

-V

—-verbose
Turn on verbose output, with all thealable data. The default output is verbose.

-nv

——no-verbose

Turn off verbose without being completely quiet (usgfor that), which means that error messages
and basic information still get printed.

——report-speedztype
Output bandwidth atype The only accepted valuelits.

—i file
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——input-file=file

Read URLs from a local oxternalfile. If — is specified adile, URLs are read from the standard
input. (Use./-to read from a file literally namesl)

If this function is used, no URLs need be present on the command line. If there are URLSs both on the
command line and in an input file, those on the command lines will be the first ones to bedrelfie
——force—html is not specified, thefile should consist of a series of URLSs, one per line.

However, if you specify——force—html, the document will be garded ashtml. In that case you may
have problems with relatie links, which you can soévéther by adding<base href="url"> to
the documents or by specifyirg-base=url on the command line.

If the file is an &ternal one, the document will be automatically treatebtias if the Content-ype
matchegtext/html. Furthermore, thdile’s location will be implicitly used as base href if nonasw
specified.

——input—-metalink=file

Downloads files ogered in local MetalinKile. Metalink version 3 and 4 are supported.

——keep—badhash

Keeps downloaded Metalink'files with a bad hash. It appends .badhash to the name of Metalink’
files which hae a ©iecksum mismatch, except withoweonriting existing files.

——metalink—over—http

IssuesHTTP HEAD request instead 06ET and etracts Metalink metadata from response headers.
Then it switches to Metalink dmload. If no valid Metalink metadata is found, @&l back to
ordinary HTTP download. Enables Content-Type: application/metalink4+xml files
download/processing.

——metalink—index=number

Set the Metalinlapplication/metalink4+xml metaurl ordinaNUMBER. From 1 to the total number of
“ application/metalink4+xml'available. Specify0 or inf to choose the first good on#letaurls, such
as those from a—metalink—over—http, may hare keen sorted by prioritydy’s value; keep this in
mind to choose the rightUMBER.

——preferred-location

-F

Set preferred location for Metalink resources. This hicieff multiple resources with same priority
are ailable.

——force—html

When input is read from a file, force it to be treated asi®&vL file. This enables you to retne
relative links from «isting HTML files on your local disk, by addingbase href="url"> to
HTML, or using the-—basecommand-line option.

-B URL
——baseJRL

Resoles relatve links usingURL as the point of reference, when reading links fronHanIL file
specified via the-i/-—input-file option (together with-—force—html, or when the input file as
fetched remotely from a sawdescribing it asiTML). This is equidlent to the presence ofEnSE
tag in theHTML input file, withURL as the value for there £ attribute.

For instance, if you specifinttp://foo/bar/a.html for URL, and Wget reads./baz/b.html from the
input file, it would be resolved tattp://foo/baz/b.html.

——config=FILE

Specify the location of a startup file you wish to use.

——rejected-log=dogfile

Logs all URL rejections tologfile as comma separatedlues. Thevalues include the reason of
rejection, theuRL and the parentRL it was found in.
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Download Options
—-bind-address-ADDRESS
When making clienTCP/IP connections, bind taDDRESSon the local machineADDRESSmay be
specified as a hostnamelBraddress. Thisption can be useful if your machine is bound to multiple
IPs.

—-bind-dns—-addressADDRESS
[libcares only] This address/errides the route foDNS requests. If youwer need to circument the
standard settings from /etc/resolv.conf, this option together wittins—sewrers is your friend.
ADDRESSMust be specified either as IPv4 or IPv6 addr&¥get needs to be built with libcares for
this option to be\ailable.

——dns-sekers=ADDRESSES
[libcares only] The gien address(es) wrride the standard nameserver addresses, e.g. as configured
in /etc/resolconf. ADDRESSE®nay be specified either as IPv4 or IPv6 addresses, comma-separated.
Wget needs to be built with libcares for this option tovadable.

-t number

——tries=number
Set number of tries toumber Specify 0 orinf for infinite retrying. The default is to retry 20 times,
with the exception of fatal errors ék“connection refused’or ‘‘not found’ (404), which are not
retried.

-Ofile

——output-document=file
The documents will not be written to the appropriate files, but all will be concatenated together and
written to file. If — is used adile, documents will be printed to standard output, disabling link
corversion. (Use/-to print to a file literally namesd.)

Use of-0 is notintended to mean simply "use the nafiteeinstead of the one in théRL;" rather it
is analogous to shell redirectiamget —O file http://foois intended to work liewget —O - http://foo
> file; file will be truncated immediatelynd all downloaded content will be written there.

For this reason-N (for timestamp-checking) is not supported in combination with sincefile is
always newly created, it will alvays have a vey newv timestamp. A warning will be issued if this
combination is used.

Similarly, using-r or —p with —O may not vork as you expect: Wgetom't just download the first file

to file and then download the rest to their normal nammkkstownloaded content will be placed fite.

This was disabled in version 1.1ltlhas been reinstated (with a warning) in 1.11.2, as there are some
cases where this behavior can actuallyetame use.

A combination with—-nc is only accepted if the ggn output file does not exist.

Note that a combination withk is only permitted when downloading a single document, as in that
case it will just covert all relatve URIs to external ones;k makes no sense for multiple URIs when
they're all being downloaded to a single fitd; can be used only when the output is a regular file.

-nc
——no-clobber
If a file is davnloaded more than once in the same directdfget's behavior depends on a Ve
options, including-nc. In certain cases, the local file will lsbobbered or overwritten, upon repeated
download. Inother cases it will be preserved.

When running Wget withoutN, —nc, —r, or —p, downloading the same file in the same directory will
result in the original copof file being preserved and the secondycbging namedile.1. If that file is
downloaded yet again, the third gowill be namedfle.2, and so on. (This is also the behavior with
—-nd, even if —r or —p are in efect.) When-nc is specified, this bek#r is suppressed, and Wget will
refuse to download newer copiesfibé. Therefore, ho—-clobber" is actually a misnomer in this
mode——-its mot clobbering thas prevented (as the numeric d$ies were already prenting
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clobbering), but rather the multiple version saving thavented.

When running Wget withkr or —p, but without—N, —nd, or —nc, re-davnloading a file will result in
the nev copy simply overwriting the old. Adding —nc will prevent this behwior, instead causing the
original version to be preserved ang aewer copies on the server to be ignored.

When running Wget witkN, with or without—r or —p, the decision as to whether or not tawiidoad
a rewer copy of a file depends on the local and remote timestamp and size of therfdenay not be
specified at the same time-&¥.

A combination with—-O/-—output—-documentis only accepted if the ggn output file does not exist.

Note that whenr-nc is specified, files with the dikes.html or .htm will be loaded from the local disk
and parsed as if thidhad been retrieed from the Web.

——backups=backups
Before (wver)writing a file, back up an existing file by addinglasuffix (_1 onVMS) to the file name.
Such backup files are rotated.20.3, and so on, up tbackupgand lost beyond that).

-C

——continue
Continue getting a partially-downloaded file. This is useful when you want to finish uprdodd
started by a previous instance of Wget, or by another progfamnstance:

wget —-c ftp://sunsite.doc.ic.ac.uk/1s-1R.Z

If there is a file namel$—-IR.Z in the current directoryWget will assume that it is the first portion of
the remote file, and will ask the server to continue the vetfimm an offset equal to the length of the
local file.

Note that you dom’need to specify this option if you just want the currembéation of Wget to retry
downloading a file should the connection be lost midway throuldtis is the default bekior. —c
only affects resumption of downloads starfetr to this invocation of Wget, and whose local files
are still sitting around.

Without —c, the previous example would justwidload the remote file t¢s—IR.Z.1, leaving the
truncateds-IR.Zfile alone.

If you use—c on a non-empty file, and the server does not support continwedodaling, Wget will
restart the download from scratch angravrite the existing file entirely.

Beginning with Wget 1.7, if you usec on a file which is of equal size as the one on theegafiget

will refuse to download the file and print an explanatory message. The same happens when the file is
smaller on the seer than locally (presumably because it was changed on the server since your last
download attempt)-—-because “continuirig’not meaningful, no download occurs.

On the other side of the coin, while using any file thats kigger on the server than locally will be
considered an incomplete download and onlyength (remote) - length(local)) bytes
will be downloaded and tacked onto the end of the local file. This/lmelaan be desirable in certain
cases———for instance, you can wgget —cto download just the meportion thats been appended to a
data collection or log file.

However, if the file is bigger on the server becausehtenchanged as gposed to jusappendedo,
you'll end up with a garbled file. Wget has naywof verifying that the local file is really ahd
prefix of the remote fileYou need to be especially careful of this when usiegn conjunction with
-r, snce &ery file will be considered as an “incomplete downldadindidate.

Another instance where you'll get a garbled file if you try to-tsis if you have a BmeHTTP proxy
that inserts a “transfer interruptédtring into the local file.In the future a‘follback” option may be
added to deal with this case.

Note that-c only works withFTP servers and withiTTP servers that support tleange header.
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——start-pos=OFFSET
Start downloading at zero-based posit@PFSET Offset may be xpressed in bytes, kilobytes with
the 'k’ suffix, or mgabytes with the ‘m’ suffix, etc.

——start—pos has higher precedenc&ep ——continue. When——start—pos and ——continue are both
specified, wget will emit a warning then proceed as-ifontinue was ésent.

Sener support for continued download is required, otherwisstart—pos cannot help.See—c for
details.

——progresszype
Select the type of the progress indicator you wish to usgd Lredicators are “dot'and “bar”.

The *bar” indicator is used by dafilt. Itdravs anASCII progress bar graphics (a.k#érmometer”
display) indicating the status of retré If the output is not &TY, the ‘dot” bar will be used by
default.

Use ——progress=dotto switch to the‘dot” display It traces the retni@l by printing dots on the
screen, each dot representing a fixed amount of downloaded data.

The progresgype can also ta ane or more parameters. The parameteny \based on théype
selected. Brameters ttypeare passed by appending them to the type sperated by a coloa thjslik
——progresstypeparameteriparameter2

When using the dotted retvid, you may set thetyle by specifying the type adot:style Different
styles assign different meaning to one dafith thedefault style each dot represents 1K, there are
ten dots in a cluster and 50 dots in a linEhe binary style has a more‘computer’-like
orientation———8K dots, 16-dots clusters and 48 dots per line (whiclesrfak 384K lines).The
mega Style is suitable for downloading large files———each dot represents 64Kewttiecre are eight
dots in a clusteand 48 dots on each line (so each line contains 3Vega is not enough then you
can use theyiga style———each dot represents 1M rete@ there are eight dots in a clustard 32
dots on each line (so each line contains 32M).

With ——progress=batr, there are currently twpossible parameterirceandnoscroll

When the output is not &TY, the progress bar\abys falls back to‘tdot”, even if ——progress=bar
was passed to Wget duringvuacation. This behaviour can bgepridden and the'bar” output forced
by using the “force’parameter as—progress=bar:force

By default, thebar style progress bar scroll the name of the file from left to right for the file being
downloaded if the filename exceeds the maximum length allotted for its didplagrtain cases, such

as with ——progress=bar:force one may not want the scrolling filename in the progress Bsr
passing the'hoscroll” parameterWget can be forced to display as much of the filename as possible
without scrolling through it.

Note that you can set the default style usingthegress command inwgetrc That setting may be
overridden from the command lineFor example, to force the bar output without scrolling, use
——progress=bar:force:noscroll

——show-progress
Force wget to display the progress bar ig aarbosity.

By default, wget only displays the progress bar in verbose mode. One mayehovant wget to
display the progress bar on screen in conjunction wiyhodlrer verbosity modes lik——no-verbose

or ——quiet. This is often a desired a property whewoking wget to download seral small/lage
files. Insuch a case, wget could simply beaked with this parameter to get a much cleaner output
on the screen.

This option will also force the progress bar to be printestderrwhen used alongside the-logfile
option.
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——timestamping

Turn on time-stamping.

——no-if-modified-since

Do not send If-Modified-Since header-itN mode. Send preliminamyEAD request instead. This has
only effect in—-N mode.

——no-use-sever—timestamps

-S

Don't set the local files imestamp by the one on the server.

By default, when a file is dnloaded, its timestamps are set to match those from the remote file. This
allows the use of-—timestamping on subsequent wacations of wget. Hoever, it is sometimes
useful to base the local fieimestamp on when it was actually downloaded; for that purpose, the
——no-use-sever—timestamps option has been provided.

——Selver-response

Print the headers sent By TP servers and responses sentbp servers.

——spider

When irvoked with this option, Wget will behae & a Web spider, which means that it will not
download the pages, just check thatyttaee there. For example, you can use Wget to check your
bookmarks:

wget ——-spider —--force-html -i bookmarks.html

This feature needs much more work for Wget to get close to the functionality of real web spiders.

-T seconds
——timeout=seconds

Set the network timeout tgeecondsseconds. Thids equvalent to specifying——dns—timeout,
——connect-timeout and ——read-timeout, dl at the same time.

When interacting with the netwk, Wget can check for timeout and abort the operation if it takes too
long. Thisprevents anomalies li& hanging reads and infinite connect&he only timeout enabled by
default is a 900-second read timeo&@etting a timeout to 0 disables it altogethenless you kna

what you are doing, it is best not to change the default timeout settings.

All timeout-related options accept decimallues, as well as subsecoralues. Br example, 0.1
seconds is a ¢ (though unwise) choice of timeouSubsecond timeouts are useful for checking
server response times or for testing network Iatenc

——dns—timeout=seconds

Set theDNS lookup timeout tsecondseconds.DNS lookups that doi’complete within the specified
time will fail. By default, there is no timeout dBNS lookups, other than that implemented by system
libraries.

——connect-timeoutseconds

Set the connect timeout wecondsseconds.TCP connections that taklonger to establish will be
aborted. Bydefault, there is no connect timeout, other than that implemented by system libraries.

——read-timeout=seconds

Set the read (and write) timeoutdecondseconds. Thétime” of this timeout refers talle time if,

at ary point in the download, no data is resl for more than the specified humber of seconds,
reading &ils and the download is restarted. This option does not directly affect the duration of the
entire download.

Of course, the remote server may choose to terminate the connection sooner than this option requires.
The default read timeout is 900 seconds.
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——limit-rate= amount
Limit the download speed @mmountbytes per secondAmount may be expressed in bytes, kilobytes
with the k suffix, or megabytes with them sufix. For example, ——limit-rate=20k will limit the
retrieval rate to 20KB/s.This is useful when, for whater reason, you dohwant Wget to consume
the entire aailable bandwidth.

This option allows the use of decimal numbers, usually in conjunction witkerpsufixes; for
example,——limit-rate=2.5k is a legyd value.

Note that Wget implements the limiting by sleeping the appropriate amount of time afteroaknetw
read that took less time than specified by the ratentually this strategy causes ther transfer to
slow down to goproximately the specified ratélowever, it may tale sme time for this balance to be
achieved, so dort be surprised if limiting the rate doesnwork well with very small files.

-w seconds

——wait=seconds
Wait the specified number of seconds between the valsie Useof this option is recommended, as it
lightens the seer load by making the requests less frequent. Instead of in seconds, the time can be
specified in minutes using thesuffix, in hours using suffix, or in days using suffix.

Specifying a large value for this option is useful if the network or the destination hostrissiothat
Wget can wit long enough to reasonably expect the network error to be fixed before theThatry
waiting interval specified by this function is influenced-byrandom-wait, which see.

——waitretry=seconds
If you dont want Wget to wait betweesvery retrieval, but only between retries of failed winloads,
you can use this option. Wget will ukeear badoff, waiting 1 second after the first failure on aepi
file, then waiting 2 seconds after the second failure on that file, up to the maximum nusdzamofs
you specify.
By default, Wget will assume a value of 10 seconds.

——random-wait
Some web sites may perform log analysis to identify relrigrograms such as Wget by looking for
statistically significant similarities in the time between requests. This option causes the time between
requests to ary between 0.5 and 1.5wait seconds, whergvait was gecified using the-—wait
option, in order to mask Wgstpresence from such analysis.

A 2001 article in a publication geted to deelopment on a popular consumer platform provided code
to perform this analysis on the.fljts author suggested blocking at the class C addnessdeensure
automated retriel programs were blocked despite changing DHCP-supplied addresses.

The—-random-wait option was inspired by this ill-advised recommendation to blockynanelated
users from a web site due to the actions of one.

——No—proxy
Don't use proxies,\een if the appropriate_proxy environment variable is defined.

-Q quota

——guota=guota
Specify download quota for automatic retels. The value can be specified in bytes (delt),
kilobytes (withk suffix), or megabytes (withm suffix).

Note that quota will ner affect downloading a single fileSo if you specifywget —Q10k
https://example.com/Is—-IR.gz dl of the Is-IR.gz will be dowvnloaded. Thesame goesven when
several URLs are specified on the command-liméowever, quota is respected when retrieving either
recursvely, or from an input file. Thus you may safely tywget —Q2m —i sites——dawvnload will be
aborted when the quota is exceeded.

Setting quota to 0 or taf unlimits the download quota.
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——no—-dns—cache

Turn off caching ofDNS lookups. NormallyWget remembers the addresses it looked up frobNS
so it doesrt' haveto repeatedly contact tHeNS sener for the same (typically small) set of hosts it
retrieves from. Thiscache exists in memory only; am&/get run will contacDNS again.

However, it has been reported that in some situations it is not desirable to cache host namies, e
the duration of a short-running applicatiorelget. With this option Wget issues awm@®NS lookup
(more preciselya rew all to gethostbyname Or getaddrinfo) each time it makes a ne
connection. Pleasaote that this option willhot affect caching that might be performed by the
resolving library or by an external caching Igyseich asNSCD.

If you dont understand exactly what this option does, you probably tweed it.

——restrict—file—names=modes

4

Change which characters found in remote URLs must be escaped during generation of local filenames.
Characters that anestricted by this option are escaped, i.e. replaced wiHH, whereHH is the
hexadecimal number that corresponds to the restricted charBgi®option may also be used to force

all alphabetical cases to be either lower— or uppercase.

By default, Wget escapes the characters that are not valid or safe as part of file names on your
operating system, as well as control characters that are typically unprintalideoption is useful for
changing these defaults, perhaps because you are downloading to a vemanttion, or because

you want to disable escaping of the control characters, or you want to further restrict characters to only
those in theSCIl range of values.

The modesare a comma-separated set of text values. The acceptable valugsixareindows,
nocontrol, ascii, lowercase and uppercase The \aluesunix and windows are mutually gclusive
(one will override the other), as atewercaseanduppercase Those last are special cases, ayg the
not change the set of characters thatil be escaped, but rather force local file paths to beeted
either to lower— or uppercase.

When ‘unix’’ is specified, Wget escapes the charatterd the control characters in the ranges 0—-31
and 128--159. This is the default on Unixdi@gerating systems.

When ‘windows” is given, Wget escapes the charactgr$, /, :, 2, ", *, <, >, and the control
characters in the ranges 0—-31 and 128--159. In addition to this, WgdahdoAM¥ mode uses
instead of. to separate host and port in local file names, and@sestead of? to separate the query
portion of the file name from the rest. Therefore, URL that would be sa&d as
www.xemacs.org:4300/search.pl?input=blah in  Unix mode would be se@ed &
www.xemacs.org+4300/search.pl@input=blain Windowvs mode. This mode is the deft on
Windows.

If you specifynocontrol, then the escaping of the control characters is also switchetihig option
may male £nse when you are downloading URLs whose names codt@&nr8 characters, on a
system which can sa and display filenames i0TF-8 (some possible byte values usedJirF-8 byte
sequences fall in the range of values designated by Wget as “controls”).

The ascii mode is used to specify thatyabytes whose values are outside the rangeAstll
characters (that is, greater than 127) shall be escaped. This can be usefulvimhdilessames whose
encoding does not match the one used locally.

——inet4-only

-6

——inet6-only

Force connecting to IPv4 or IPv6 address®éith ——inet4—only or —4, Wget will only connect to
IPv4 hosts, ignoringhAAA records iNDNS, and refusing to connect to IPv6 addresses specified in
URLs. Cowersely, with ——inet6—only or -6, Wget will only connect to IPv6 hosts and ignore A
records and IPv4 addresses.
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Neither options should be needed normaBy default, an IPv6—aare Wget will use the address
family specified by the ho®'DNS record. Ifthe DNS responds with both IPv4 and IPv6 addresses,
Waget will try them in sequence until it finds one it can connec{Atso see--prefer-family
option described beln)

These options can be used to deliberately force the use of IPv4 or IPv6 adhiées bn dualdmily
systems, usually to aid debugging or to deal with broken network configuraiaty. one of
——inet6—only and ——inet4-only may be specified at the same time. Neither optiorvagahle in
Wget compiled without IPv6 support.

——prefer—family=none/IPv4/IPv6

When gien a doice of seeral addresses, connect to the addresses with specified address family first.
The address order returnedbyS is used without change by default.

This avoids spurious errors and connect attempts when accessing hosts that tesotia IPv6 and
IPv4  addresses from IPv4 netks. For eample, www.kame.net resohes to
2001:200:0:8002:203:47ff:fea5:3088nd t0203.178.141.194 When the preferred family ispv4,
the IPv4 address is used first; when the preferred familgs, the IPv6 address is used first; if the
specified value iaone, the address order returnedbisS is used without change.

Unlike —4 and-6, this option doesm'inhibit access to graddress &mily, it only changes therderin
which the addresses are accessédso note that the reordering performed by this option is
stable-—-it doesnt affect order of addresses of the saamify. That is, the relate ader of all IPv4
addresses and of all IPv6 addresses remains intact in all cases.

——retry—connrefused

Consider “connection refuséda transient error and try am. NormallyWget gives up on auRL
when it is unable to connect to the site because failure to connectrsasala sign that the server is
not running at all and that retrieould not help. This option is for mirroring unreliable sites whose
servers tend to disappear for short periods of time.

—-user=user
——password=password

Specify the usernamaser and passwrd passwordfor both FTP and HTTP file retrieval. These
parameters can be@ridden using the-—ftp—user and—-ftp—password options forFTP connections
and the-—http—user and——http—password options forHTTP connections.

——ask-password

Prompt for a password for each connection established. Cannot be specified-yphsaword is
being used, because yhare mutually exclusie.

——use—askpasseommand

Prompt for a user and password using the specified comniind. command is specified then the
command in the environmenarableWGET_ASKPASSs used.If WGET_ASKPASSs not set then the
command in the environment variald6H_ASKPASSIs used.

You can set the default command for use-askpass imtlpetrc That setting may beverridden from
the command line.

——no-iri

Turn off internationalizedRI (IRI) support. Use-—iri to turn it on.IRI support is actiated by default.

You can set the default state &l support using the ri command inwgetrc That setting may be
overidden from the command line.

——local-encoding=ncoding

Force Wget to usencodingas the default system encoding. That affects W¢get cowerts URLs
specified as arguments from localeJF-8 for IRI support.

Wget use the functiomnl_langinfo () and then thecHARSET environment variable to get the
locale. If it fails,ASCII is used.
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You can set the default local encoding using th&cal_encoding command in.wgetrc That
setting may bewerridden from the command line.

——remote—encoding=encoding
Force Wget to usencodingas the default remote server encoding. That affeats\Wget cowerts
URIs found in files from remote encoding WdF-8 during a recursie fetch. This options is only
useful foriRI support, for the interpretation of non-ASCII characters.

For HTTP, remote encoding can be found HTTP Content-Type header and inHTML
Content-Type http-equiv meta tag.

You can set the default encoding using thenot eencoding command inwgetrc That setting may
be werridden from the command line.

——unlink
Force Wget to unlink file instead of clobberingising file. This option is useful for downloading to
the directory with hardlinks.

Directory Options

-nd

——no-—directories
Do not create a hierarghof directories when retrieving recuvsly. With this option turned on, all
files will get saed to the current directorywithout clobbering (if a name shows up more than once,
the filenames will get extensiony.

-X

——force—-directories
The opposite of-nd———create a hierarghof directories, gen if one would not hee been created
otherwise. E.g.wget -x http://fly.srk.fer.hr/robots.txt will save the downloaded file to
fly.srk.fer.hr/robots.txt

-nH

——no-host-directories
Disable generation of host-prefixed directories. By defaultyoking Wget with -r
http://ffly.srk.fer.hr/ will create a structure of directories beginning withsrk.fer.hr/ This option
disables such behavior.

——protocol-directories
Use the protocol name as a directory component of local file naRoesxample, with this option,
wget —r http://hostwill save © http/host... rather than just thost....

——cut-dirs=number
Ignore number directory components.This is useful for getting a fine-grained contraleiothe
directory where recung retrieval will be saved.

Take, for example, the directory &ip://ftp.xemacs.org/pub/xemacs/ If you retriere it with —r, it
will be saved locally underftp.xemacs.org/pub/xemacsWhile the —-nH option can remee te
ftp.xemacs.orgpart, you are still stuck withbub/xemacs This is where-—cut-dirs comes in handy;
it makes Wget not'see” numberremote directory component$iere are seeral examples of he
——cut—dirs option works.

No options -> ftp.xemacs.org/pub/xemacs/
-nH -> pub/xemacs/

-nH —--cut-dirs=1 -> xemacs/

-nH —--cut-dirs=2 ->

—-—cut-dirs=1 -> ftp.xemacs.org/xemacs/

If you just want to get rid of the directory structure, this option is similar to a combinatiendoéind
—P. Howeve, unlike —nd, ——cut-dirs does not lose with subdirectories———for instance, withi
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——cut—dirs=1, abeta/subdirectory will be placed teemacs/betaas me would expect.

—P prefix

——directory—prefix=prefix
Set directory prefix toprefix The directory pefix is the directory where all other files and
subdirectories will be sad to, i.e. the top of the retnel tree. Thedefault is. (the current directory).

HTTP Options

——default-page=name
Usenameas the default file name when it iskhown (i.e., for URLs that end in a slash), instead of
index.html

-E

——adjust—extension
If a file of typeapplication/xhtml+xml or text/html is downloaded and theRL does not end with
the rggexp\.[Hh][Tt][Mm][LI]? , this option will cause the HiK .html to be appended to the local
filename. Thiss useful, for instance, when yoe'mirroring a remote site that usesp pages, bt
you want the mirrored pages to bewable on your stock Apache serv Another good use for this is
when you're downloading CGl-generated materidlSURL like http://site.com/article.cgi?25will be
saved as article.cgi?25.html

Note that filenames changed in this way will be re-downloadedy éime you re-mirror a site,
because Wget cantell that the localX.htmlfile corresponds to remotéRL X (since it doest’yet
know that theURL produces output of typext/html or application/xhtml+xml .

As of version 1.12, Wget will also ensure thay downloaded files of typgéext/cssend in the sdix
.css and the option was renamed fromhtml-extension to better reflect its ne behavior The old
option name is still acceptable, but shouldvie mnsidered deprecated.

At some point in the future, this option may well bgp@nded to include siifes for other types of
content, including content types that are not parsed by Wget.

——http—-user=user

——http—password=password
Specify the usernamgserand passward passwordon anHTTP server According to the type of the
challenge, Wget will encode them using eitherihaic (insecure), theligest, or the Wndows
NTLM authentication scheme.

Another way to specify username and password is inUtie itself. Eithermethod reeals your
password to ayone who bothers to rups. To prevent the passwords from being seen, use the
——use—askpas®r store them inwgetrcor .netrg and male sure to protect those files from other users
with chmod. If the passwords are really important, do notvéedhem lying in those files
either———edit the files and delete them after Wget has started the download.

——no-http—keep-alive
Turn off the ‘keep-alive” f eature forHTTP downloads. NormallyWget asks the server to keep the
connection open so that, when you download more than one document from the samthgeget
transferred wer the samerCpP connection. Thisases time and at the same time reduces the load on
the server.

This option is useful when, for some reason, persista@pdalve) connections do’work for you,
for example due to a sew bug or due to the inability of semside scripts to cope with the
connections.

——no—cache
Disable sergrside cache. In this case, Wget will send the remoteesemm appropriate direggé
(Pragma: no-caché to get the file from the remote service, rather than returning the caehsidn:
This is especially useful for retrieving and flushing out-of-date documents on proxy servers.

Caching is allowed by default.
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——no-cookies
Disable the use of cookiesCookies are a mechanism for maintaining eeside state. The sesv
sends the client a cookie using thet-Cookie header and the client responds with the same
cookie upon further requests. Since cookiesnatlie server owners toekp track of visitors and for
sites to exchange this information, some consider them a breachvadyprihe default is to use
cookies; howeer, storingcookies is not on by default.

——load-cookiesfile
Load cookies fronfile before the firsHTTP retrieval. file is a textual file in the format originally used
by Netscape'sookies.txfile.

You will typically use this option when mirroring sites that require that you be logged in to access
some or all of their contentThe login process typically works by the web server issuingiarP
cookie upon receiving and verifying your credentidlie cookie is then resent by the browser when
accessing that part of the site, and sowgggour identity.

Mirroring such a site requires Wget to send the same cookies yowsdsrosends when
communicating with the site. This is acked by —-load-cookies——simply point Wget to the
location of thecookies.txfile, and it will send the same cookies your browseuld send in the same
situation. Diferent browsers keep textual cookie files in different locations:

Netscape 4.x.
The cookies are ifi.netscape/cookies.txt

Mozilla and Netscape 6.x.
Mozilla’'s aokie file is also namedookies.txt located somewhere und&tmozilla in the
directory of your profile. The full path usually ends up looking seha like
“/.mozilla/default/some-weird-string/cookies.txt

Internet Explorer.
You can produce a cookie file Wget can use by using the File menu, Import and Export, Export
Cookies. Thishas been tested with Internet Explorer 5; it is not guaranteed to work with earlier
versions.

Other browsers.
If you are using a different browser to create your cookielad—cookieswill only work if you
can locate or produce a cookie file in the Netscape format that Wget expects.

If you cannot use-—load—cookies there might still be an alterned¢i If your browser supports a

“ cookie manager”, you can use it to wi¢he cookies used when accessing the sitergauirroring.
Write down the name andale of the cookie, and manually instruct Wget to send those cookies,
bypassing the “official’cookie support:

wget —-no-cookies —-—-header "Cookie: <name>=<value>"

——save—cookiesfile
Save wokies tdfile before aiting. Thiswill not save mokies that hae expired or that hae no expiry
time (so-called “session cookies”), but also se&keep—-session—cookies

——keep-session—cookies
When specified, causes-save—cookiesto also s@e £ssion cookies. Session cookies are normally
not saed because theare meant to be kept in memory and forgotten when you exit thesbro
Saving them is useful on sites that require you to log in or to visit the home page before you can
access some page®Vith this option, multiple Wget runs are considered a singled@osession as
far as te site is concerned.

Since the cookie file format does not normally carry session cookies, Wget marks them wghyan e
timestamp of 0.Wget's ——load—cookiesrecognizes those as session cookies, but it might confuse
other bravsers. Alsaote that cookies so loaded will be treated as other session cookies, which means
that if you want ——save—cookiesto presere them again, you must use-keep—session—cookies
again.
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——ignore-length
Unfortunately some HTTP seners €GI programs, to be more precise) send out bogus
Content-Length headers, which mals Wget go wild, as it thinks not all the documertsw
retrieved. You can spot this syndrome if Wget retries getting the same document again and again, each
time claiming that the (otherwise normal) connection has closed on the very same byte.

With this option, Wget will ignore theontent-Length header——-as if it ner existed.

——header=header-line
Sendheader-linealong with the rest of the headers in eHaTP request. Theupplied header is sent
as-is, which means it must contain name and value separated by colon, and must not contain newlines.

You may define more than one additional header by specifyitgadermore than once.

wget —--header='Accept-Charset: 1s0-8859-2"' \
——header="'Accept-Language: hr' \
http://fly.srk.fer.hr/

Specification of an empty string as the header value will clear all previous user-defined headers.

As of Wget 1.10, this option can be used ¥erode headers otherwise generated automaticdlys
example instructs Wget to connect to localhost, but to spémfypar in theHost header:

wget —--header="Host: foo.bar" http://localhost/

In versions of Wget prior to 1.10 such use-eheadercaused sending of duplicate headers.

——max-redirect=number
Specifies the maximum number of redirections to ¥olfor a resource. The default is 20, which is
usually far more than necessaloweve, on those occasions where you want to wllmore (or
fewer), this is the option to use.

——proxy-user=user
——proxy—password=password
Specify the usernameserand passard passwordfor authentication on a proxy serv Wget will
encode them using thea s i c authentication scheme.

Security considerations similar to those witthttp—password pertain here as well.

——referer=url
Include ‘Referer:url’ header inHTTP request. Usefufor retrieving documents with sewside
processing that assume ytaee alvays being retrieed by interactve web browsers and only come out
properly when Referer is set to one of the pages that point to them.

—-—save—headers
Save the headers sent by thRgTP sener to the file, preceding the actual contents, with an empty line
as the separator.

-U agent-string
—-user—agentagent-string
Identify asagent-stringto theHTTP server.

The HTTP protocol allows the clients to identify themselves usingsar-2Agent header field.This
enables distinguishing th&#ww software, usually for statistical purposes or for tracing of protocol
violations. Wgetnormally identifies asVgetiversion versionbeing the current version number of
Woget.

However, some sites hae keen known to impose the pgliof tailoring the output according to the
User-Agent-supplied information. While this is not such a bad idea in théonas been alsed
by servers deiing information to clients other than (historically) Netscapge naore frequently
Microsoft Internet ExplorerThis option allows you to change theer-aAgent line issued by Wget.
Use of this option is discouraged, unless you reallywkwbat you are doing.

Specifying empty user agent with-user—agent="" instructs Wget not to send thiser-Agent
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header irHTTP requests.

——post-data=string

——post-file=file
Use POST as the method for alHTTP requests and send the specified data in the request body
——post—data sendsstring as data, whereas—post-file sends the contents @ife. Other than that,
they work in exactly the same ay. In particular they both expect content of the form
keyl=valuelskey2=value2, with percent-encoding for special characters; the only difference is
that one expects its content as a command-line parameter and the other accepts its content from a file.
In particular ——post-file is not for transmitting files as form attachments: those must appear as
key=value data (with appropriate percent-coding) justliéeerything else. Wget does not currently

support multipart/form-data for transmitting POST data; only
application/x-www—form—urlencoded. Only one of——post-data and ——post-file should
be specified.

Please note that wget does not require the content to be of thedgimavaluelskey2=value2,
and neither does it test for it. Wget will simply transmit whetelata is provided to it. Most seaks
however expect thePOSTdata to be in the ale format when processingrML Forms.

When sending ®0STrequest using the—post-file option, Wget treats the file as a binary file and
will send eery character in thePOST request without stripping trailing newline or formfeed
characters. Another control characters in the text will also be sent as-is ir@sTrequest.

Please beweare that Wget needs to kwothe size of thePOST data in adance. Therefordghe
argument to--post-file must be a mgular file; specifying &IFO or something like /dev/stdin
won't work. It's mot quite clear he to work around this limitation inherent iHTTP/1.0. Although
HTTP/1.1introduceschunkedtransfer that doesnrequire knowing the request length in adee, a
client cant use chunked unless it knowssitalking to anHTTP/1.1server And it cant know that until
it receves a lesponse, which in turn requires the request t@ llmen completed— a chicken-and-
egg problem.

Note: As of wersion 1.15 if Wget is redirected after th@STrequest is completed, its behaviour will
depend on the response code returned by thersérvcase of a 301 Meed Permanently302 Moved
Temporarily or 307 Temporary Redirect, Wget will, in accordance Rit2616,continue to send a
POSTrequest. Incase a server amts the client to change the Request method upon redirection, it
should send a 303 See Other response code.

This example shows hoto log in to a server usingOSTand then proceed to Woload the desired
pages, presumably only accessible to authorized users:

# Log in to the server. This can be done only once.
wget —-—-save-cookies cookies.txt \
—--post—-data 'user=foo&password=bar' \
http://example.com/auth.php

# Now grab the page or pages we care about.
wget —--load-cookies cookies.txt \
-p http://example.com/interesting/article.php

If the serer is using session cookies to track user authentication, tive allbnot work because
——save—cookieswill not save them (and neither will browsers) and ttwokies.txfile will be empty

In that case use—keep—session—-cookiealong with ——save-cookiesto force saing of session
cookies.

——method=HTTP-Method
For the purpose of RESTful scripting, Wget allows sending of a#1aP Methods without the need
to explicitly set them using—header=Header-Line Wget will use whateer string is passed to it
after——method as theHTTP Method to the server.
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——body-data=Data-String
——body-file=Data-File

Must be set when additional data needs to be sent to the server along with the Method specified using
——method. ——body-datasendsstring as data, whereas-body—file sends the contents file. Other
than that, thework in exactly the same way.

Currently, ——body-file is not for transmitting files as a whole. Wget does not currently support
multipart/form-data for transmitting data; only
application/x-www—form—urlencoded. In the future, this may be changed so that wget
sends the-—body—file as a complete file instead of sending its contents to therselease be\aare

that Wget needs to kmothe contents ofBODY Data in advance, and hence the argument to
——body—file should be a regular file. See-post-file for a more detailedxplanation. Onlyone of
——body—-dataand——body-file should be specified.

If Wget is redirected after the request is completed, Wget will suspend the current method and send a
GET request till the redirection is completedihis is true for all redirection response codes except 307
Temporary Redirect which is used to explicitly specify that the request method staiuddange.
Another exception is when the method is sep¢sT, in which case the redirection rules specified
under—-post-dataare followed.

——content—disposition

If this is set to on, experimental (not fully-functional) supportdfentent-Disposition headers
is enabled. This can currently result in extra round-trips to the serverfararequest, and is kmm
to suffer from a fev bugs, which is wi it is not currently enabled by default.

This option is useful for some file-doloading CGI programs that useontent-Disposition
headers to describe what the name of a downloaded file should be.

When combined with——metalink—over-http and —-trust-server—names a Content-Type:
application/metalink4+xml file is named using theontent-Disposition filename field, if
available.

——content—on-error

If this is set to on, wget will not skip the content when the server responds with a http status code that
indicates error.

——trust—-server—-names

If this is set, on a redirect, the local file name will be based on the redire&tionBy default the
local file name is based on the origindRL. When doing recurge retrieving this can be helpful
because in manweb sites redirected URLs correspond to an underlying file structure, while link
URLSs do not.

——auth—-no-challenge

If this option is g¥en, Wget will send BasieiTTP authentication information (plaintext username and
password) for all requests, justdikVget 1.10.2 and prior did by default.

Use of this option is not recommended, and is intended only to support senobseure semrs,
which never sendHTTP authentication challengesytiaccept unsolicited auth info, say addition to
form-based authentication.

——retry—on-http—error= code[,code,...]

Consider gien HTTP response codes as non-fatal, transient errors. Supply a comma-separated list of
3-digit HTTP response codes as argument. Useful to work around special circumstances where retries
are required, but the server responds with an error code normally not retried by Wget. Such errors
might be 503 (Service Uwalable) and 429 (Too ManRequests). Retries enabled by this option are
performed subject to the normal retry timing and retry count limitations of Wget.

Using this option is intended to support special use cases only and is generally not recommended, as it
can force retriesven in cases where the server is actually trying to decrease its load. Please use wisely
and only if you knw what you are doing.
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HTTPS (SSL/TLS) Options
To support encryptediTTP (HTTPS downloads, Wget must be compiled with atieznal SSL library. The
current default is GnuTLS. In addition, Wget also suppBi83S (HTTP Strict Transport Security)If
Wget is compiled withousSL support, none of these options aveilable.

——secure—protocolprotocol
Choose the secure protocol to be uskdgd values areauto, SSLv2 SSLv3 TLSvl, TLSvl 1,
TLSvl 2 andPFS. If auto is used, thesSL library is given the liberty of choosing the appropriate
protocol automaticallywhich is achiged by £nding a TLSv1 greeting. This is the default.

Specifying SSLv2 SSLv3 TLSv1, TLSvl 1 or TLSvl 2 forces the use of the corresponding
protocol. Thisis useful when talking to old andiggy SSL sener implementations that mealkt hard
for the underlyingSSL library to choose the correct protocarsion. Brtunately such servers are
quite rare.

SpecifyingPFS enforces the use of the so-called PerfextMard Security cipher suites. In shaPES
adds security by creating a one-timeyKor eachSSL connection. It has a bit mo@PU impact on
client and serverWe use known to be secure ciphers (e.gmmat) and theTLS protocol.

——https—only
When in recursie node, onlyHTTPSlinks are followed.

——no—check-certificate
Don't check the server certificate against thailable certificate authoritiesAlso dont require the
URL host name to match the common name presented by the certificate.

As of Wget 1.10, the default is to verify the saty certificate against the recognized certificate
authorities, breaking th&SL handshak and aborting the denload if the verificationdils. Although

this provides more secure downloads, it does break interoperability with some sitesrieat with
previous Wget ersions, particularly those using self-signed, expired, or otherwidiicertificates.
This option forces arfinsecure’ mode of operation that turns the certificate verification errors into
warnings and allows you to proceed.

If you encounter “certificate erification” errors or ones saying thdcommon name doesnmatch
requested host name”, you can use this option to bypassettification and proceed with the
download. Only use this option if you araherwise convinced of the sieduthenticity or if you

really dont care about the validity of its certificatelt is almost alvays a bad idea not to check the
certificates when transmitting confidential or important d&ta. self-signed/internal certificates, you
should download the certificate and verify against that instead of forcing this insecure mode. If you
are really sure of not desiringyacertificate verification, you can specify ——check—certificate=quiet to
tell wget to not print anwarning about ivalid certificates, albeit in most cases this is the wrong thing

to do.

——certificate=file
Use the client certificate stored fite. This is needed for servers that are configured to require
certificates from the clients that connect to them. Normally a certificate is not required and this switch
is optional.

——certificate—-type=type
Specify the type of the client certificateegd values arePEM (assumed by default) amzER, adso
known asASNL

——private—key=file
Read the priate key from file. This allows you to pnade the pwate key in a fle separate from the
certificate.

——private—key-type=type
Specify the type of the pate key. Accepted values arREM (the default) an®ER.
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——ca—certificate=file
Usefile as the file with thedndle of certificate authorities CA”) to verify the peers. The certificates
must be irPEM format.

Without this option Wget looks fo€CA certificates at the system-specified locations, chosen at
OpenSSL installation time.

——ca—directory=directory
Specifies directory containinQA certificates inPEM format. Eachfile contains onecA certificate,
and the file name is based on a hash valueadiefiom the certificate. This is ackigl by processing
a certificate directory with the_rehash utility supplied with OpenSSLUsing ——ca—directory is
more efficient than-—ca—certificate when mamg certificates are installed because it allows Wget to
fetch certificates on demand.

Without this option Wget looks fo€CA certificates at the system-specified locations, chosen at
OpenSSL installation time.

——crl-file=file
Specifies &RL file in file. This is needed for certificates thatbdeen reocated by the CAs.

——pinnedpubkey=file/hashes
Tells wget to use the specified publieykfile (or hashes) to verify the peérhis can be a path to a file
which contains a single publiek in PEM or DER format, or ay number of base64 encoded sha256
hashes preceded by “sha256&#hd separated by “;”

When negotiating &LS or SSL connection, the server sends a certificate indicating its ideAtity
public key is extracted from this certificate and if it does not exactly match the puiy{s)kprovided
to this option, wget will abort the connection before sending or receivindada.

——random-file=file
[OpenSSL and LibreSSL only] Udide as the source of random data for seeding the pseudo-random
number generator on systems withfév/urandom

On such systems th&SL library needs an external source of randomness to initiaResdomness
may be provided b#GD (see—-—egd-filebelow) or read from an external source specified by the user
If this option is not specified, Wget looks for random dat&®RANDFILE or, if that is unset, in
SHOME/.rnd.

If you're getting the ‘Could not seed OpenSSERNG disabling SSL? error, you should preide
random data using some of the methods describegtabo

——egd-filefile
[OpenSSL only] Uséile as theEGD socket. EGD stands folEntropy Gathering Daemgra user-space
program that collects data from various unpredictable system sources agslitradilable to other
programs that might need iEncryption software, such as tissL library, needs sources of non-
repeating randomness to seed the random number generator used to produce cryptographically strong
keys.

OpenSSL allows the user to specify his own source of entisipg theRAND_FILE environment
variable. If this variable is unset, or if the specified file does not produce enough randomness,
OpenSSL will read random data fra®D socket specified using this option.

If this option is not specified (and the eglént startup command is not use®@GD is never
contacted.EGD is not needed on modern Unix systems that supgeviurandom

——no-hsts
Wget support$iSTS (HTTP Strict Transport SecurityRFC 6797 by default. Use-—no-hststo male
Wget act as a non-HSTS-compliattA. As a consequence, Wgetowd ignore all the
Strict-Transport-Security headers, and would not enforce/@&Risting HSTSpolicy.
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——hsts—filefile
By default, Wget stores itdSTS database ifi/.wget-hsts You can use-—hsts—fileto override this.
Wget will use the supplied file as tiSTS database. Such file must conform to the corHSTS
database format used by Wget. If Wget cannot parse the provided file, the behaviour is unspecified.

The Wgets HSTS database is a plainxefile. Each line contains aASTS entry (ie. a site that has
issued astrict-Transport—-Security header and that therefore has specified a condsats
policy to be gplied). Lines starting with a dash)(are ignored by Wget. Please note that in spite of
this cowvenient human-readability hand-hacking #@TSdatabase is generally not a good idea.

An HSTSentry line consists of geral fields separated by one or more whitespace:

<hostname> SP [<port>] SP <include subdomains> SP <created> SP
<max-age>

The hostnameandport fields indicate the hosthame and port to which threngHSTS policy applies.

The port field may be zero, and it will, in most of the cases. That means that the port number will not
be taken into account when deciding whether $i€hS policy should be applied on agn request
(only the hostname will bevaluated). Wherport is different to zero, both the target hostname and the
port will be ezaluated and theiSTSpolicy will only be applied if both of them match. This feature has
been included for testinghdgopment purposes onlyThe Wget testsuite (itestenvy createsHSTS
databases with explicit ports with the purpose of ensuring Wgat'ect beheiour. Applying HSTS
policies to ports other than the default ones is discouraged®y797(see Appendix B'Differences
betweenHSTS Policy and Same-Origin Poli¢’). Thus, this functionality should not be used in
production environments angort will typically be zero. The last three fields do whatytteee
expected to. The fielthclude_subdomainsan either ba or 0 and it signals whether the subdomains
of the target domain should be part of theegiHSTS policy as well. The createdand max-ae fields

hold the timestamp values of when such entag wreated (first seen by Wget) and the HSTS-defined
value 'max—age’, which states wdong should thaHSTS policy remain actie, measured in seconds
elapsed since the timestamp storeatrgated Once that time has passed, th&TS policy will no
longer be valid and willventually be remeed from the database.

If you supply your wn HSTSdatabase via—hsts—file be avare that Wget may modify the prialed

file if any change occurs between tHSTS policies requested by the remote sesvand those in the
file. When Wget exists, it ffctively updates theéiSTSdatabase by rewriting the database file with the
new entries.

If the supplied file does not exist, Wget will create one. This file will contain theds&Sentries. If
no HSTSentries were generated (B@rict-Transport—-Security headers were sent byyaof
the servers) then no file will be created, nanean enpty one. This behaviour applies to theaudf
database file€’{wget-hst} as well: it will not be created until some server enforcesiamspolicy.

Care is taken not toverride possible changes made by other Wget processes at the sameetithe o
HSTSdatabase. Before dumping the updat&iSentries on the file, Wget will re-read it and ger
the changes.

Using a customHSTS database and/or modifying an existing one is discouradem. more

information about the potential security threats arised from such practice, see sectiecadty

Considerationsof RFC 6797 specially section 14.9 “Creat Manipulation oHSTSPolicy Store”.
——warc—file=file

Usefile as the destinatiowARC file.

——warc—header=string
Usestring into as the warcinfo record.

——warc—-max-sizesize
Set the maximum size of teARC files tosize
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——warc—cdx
Write CDX index files.

——warc—dedup=file
Do not store records listed in tigE®X file.

——no-warc—compression
Do not compres®/ARC files withGzIP.

——no-warc—digests
Do not calculatsSsHA1 digests.

——no-warc—keep-log
Do not store the log file inWARC record.

——warc—tempdir=dir
Specify the location for temporary files created by C writer.

FTP Options
——ftp—user=user
——ftp—password=password
Specify the usernameser and passerd passwordon an FTP server Without this, or the
corresponding startup option, the password defauktsvget@, normally used for anonymousP.

Another way to specify username and password is inUtie itself. Eithermethod reeals your
passwerd to anyone who bothers to rgs. To prevent the passwords from being seen, store them in
.wgetrcor .netrg and male sure to protect those files from other users wittnod. If the passwrds

are really important, do not keathem lying in those files either———edit the files and delete them after
Wget has started the download.

——no-remove-listing
Don't remove the temporarylisting files generated by TP retrievals. Normally these files contain the
raw directory listings receied from FTP seners. Notremoving them can be useful for dedging
purposes, or when youant to be able to easily check on the contents of remote server directories (e.qg.
to verify that a mirror you're running is complete).

Note that gen though Wget writes to a known filename for this file, this is not a security hole in the
scenario of a user makinijsting a ymbolic link to/etc/passwar something and askingpot to run
Waget in his or her directoryDepending on the options used, either Wget will refuse to write to
listing, making the globbing/recursion/time-stamping operation fail, or the symbolic link will be
deleted and replaced with the actlligting file, or the listing will be written to disting.numbeffile.

Even though this situation igna problem, thoughroot should neer run Wget in a non-trusted
users drectory. A user could do something as simple as linkimdex.htmito /etc/passwand asking
root to run Wget with-N or —r so the file will be werwritten.

——no-glob
Turn off FTP globbing. Globbingefers to the use of shell-bkpecial charactersafldcardg, like *,
?, [ and] to retrieve more than one file from the same directory at once, like:

wget ftp://gnjilux.srk.fer.hr/*.msg

By default, globbing will be turned on if théRL contains a globbing charactefhis option may be
used to turn globbing on orfgdgermanently.

You may hare to quote theURL to protect it from being expanded by your shell. Globbing esak
Waget look for a directory listing, which is system-specific. This iy Wlcurrently works only with
Unix FTPservers (and the ones emulating Uhixoutput).

——no-passve-ftp
Disable the use of theassiveFTP transfer mode Passive FTP mandates that the client connect to the
server to establish the data connection rather than the other way around.
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If the machine is connected to the Internet diretibyh passie and actve FTP should work equally
well. Behind most firavall and NAT configurations pass FTP has a better chance oforking.
However, in some rare fireal configurations, actie FTP actually works when pas& FTPdoesnt. If
you suspect this to be the case, use this option, gasati ve_ ftp=of £ in your init file.

——presewe-permissions

Presere remote file permissions instead of permissions set by umask.

——retr-symlinks

By default, when retriéng FTP directories recursely and a symbolic link is encountered, the
symbolic link is traersed and the pointed-to files are retett Currently Wget does not tkeerse
symbolic links to directories to dmload them recuredly, though this feature may be added in the
future.

When —-retr-symlinks=no is specified, the linked-to file is not wnloaded. Insteada matching
symbolic link is created on the local filesystem. The pointed-to file will not bevestrimless this
recursve retrieval would hare encountered it separately and downloaded yiay. This option poses

a scurity risk where a maliciousTP Sener may cause Wget to write to files outside of the intended
directories through a specially crafted .LISTING file.

Note that when retnigng a file (not a directory) because it was specified on the command-line, rather
than because it was recursed to, this option hasfect.efSymboliclinks are alvays traversed in this
case.

FTPS Options
——ftps—implicit

This option tells Wget to userPSimplicitly. Implicit FTPSconsists of initializingsSL/TLS from the
very beginning of the control connection. This option does not sensluas TLS command: it
assumes the server speat®Sand directly starts a@SL/TLSconnection. If the attempt is successful,
the session continues justdikegular FTPS (PBSZ and PROT are sent, etc.)Implicit FTPSis no
longer a requirement foFTPS implementations, and thus marservers may not support it. If
——ftps—implicit is passed and no explicit port number specified, thautteport for implicitFTPS,
990, will be used, instead of the default port for tifmal” (explicit) FTPSwhich is the same as that
of FTR 21.

——no-ftps—-resume-ssl

Do not resume theSL/TLSsession in the data channel. When starting a data connection, Wget tries to
resume theSSL/TLSsession previously started in the control connect@®L/TLS session resumption
avads performing an entirely me handshak by reusing theSSL/TLS parameters of a prus
session. ypically, the FTPS seners want it that vay, so Wget does this by default. Under rare
circumstances hweever, one might want to start an entirely meSSL/TLS session in eery data
connection. Thiss what——no—ftps—-resume-ssis for.

——ftps—clear—data—connection

All the data connections will be in plainxte Only the control connection will be undesL/TLS.
Wget will send @ROT ¢ command to achie this, which must be appred by the server.

——ftps—fallback-to—ftp

Fdl back toFTPif FTPSis not supported by the target samFor security reasons, this option is not
asserted by default. The default behaviour is to exit with an. eifrar ssrver does not successfully
reply to the initialAUTH TLS command, or in the case of implidTPS, if the initial SSL/TLS
connection attempt is rejected, it is considered that such server does not EUPgort

Recursive Retrieval Options

-r

——recursive

Turn on recursie retrieving. Thedefault maximum depth is 5.
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-l depth
——level=depth
Specify recursion maximum depttvék depth

——delete—after
This option tells Wget to deletevery single file it devnloads,after having done so. It is useful for
pre-fetching popular pages through a preg.:

wget -r -nd --delete-after http://whatever.com/ popular/page/
The-r option is to retriee recursvely, and —nd to not create directories.

Note that--delete—afterdeletes files on the local machine. It does not issu®EwE command to
remoteFTP sites, for instance. Also note that whendelete—afteris specified-—corvert-links is
ignored, saorig files are simply not created in the first place.

-k

——corvert-links
After the download is complete, agnt the links in the document to malkthem suitable for local
viewing. This affects not only the visible hyperlinks, butyapart of the document that links to

external content, such as embedded images, links to style sheets, hyperlinks to non-HTML content,
etc.

Each link will be changed in one of theaways:

e The links to files that ha@ keen downloaded by Wget will be changed to refer to the file the
point to as a relate link.

Example: if the downloaded filéoo/doc.htmllinks to /bar/img.gif dso downloaded, then the
link in doc.htmlwill be modified to point ta./bar/img.gif. This kind of transformation @arks
reliably for arbitrary combinations of directories.

e The links to files that h& rot been danloaded by Wget will be changed to include host nhame
and absolute path of the locationythint to.

Example: if the danloaded file/foo/doc.htmlinks to /bar/img.gif (or to../bar/img.gi), then the
link in doc.htmiwill be modified to point tdnttp://hostname/bar/img.qgif

Because of this, local brsing works reliably: if a linked file was downloaded, the link will refer to its
local name; if it vas not downloaded, the link will refer to its full Internet address rather than
presenting a broken link. The fact that the former links argetted to relatie links ensures that you
can moe the downloaded hierargho another directory.

Note that only at the end of the download can Wgetwkmdnich links hae keen devnloaded.
Because of that, the work done Hly will be performed at the end of all the downloads.

——corvert-file—only
This option cowmerts only the filename part of the URLSs, leaving the rest of the URLs untouched. This
filename part is sometimes referred to as thesename, although we woid that term here in order
not to cause confusion.

It works particularly well in conjunction with-—adjust—extension athough this coupling is not
enforced. It praes useful to populate Internet caches with files downloaded from different hosts.

Example: if some link points tfoo.com/bar.cgi?xywith ——adjust—-extensionasserted and its local
destination is intended to befoo.com/bar.cgi?xyz.csghen the link would be caeerted to
/lfoo.com/bar.cgi?xyz.csBlote that only the filename part has been modified. The rest oRthbdas
been left untouched, including the net path)(which would otherwise be processed by Wget and
converted to the effectie £heme (iehttp://).
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——backup-corverted
When corerting a file, back up the original version withaaig suffix. Affects the behavior 6fN.

-m

——mirror
Turn on options suitable for mirroring. This option turns on recursion and time-stamping, sets infinite
recursion depth andekps FTP directory listings. It is currently equalent to -r —N -I inf
——no-remove-listing.

P

——page-requisites
This option causes Wget townload all the files that are necessary to properly displayea HirML
page. Thisncludes such things as inlined images, sounds, and referenced stylesheets.

Ordinarily, when downloading a singleTML page, an requisite documents that may be needed to
display it properly are not emloaded. Usingr together with-I can help, but since Wget does not
ordinarily distinguish betweenxternal and inlined documents, one is generally left witaf
documents’'that are missing their requisites.

For instance, say documehhtmlcontains arkIMG> tag referencingd..gif and an<a> tag pointing to
external documen®.html Say that2.htmlis similar but that its image &.gif and it links to3.html
Say this continues up to some arbitrarily high number.

If one eecutes the command:
wget -r -1 2 http://<site>/1.html

thenl.htm| 1.gif, 2.htm| 2.gif, and 3.htmlwill be dowvnloaded. Asyou can se€3.htmlis without its
requisite3.gif because Wget is simply counting the number of hops (up teva&) faom 1.htmlin
order to determine where to stop the recursion. Hekyaith this command:

wget -r -1 2 -p http://<site>/1.html

all the abee filesand 3.htnik requisite3.gif will be davnloaded. Similarly
wget -r -1 1 -p http://<site>/1.html

will causel.html| 1.gif, 2.htm| and 2.gifto be devnloaded. Onenight think that:
wget -r -1 0 -p http://<site>/1.html

would download just.htmland1.gif, but unfortunately this is not the case, becatisgis equvalent
to -l inf-—-that is, infinite recursionTo download a singleHTML page (or a handful of them, all
specified on the command-line or ir-aURL input file) and its (or their) requisites, simply Veadf
-r and-l:

wget —-p http://<site>/1.html

Note that Wget will beha & if —r had been specifiedubonly that single page and its requisites will
be davnloaded. Linksfrom that page to external documents will not be fedld. Actually to
download a single page and all its requisitegidf they exist on separate websites), and makre
the lot displays properly locallthis author likes to use avfeoptions in addition te-p:

wget —-E -H -k -K -p http://<site>/<document>

To finish of this topic, its worth knowing that Wget' idea of an xernal document link is gnURL
specified in an <aA> tag, an <AREA> tag, or a <LINK> tag other than <LINK
REL="stylesheet">.

—=strict—-comments
Turn on strict parsing oHTML comments. Thedefault is to terminate comments at the first
occurrence of—>.

According to specificationsTML comments are expressed SGML declarations Declaration is
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special markup that begins wittl and ends with>, such as<!IDOCTYPE ...>, that may contain
comments between a pair ef- delimiters. HTML comments are‘émpty declaration§’ SGML
declarations without annon-comment t&. Therefore <!-—foo——> is a \alid comment, and so is
<l--one — ——two-->, but <!--1--2-->is not.

On the other hand, mosrML writers dont perceve mmments as athing other than text delimited
with <!-— and-—>, which is not quite the samd-or example, something lk<!-——————————— >
works as a valid comment as long as the number of dashes is a multiple of folirn@d), the
comment technically lasts until thexte-—, which may be at the other end of the docum@&wcause

of this, mawy popular browsers completely ignore the specification and implement what ugers ha
come to expect: comments delimited with-— and——>.

Until version 1.9, Wget interpreted comments strjotifrich resulted in missing links in manveb
pages that displayed fine in lrgers, but had the misfortune of containing non-compliant comments.
Beginning with version 1.9, Wget has joined the ranks of clients that implentaite" comments,
terminating each comment at the first occurrence-of

If, for whatever reason, you want strict comment parsing, use this option to turn it on.

Recursive Accept/Reject Options
—A acclist——acceptacclist
-R rejlist ——reject rejlist
Specify comma-separated lists of file namdise$ or patterns to accept or reject. Note thatyfain
the wildcard characters, ?, [ or ], appear in an element @fcclist or rejlist, it will be treated as a
pattern, rather than a $xf In this case, you & 0 enclose the pattern into quotes tovarg your
shell from expanding it, likin —A “*.mp3” or —-A *.mp3’.

——accept-regexurlrege
——reject-regexurlrege
Specify a regular expression to accept or reject the comyifkete

—-regex-—typeregextype
Specify the regular expression type. Possible typepasi or pcre. Note that to be able to upere
type, wget has to be compiled with libpcre support.

-D domain-list

——domains=domain-list
Set domains to be folleed. domain-listis a comma-separated list of domains. Note that it doés
turn on—-H.

——exclude—domaingdomain-list
Specify the domains that anetto be followed.

——follow—ftp
Follow FTPlinks fromHTML documents. \thout this option, Wget will ignore all theTPlinks.

——follow-tagsdist
Wget has an internal table effML tag / attribute pairs that it considers when looking fordahk
documents during a recwsi retrieval. If a user wants only a subset of those tags to be considered,
however, he or de should be specify such tags in a comma-sepdisit@dth this option.

——ignore—tagsdist
This is the opposite of the-follow-tagsoption. 1o skip certainHTML tags when recunaély looking
for documents to download, specify them in a comma-sepdistted

In the past, this option was the best bet fowmloading a single page and its requisites, using a
command-line like:

wget —--ignore-tags=a,area -H -k -K -r http://<site>/<document>

However, the author of this option came across a page with tags<ikKINK REL="home"
HREF="/"> and came to the realization that specifying tags to ignore was not enough. Qiestan’
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tell Wget to ignore<.INK>, because then stylesheets will not bevdimaded. Nuw the best bet for
downloading a single page and its requisites is the dedieatmfje—requisitesoption.

——ignore—case
Ignore case when matching files and directories. This influences the behavior of -R, —A, -I, and —-X
options, as well as globbing implemented whewmloading fromFTP sites. Br example, with this
option,—-A “*.txt” will match filel.txt, but alsofile2. TXT, file3.TxT, and so on. The quotes in the
example are to prent the shell from expanding the pattern.

-H

——span-hosts
Enable spanning across hosts when doing resumrsirieving.

-L

——relative
Follow relative links only Useful for retrieving a specific home page withouy distractions, not
even those from the same hosts.

=1 list

——include—directoriesdist
Specify a comma-separated list of directories you wish toviolben devnloading. Elementsf list
may contain wildcards.

=X list

——exclude—directoriesdist
Specify a comma-separated list of directories you wisthx¢tude from davnload. Element®f list
may contain wildcards.

——no—parent

Do not eer ascend to the parent directory when retrieving reedssi This is a useful option, since it
guarantees that only the filbslowa certain hierarch will be downloaded.

ENVIRONMENT
Wget supports proxies for bothTTP and FTP retrievals. The standard way to specify proxy location,
which Wget recognizes, is using the following environment variables:

http_proxy

https_proxy
If set, thehttp_proxy andhttps_proxy variables should contain the URLs of the proxies HamP
andHTTPSconnections respeutly.

ftp_proxy
This variable should contain théRL of the proxy forFTP connections. lis quite common that

http_proxy andftp_proxy are set to the sanuRL.

No_proxy
This variable should contain a comma-separated list of doméénstons proxy shouldot be used
for. For instance, if thealue ofno_proxy is .mit.edu, proxy will not be used to rethie documents
from MIT.

EXIT STATUS
Wget may return one of geral error codes if it encounters problems.
0 No problems occurred.
1  Generic error code.
2 Pase error———for instance, when parsing command-line optionsytfetrc or .netrc...
3  File /O error.
4

Network failure.
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FILES

BUGS

SSL verification failure.
Username/password authentication failure.
Protocol errors.

o J o O

Server issued an error response.

With the exceptions of 0 and 1, theve-numbered exit codes takrecedenceer highernumbered ones,
when multiple types of errors are encountered.

In versions of Wget prior to 1.12, Wgetit status tended to be unhelpful and inconsistent. Reeursi
downloads would virtually alays return 0 (success),ga&dless of ap issues encountered, and non-
recursve fetches only returned the status corresponding to the most recently-attempted download.

letc/wgetrc
Default location of theglobal startup file.

.wgetrc
User startup file.

You ae welcome to submit bug reports via th&NU Wget bug tracker (see
<https://savannah.gnu.org/bugs/?func=additem&group=wget).

Before actually submitting a bug report, please try tooldew smple guidelines.

1. Please try to ascertain that the behavior you see reallyug.albWget crashes, &'a hug. If Wget
does not behe @& documented, is a kug. If things work strange, but you are not sure about tae w
they are supposed to work, it might well be agh but you might want to double-check the
documentation and the mailing lists.

2. Try to repeat the bug in as simple circumstances as poséilge.if Wget crashes while dmloading
wget —rl0 —kKE —t5 ——no—proxy http://example.com —o /tmp/log you should try to see if the crash
is repeatable, and if will occur with a simpler set of optiovisu might even try to start the denload
at the page where the crash occurred to see if that page soinggered the crash.

Also, while | will probably be interested to kmdhe contents of youwgetrcfile, just dumping it into
the debug message is probably a bad idestead, you should first try to see if the bug repeats with
.wgetrcmoved out of the vay. Only if it turns out thatwgetrcsettings affect theug, mail me the
relevant parts of the file.

3. Please start Wget withd option and send us the resulting output (orvialeparts thereof). If Wget
was compiled without debg support, recompile it———it ismuch easier to trace bugs with dep
support on.

Note: please makaure to remwe any ptentially sensitie information from the debug log before
sending it to the ug addressThe —d won't go aut of its way to collect sensit information, but the
log will contain a fairly complete transcript of Wgetommunication with the seev, which may
include passwords and pieces of downloaded data. Sincaighaddress is publically arefed, you
may assume that all bug reports are visible to the public.

4. If Wget has crashed, try to run it in a dgher eg.gdb “which wget® core and typewhere
to get the backtrace. This may not work if the system administrator has disabled coratfites b
safe to try.

SEE ALSO

This isnot the complete manual faNU Wget. For more complete information, including more detailed
explanations of some of the options, and a number of commaaitisbde for use withwgetrcfiles and the
—eoption, see th&NU Info entry forwget
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COPYRIGHT
Copyright (c) 1996, 1997, 1998, 1999, 2000, 2001, 2002, 2003, 2004, 2005, 2006, 2007, 2008, 2009, 2010,
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Documentation License, Version 1.3 olydater version published by the Free Safter Foundation; with
no Invariant Sections, with no Front-@er Texts, and with no Back-Gar Texts. A copy of the license is
included in the section entitledsNU Free Documentation License”.
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