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“Troll factories” and entire campaigns to provoke fear and panic. This is the work of the Ukrainian Armed
Forces’ centres for informational and psychological operations. Who has launched this hybrid warfare front,
and what is its purpose?

Centres of Informational and Psychological Operations (hereinafter referred to as CIPSO) have proved to be
among the most controversial and scandalous in terms of working practices within the Ukrainian Army. These
centres are part of the Special Operations Forces of Ukraine (before 2014 they were part of the Ukrainian
Navy’s intelligence service). Their main “combat” task is information and psychological sabotage in the
enemy’s domain. In this article, we will tell you about some large-scale operations on the territory of Russia,
where Ukrainian CIPSOs played a role.

Most of the materials used in the article appeared on the web thanks to the Ukrainian hacker group
“Beregini”, which has been operating against the Kiev government since the start of the conflict in Donbass.

What Are These Centres?

It is argued that CIPSO forces had been incorporated into the Armed Forces of Ukraine by 2004; at the time,
they were part of the Ukrainian Navy’s intelligence service. For example, one centre was based in Sevastopol
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and another in Odessa. By 2014, after the ‘Revolution of Dignity’, the centres of informational and
psychological operations were transferred under the jurisdiction of the Special Operations Forces (SSO).

Documents available on the web revealed that the SSO has four such centres:

72nd Centre of Informational and Psychological Operation, military unit A4398 (often referred to as the main
one), was moved from Sevastopol to Brovary in 2014;

16th Centre of Informational and Psychological Operations, military unit A1182, located in Gujva, Zhytomyr
Region;

74th Centre of Informational and Psychological Operations, military unit A1277, located in Lviv;
83rd Centre of Informational and Psychological Operation, military unit A2455, based in Odessa.

Each of these centres collects and analyses information to discredit the enemy in the information space,
create a positive image of Ukraine in the world and prepare information and psychological diversions.

Simply put, the main activity of the Ukrainian CIPSO is to support the information front on its own territory, in
the enemy’s space and on the territory of potential “partners” and allies.

Under NATO Standards

The Ukrainian Defence Ministry trained Ukrainian officers, soldiers and freelancers in the art of information-
psychological warfare using some of the world’s best practices. No one makes any secret of this. For example,
Alexei Arestovych cited in one of his interviews American textbooks on information warfare as an example. He
now works as an adviser to the head of President Zelensky’s office, but for a long time before that, Arestovych
served in the Chief Directorate of Intelligence of the Ministry of Defence of Ukraine.

“Do you understand how information-psychological warfare works? The first page in an American textbook on
information-psychological warfare, the first chapter, I'll just quote: ‘the main task of an information-
psychological operation is to seize the agenda’. That’s it, after that you can relax and do nothing”, Arestovich
explained in a relatively recent interview.

The Special Operations Forces were established as one of the key units of the Ukrainian Navy. The Ukrainian
Special Operations Forces website presents the structure of the main units and products, copying, according
to an officer of the Special Operations Centre, a similar system of units and products which is used in the
United States.

As in the US military, Ukraine has four IPSO centres. Several documents show that the classification of
information products is also based on NATO standards.

“The US Army, for example, has four teams dedicated to psychological operations. There is even a clear
classification of information products. “White” — these are official statements or actions by the initiator or
parties closely associated with him (them). “Grey” — when the source of information is difficult to identify.
“Black” class is when the information comes supposedly from the enemy side but actually plays to the



advantage of the strategic interests of the initiator (who, however, refuses to accept the responsibility)”, read
an excerpt from a CIPSO officer’s interview to Ukrainian Week magazine.

In 2018, the UAF SSO prepared a training manual on “Information Operations”. Many important terms are
given in parallel in English. Hence, it can be inferred that the methodological framework was written according

to or borrowed from the standards of similar NATO units.

Russia is a Special Target

The manual has an entire paragraph on countering Russia: “Russian Propaganda and Hybrid Warfare” (pp. 16-
19).

Inpopumpize onepagil * Bazyw 10 Inpopmacyind onepayil + Sosyw 1.0.
o Yum MU mepmin «2ibpudHa eidHa»,
mum fozo ceHe - a Mu dozo 7

Tenep 2i6pudHolo siliHowo Hasueatoms Gydb-axi dil Pocil —

80 nponazaxdu Ao KoHee HYiliHux Boliosux Bil».

wAnexcia Kpumy - ue knacuvHa, sKk 3a nidpyJHUKoM,

in3 i ».

« Take npaxmuKyome 6Ci apMii C8imy, He 8UKIIONaIOYY | aMEPUKaHCHKY.

Skwo a kpelicep npanop,
.~ &iH wo, cmake 8id Yboe0 2IGPUOHUM Kpedcepom,
PociiicbKa nponaraiga ta wo osy cpopuy aicp et

BeuvailHo, Hi. Hiaxol 2i6pudHol eiGHu e Kpumy He Gyrnon.

ribpmaHa BiitHa M Ko

«Y XX| CTONITTi NPOCTEXYETLCA TEHACHLIA CTMPAHHA BIAMIHHOCTENR MDK CTaHOM
BN | Mvpy. Bl BXE HE 0rDNOLLYIOTECA, @ PO3N0YABLLICE - WAYTH HE 3a 3BU4-
HUM Ham WwaBnoHow.

«Mpasuna eifHW» icTOTHO 3MiHMNMCA. 3pocna ponb HesificbkoBmx cnocobis
8 i cTpi yined, AKi B pAai BUNaAKiE 33 CBOEKD

* BvrHaveHHA TepMiHis riGpuanol siltm

* Llini P® B iHhopmaLifif BiltHi (Pocis-Yipala)

* Pocilicbka nponaraxaa ~ 0co6NMBOCTi i MeTOAM NpoTwail

+ TexHonorii ManinynAuil ceiaomicmo (pociicukuit koHyenT)

+ Mpaktisi meToam, Ak 3actocosylotben y Kpumy, AHP-TIHP, Pocii,

. edheXTMBHICTIO 3HAUHO NepesepLmny cwny 36pol.
Yot AXLEHT BUKOPHCTOBY MeToaie npoTHGOp y 8 Gk Wwwp
+ [Mporpama «Bexnmesie noaw» y i e - TYMaHITapHIe Ta IHLLWX
HEBIACLKOBIX 3aX04i8, P ia aani NpoTecTHoro uiany Ha-
cenennn. Bee ue it 5
B TOMy uuchi p ieo saxonis i i P peTea i gismm cun

cneuiansHnx onepaviid »
Baneplit lepacumoB, HayansHuk MeHepantHoro wraby 3C PO

e % Lini PO & indopmaviinwis sifni (Pocis-Ypaina):
s 1. flecrabinisauin nonimmHol cuTyauyii 8 YipaiHi, IHIKeHHS A08ipH rPOMAAsH A0
e ixep paiw. M "
Y g Kpaitw i cycni ans ji. M) ()

- CYCNINLCTBI 32 €THINHOK Ta PerioHantHoK caakaum. 3abesneveHns icHysara

& 2 8 YxpaiHi rpyn niaTpumin arpecusrux Ain Pocii.
s £ % f 2 i 5 Vipaity
5 S BiOnosiganHOCTI 32 MOACK XepTBM, PoapyXy | T.A. a, & NIGCYMKY, SHANEHHA

IHa NiATPAMKA NO «BiAGINI0OBaHHION

A broadside of the CIPSO Manual “Russian Propaganda and Hybrid Warfare”
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A broadside of the CIPSO Manual “Russian Propaganda and Hybrid Warfare”

The new CIPSO officers were explained that their task was to counter “Russian propaganda”, which, according
to the SSO methodology, is divided into four groups. For example, this is a quote from the chapter on “Russian
Propaganda and Hybrid Warfare”:

“Information manipulation techniques: the Russian concept:

manipulating feelings and fear;

creating reality with the help of television;

disabling historical memory;

atmosphere of immorality.”

That means that a CIPSO fighter must be aware of the Russian information threat and understand how to build
an effective psychological campaign to counter it.

The author of the course for the UAS SSO is someone named D. O. Bogush. According to data disclosed by the
hacker group Beregini, Denis Bogush, one of the key PR people for anti-Russian propaganda, has participated
in NATO StratCom (Strategic Communications) conferences on “Countering Russian (dis)information” in Vilnius
and Kiev.
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Denis Bogush at the NATO Strategic Communications event in Vilnius.

Operations Against Russia: Telephone Terrorism

CIPSO’s most sensitive, high-profile campaign targeting ordinary Russians, bordering on crime, has been mass
telephone fraud. Since 2020, there has been a wave of calls across Russia supposedly “from Sberbank’s
security service” and then from other banks, departments of the Interior Ministry and the Federal Security
Service of Russia.

It is likely that the practice of taking money from Russians (the scammers did not shy away from “scamming”

pensioners and the disabled, who transferred the scammers their last funds, including “funeral funds” and
money set aside for medicine) was also a training exercise in preparation for more serious tasks.

How Call Fraud and Diversion Centres Work

The flow of telephone fraud reports in Russia has fallen sharply since the launch of the special military
operation. The drop happened immediately after missile strikes on the main centres for information and
psychological operations. It is interesting that similar decreases in wire fraud were recorded when there were
power and internet outages in Kiev. Of course, this could simply be a coincidence.

In April 2022, however, Russian law enforcement officers in the liberated city of Berdyansk discovered three
call centres run by fraudsters simultaneously. Apparently, the employees of the telephone battalion had left
their workplaces in a hurry and had not completely destroyed, for example, job descriptions detailing the
chains of action for scamming Russian citizens and stealing money from their bank cards.

Back in 2019, there were reports of telephone terrorism centres concentrated in Dnepropetrovsk. Ukrainian
journalist Vladyslav Bovtruk conducted his own investigation, taking a job at one of these call centres



controlled by the UAF. He became convinced that Russian citizens were their main target. The Russian Interior
Ministry reported that the Ukrainian Armed Forces were recruiting for call centres spreading false information
about mining. Two requirements included knowledge of the Russian language and a desire to “take revenge
on Russia”.

A flurry of calls to schools, kindergartens, shopping centres and public institutions with false reports of mines
and bombs in 2020 appeared to have been well-orchestrated attacks to intimidate the population and sow
panic. As the FSB’s press service repeatedly noted, most of these calls were made from Ukraine.

No direct documentary evidence of the involvement of Ukrainian CIPSO specialists in these operations has
been made public yet. However, even the Russian Central Bank notes that the activity of telephone scammers

in Russia has dropped dramatically since 24 February.

‘Sweat Marbas’ and ‘Torch’

Among other things, the “Beregini” hacker group released documents revealing two large-scale operations
conducted by the flagship 72nd CIPSO since 2020. Both “Sweat Marbas” (Laskoviy Marbas) and “Torch” (Fakel)
operations targeted Russians.

The objective of the psychological campaign “Sweat Marbas” was to spread panic and protest sentiment
throughout Russia, and organise rallies in major Russian cities. The CIPSO staff were to conduct a set of
information activities to convince Russians of the “difficult socio-political and economic situation in the
country”. The Ukrainian specialists decided to target “the politically active population of the Russian
Federation aged 18 to 45”. Information was to be conveyed through “opposition opinion leaders”, among
others.

For each of the border regions, which were of particular interest to the CIPSO, a separate plan was prepared.
Here are the basic theses used by the staff of the 72nd Centre of Informational and Psychological Operation in
its manuals and assignments for the actors (“troll factory”, cartoonists, bloggers):

“The Russian authorities have no experience in effective management, this leads to the economic stagnation
of the state”.

“Officials of different administrative levels take part in corruption schemes, take bribes and practice
nepotism”.

“The top political leadership of the Russian Federation distributes funds disproportionately among the
subjects of the Federation, which leads to tensions among the regions of the Russian Federation”.
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The tasks of the tactical group could have included a plan to hold anti-government rallies. For example, in
2020 there would be three rallies in Moscow, two — in Khabarovsk, one —in Nizhny Novgorod, and six —in
Yekaterinburg.
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CKIIONOT  TA  MECTATYTHHX BMEMOBLINOCHN MiK  BUICKKOBOGAYACOBIAMMN
(YpanMyBanns, Kaniurso, cmuepTi)
3riawo 3 odiniiinin T Minicrepersa oSoporn PO, eranom na xincus

2019 poky KiakKicTs LI0Mis, Hon's3amNx 3 xabapumirsost »3C PO spocaa » 1,2

W1 B NOPIBKAINT 3 A0 ICPIOAOM MHNYIOIO POXY,

Bapro Takok wraaam, mo 13 wepecns 2020 poxy s Pociiicuxiii deacpaii

ia

ysca “Commmit aeis ronocysanna™ sa maiGyruix ovbismumxin cyGexris PO,

JokpeMa
» Bpsieaxiit ra Poctoschxiii o6aacti — snBopi ryGepiaropa
o Bearoponcsxiii ra Boponeacwkiit ofacti - snGopn acnyrarin s ofasciry
TyMmy
Kpist 1010 nposouuiies snGoph » ropackky aysy s.Boponex, sPoctos-na

Jlonyest Wlaxru, M. Boarogoncsk, M. Hosouepracik (Poctonciia o6in,)

1L 3AMHCEJI BOHOBOTIO 3ACTOCYBAHHA BIHCHLKOBO! SACTHHH
Mera Goltonoro sagrocysunis ['LLITcO CCnO 3C Ypalu = 6¢3 amin

Janaanna Godionoro sacrocysams I'LL IO CCnO 3C Ypaing

WGLILICHIA NPOTECTIIOND NoTenuiary Ta Gopmysdinis cTHlfkoro HemtonaneHis
LHAABHICTIO BIILOTO KICLROBOTO | NOTITHANOTO KepimmirTsa PO naceachism PO
Ocromiti sycnins y xot sionaiis Goilgnoro JATUNA J0CCPTAYRITH 1A

JarocTpe

P

COWIATLNO-NIOTTHNOT  OGCTANONKN B NIPHROPAOHINX 3 YKpainow

Mcroo Gollosoro sacrocysanms FLENTCO CCnO 3C Ypainn seaxary

Various objectives of the CIPSO’s operation for different regions of the Russian Federation



Equally curious is Operation “Torch”, which was conducted by the CIPSO at the same time
“discredit the National Guard of Russia and Police of Russia”.

JTiHii nepekoHaHHs, sKi BUKOPUCTOBYBASUCh:

McAk «®aken 1»

X HALOHANLHO! MBAPAIT PO CHCTEMATHYHO 3QMCHIONTH PISHOMANITHI 3NOYUHU Ta

HA T3 BINCHLXOBOI TAXHIKA 3 METOK NPUAYWENHA HAPOAHKX NPOTECTIB Ta

06CNyrosyBanKa NONITH
cepea xepiaHmuyT LHOI reapaii PO

cepea ocob Ay BiACLXOBOCTYXGOBUIB BICL

PUIHHAOTH

Hi B3ACMOBIAHOCHNY T BANALKM MDXHAUIONANLHOIT Ta

MDKDENIrRHOI BOPOXHEN

JTiHIl nepekoHaHHg, fKi BUKOPUCTOBYBANUCH:

MNcAk «®aken 2»

cnispobitHukm noniyil PO CHCTEMATHHHO NPHAMAKOTL YHACTL Y INOYHHHNX Cxemax, PabpukyloTh KpuMiHanbHi
CNPaBu NPOTH HEBUHHUX rpomansaH PO, nopywyiots ix npasa ra ceoboam, B TOMy SMCNi i 3QIRCHIOIOTL KaTYBaHHA;

cnispobitHuky noniuii PO He 8iAPIIHAIOTLCA BHCOXMM piBHeM IHTeNexTy Ta NPodecifHMX 3HaAHL;
cepea KepisHuUTEa Ta pagoeunx cnispobitHuxia noniuii PO npousirac xopynuin Ta xabapHuureo;
cepen cnigpobirimkis noniyii PO wHpoxo nowupeni anxoronism, HapKOMaHin Ta aMopanLHa noneainka;

Baxxi ymosu npaui Ta nopywenna npas i ceoboa npauignmxis noniuii P® cnpuunnaiote camorybersa Ta
38inLHEHHA cepea cNiBPOBITHUKIB Yy NPABOOXOPOHHMX OPraHax;

The key theses outlined by CIPSO staff as part of Operation ‘Torch’
The reasoning is more or less the same:

“The National Guard is inactive and not fighting crime”.

. Its objective was to

“The National Guard uses advanced weapons and equipment against demonstrators at protest rallies”.

“National Guard officers are corrupt; they fabricate criminal cases against law-abiding citizens”.

“National Guard officers do not have the necessary set of professional knowledge and skills; they abuse

alcohol and drugs, and often end their lives by suicide”.

And much more.

Fakes posted on anonymous websites, and the VKontakte social media platform’s groups and Telegram
channels, not without the help of a “troll factory”, were intended to encourage Russians to attend anti-
government rallies. Primarily in Moscow, St Petersburg, Nizhny Novgorod and Yekaterinburg.
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An example of content produced and disseminated by the UAF CIPSO

Such caricatures are also the work of Ukrainian information-psychological operations personnel and those of
Russian staff employed by the CIPSO.

Operation ‘Volodia’ and Threats to MPs

In 2021, Operation “Volodia” was launched in Russian regions that border Ukraine. The objective was to
create distrust in the actions of both the regional and federal leadership of Russia. The 72nd Centre of
Informational and Psychological Operation designed and implemented the operation. This is how the tasks in
the presentation of the operation were presented to the tactical group:
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Operation ‘Volodia’ objectives of the UAF CIPSO
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The goals and objectives of Operation “Volodia”:

“The goal is to undermine confidence in the actions of the Russian military and political leadership in the
border regions; to build distrust in the work of regional self-governing bodies”.

Objectives:
1. “Discrediting the state authorities in the border regions of the Russian Federation”.

2. “Decreasing the psychological stability of Russian Armed Forces personnel and their families — preference
should be given to those units that are deployed as close as possible to the border with Ukraine”.

3. “Creating obstacles for the work of the border service of the Federal Security Service of the Russian
Federation”.

However, the most curious part of the operation turned out to be the “work” with parliamentarians on the
eve of the regional elections in the Voronezh region in the autumn of 2021.

The CIPSO selected ten “victims” from the list of candidates for the State Duma and local authorities in
Voronezh region from the United Russia party and worked out a plan to discredit their image. According to the
documents, cooperation was established with the opponents of these candidates — they were to work towards
their political annihilation.
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obaacti Bia nporiaanoi faprii “Bannnas Poccna™. Takoxk no pesyasraram subopis
CAIL OMIKYBATH OTPUMAKKA AOAATKOBHX KUIBKICHHX NOKEHMKIB PCHTHHTY J10BIPH
J10 NPCACTABHMKIB RIAMN.

Mopsrox aiii aas nocsirnenns merm fe/l:

Eran 360py ingopvanii, anaaizy ra naanvsanus:

Ihy wae manysanns T/l “Jlenyratn™ Oy10 npoaHanizoBaHo USALHICTH
NPEACTABHMKIB niloqoi Braam y Boponesskill oBnacti sia “€amnoi Pocii” 1
Aenyraris Jlepxassoi aymu PO, ski rianyions 6anoryBaTucs Ha HOBHIT TCPMIH.

B pesyasrari suaiinenol indopmauily, 6yno B cranorieno, wo Guisuricts
KAHAMAATIB y aenyrarn 10 JlepAasnoi aymn PO ne saiiMaancs paioM coltiansho-
C\'l)ll()\li‘lllll!. KOMYHUIBHHX T3 llOG)'ll\BM‘ Ilp\l‘)_lt‘\l B OKpYrax 3 SKHX BHCAOBHIH
HAMIp GanoryBarucs.

Y 38’43Ky 3 BHINC3AZHAMCHMM, OCHOBHI 3ycwuis Oyal HanpasicHi Ha
JanckpeanTaitiio 10 kasaMaaTIBy Acnyrati 10 Jepaxasiol aymi P® y Boponesskii
obnacti Bin noaitwyHOl. maptii “€mmma Pocis”. Takos Oyna wanaromxena
BIACMOJUIA 3 ONOHEHTAMEL KanuaTis Bia “€mnoi Pocii™ mig Boponesskoi oGmacti
3 METOIO NOJAALINON ANCKPEANTALIT NePHINX.

Jocaruenus meru [le/l “Jlenyrarn™ 3miicRionasoch muisxom peanizauii
HACTYNHHX cepili MaTepianin:

1. Cepia: “€apo™

"JantannA: LA HC NIITPHMYC KAIULIATIB BLL - C UMHOT POCIT B BOPOHCILXIN
obnacti Ha Bubopax B [lepxaymy Pd.

Iiwosa aymropis: naceacuns Boponessxoi o6nacti sikom 1855 pokis.

Apryment Nel: . Kangstamn sig “€annoi Pocii™s Boponesukiit ofnacri na
suGopax B Jepmaymy PO meabano CraBasrecs 10 BHEOHAMHA  CayxGosux
000B A3IKIB.

Aprymenr Ne2. Karomaarn sin “Cannoi Pocii™s Boponesexiii obaacri na
suGopax 8 Jlepaxaymy PO npuitvaiors y4acts y Kopynuiieux cxesmax, Gepyrs
“xaGapi” Ta npaKTHKYIOTE “KyMiBCTBO™.

Aprymens Ne3. Kanamaam sia “€annoi Pogii™ 8 Bopounesskiit o0nacr va
snGopax_s JlepAuymy PO BHKOPHCTOBYIOIL CAYAGOBEC CTAHOBMUIC Y BAACHMX
IHTEPCCAX, B TOMY YHCIT NOKPOBHTEIBCTBO (PEACPATLHOT BIA/IM.

Aprysent Ned Kawamaarm sin “€umoi Pocii™ 8 Bopounesskiii oGaacti sa
subopax s Jlepxaymy PO n106iow0re iirepeen Gisnecmenis abo ¢Boi BiacHi GisHec-
IHTCPeCH.

OcrosHi kanam, GopMu Ta 3aco0M  POINOBCIOACHHS iHpOpMatiimx
marepianis: couwianbha wmepexa “VKontakie”, Grorosi naardopmu “TTnkaGy”,
“LiveJournal”™.

| Apryment [ Tpadisa | Jlonmen [Crari_ | Bizeo
1 1 7 I 2

P [ — I YE—
3 1 7 1 ‘
- 1 7 }— 1 !

Procedures as outlined by UAF CIPSQO’s staff

Nevertheless, they did not stop at discrediting regional politicians. United Russia’s opponents began receiving
threats from anonymous people on social media. It looked as if the politicians were threatened by some
criminal supporters of the incumbent authorities to force them to withdraw from the elections. The main
targets of the operation were candidates from the Communist Party of the Russian Federation (CPRF) and All-
Russian Political Party Rodina.

The texts in each message were roughly the same, prepared and distributed by the same CIPSO staff. The
72nd Centre’s tactical group reported on its progress that threats were sent to twenty Voronezh candidates
demanding that they refuse to participate in the elections. Here is an example of such a threatening message:

“Greetings Sashenka, word has come down that you want to run for office, my friend!? | wouldn’t advise you,
numbskull, to get in there, because we’ll cut off your oxygen fast enough. If you don’t follow the wind, brains,
we’ll find you in front of your house, ****** gnd dry you out like the last rooster, to the tail and to the mane.
And we’ll catch your kin and feed them to the river fish, or we’ll rape them, whichever you prefer. There is
nothing for you to do there, believe me, they have had their own people in power for 20 years now, and you
just sit on your ***, or we will blow out all the hairs on your *** with a blowtorch, you beef head. If you don’t
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get it nicely, then your property will burn like your asshole right now reading this text. We’ve broken even

bigger fish in our twenty years in charge. | hope you, ****** dumbass, will get it nicely, and your loved ones

will stay safe along with you (but that’s not certain). Go ahead and live and watch your back!”

Puc. 4
25-28.08.2021 6yao Hagicaano norposu 20 kanauaaram-ononeHTam “€ auHoi
Pocii™ Bix Bopones3skol 001acTi 3 BUMOIOI0 3HATH CBOT KAHAWIATYPH 3 BHOOPIB.
Xoua “€auna Pocis™ HanpsaMy B norpozax 1 He 3rajiyBajach, aApecaHTH, fK 1
I1aHYBANOCH, 3BHHYBaUyBaIH came Ti. 3 3 20 kanauaaTis BIAPCAryBaIH HA NOTPO3H
NoCTaMK_Ha BJIACHMX cTopiHkax B CM “BkoHTakre” Ta BHCIOBICHHAM HaMipis
3BCPHYTHCSA J10 NPABOOXOPOHHHX OPraHIB.

Anexcanap CTpemssmsos .

O o
Arrar
NowneTcTEyo CoHmrLca, SOwWnm CayIm TO T ADYmOwex
.

10wt GIRAITHDCEATRCS!) He cone
b

3 TYNOR, ACRRET IO K0DOUweNrY W TBON
v wme BasecTe ¢ TOSOR COTBMYICR B UEAOCTI, MO 37O Me TOWMO
Llanan mmber u OLBR 200 300

Anexcamgp
119 yw Noen P, KOy

An example of a threatening message provided in the CIPSO report

The intention was that the targeted candidates would talk publicly about the pressure exerted by the
authorities, compromising the election process in the region and driving the disgruntled into the streets.

Moreover, the operation was intended to discredit the candidates of the United Russia party and significantly

reduce their results in the elections.

Instead of an Afterword: Cultural — Historical Counter-Propaganda
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incpopmayion onepaydl + Bosyw 4.0.

|cTOPMYHO-KyNbTYpHA
KOHTpnponaraHaa

ICTOPUHHMIA aCNeKT KOHTPNponaraHau
PeniriHui acnexT KOHTpnponaranau
MaHinynauir 3i cnaesHismom
‘WaposaplumHa’, Ak MeTo4 ANCKpeauTaLT
YKpaiHCbKa iAEHTVMHICT

lepoi ko3aupkoi 406m

MoX0DKeHHA MOBM | KOPUTYBAHHA

IcTopin Kpuny

Hassu “Pyce’, “Pocia”, “Pycb-YkpaiHa®
IcTOpUHHI Mich Ta NepenucyBaHHA ICTOPUSHIUX JOKYMEHTIR
NerTMMHICTL Ta AEPKaBHICTL

A part from the CIPSO Manual on “Historical and Cultural Counter-Propaganda”

One cannot fail to mention the section on cultural-historical counter-propaganda in the same training manual
for the CISPO staff. The main sub-paragraphs here look familiar from the agenda of the Ukrainian media: the
historical aspect, the religious aspect, the manipulation of Slavicism, the name “Rus-Ukraine” and even the
rewriting of historical documents. This is all part of the methodological work used in information and
psychological operations.

These examples hardly detail all of the information-psychological operations of the Ukrainian CIPSO. Only
some of the materials and reports have been made public. Nevertheless, they all had one goal — to destabilise
domestic political sentiment in Russia.

https://sputniknews.com/20220521/info-saboteurs-how-the-ukrainian-centre-for-informational-and-
psychological-operations-works-1095680364.html
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