Steganography and Digital Watermarking Tool Table

Netl F. Johnson, Ph.D-

rating to an updated Steganography Software List - Authors may submit their tools

(CHE)

Immortalware / JTHZ Productions Lindenstraat 52 B 1015 KZ Amsterdam The
Netherlands Banking information: dutch POSTbank-nr. 945945 "t.n.v.

J.B.Thyssen". 9x9@gmx.net julius@mindless.com hens@mindless.com

jthz@usa.net http://www.GalaxyCorp.com/009
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TOOL VENDOR - AUTHOR OPERATING| STEG
SYSTEM TYPE

Blindside John Collomosse ? WIN: (WinDOS ) IMAGES: (BMP
ma7jpc@bath.ac.uk Unix/Linux: () )
http://www.blindside.co.uk/

BMP Secrets Parallel Worlds IMAGES:
Parallel Worlds is an offshore software development company based in Kiev, (Input: JPEG,

(a fid your OWI’]) * capital of Ukraine. Tel.: +380 (44) 442 6077 Tel./Fax.: +380 (44) 442 0516 GIF, BMP,
Pager: +380 (44) 461 0146 ab# 100252 GSM SMS: chekh@sms.umc.com.ua Others
e-mail: chekh@pworlds.com - General Information: Info_PW@Kkbi.kiev.ua - Output: BMP
Services: Services_PW@Kkbi.kiev.ua - Customer and Product Support: (24-bit))
Support_PW@kbi.kiev.ua - Products Sales: Sales_PW@kbi.kiev.ua - Web design:
webmaster_PW@kbi.kiev.ua - Other questions: admin_PW@Kkbi.kiev.ua Visit
Parallel Worlds page at http://www.pworlds.com Visit our steganography page
at http://www.pworlds.com/techn/steganography.phtml Visit BMP Secrets page
at http://www.pworlds.com/products/bmp-secrets.phtml
http://www.pworlds.com

BMPEmbed v1.54 Brook Sandford and Ted Handel (LANL.gov) DOS: (DOS) IMAGES: (BMP

(DEMO) Data Embed Brook Sandford mts@lanl.gov Ted Handel thandel@lanl.gov WIN: (WinDOS ) )

BMPTable v2.16 (DEMO) |Brook Sandford and Ted Handel (LANL.gov) DOs: (DOS ) IMAGES: (BMP

Data Embed Brook Sandford mts@lanl.gov Ted Handel thandel@lanl.gov WIN: (WinDOS ) )

Camouflage 2.0 Frederic Peters WIN: (X ) IMAGES: (TGA
Frédéric Péters rue Chantraine, 38 4420 Montegnée Belgique par téléphone : (24-bit
+32(0)4/263 58 61 par e-mail : s970133@student.ulg.ac.be uncompressed,
fpeters@chanae.alphanet.ch fpeters@mygale.org 640x480,

minimum of
921618
bytes). Author
recommends
using PNG. )

Contraband Hell Edition |Julius B. Thyssen & Hens Zimmerman WIN: (9x ) IMAGES: (BMP

(24-bit only) )



http://stegtools.jjtc.com/
http://www.blindside.co.uk/
http://www.pworlds.com/
http://www.jjtc.com/neil
http://www.jjtc.com/index.html
http://www.jjtc.com/neil/
http://www.jjtc.com/Steganography/
http://www.jjtc.com/Steganography/
http://www.jjtc.com/pub/
http://stegtools.jjtc.com/
http://www.jjtc.com/Fox/
http://www.jjtc.com/Security/books/
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http://come.to/us. http://www.jthz.com/puter/

7 |Contraband, Contraband [Julius B. Thyssen & Hens Zimmerman WIN: (9% ) IMAGES: (BMP
9g Immortalware / JTHZ Productions Lindenstraat 52 B 1015 KZ Amsterdam The (24-bit only) )
Netherlands Banking information: dutch POSTbank-nr. 945945 "t.n.v.
J.B.Thyssen". 9x9@gmx.net julius@mindless.com hens@mindless.com
jthz@usa.net http://www.GalaxyCorp.com/009
http://www.jthz.com/puter/
8 |Courier v1.0 Kelce Wilson WIN: (Win ) IMAGES: (BMP
(24-bit will
http://pages.prodigy.net/robyn.wilson/ convert lower
resolutions to
24-bit) )

9 |Covert-TCP Craig H. Rowland NETWORK/
crowland@psionic.com PROTOCOL:
http://www.psionic.com/papers/ (IP/TCP/UDP

Packet Header
fields (ID,
Sequence
numbers) )

10 |Data Stash v1.1, vl.la |[Lim, Chooi Guan WIN: (Win ) IMAGES: (any
webmaster@famousguy.net binary )
http://www.skyjuicesoftware.com/software/ds_info.html AUDIO: (any

binary )
TEXT: (yes,
but suggest
avoiding )
FILE/DISK:
(any binary )
OTHER: (any
binary )

11 |DC-Stego (DC- Nikola Injac DOsS: (DOS ) IMAGES: (PCX
Steganograph, DiSi- Nikola_Injac@hotmail.com http://members.tripod.com/~Nikola_lInjac/stegano/ )
Steganograph) http://members.tripod.com/~Nikola_lInjac/stegano/

12 |DCT-Steg (DCT-Jpeq) Stefan Katzenbeisser IMAGES:

(JPEG )
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13 |Digital Picture Envelope |KIT Digital Picture Enveloping Research Group WIN: (9%/NT ) IMAGES: (BMP
bpcs@know.comp.kyutech.ac.jp (adaptive) )
http://www.know.comp.kyutech.ac.jp/BPCSe/Dpenv-e/DPENVe-home.html

14 |Diskhide MTC Medincom (Russia) DOsS: (DOS ) FILE/DISK:

WIN: (WinDos ) (hide
ftp://ftp.bke.hu/pub/mirrors/sac/security/diskhide.zip information on
diskette )

15 |Dmagic v6.0 Perek de Oliveira (Russia) WIN: (Win ) FILE/DISK:
dedell@hotmail.com BigD99860@juno.com (hide files and
ftp://ftp.elf.stuba.sk folders )

16 |DPT (Data Privacy Tool) |Bernard WIN: (Win ) IMAGES: (BMP
bernard@xs4all.nl (recommed
http://www.xs4all.nl/~bernard/home_e.html 24-bit) )

17 |DPT (Data Privacy Tool) |Bernard DOsS: (DOS GUI ) IMAGES: (BMP

DOS bernard@xs4all.nl (recommed
http://www.xs4all.nl/~bernard/home_e.html 24-bit) )

18 |EasyPrivacy Pro v2.1.1 |D4F Corp WIN: (Win9x/NT ) IMAGES: (BMP
Landstrasse 25, 9490 Vaduz, Liechtenstein ( Europe ) Fax: +423-399 30 19 (existing or

Mail@digi4fun.com webmaster@digi4fun.com

http://www.digi4fun.com/EasyPrivacy.html

generated) )

19 |EIKONAmark

I. Pitas

IMAGES:
(input: BMP,
JPG, TIF, TGA,
GIF output:
TIF, TGA, JPG)

Empty Pic

Robert Wallingford
310 S. Vermillion Street Streator, IL 61364-2940 U.S.A. Ph. (815) - 672 - 2007

email: wallingford@usa.net prof.engineer@usa.net robertw@crtelco.com

http://www.crtelco.com/~robertw/
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WIN: (WinDOS

command line )

IMAGES: (GIF
)


http://www.know.comp.kyutech.ac.jp/BPCSe/Dpenv-e/DPENVe-home.html
ftp://ftp.bke.hu/pub/mirrors/sac/security/diskhide.zip
ftp://ftp.elf.stuba.sk/
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http://www.crtelco.com/~robertw/
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21 |Encrypt Pic v1.2 (See Fredric Collin WIN: (9%/NT ) IMAGES: (BMP
Encypt Pic v1.3) Frederic.Collin@advalvas.be http://members.nbci.com/_XMCM/fredc/index2.html )
http://members.xoom.com/fredc/encryptpic.html

22 |Encrypt Pic v1.3 Fredric Collin WIN: (9%/NT ) IMAGES: (BMP
Frederic.Collin@advalvas.be http://members.nbci.com/_XMCM/fredc/index2.html (24-bit) )
http://members.nbci.com/_XMCM/fredc/encryptpic.html
http://members.xoom.com/fredc/encryptpic.html

23 |Encrypted Magic Folders |PC Magic Software WIN: (Win9x ) FILE/DISK:

(EMF) v00.9.1 (aka info@pc-magic.com (Hide and
Magic Folders) http://www.pc-maagic.com/ encrypt files
and folders )

24 |EzStego Romana Machado WIN: (9% ) IMAGES: (GIF

)
http://www.stego.com

25 |F5 v0.1 Andreas Westfeld (Dresden, Germany) WIN: (Win DOS ) IMAGES:
westfeld@inf.tu-dresden.de (BMP, GIF,
http://www.inf.tu-dresden.de/~aw4 JPEG )

26 |F5 v0.9 Andreas Westfeld (Dresden, Germany) WIN: (Win DOS ) IMAGES:
westfeld@inf.tu-dresden.de (BMP, GIF,
http://www.inf.tu-dresden.de/~aw4 JPEG )

27 |FatMacPGP 2.6.3 MAC: (Optimized for

powermac )
http://www.math.ohio-state.edu/—~fiedorow/PGP

28 |FFEncode DOs: (DOS TEXT: (NUL

command line ) characters
http://www.rugeley.demon.co.uk/security/ffencode.zip used like
Morse code )
29 |Folder Guard Jr. v2.02 |WinAbility (Andrei Belogortseff) WIN: FILE/DISK:
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(also seel Folder Guard) |WinAbility P.O.Box 5534 Buffalo Grove, IL 60089-5534 U.S.A. Voice/FAX: +1- [(9x/Me/NT/2000 ) (hide files &
847-745-0170 http://www.winability.com/home/ folders )
http://www.winability.com/fajr/
30 |Folder Guard v4.11, WinAbility (Andrei Belogortseff) WIN: (Win 9x/Me ) |FILE/DISK:
v4.14 WinAbility P.O.Box 5534 Buffalo Grove, IL 60089-5534 U.S.A. Voice/FAX: +1- (hide files &
847-745-0170 http://www.winability.com/home/ folders )
http://www.winability.com/folderguard/
31 |Ghost Host v1.0 Kelce Wilson WIN: (Win ) FILE/DISK:
(Hides
http://pages.prodigy.net/robyn.wilson/ (appends)

"ghost" files at
the end for
other files.
Avoid txt files
)

32 |Gif-1t-Up Lee Nelson (awol) WIN: (9x ) IMAGES: (GIF
)

33 |Gifshuffle Matthew Kwan WIN: (Win (DOS) ) [IMAGES: (GIF
Darkside Technologies Pty Ltd ACN 082 444 246 Australia Unix/Linux: () (palette) )
mkwan@darkside.com.au
http://www.darkside.com.au/gifshuffle/

34 |Giovanni (Bluespike) Blue Spike, Inc WIN: (9x/NT IMAGES:
Blue Spike Corporate Contacts: Blue Spike, Inc. USA Miami Beach Headquarters {(Demo) ) (digital image

Scott Moskowitz, CEO Blue Spike, Inc. 16711 Collins Avenue, Suite 2505 Miami,
Florida, 33160 800-615-5713 scott@bluespike.com New Mexico Office
Technology Development Headquarters 6100 Indian School Rd. NE Suite 206
Albuquerque, NM 87110 Vox: 505-888-9663 Fax: 505-888-9657
development@bluespike.com New York Office Gregg Moskowitz Vice President of
Business Development 220 East 24th Street, Suite 2-1 New York, New York
10010 Vox: 212-725-3974 Fax: 212-725-3970 gregg@bluespike.com Boston
Office Peter Cassidy Communications Director 38 Rice Street, Suite 2-2
Cambridge, MA 02140 USA Vox: 887-815-6039 Fax: 815-364-3002
peter@bluespike.com Blue Spike Japan Hitoshi Sakamoto 1-1-5-601,
Kamirenjaku, Mitaka-shi Tokyo 181-0012 Japan TEL/FAX +81 422-37-8356
hitoshi@bluespike.com

http://www.bluespike.com
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MAC: (MAC (Demo)
)

formats (also
video) )
AUDIO:
(digital audio

formats )
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35 |GzSteg Andy Brown DOS: (csdpmidb.zip |FILE/DISK:
is required for bare |[(Hide data in
http://linkbeat.com/files/ DOS ) the
WIN: (9%/NT compression
(WinDOS) ) of gzip files. )
Unix/Linux: (Hide
data in the
compression of gzip
files. )

36 |HD v3.0 (HideD) Reuven Langer DOS: (DOS 3.0+ ) |FILE/DISK:
R.E.L Data Services c/o Reuven Langer Har-Sinai 16/2 Raanana, 43307 ISRAEL |WIN: (Dos (hide
reuvenl@glx.chief.co.il command line ) directories )

37 |Hidden v7.1, v8.2 Evgeny Vasjuk FILE/DISK:
Evgeny Vasjuk aka Yevgeniy Vasyuk 453350 Russia, Bashkortostan, Kumertau, (hide files and
Dzerginskogo 3-76 telephone: +7 (34761) 31658 E-mail: folders )
evgenyww@bashnet.ru evgenyww@windoms.sitek.net
http://www.bashnet.ru/~evgenyww/

38 |Hide and Seek 1.0 for |Colin Moroney WIN: (9% ) IMAGES: (BMP

Win95/NT (Hideseek) )
39 |Hide and Seek 3.5 Colin Moroney DOS: (DOS IMAGES: (GIF
(Hideseek) command line ) )
40 |Hide and Seek 4.1 Colin Moroney DOs: (DOSs IMAGES: (GIF
(Hideseek) command line ) )
http://cypherpunks/steganography/hdsk41b.zip

41 |Hide and Seek 5.0 Colin Moroney DOsS: (DOS GUI ) IMAGES: (GIF

(Hideseek) )
http://www.rugeley.demon.co.uk/security/hdsk50.zip

42 |Hide and Seek 95 v 1.1 |[Colin Moroney WIN: (9% ) IMAGES: (BMP

(Hideseek) )
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43 |[Hide In Picture v1.1 Davi Tassinari de Figueiredo DOsS: (DOS ) IMAGES: (BMP
davitf@usa.net http://www.brasil.terravista.pt/Jenipabu/2571 PORTUGAL WIN: (9% ) )
http://www.brasil.terravista.pt/Jenipabu/2571/e_hip.htm

44 |Hide Unhide (Hide) GRYPHON Microproducts (?) DOS: (dos ) IMAGES: (tif )
PO BOX 10087 Silver Spring, MD 20914 WIN: (dos command

line )
45 |Hide v2.0 (Toby Sharp) |Toby Sharp WIN: (Win IMAGES: (24-

Secret Software TSharp@Serif.com

3.1/3.11/9x/NT

bit color, 8-bit

http://www.geocities.com/toby.sharp/hidev2.zip (intel/alpha/MIPS) ) |grayscale )
Unix/Linux: ()

46 |Hide4PGP v1.0 Heinz Repp DOS: (DOS ) IMAGES: (BMP
Heinz.Repp@online.de WIN: (Win32/9x/NT |[(8-bit, 24-bit,
http://www.heinz-repp.onlinehome.de/index.html DOS ) not run length

encoded) )
AUDIO: (WAV
(8-bit, 12-
bit,16-bit,
voice, CD,

mono, stero),

VOC (8-bit) )

47 |Hide4PGP v2.0 Heinz Repp
Heinz.Repp@online.de

http://www.heinz-repp.onlinehome.de/index.html

DOS: (DOS )
WIN: (Win32/9x/NT
DOS )

IMAGES: (BMP
(8-bit, 24-bit,
not run length
encoded) )
AUDIO: (WAV
(8-bit, 12-
bit,16-bit,
voice, CD,
mono, stero),

VOC (8-bit) )

48 |Hidedrv (Hide Drive)
(Hide & Unhide)

PC Computing July 1994 compile by Mike O'Rourke

DOS: (DOS 5.0+ )
WIN: (WinDos )

FILE/DISK:
(hide the
visibility of a
drive (HD or
CD))

49 |Hideme (Hide Me) v2.0 |[Terry Mechan Olympic Communications
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FILE/DISK:
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for Windows (encryption

tool?)

Olympic@Netwales.co.uk
http://www.fis.lv/olympic

(hides files &
directories by
encrypting
them and
placing them
in a "hide me"

file )

50 |[IBM Digital Library 1BM IMAGES: (Any
System IBM Howard Sachar sachar@watson.ibom.com Manager, image applications IBM )
T. J. Watson Research Center P.O. Box 218 Yorktown Heights, NY 10598-0218
(914) 945-1432 Fax: (914) 945-4003
http://www.research.ibm.com/image_apps/commerce.html (commercial use)
http://www.research.ibm.com/image_apps/

51 |In Plain View (IPV) v.10 |9-Yards Computing WIN: (Win 9x/NT ) |IMAGES: (BMP
1158 26th St. #466 Santa Monica, CA 90403 jweiler@9-Yards.com (24-bit) )
http://www.9-Yards.com

52 |[InThePicture (ITP) 2.01 [INTAR Technologies WIN: (9% ) IMAGES: (BMP
23 Sapphire Drive Barons Wood Royal Leamington Spa Warwickshire, CV31 3LB (4-bit, 8-bit,
ENGLAND Administrative Contact, Billing Contact: Hogg, Ash (AH2184) 24-bit) )
ash@INTAR.COM Intar Technologies Limited 12 Penfold Close Bishops Tachbrook
Leamington Spa CV33 9SF UK +44-(0)1926-426621 (FAX) +44-(0)1926-

426621
http://www.intar.com/ITP/itpinfo.htm

53 |[InThePicture (ITP) 2.02 [INTAR Technologies WIN: (9x ) IMAGES: (BMP
23 Sapphire Drive Barons Wood Royal Leamington Spa Warwickshire, CV31 3LB (4-bit, 8-bit,
ENGLAND Administrative Contact, Billing Contact: Hogg, Ash (AH2184) 24-bit) )
ash@INTAR.COM Intar Technologies Limited 12 Penfold Close Bishops Tachbrook
Leamington Spa CV33 9SF UK +44-(0)1926-426621 (FAX) +44-(0)1926-

426621
http://www.intar.com/ITP/itpinfo.htm

54 [Invisible Encryption Bernd Binder DOS: (Java enabled |IMAGES: (GIF

v1.060 Fractal Iteration of Information (FITIN) Germany ) )

http://www.fitin.com (down for some time)
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WIN: (Java enabled
)
MAC: (Java enabled

)
Unix/Linux: ()



http://www.fis.lv/olympic
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Other: (Java

enabled )

55 [Invisible Files 2000 ANNA Ltd. WIN: (9% ) FILE/DISK:
v.1.0 build 078 if2000@anna.zaporizhzhe.ua Technical Support: support@softsecurity.com (files and
(IF2000), Pro v5.0 Opportunities: opportunities@softsecurity.com Any other questions: folders )
(IF2000 Pro) contact@softsecurity.com FAX: (508) 355-8507

http://www.softsecurity.com

56- |Invisible Secrets (Pro, NeoByte Solutions WIN: Win32 IMAGES:

58 12002, v2.x) Headquarters: Aleea Rogerius 12 Bloc H1, Ap. 11 Oradea Romania (BMP, PNG,
E-mail: support@neobytesolutions.com JPG)
Corporate WWW: http://www.neobytesolutions.com AUDIO: (WAV)
Invisible Secrets 2.1 : http://www.invisiblesecrets.com/ver2/index.html TEXT: (HTML)
Invisible Secrets homepage : http://www.invisiblesecrets.com

59 |JK-PGS Martin Kutter, Frederic Jordan WIN: (9% ) IMAGES: (PPM

Unix/Linux: () )
http://Itswww.epfl.ch/~kutter/watermarking/JK_PGS.html

60 |JPHS (JPHide JPSeek, JP |Allan Latham DOS: (WinDos ) IMAGES: (JPG
hide and seek) alatham@flexsys-group.com WIN: (9%x/NT-DOS ) |)

http://linux01.gwdg.de/~alatham/stego.html Unix/Linux: ()

61 |IJPHSWin Allan Latham WIN: (9% ) IMAGES: (JPG
alatham@flexsys-group.com )
http://linux01.gwdg.de/~alatham/stego.html

62 |Jsteg Shell John Korejwa WIN: (9%/NT ) IMAGES: (JPG

output )
http://www.tiac.net/users/korejwa/jsteq.htm

63 |Jsteg-Jpeg Derek Upham DOS: (DOS (requires|IMAGES: (jpeg

csdpmi) ) output )
http://linkbeat.com/files/ WIN: (DOS
command line )
64 |Magic Folders (MF) PC Magic Software WIN: (Win 9x/ME ) |FILE/DISK:
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v00.9.1 (hide files and
http://www.pc-magic.com/ folders )

65 |Magic Folders (MF) RSE Software Inc.(PC Magic Software) WIN: (Win 3.1/9x ) |FILE/DISK:
v96.09a (Hide files and

http://www.pc-magic.com/ folders )

66 |Magic Folders (MF) RSE Incorporated (PC Magic) WIN: (Win9x ) FILE/DISK:
v97.02a (Encrypte Magic (Hide files and
Folders vBeta2) http://www.pc-maqgic.com/ folders )

67 |Magic Folders (MF) RSE Incorporated (PC Magic Software) WIN: (Win 3.1/9x ) |FILE/DISK:
v97.06a (Hide files and

http://www.pc-magic.com/ folders )

68 |Magic Folders (MF) RSE Incorporated (PC Magic Software) WIN: (Win 3.1/9x ) |FILE/DISK:
v97.10a (Hide files and

http://www.pc-magic.com/ folders )

69 [Makes Files Invisible PC Magic Software WIN: (3.x/9x ) FILE/DISK:
v96.04 (MFI) MFI Registration 1157 57th Drive SE Auburn, WA 98092 (253) 939-4105 (hide files )

http://pc-magic.com

70 [Mandelsteg Henry Hastur DOS: (DOS IMAGES: (GIF

Command line ) (generated) )
71 [Mimic Peter Wayner MAC: (Source and |TEXT:
executable (?) ) (Generates
http://www.nic.funet.fi/pub/crypt/old/mimic/Mimic-Manual.txt text using
context free
grammar )

72 |MP3Stego, Fabien Petitcolas WIN: (9%/NT ) AUDIO: (MP3

MP3Stego_GUI Author is with Microsoft Research, UK fabienpe@microsoft.com )

http://www.cl.cam.ac.uk/~fapp2/steganography/mp3stego/
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73 |Nicetext George Davida and Mark T. Chapman Unix/Linux: () TEXT:
markc@ctgi.net http://www.nicetext.com/ (pseudo-
http://www.ctqgi.net/nicetext/ random text-

based stego
using context-
free grammer
and
customizable
dictionaries )

74 |Outguess Niels Provos Unix/Linux: () IMAGES:
provos@citi.umich.edu (JPEG, PNM)
http://www.outquess.org/

75 |Paranoid (MAC) Nathan Mariels MAC: (MAC ) AUDIO: (audio
maviels@uhunix.uhcc.hawaii.edu )
ftp://ftp.hacktic.nl/pub/crypto/crypto/MAC/Paranoidl.1.hgx

76 |Paranoid v1.1 (IS) - Immaculate Software WIN: (Win 9x ) IMAGES: (a

encryption prog (?) zip file like
structure so
you can encry
pt many files
into a single
file)

77 |Paranoid v1.2 - Robert Smith WIN: (9% ) FILE/DISK:

encryption ? (hide files and
http://home.earthlink.net/~ockham07/ folders )

78 |PGE v1.0 (Pretty Good |Roche'Crypt DOS: (DOS ) FILE/DISK:

Envelope) (Any file )
http://www.rugeley.demon.co.uk/security/ (avail

79 |PGE v2.0 (Pretty Good |Robert G. Durnal DOs: (DOS ) FILE/DISK:

Envelope) afn21533@afn.org (Any file )
http://www.afn.ora/~afn21533/ and http://members.nbci.com/afn21533/

80 |PGM Stealth Timo Rinne and Cirion oy Unix/Linux: () IMAGES: (PGM
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tri@cirion.fi )
ftp://ftp.funet.fi/pub/crypt/steganography/PGM.stealth.c.qgz
81 |PGPn123 v1.8 Enhanced |Alphal Enterprises WIN: (9% ) TEXT:
alphal@pobox.com (Generates
http://members.tripod.com/steganography/stego/pn123e18.zip text )
82 |Picturemarc (Digimarc) |Digimarc Corporation WIN: (9x/NT IMAGES:
(plugin) ) (Image format
http://www.digimarc.com independent.
Uses 24-bit,
truecolor,
JPEG, and
grayscale )
83 |PIILO, PILO Tuomas Aura IMAGES: (PGM
Tuomas.Aura@hut.fi )
84 |PixelTag Joshua Smith and Barrett Comiskey (MIT)
MIT Media Lab pixeltag@media.mit.edu Patent Pending
http://www.media.mit.edu/pixeltag
85 |PrivacyMaker 1.14.0.17 [Asystem Software Incorporated, U.S.A. WIN: (9% & FILE/DISK:
Asystem Software Incorporated, U.S.A. 35640 Fremont Blvd. Suite 141 netscape ) (hide files )
Fremont, California 94536 www.privacymaker.com
http://www.asystem.com
86 |Private Desktop Tropical Software WIN: (3.1/9%x )
http://www.tropsoft.com
87 |S-Mail Security Software Development (SSD) Ltd DOS: (5.0+ ) FILE/DISK:
Security Software Development Ltd. - Nassau - BAHAMAS WIN: (3.x/9%/NT ) [(Hides in EXE
http://www.ssdltd.com/english/products.htm http://www.privacysoftware.com/ and DLL files )
88 |S-Tools for Windows Andy Brown AUDIO: (WAV
Version 1.0 (stools) )
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89 |S-Tools v2.0 (stools) Andy Brown WIN: (WinDos ) IMAGES:
(BMP, GIF
(ST-BMP) )
AUDIO: (WAV
(ST-WAV) )
90 |[S-Tools v3.0 (stools) Andy Brown WIN: (Win ) IMAGES:
(BMP, GIF
ftp://ftp.demon.net/pub/mirrors/crypto/idea/code/s-tools3.zip (ST-BMP) )
AUDIO: (WAV
(ST-WAV) )
FILE/DISK:
(Disk space on
a Floppy (ST-
FDD) )
91 |S-Tools v4.0 (stools) Andy Brown WIN: (9%/NT ) IMAGES:
(BMP, GIF)
ftp://ftp.demon.net/pub/mirrors/crypto/idea/code/s-tools4.zip AUDIO: (WAV
)
92 |[Safer v2.0 (kill v1.2 C. Petermann (CpH) DOS: (DOS 5.0+ FILE/DISK:
unkil v2.0) OpenDOS 7 ) (hide data on
WIN: (3.1/9%/NT ) [floppies )
Other: (Amiga 1200
)
93 |SandMark Christian Collberg and Gregg Townsend Unix/Linux: () TEXT: (Java )
http://www.cs.arizona.edu/sandmark/
94 |Scramdisk Anonymous (AMAN) DOS: (WinDos ) AUDIO: (WAV
UK (?) Author of the program wishes to remain anonymous. ScramDisk support [WIN: (9% ) )

can be obtained through the alt.security.scramdisk newsgroup. The author uses
the pseudonym AMAN. Information about Scramdisk is hosted by Sam Simpson.
E-mail: scramdisk@hotmail.com (Prefer PGP) scramdisk@hotmail.com DH/DSS
3072/1024 02/11/98 OxCOEOC17A scramdisk@samsimpson.com DH/DSS
3072/1024 24/07/97 0x433FDB4F scramdisk@samsimpson.com RSA 2048
22/08/97 0x560D21A9 andy@scramdisk.eu.org n/a n/a n/a n/a Keys can be
obtained at the scramdisk website.

http://www.scramdisk.clara.net/
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95 |[Scytale v 1.4e, v1.5 Patrick Buseine DOs: (DOS (16) ) IMAGES: (PCX
buseine@bigfoot.com France WIN: (3.1(16), )
http://scytale.rever.fr/main.html 9%x/NT(32) )

96 |[Secure DIR v2.0 Dynamic Software Solutions DOS: (Pre Win 95 ) |FILE/DISK:

(SecureDir, DIR Secure) |Dynamic Software Solutions P.O. BOX 85307 Westland, MI. 48185-0307 Tech WIN: (Win3.x ) ("Hides"

- no longer works support: (313)-525-3578 directories in
old versions of
DOS when
folders
couldnot
support
spaces. )

97 |SGPO David Glaude and Didier Barzin WIN: (Java Classes [IMAGES: (GIF

(SteganoGifPaletteOrder) |David GLAUDE: glu@who.net ) (palette) )
http://www.geocities.com/SiliconValley/Heights/2099/index.htm. Didier BARZIN: |[MAC: (Java Classes
didier@unforgettable.com http://student.ulb.ac.be/~dbarzin/. )

Unix/Linux: ()

98 |[Signafy NEC

99 |Snow, SnowDos v1.1 Matthew Kwan DOs: (DOS TEXT:
Darkside Technologies Pty Ltd ACN 082 444 246 Australia command line ) (appends tabs
mkwan@darkside.com.au mkwan@cs.mu.oz.au and spaces on
http://www.darkside.com.au/snow/index.html the end of

lines )

100 |Snowdisk Scott G. Miller Unix/Linux: FILE/DISK:
scgmille@indiana.edu (Diskspace: Fills (Diskspace:

with the encrypted |[Fills with the

contents of and encrypted

random data. ) contents of
and random
data. )

101 |{SnowDos32 Matthew Kwan DOsS: (DOS TEXT:

Darkside Technologies Pty Ltd ACN 082 444 246 Australia

mkwan@darkside.com.au

http://www.darkside.com.au/snow/index.html
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lines )

102 |SnowJava, JSnow Matthew Kwan WIN: (9x/NT (Java |TEXT:
Darkside Technologies Pty Ltd ACN 082 444 246 Australia VM, applet used web|(appends tabs
mkwan@darkside.com.au interface) ) and spaces on
http://www.darkside.com.au/snow/index.html the end of

lines )

103 |Spam Mimic David Mckellar TEXT:

(spammimic) See: http://www.spammimic.com/ for more information (Generates
spam-like text
)

104 |Spyder Lucas (Luke) Natraj DOS: (DOS) IMAGES: (BMP
lucas_natraj@pmail.net lukenut@usa.net 8-bit )

105 |Stash (Stash-It) v1.1 Chris Losinger, Smaller Animals Software, Inc WIN: (9%/NT ) IMAGES:
Administrative Contact, Billing Contact: Losinger, Chris (CL4280) (256-color
chrisdl@PAGESZ.NET Smaller Animals Software, Inc. 8701 Walkelin Ct Raleigh, PCX, BMP,

NC 27615 919-844-7951 (FAX) 9198447951 (GIF?) 24-bit
http://www.smalleranimals.com/stash.htm BMP, TIFF,
PNG, PCX)
106 |Stealthencrypt Internet |Herb Kraft or Amy Seeberger, Sublimated Software WIN: (Win ) IMAGES:
Security Suite Herb Kraft or Amy Seeberger Simated Software, Inc. 703 Pier Avenue B330 (BMP, TIF )
Hermosa Beach, CA 90254 E-mail: Herb344@aol.com Administrative Contact,
Billing Contact: Kraft, Herbert (HK917) herb344@AOL.COM millionseller 10B
Meyer Court Hermosa Beach, CA 90254 310-798-7087 (FAX) 310-798-7087
http://www.stealthencrypt.com/
107 |Stegano (WinStegano Thomas Biel DOS: (Dos (stegano)|IMAGES: (BMP
steg_win) Johlingerstrasse 12 76356 Weingarten GERMANY ) )
WIN: (Win
(winstego) )
108 |Steganos v1.0a for Deus Ex Machina Communications (DEMCOM) WIN: (9% ) IMAGES:
Windows 95 (BMP, DIB )
http://www.demcom.com/english/steganos AUDIO: (WAV,
VOC )
TEXT: (ASCII,
HTML (add
tabs and
spaces) )

http://www.jjtc.com/Steganography/toolmatrix.htm([7/25/2014 7:22:52 PM]



http://www.darkside.com.au/snow/index.html
http://www.spammimic.com/
http://www.smalleranimals.com/stash.htm
http://www.stealthencrypt.com/
http://www.demcom.com/english/steganos

Steganography and Digital Watermarking Tool Table

Steganos v1.0c for
Windows95/NT4.0

Deus Ex Machina Communications (DEMCOM)

http://www.steganography.com

WIN: (9x/NT )

IMAGES:
(BMP, DIB )
AUDIO: (WAV,
VOC )

TEXT: (ASCII,
HTML (add
tabs and

spaces) )

110

Steganos v1.4 (DOS)

Fabian Hansmann

http://www.steganography.com

DOS: (DOS
command line )
WIN: (3.x/9x
(WinDOS) )
Unix/Linux: ()

IMAGES: (BMP
)
AUDIO: (WAV,
VOC )

TEXT: (ASCll
(adds spaces,
tabs, and

lines) )

111

Steganos v1.5e for

Windows

DEMCOM, Fabian Hansmann

http://www.steganography.com

WIN: (9%/NT )

IMAGES:
(BMP, DIB )
AUDIO: (WAV,
voC )

TEXT: (ASCII,
HTML )

112

Steganos v2.0
(Steganos Il Security
Suite)

DEMCOM, Fabian Hansmann

http://www.steganography.com

WIN: (9x/NT/2000 )

IMAGES:
(BMP, DIB (4-
bit to 24-bit -
adaptive) )
AUDIO:
(Sound files
(WAV, VOC) )
TEXT: (text,
HTML, tabs
and spaces to
the end of
lines (not
supported in
Unix/Amiga) )
FILE/DISK:
(Can hide files

in disk space )

113

Steganos v3.0

DEMCOM, Fabian Hansmann
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(Steganos Il Security
Suite) [MORE INFO -
NFJ]

http://www.steganography.com

(BMP, DIB (4-
bit to 24-bit -
adaptive) )
AUDIO:
(Sound files
(WAV, VOC) )
TEXT: (text,
HTML, tabs
and spaces to
the end of
lines (not
supported in
Unix/Amiga) )
FILE/DISK:
(Can hide files

in disk space )

114 |StegComm DataMark Technologies (Singapore) WIN: (Win ) IMAGES:
DataMark Technologies Pte Ltd Suite 106, Innovation Centre, Block 1, 16 (BMP, JPG,
Nanyang Drive Republic of Singapore 637722 Tel: (65)-793-7725 (65)-793- GIF, TGA,
7726 Fax: (65)-793-7790 Email: support@datamark-tech.com TIFF, PNG )
http://www.datamark-tech.com/index.htm AUDIO: (MIDI,
WAV, AVI,
MPEG )
115|StegFS v1.1.1 - v1.1.2 |Andrew D. McDonald Unix/Linux: ()
andrew@mcdonald.org.uk. http://www.mcdonald.org.uk/andrew/
http://ban.joh.cam.ac.uk/~adm36/StegFS
116 |Steghide (v0.1, v0.2, Stefan Hetzl DOS: (Yes) IMAGES: (BMP
v0.3) shetzl@teleweb.at WIN: (Yes (WIinDOS)|(0S/2 format
http://steghide.sourceforge.net/ ) works better
MAC: (Yes) than Windows)
Unix/Linux: () )
AUDIO: (WAV,
AU )
117 |StegMark DataMark Technologies (Singapore) WIN: (Win ) IMAGES:
DataMark Technologies Pte Ltd Suite 106, Innovation Centre, Block 1, 16 (BMP, JPG,
Nanyang Drive Republic of Singapore 637722 Tel: (65)-793-7725 (65)-793- GIF, TGA,
7726 Fax: (65)-793-7790 Email: support@datamark-tech.com TIFF, PNG )
http://www.datamark-tech.com/index.htm AUDIO: (MIDI,
WAV, AVI,
MPEG )
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118|Stego (03 December John Walker DOsS: (DOS ) TEXT: (Binary
1995) to Text based
http://www.fourmilab.ch/ on a
Dictionary file
)
119 |Stego (16 August 1997) |John Walker DOS: (DOS) TEXT: (Binary
to Text based
http://www.fourmilab.ch/ on a
Dictionary file
)
120|Stego (27 December John Walker Unix/Linux: () TEXT: (Binary
1994) kelvin@fourmilab.ch to Text based
http://www.fourmilab.ch/ on a
Dictionary file
)

121 |Stego v1.0a 2 (Stego) |Romana Machado MAC: (MAC) IMAGES: (PICT
www.stego.com (8, 16, 32-bit)
ftp://ftp.ntua.ar/pub/crypt/mirrors/utopia.hacktic.nl/crypto/MAC/Stegola?2.sit.hax )

122 |StegoDos v0.90a (Black |Black Wolf DOS: (DOS IMAGES:

Wolf's Picture Encoder) command line ) (Lossless 256
color 320x200
screen capture
)

123 |Stegosaurus (Stego) John Walker TEXT: (Binary

Steganosaurus http://www.fourmilab.ch/ to Text based

http://www.fourmilab.to/stego/ on a
Dictionary file
)

124 |Stegotif Giovambattista Pulcini WIN: (WinDOS ) IMAGES:
mc0878@mclink.it http://www.verrando.com/pulcini (TIFF, TIF,
http://www.geocities.com/SiliconValley/9210 TGA (LSB 24-

bit RGB) )

125 |Stegowav (DOS) Giovambattista Pulcini WIN: (DOS console [AUDIO: (RIFF
mc0878@mclink.it http://www.verrando.com/pulcini ) (8/16 bits)
http://www.geocities.com/SiliconValley/9210 PCM wave
ftp://ftp.externet.hu/pub/mirror/sac/sound/stegowav.zip (\WAV) )
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126 |Stegowav (Java) Peter Heist WIN: (Java 1.1) AUDIO:
heistp@rpi.edu heistp@voicenet.com MAC: (Java 1.1) (Microsoft
Unix/Linux: () WAV )
127 |StegParty v0.2 Steven E. Hugg Unix/Linux: () TEXT: (does
Hamco Software (COMETBUSTERS-DOM) 1249 Turkey Point Rd Edgewater, MD not use
21037 US Administrative Contact, Billing Contact: Steven, Hugg (HS7028) random
hugg@POBOX.COM Hamco Software 1249 Turkey Point Rd Edgewater , MD gibberish to
21037 301-493-0220 hugg@pobox.com encode data )
http://www.cometbusters.com/huga/projects/stegparty.html
128|StegSafe DataMark Technologies (Singapore) WIN: (Win ) IMAGES: (Yes
DataMark Technologies Pte Ltd Suite 106, Innovation Centre, Block 1, 16 (assume BMP,
Nanyang Drive Republic of Singapore 637722 Tel: (65)-793-7725 (65)-793- JPG, GIF, TGA,
7726 Fax: (65)-793-7790 Email: support@datamark-tech.com TIFF, PNG) )
http://www.datamark-tech.com/index.htm AUDIO: (MIDI,
WAV, AVI,
MPEG )
129 |StegSign DataMark Technologies (Singapore) WIN: (Win ) IMAGES:
DataMark Technologies Pte Ltd Suite 106, Innovation Centre, Block 1, 16 (BMP, JPG,
Nanyang Drive Republic of Singapore 637722 Tel: (65)-793-7725 (65)-793- GIF, TGA,
7726 Fax: (65)-793-7790 Email: support@datamark-tech.com TIFF, PNG )
http://www.datamark-tech.com/index.htm AUDIO: (MIDI,
WAV, AVI,
MPEG )
130 |Stext v1.0 (Aug97) Ulrich Kuehn DOS: (DOS) TEXT:
ulrich.kuehn@t-online.de WIN: (Command (generates
Line ) text to hide
Unix/Linux: () information )
131 |SubiText TextSign Compris.com WIN: (?) TEXT: (Text)
Watermark Compris.com Opelstr. 10 D-67661 Kaiserslautern-Siegelbach Germany phone:
(+49) 06301 - 703340 fax: (+49) 06301 - 703119 E-
Mail:mailto: TextSign@compris.com
http://www.textsign.com/
132 |SubiText, TextHide Compris.com WIN: (?) TEXT: (Text)

http://www.texthide.com/
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133|Suresign (Signum) Signum Technologies WIN: (WIN ) IMAGES:
MAC: (MAC ) (Invisible
http://www.signumtech.com watermark
and visible
logo with
Photoshop
Plug-in )
AUDIO: (WAV
files with the
Cool Edit
Audio Plug-in
)
134 |Syncrypt WIN: (3.1/9%x )
http://www.syndata.com
135|SysCop MediaSec Technologies LLC WIN: (9%/NT ) IMAGES:
MediaSec Technologies LLC 321 South Main Street, Suite 2 Providence, RI MAC: (MAC) (Images,
02903 Tel: (401) 453 6363 x 108 Fax: (401) 453 0444 Email: Unix/Linux: () MPEG-1,
info@mediasec.com SysCoP software download: MPEG-2 )
http://www.mediasec.com/download SysCoP WWW Server:
http://www.mediasec.com/services Other digital watermarking systems:
http://www.mediasec.com/pub/related.html| Publications:
http://www.mediasec.com/pub/papers
http://www.mediasec.com/products/index.html
136 |Textego Chirs Huson TEXT:

http://www.soltec.net/~huson/

(substituion
cipher that
makes text
files look like
a cross
between mad

libs and bad
poetry )

137 |TextHide (see SubiText)
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138 ||Texto Kevin Maher DOS: (DOS (requires|TEXT:
kmaher@ucsd.edu Underware Software Production Ltd. Inc. etc. csdpmi) ) (transforms
http://linkbeat.com/files/ WIN: (Windows DOS [uuencoded or

Console ) pgp ascii-

Unix/Linux: () armoured ascii
data into
English
sentences.)

139 |VisualCrypto (Visual Jouko Holopainen DOS: (Yes) IMAGES:

Cryptography v1.0) Purjehtijantie 4 A 10 FIN-90560 Oulu FINLAND jhol@gnosis.pp.fi as of 1996- WIN: (Yes) (Input from
05-14 MAC: (Yes ) PGM (B&W)
Unix/Linux: () images and
output to
Postscript
Ps).)
140 (WBStego 2.0e16 (Pro Werner Bailer WIN: (3.x (v2.X), IMAGES: (BMP
2e) 9X/NT/2k (v3.X) ) with 16, 256
http://www.wbailer.com/wbstego or 16.7M
colors )
TEXT: (text,
HTML, PDF )
141 |WBStego 2.1e16 Werner Bailer WIN: (3.x (v2.x), IMAGES: (BMP
9X/NT/2k (v3.X) ) with 16, 256
http://www.wbailer.com/wbstego or 16.7M
colors )
TEXT: (text,
HTML, PDF )
142 |WBStego99 3.5 Werner Bailer WIN: (3.x (v2.x), IMAGES: (BMP
OX/NT/2k (v3.X) ) with 16, 256
http://www.wbailer.com/wbstego or 16.7M
colors )
TEXT: (text,
HTML, PDF )
143 |WBStego99e 3.1 Werner Bailer WIN: (3.x (v2.x), IMAGES: (BMP
OX/NT/2k (v3.X) ) with 16, 256
http://www.wbailer.com/wbstego or 16.7M
colors )
TEXT: (text,
HTML, PDF )
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144 |White Noise Storm Ray (Arsen) Arachelian DOS: (Command IMAGES: (PCX
line ) )
WIN: (Command
line )
MAC: (Yes)
Unix/Linux: ()
145 |White Noise Storm Ray (Arsen) Arachelian Other: (0S/2) IMAGES: (PCX
(0s2) )
http://ftp.qgiga.or.at/pub/hacker/stego/wns210_0s2.zip
146 |Z-File v3.0 (Zfile INFOSEC Information Security Company, Ltd. (Taiwan WIN: (9%/NT ) IMAGES: (BMP
Camouflage&Encryption |[INFOSEC Information Security Co. Homepage: Http://www.in4sec.com Tel: 886- (optional) )

System) 2-2504-5112 Fax: 886-2-2504-1376 E-mail: hwashun@infosec.com.tw, Postal

address: 4Fl., No. 125, Her Jiang Street, Taipei 104, Taiwan.
http://www.infosec.com.tw

Other Steganography Tools and Software
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