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SpeedCake4u, a cake manufacturing firm wants to
set up a website for showcasing its products. Matt, a
high school graduate was assigned the task of
building the website. Even though Matt was not a
pro in website building, the $2000 pay was the main
motivation for him to take up the task.

He builds a website with all the features that the

company management asked.

The following day the cake manufacturing firm’s
website was defaced with the Title “Your cake
stinks!”

How was it possible to deface the website?

Is Matt the culprit?
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c EH News
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Hack Attack Hits 10,000 Web Sites

Infected sites feed exploits to visitors--and more sites are affected than first suspected.

Gregg Keizer, Computerworld

A large-scale hack of legitimate Web sites to infect visitors' PCs is much more massive than first thought, researchers said Friday. At least 10,000 sites have been
compromised, and have hijacked unpatched systems that steered to their URLs.

On Monday, Mary Landesman, a senior security researcher at ScanSafe Inc., said that she had uncovered hundreds of sites which had been hacked and were feeding
exploits to visitars. Friday, Don Jackson, a senior researcher with Atlanta-based SecureVyorks Inc., said the number was considerably larger.

According to Scanzafe's data, approximately 10,000 sites hosted on Linux servers running Apache, the popular open-source Web server software, have been hacked, most
likely with purlained log-in credentials. Those servers have been infected with a pair of files that generate constantly-changing malicious JavaScript. When visitors reach the
hacked site, the script calls up an exploit cocktail that includes attack code targeting recent QuickTime vulnerabilities, the long-running Windows MDA bug, and even a fixe
flaw in ¥ahoo Messenger.

If the visitar's PC is unpatched against any of the nine exploits Jacksan listed, it's infected with new variant of Rbaot, the notarious backdoor Trajan he called "a very nasty
piece of software.” The end result: The PC is added to a botnet.

Jackson's can't prove how the sites were ariginally hacked, but all the evidence points to the theft of log-on credentials; ane reason why he came ta that conclusion is that
haosts that have been cleaned of the infection -- or in some cases even had Linux reinstalled -- are quickly reinfected.

"There was no sign of brute forcing [of passwords] just prior to the infection,” said Jackson, "but attackers hosting companies are hit all the time with password attacks. It's
part of doing business."

Eartlier in the week, Landesman of ScanSafe drew a link between the security breach at UK -based Fasthosts Ltd., that country's largest Web hosting vendor, and the site
hacks, saying then that the domains ScanZafe had found infected had, or had recently had, a relationship with Fasthosts.

Source: http://www.pcworld.com/
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C EH Module Objective
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This module will familiarize you with :

» \Web Servers

e Popular Web Servers and Common
Vulnerabilities

e Apache Web Server Security

e |1S Server Security

e Attacks against Web Servers

e Tools used in Attack

e Patch Management

e Understanding Vulnerability Scanners
e Countermeasures

e Increasing Web Server Security

EC-Council
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C/EH Module Flow
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R Hacking Tools to
Web Servers g Exploit Vulnerabilities

| |

Web Server Defacement Patch Management
Apache Web Server Security Vulnerability Scanners
Countermeasures

Attacks against I1S

| |

Increasing
Web Server Vulnerabilities Web Server Security
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c E H How are Web Servers
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Misconfigurations, in operating systems, or networks

Bugs, OS bugs may allow commands to run on the web

Installing the server with defaults, service packs may not be
applied in the process, leaving holes behind

Lack of proper security policy, procedures, and maintenance may
create many loopholes for attackers to exploit
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C E H Web Server Defacement
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Mirror saved on 05/12/2006

Defacer: Domair IP address:
Deltah urity TEAM malang., :

System: Linux Web server: Apache

DeltahackingSecurityTEAM

, DR.Trojan , M@asoud HIV++, Vampire , Ignore
Mail: D_7J@deltahacking.net
website:
special thanks to the Delta programmers and defacers
Iranian Hackers Are The Best In The World
Special Thanks To The Zone-h

Iranian Top Attacker: Ashiyane Digital Security Team , Emperor , Nobody Coder,
Deltahacking Security TEAM , Iran Hackers Sabotage

EC-Council

Web server: IIS/6.0

HACKED BY 1ISKORPiTX

(TURKISH HACKER)

ARMANIAN ) FRANCE- GREECE ' PKK TERROR

iscorpitx, marque du monde, présente ses salutations a tout le monde.
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c E H How are Web Servers Defaced
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Web Servers are defaced by using the following
attacks:

Ny

e Credentials through Man-in-the-middle attack
» Password brute force Administrator account

» DNS attack through cache poisoning

» DNS attack through social engineering
e FTP server intrusion

e Mail server intrusion

» Web application bugs

» Web shares misconfigurations

* Wrongly assigned permissions

» Rerouting after firewall attack

» Rerouting after router attack

e SQL Injection

e SSH intrusion

e Telnet intrusion

* URL poisoning

» Web Server extension intrusion
 Remote service intrusion
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c EH Attacks Against I1S
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11S is one of the most widely used web server platforms on the
Internet

Microsoft's web server has been a frequent target over the years

Various vulnerabilities have attacked it W

Examples include: J

:$DATA vulnerability

showcode.asp vulnerability

Piggy backing vulnerability

Privilege command execution

Buffer Overflow exploits (I1Shack.exe)
WebDav / RPC Exploits

Warning

These outdated vulnerability has been presented here as a
proof of concept to demonstrate how a buffer overflow attack
works
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C E H 1S 7 Components
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1S 7 contains several components that perform important functions for
the application and Web server roles in Windows Server® 2008

Each component has responsibilities, such as listening for requests
made to the server, managing processes, and reading configuration files

These components include protocol listeners, such as HTTP.sys, and
services, such as World Wide Web Publishing Service (WWW service)
and Windows Process Activation Service (WAS)
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1S Directory Traversal
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The vulnerability in unpatched Windows 2000 machine results because of a canonicalization
error affecting CGI scripts and ISAPI extensions (LASP is probably the best known ISAPI-
mapped file type)

Canonicalization is the process by which various equivalent forms of a name can be resolved to
a single, standard name

For example, "%cO%af" and ""%cl%9c'" are overlong representations for ?/7? and ?\?

Thus, by feeding the HTTP request (as shown below) to 11S, arbitrary commands can be
executed on the server:

GET/scripts/. . .%c0%af. ./winnt/system32/cmd.exe?/c+dir=c:\ HTTP/1.0

Warning _j

This outdated vulnerability has been presented here as a proof of concept to
demonstrate how a buffer overflow attack works
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CIEH unicode
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ASCII characters for the dots are replaced with the Unicode
equivalent (%2E)

ASCII characters for the slashes are replaced with Unicode
equivalent (%c0%af)

Unicode allows multiple encoding possibilities for each
characters

Unicode for "/": 2f, cOaf, e080af, fO8080af, f8808080af;, .....

Overlong Unicode is NOT malformed, but it is not allowed by
a correct Unicode encoder and decoder

It is maliciously used to bypass filters that check only short
Unicode

EC-Council All Rights Reserved. Reproduction is Strictly Prohibited
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c E H Unicode Directory

w1 aversal Vulnerability

It occurs due to a canonicalization error in Microsoft 11S 4.0 and 5.0

A malformed URL could be used to access files and folders that lie anywhere on the logical
drive that contains the web folders

This allows the attacker to escalate his privileges on the machine

This would enable the malicious user to add, change or delete data, run code already on the
server, or upload new code to the server and run it

This vulnerability can be exploited by using the NETCAT as the backdoor (Trojan horse)

Warning

This outdated vulnerability has been presented here as a proof of concept to
demonstrate how privilege escalation attack works
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c EH Hacking Tool: 11Sxploit.exe
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This tool automates the
directory traversal exploit in
1S

It created the Unicode string
for exploitation

£ 115 Xploit v1.0 by GrEeK_pIrAtE
File IISRelated Links Help

Target - Hitp: /Y | EETRORINE] = Sl LY (’Q
I File to rename whole address
o N TG T MR

File to Diovwnload(e.g. Upload File
C:AT esthT ent bat): —
FEwiEE — File to Delete Whole address (e.q.
Addiess: T\ Testhtent bt C: Whesthbent bat]:

READ RENAME UPLOAD

RUN PEL LQG* PEL FILE POHNLQAD
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C EH Msw3prt IPP Vulnerability
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The ISAPI extension responsible for IPP is
msw3prt.dll

An oversized print request containing a valid
program code can be used to perform a new
function or load a different separate
program and cause buffer overflow

Warning

This outdated vulnerability has been presented here as a proof of
concept to demonstrate how a buffer overflow attack works
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C EH RPC DCOM Vulnerability
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It exists in Windows Component Object Model (COM) subsystem,
which is a critical service used by many Windows applications

DCOM service allows COM objects to communicate with one another
across a network and is activated by default on Windows NT, 2000, | 4

XP, and 2003 i

000
107
10710

Attackers can reach for the vulnerability in COM via any of the
following ports:

TCP and UDP ports 135 (Remote Procedure Call)

TCP ports 139 and 445 (NetBIOS)

TCP port 593 (RPC-over-HTTP)

Any IS HTTP/HTTPS port if COM Internet Services are enabled

Warning

This outdated vulnerability has been presented here as a

proof of concept to demonstrate how a buffer overflow works
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dl: H RPC DCOM Vulnerability

| ma e (CONT'A)

RPC Exploit-GUI Hacking Tool

£1 DCOM RPC Exploit - GUI - by r3L4: = |0} x|
File View Help
- 1L . Sl A
1.- —xploit GU L oRSiRECIREY S
y ’
< Exploit | |FTF' Server »
— P Detailz
Operating Spstem IF &ddress
indowes 2000 (Al 127.0.01
............................ » | | - | | - | | —
E=ploit Port
Test Statusz;
134 1 Ide
Shell Port Return Address
6704 (R] [0Mo0135d
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C/EH AsP Trojan (cmd.asp)
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ASP Trojan is a small script
which when uploaded to a
Web Server, gives you
complete control of the
remote PC

ASP Trojan can be easily
attached to shrink wrap
applications thereby creating
a backdoor

EC-Council

=151 |
File Edit Miew Favorites Tools Help ;'*
() Back - BRE ; Search Favorites 4= - B
Address |.\g' http:/flocalhasttesticmd. asp ﬂ a Go | Links **
|dir [e il Fun
WA VINDOWSY Administrator
& ] Done \3 Local intranet:
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CIEH 1i1sLogs
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® 11S logs all the visits in log files. The log file is located at:
<hsystemroot¥%>\logfiles

® If proxies are not used, then IP can be logged

® Thiscommand lists the log files: http://victim.com/scripts/
.-%cO%aft. . /. . %cO%af../. . %cO%af../..%c0%af../. . %cO0%af
/.. %cO%af../. . %cO%af../..%cO%af../winnt/system32/c
md.exe?/c+dir+C:\Winnt\system32\Logfiles\W3SVC1l
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C EH Network Tool: Log Analyzer
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@

o

Loqg FileMarne

D\MyLogs access0,log
D:iMyLogstaccess1 . log
D:iMyLogstaccess2. log

Faor Help, press F1

EC-Council

E. g
B oEs Sl | P B /5? e W
File Date

Z21.08.2001 10:12:16
Z2.08.2003 17:55:27

Start lag date (GMT)
Z20.05.2000 0:16:39
27052002 23:55:28

Log Analyzer tool helps to grab web server logs and build graphically rich

self-explanatory reports on website usage statistics, referring sites, traffic
flow, search phrases, etc.

End log date (GMT)

Progress

Lines
21,08,2001 5:03:46 321526
21,08,2003 7:07:35 319631

92,2004 7:50:01 324135

Logs read progress

[

Repart generate progress

[
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c EH Hacking Tool: Clean!iSLog
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An attacker can easily cover
his/her trace by removing
entries based on his/her IP

address in W3SVC Log Files

CleanlISLog tool clears the
log entries in the 1S log files
filtered by an IP address

& Untitled - Notepad
File Edit Format Wiew Help

Jun 10 12:53:3?.B4p=GET arg=http: rTarget

[Prmsades. %2505, ./, TeeE@e -~ 250c. ./winntssystemid emd.exe?c+dir+e: % ci1f 57
result="500 Server Error"

Jun 10 12:53:39.675 4.5.6.7 op=GET arg=http:- - Target

IPra.asps. .icl¥le. .7 Zcl¥le. . winnt-repalrssam result="404 Object Mot Found"

Jun 10 12:53:43.578 4.5.6.7 op=CGET arg=http:- - Target

IPra.asps . .%cliSc., ./ .%o liYc. . swinnt-repalr-ssam result="404 Ohject Not Found"
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C E H 1S Security Tool: Server Mask
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ServerMask changes or

obscures the identity of your

1S Web server by safely and You can change the header to
easily removing or modifying any string you want

the unnecessary Server header

iIn HTTP responses

) Copyright © by EC-Council
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c EH Server Mask: Screenshot
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ﬂ ServerMask Settings Manager

] oS

#d ServerMask Settings Manager E]

File Help

port80

———limara

v Enable Servertdask for All web Sites

Server Header l Cookies l Fiemove Headers l Advanced Masking | E-mail Banners l

Server Header Anti-A econnaizzance
I¥ Enable Server header masking:

" Remaove Server header from all HT TP responses
{* Masquerade in Server header as commaon norellS server:

|&pache/2.0.54 [Fedora]

" Randomize Server header among comman non-lS servers

R

" Set custom Server header value:

Achvatian... | Help ] 4 | Cancel

Apply

File Help

i port80

-l

¥ Enable Servert ask for Al %eb Sites

Server Header Cookies ] Remove Headers I Advanced Masking] E -mail Bannels]

Iv itazk all seszion conkies an isk

Cookie name(s) bo mazk, | Alternate cookie namels] |
ASPSESSIOMID Apache

ASP.MET_Sessionld METSCAPE_ID

PHPSESSID EGSOFT_ID

JSESSIONID COCKIE

SITESERVER COOKIET

CFID MNGUszelD

CFTOKEM SITESERVER

Add

Coakie name: | Bemove
Albernate name: | Update

EC-Council

ﬁgtivation...‘ Help | 0K | Cancel | Apph |
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C EH ServerMask ip100
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ServerMask ip100 appliance stops TCP/IP fingerprinting

It stops end spoofing by adding authentication to the unprotected TCP/IP
packets

It uses anomaly detection and dynamic blacklisting at the network level to stop
DoS, IP spoof, session hijack, and DNS cache poisoning attacks

It has patent-pending technology that tags TCP/IP packets coming into and
going out of the network layer transparently within a valid SYN/ACK response

oV

? = l""/
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C EH Tool: CacheRight
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CacheRight allows developers to easily craft and administer effective cache control
policies for every website resource through a single rules file, dramatically speeding up
sites, reducing bandwidth consumption, and eliminating unnecessary requests and
server strain

—l Features and Benefits: }

e Manages all cache control rules for a site together in a single text file,
promoting caching of binary objects like images, PDFs, and multimedia
files

e Requires no MMC access to apply cache control to 1S websites and
applications

 Intuitive, easy-to-master rule statements (a sample rules file is provided
with detailed examples for developers)

» Reduces page load time, making for a better user experience and
increased visitor retention

e Eliminates unnecessary chatter and bandwidth on server and network
due to excessive conditional GET requests and 304 responses

« Saves time to deploy cache control by centralizing rules in one file and
exposing cache control to developers, freeing up admins for other tasks

) Copyright © by EC-Council
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C EH Tool: CacheRight (cont'd)
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Without CacheRight

HTTP request for images, PDFs, video files

-olowerpage lopads for repeat
visitors

- Uecreaset I SEerver thl ,L||:|I'||:|L|t
bandy

- Higher pidth co

—

User browsing

Your Website |y, ached response wastes repeat

With CacheRight

HTTP request for images, PDFs, video files

- Cached files fly out of users
browser cache on repeat visits
- Speed and more availability
- Bandwidth reduction
————

User browsing

YourWebsitt  ¢,ched response leverages the benefits

of HTTP spec for speed and savings!

users' time and precious IS resources...

Micrasaft 15|

Web server

Microsoft 15|

Web server
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c EH CacheRight: Screenshot
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-

£ CacheRight Settings Manager E]
File Help

CacheRight Pk port80

"Web Sites Compression Status | Enable CacheRight for default web site

D efault Settings
=l Web Sites General
P default web site  Disable
Configuration

[ Owemde exizting cache control headers

Cache Cantral Rules File

Rule= File Path

Edi... Yalidate. ..

Ahout Help Ok Cancel Apply
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C EH Tool: CustomError
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CustomError for 1S allows developers and admins to easily create
customized 404 and other default error pages

It requires no administrator intervention

Benefits:

 Empowers web developers to deploy custom error pages on their sites,
enhancing security and user experience

e Transforms dead, broken links into good traffic with 404 redirection
management that is easy to manage

» Offloads error page mapping and broken link redirection chores to
developers or website managers

* Works with virtual servers, so hosting vendors can offer custom errors to
their clients without administrative or security hassles

e Works with error handling mechanisms in ASP, ASP.NET, and
ColdFusion
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c EH CustomError: Screenshot
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i

File Help

port80

TR P Ty

11107 0008

"Web Sites Status v Enable CustormErrar far Default Web Site
Default Settings

Allweb Sites
B Default 'Web Site Enabled

Error Directary l Error Files ] Redirection Rules Logging

Errar Directomy Mame: |err|:|r3

Errar Directony Search bMode:

{# Check Site Foat Only far Errar Directary
{ " Check Requested Directory for Errar Directary

ak. Cancel
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CIEH Tool: Httpzip
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httpZip is an 1S server module for ISAPI-based compression on 11S 4, 5, and
6.0 Web servers

It compresses static and dynamic web content using encoding algorithms
supported by all modern browsers, with flawless decompression secured by
real-time browser compatibility checking

It takes compression even farther with optional HTML and CSS code
optimization to improve performance and combat hackers' source sifting

Static and dynamic files can be accessed in pre-compressed format to
minimize recompression processing with its built-in caching feature

Detailed httpZip reporting shows your files reduced to as little as 2% of their
original size
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c EH HttpZip: Screenshot
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H httplip Settings Manager E]
File  Help
TUUULTOUT T T OO 1 T
11 § 15 Ot 14 1001001 000000
. htt _le;'huclum 10100001 port80
NNO0001 10 00004 4 40400k
‘web Sites Comprezsion Status [¥ Enable hiteZip Compression for Default Yeb Site
Default Sethings
7 Web Sites Optimization ] Advanced l Reporting ]
B Default Web Site Enabled Compession | Euclsions | Caching |
Mime Types Compression
- ‘E‘Mime types
+ tet On
+ ‘ application 0ff
+ image 0ff
+ il audio alij
+ . message Off

I

Bestore Defaults

Browwzer E«ceptions by MIME Tope

Browser Mame Search Sting

|

Abaut... Help Ok | Cancel | Lpply |
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C EH 71ool: LinkDeny
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LinkDeny's powerful access control features allow you to transparently stop
bandwidth pirates and potential hackers

It addresses all sorts of common site problems from simple security to traffic
management

It controls access to sensitive, private, proprietary, paid, or copyrighted files
and downloads

—[ It limits the access of hackers via a Web request’s: }

e IP address

e Referring URL

e Country or geographic location

e Demographics

e Length of user session

e Type of Web browser

» Existence of cookie

« HTTP request header type and content

) Copyright © by EC-Council
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c EH LinkDeny: Screenshot
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& LinkDeny Settings Manager E]
File Help
UUUUTULT TTOTOTLT 1T 10T UL UOUUUL T T L e
11§ =112 3y511 110010010000001 10100001 1101000 NS
. LinkD EMYioo1 10100001 11010001 11010001 168 PE!E,B.D
| 0000011 10100001 1 1010001 1 1040001 1 10006 EEEE
“Web Sites Statuz [+ Enable LinkDeny for default web site
Default Settings
All'web Sites . . -
B i default weh site Enabled Pl Time Limiting ] Logging ] Test ]
Rule Mame Selector Type | Selectar Rule Add...
Dery Media Rule for Bad Requests kIbE [imagelvidenla... &llow
Deny Top Anonwmous Surfing Sites [P... Path i Drerw Template
Dery Top Countries with High Risk for... Path i Dem =
Dery Top Countries with High Risk for... Path i Drerw
Derw 1.5, Embargoed Countries Path i Drerw
L4 »
ak Cancel | Apply
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c EH Tool: ServerDefender Al
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ServerDefender Artificial Intelligence (Al) is a web application
firewall

—[ Benefits: }

» Protects against known and unknown HTTP and HTTPS attacks
and exploits with real-time alerts and countermeasures

e Goes beyond the limited pattern matching and policy-based
systems to profile your web traffic for trusted and untrusted web
request events

» Protects from patches, older/third party code, poorly coded web
applications, and zero day attacks

 Bolsters regulatory compliance with internal and external
standards like PCI

e Manages web application security for multiple 11S web servers on
a local area network from one console
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C EH ServerDefender Al: Screenshot
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¥ ServerDefender Artificial Intellizence Settings Manager [;]@
ﬂ File  Ackion Miew  Faworites  Window  Help Aﬂﬂ
& Eq]

ij ServerDefender Al Service Skakus Security Mode Metwork IP Bl ..

- & TRISTERO

iy %ServerDeFender A1 Running Monibaring - Ackive CIFf
=" Management

i_.@ Training Daka
%ﬂ Security Alerk Log
- ;!.,,,-1 Hogwallup
+ {} Managerment
lﬁ? Training Daka
%ﬂ Security Alerk Log
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C EH Tool: ZipEnable
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ZipEnable allows you to easily extract the absolute of 11S 6 built-in
compression

It is the best ISAPI compression solution for windows web servers

It is used to configure compression on all static and dynamic files

( Features: W
. y

Global compression configuration

Configures compression at directory and file levels for individual virtual
servers (sites)

Browser Compatibility Detection

CPU Roll-off option

Manages cache directory, size, and location

Sets priority of default Gzip and Deflate compression schemes

) Copyright © by EC-Council
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c EH ZipEnable: Screenshot
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=101 %]

ZipEnable Settings Manager
File Settings Help

port80

mmmmacfEwara

[ o ot PR bl""EI1EIG1CICIE]DUD11D1:
1|||p|||||||||| l"I11I'J‘rI'JlJW'I'I1D"l

Global Properties  Site Lewel Properties

—Virtual Server List —Default Web Site: fecripte/helpers.je
Marme | Static Dynarnic MName Static Dynarmic
8 Default Web Site On on S css on*  On
@ my_style.css on*
EIQ download Oon* Oon*
@ ZESetup.exe
EI[:I images on* Oon*
'@ image.agif
@] image.jpg
image.png
EID scripts on* On*
'@ global.js on*
@ helpers.js
@ contact.hitm
@ index.asp

* = Inherited sfd keys toggle static/dynamic for selected row

Ok I Cancel apply
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C EH T1ool: W3compiler
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w3compiler optimizes all or selected (X)HTML, CSS, JavaScript, ASP,
CFM, and PHP files in your site

It removes redundant structures from your code before you load files
on the server

Features:

» Reduces page load time
e Speeds up your site
e Secures your code

* Works with common web development best practices using
staging and production sites

» Makes easy deployment tasks by copying entire or selected sites

 Delivers verifiable optimization through dashboard metrics and
side-by-side preview interface

) Copyright © by EC-Council
EC-Council All Rights Reserved. Reproduction is Strictly Prohibited




'™

c EH W3compiler: Screenshot
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@ wicompiler - T:\Inetpubwwwwrootw3compileriw3compiler.wcp E]@
File Edit Wiew Action Options Help
SHEE B
T arget Files File Tupe Lazt b odified (riginal Size | Optimized Size | % Saved Statug ~
+/| ) httpzipreport File Folder bon Mow 03 13:39:34 2003
+| ) images File Folder bon Mow 03 13:39:28 2003
+ ) includes File Folder bon Mow 03 13:39:32 2003
=) javaszcnpt File Folder Mon Moy 03 13:39:30 2003
+H WS File Falder bon Mow 03 13:393:30 2003
g BuyForm.jz JScript Script .. Tue Moy 04175256 2003 1416 1162 17.94 Presdouzly Optimized
E dizplay_next_pop.js JScript Script ... Tue Moy 04 17:52:56 2003 560 428 23587 Presdouzly Optimized
Bliomcheck s JScript Script .. Mon Nov 10 18:33:36 2003 20502 £957 £5.92 Optimized
g global_functions_levell.js  JScrpt Script ... Tue Mo 04 17:52:68 2003 1644 1284 21.65 Presdouzly Optimized
E global_functions_levelnjs  JScrpt Script ... Tue Mo 04 17:52:68 2003 1874 1518 19.00 Presdouzly Optimized
g global_functions_root.jz JScript Script ... Tue Moy 04 17:52:58 2003 1614 1258 2206 Presdouzly Optimized
E global_functions_securejz  JScrpt Script ... Tue Mo 04 17:52:68 2003 2034 1673 17.50 Presdouzly Optimized
E pop_trjs JScrpt Scrpt ... Tue Maov 04 17:52:58 2003 7 50 45.05 Previouzly Optimized
E print_csz_levell .|z JScrpt Script ... Tue Moy 04 17:52:58 2003 463 e 15.98 Presdouzly Optimized
E print_cgz_root.js JScrpt Script ... Tue Moy 04 17:52:58 2003 457 333 16.19 Presdouzly Optimized
E print_cgs_secure.js JScript Script ... Tue Moy 04 17:52:58 2003 541 467 1368 Presdouzly Optimized
+[J) notrack. File Folder kon Mow 03 13:33:28 2003 b
Project Source  Project Target
GEMERAL STATISTICS ”
Filez Evaluated: 1
Butez Saved: 13515
Percentage Saved: B5.92%
Filez Optimized: 1
Filez Unrnodified: 0
"
General Statiztics | File Remapping | Wanable Remapping | ErorzMamings | Project Log
1 Optimized Files: 65,92% Saved, 13515 Bytes Saved

] Copyright © by EC-Council
EC-Council All Rights Reserved. Reproduction is Strictly Prohibited




CIEH Tool: Yersinia

Certified = Ethical Hacker

Yersinia is a network tool designed to take advantage of some weakness in
different network protocols

It pretends to be a solid framework for analyzing and testing the deployed
networks and systems

Attacks for the following network protocols are implemented:

e Spanning Tree Protocol (STP)

 Cisco Discovery Protocol (CDP)

e Dynamic Trunking Protocol (DTP)

e Dynamic Host Configuration Protocol (DHCP)
e Hot Standby Router Protocol (HSRP)

* IEEE 802.1Q

* IEEE 802.1X

 Inter-Switch Link Protocol (ISL)

VLAN Trunking Protocol (VTP)
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The GIMP

Certified = Ethical Hacker The Black Teath for ; -

yersinia [-WWIDd] [-1 logfile] [-o conffile] protocol [protocol_options]
Program wersion,
Thiz help screen,
Interactive mode (ncurses),
Daemon mode,
Debug,

-1 logfile  GSelect logfile,

- conffile Select config file,

protocol  Can be one of the following: cdp, dhep, 802,1g, dtp, herp, stp, wip, isl,

Try 'yerszinia protocol -h' to zee protocol_options help

Please, see the man page for a full list of options and many examples,
Send your bugs & suggestions to the Yersinia developers <yersinialuasahero,orgr

MOTD: ko dares wins
prodigy: shome/tomac/vork/projects/yersinia-sf /yersinia/yersiniassrce |

) - Copyright © by EC-Council
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fhomeﬁumacﬂunrkfproj...| Infbo far tom Ci BC ‘homedto 3
prodigys home/tomac/work/projects/yersinia-=f /yersiniadyersinia/src# telnet localhost 12000
Trying 127,0,0,1,,,

Connected to localhost,

Escape character iz '"1',

Welcome to yersinia version 0.5,5,1,
Copyright 2004 Slay & Tomac,

Certified = Ethical Hacker

loging root
password:

MOTD: Do you have a Lexicon Li-77 Shars it!l )

yersiniar en
Pazsword:
yerzinia# sh
attacks  Show running attacks
cdp Cizco Dizcovery Protocol (CIP) information
dhcp Dynamic Host Configuration Protocol (IHCP) irformation
dotlg 302,10 information
dtp Dynamic Trunking Protocal (ITPY irformation
history  Display the sesszion command history
hsrp Hot Stamdby Router Protocol (HSRR) information
interfaces Interface status
stats Show statistics
stp Spanning Tree Protocol (STP) information
users Display information about terminal lines
version  System hardware and softuare status
wtp Yirtual Trunking Protocol (VTP) information
yersinia# sh ver
Chaoz Internetwork Operating System Software
yersinia (tm) Software (iR3G6), Version 0,5,5,1, RELEASE SOFTUARE
Copyright (c) 2004-2004 by tomac & Slay, Inc,
Compiled Sun OF7-Aug-2000 21:10 by someone

yersinia uptime iz Bl zeconds

Running Multithreading Image on Linuwx 2,6,12,3 supporting:
01 console terminal(s)

02 tty terminal (z)

09 vty terminal ()

yersinia# sh users
|Jzer Terminal Fram

* root 127,0,0,1:60715  Sun Aug 7 Z3:51501 2005

yersinia4 ]

) - Copyright © by EC-Council
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Certified = Ethical

EC-Council

Hacker

[20:37:55]

Chaos Internetwork Operating System Software
yersinia (ta) Software (i686), Yersion 0,55, RELEASE SOFTWARE
i Copyright (c) 2004-2004 by tomac & Slay, Inc,
H iy Compiled Tue 02-fug-2005 22137 by someone
il yersinia uptime iz 30 minutes, 04 secomds
22i22i2t
22444 Runing Hultithreading Image on
pRiBIEELy Limec 2,6.8.1 supporting:

PR NN E LTI

HHIppIAT4 01 console terminal(s)
02 tty terminal(s)
05 viy terninal(s)
eppliiglil
SR
+

Total Packets: 1323 ——— CIF Packets: 361 ——— HIC Spoofing [X]

003002003003 003 00 00000 0000 £00
n on (000
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C EH Tool: Metasploit Framework

Certified = Ethical Hacker

Metasploit framework is an advanced open-source platform for
developing, testing, and using exploit code

A tool for penetration testing, exploit development, and vulnerability
research

The framework was composed in Perl scripting language and consists of
several components written in C, assembler, and Python

It runs on any UNIX-like system under its default configuration
A customized Cygwin environment for windows OS users

http://www.metasploit.com
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c EH Metasploit Framework:

Certified | Ethical Hacker S C re e n S h Ot

& Metasploit Framework Web Console 3.0 - Windows Internet Explorer |£I&J
It | &) hitp:/127.0.01:55555/ [ 4] x |[ o J
0 dhf | @ Metasploit Framework Web Console 3.0 "::\ hd D v (- ;b Page v {Jf Tools = @)'
3 Exploits % Auxiliaries - Payloads B Console [ Sessions & About

SEARCH

S

3CTftpSve TFTP Lon

This module exploits a st

loit Fram

The Metasploit Framework Web Console was originally developed
by LH <Imhi@info-pull.com: and added to the Metasploit Framework
under the terms of the Metasploit Framework License (v1.2).
Continuing development and maintenance is provided by Metasploit
LLC.

Showing all module

Apple Airport 802.11 Probe Respon
Corruption

g o e st e e Cicle it ey o2 TN T I N T Tr

Done €D Internet | Protected Mode: On H100% -
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c EH Metasploit Framework:
Certified = Ethical Hacker SC reenShOt

Eile Edit View Go Bookmar T o / o Settings  Help

msf msrpe deom ms03 026 (winidZ reverse wvncinject) » explolt
[*¥] Btarting Rewerse Handler.
[*] Connected to REMACT with group ID OxS007
[*] Got connection from 192.168.0,100:4321 <-> 192.16%.0.223:302Z2
Sending Stage (2835 bytes)
Sleeping before sending dll.
Uploading dll to memory (3434701, Flease wait...
Upload completed
WHC proxy listening on port 5900...
viewer wersion 3.3.7 built Mar 17 2004 16:54:09

EXPLOITS PAYLOADS SESSIONS

Metasploit Framework Credits

AppleFileServer LoginExt PathName Buffer Overflow
AOL Instant Messenger goaway Overflow

Apache Win32 Chunked Encoding

Veritas Backup Exec Name Service Overflow .Hic:rusoft Vindows [Ursion 5.2.37901
{C> Copyright 1985-2883 Microsoft Corp.

IS5 PAM.dII ICQ Parser Buffer Overflow C:\WINDOMS\system32>cd ..

|
B
|
B
B
B

C: “\WINDOUS >explorer

C:“\WINDOUS >net user UAK ~ADD
The command completed successfully.

DistCC Daemon Command Execution

A

Exchange 2000 MS03-46 Heap Overflow

C:“WINDOUS >net localgroup Administrators UAX ~ADD
HP-UX FTP Server Preauthentication Directory Listing The command completed successfully.

|

HP-UX LPD Command Execution Gz “WINDOUS >

IA WebMail 3.x Buffer Overflow

Icecast (<= 2.0.1) Header Overwrite (win32)

IIS 4.0 .HTR Buffer Overflow

T80 08 A

.|| —]Log On to Windows

115 5.0 Printer Buffer Overflow
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C EH“ Tool: Immunity CANVAS

& =" Professional

Immunity's CANVAS makes hundreds of exploits, an automated exploitation
system, and a comprehensive, reliable exploit development framework
available to penetration testers and security professionals worldwide

CANVAS Professional's completely open design allows a team to adapt it to
their environment and needs

CANVAS Professional supports Windows, Linux MacOSX, and other Python
environments

One license costs $ 1244 and one license allows up to 10 users/installations

Source: http://www.immunitysec.com/products-canvas.shtml
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CEH

Immunity CANVAS Professional:

Screenshot 1

Certified = Ethical Hacker

g Immunity CANVAS (http://waw.immunityinc.com/)
Action Listeners Hosts  Exploit Action Configuration
Current Callback P~ 127001 @‘
Name Description * ISCANNER =
- Scan the box for exploitability.
mssqlresohve M5 5QL Resalver Ping -
osdetect 05 Detection ) - :
portscan Portscanner i
portsweep Scans for one port on many hosts Known: SMBDomain: WORKGROUP <100
rpcdump SunRPC Dumper = Known: Lanman: Windows Vista (TM) Ultimate 6.0 <100 Size
scanner Scan the box for exploitability. Known: Vuln To: Portscanner <100 = 0 KB
shareenum Get a list of shares from the remote machine using Known: ifids: ["(445, ['ncacn_np:l0.0.1.135[\\\Isarpc]'], '12 LATKE
spdetect Windows Service Pack Detection Known: HTTP: (5357, 'Microsoft-HTTPAPL/2.0') <100> . 15; :g
IE3E71 e EEL g4E {35 3G ZIpp--
telnetbanner Telnet Banner Grabber (used for osdetect) 8 Known: TCPPORTS: ['5357", 4715, '554', '445', 135", 1397 - 8 1KE
1 T + 4 Tl + 1KB
1KE
exploit log | debug information 1KB
[C] Scanner [5]: Scanning with MDaemon Stack Overflow - 0 KB
1KE E
[C] mdaemon imap [0]: Testing for Mdaemon at10.0.1.135:143 1KB
P 1KE
1KE
ID  Status Action Start Time End Time  Information o 0KE
3 BEEEN osdetect attacking 10.0.1.135 Ub:U5d PM 06:06:10 PM  osdetect attacking 10.01.135 0 KB
4 D000 Portscanner scanning10.0.1.135 (done) 06:23:50 PM  06:38:09 PM  Portscanner = 10 KB
5 00000 Scanning10.0.1135 10:42:04 AM 10:44:37 AM CANVAS Exploit - 51 KB
pF T b 35KB
As Reliable as Possible Covertness Bar As Covert As Possible le OKE
1.0 TI5 KB
I 183 KB i
CANVAS_DEMO tar.gz Date modified: 1/29/2007 5:55 PM
GZFile Size: 1.82 MB
Date created: 1/29/2007 5:55 PM
Immunity CANY... W 10:44 AM
Copyright © by EC-Council
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c EH Immunity CANVAS Professional:

Certified | Ethical Hacker S C re e n S h Ot 2

Immunity CANYAS l|1|r|_: . immunitysec.com/CANVAS)
Action Hellum  Listeners Logging Network Dump  Hosts
Current Local IP Address: | 192.168.1.101

samba_nttrans Samba Mitrans Overflow

samba_trans2 Samba Trans2 Stack Overlow

snmpxdmid snmpXdmid Buffer Overflow

sunlogin Solaris Login Overflow

sunlogin_pamh Solans Login pamh Overflow

mdb_xdrarray  rpc.ttdbserverd xdr_amray Heap Overflow
[+ Exploits CANVAS Exploit Modules

exploit log | debug Inrfulma.lim|

Mame |Descriptiun |E References: hitp:fjxforce.iss.netfalens /advisel01. php http:/ s kb.cert.arg,
CWE Name: CVE-2001-0803
= Current Anacks against the current host Date public: Nov 06, 2001
cachefsd_lpd cachefsd .cfs_mnt File Stack Overflow (requires in.lpd for file upload) CERT Advisory: hitp:/fwww.cer.org/advisones/CA-2001-31.htmi
cmsd_xdraray mpc.cmsd xdr_amay heap overflow
dispcd dispcd heap overflow T s
in_lpd inpd command execution (Solars 8)
kems_server  kems_server file retrieval I'D |Status |'"f°"“m'°“
portscan PotEEania 0 E0EED Scanning 192.168.1.101 (done)
mpcdump SunRPC Dumper 1 D0EBD Scanning 192.168.1.25 (done)
sadmind Sadmind Remate Explait for Solars 2 00OED drsped attacking 192.168.1.25:6112 (succeeded)
3

e vy TSNS T O TTOT TO
listener id 3 muncommand( retumed wid=0(root) gld=0(root)
Doing command an listener id 3

ANVAS ENGINE Popen() on id 3
listener id 3 uncommand() returmed owned!

Download Tl . Browse | Go

Upload Browse | Go

cd Go

Spawn Process Go

o _ [

pwd (Gets Current Working Directory) Go ]
Piped Command | Go

unlink Go
(Command “id -a* returmed: *uid=0{root) gid=0(root)* =
{Command *echo “owned!™ retumed:; *owned|®

|HDS[ IDS ISIMUS

L C

192.168,1.101 Linux Mot owned

As Reliable as Possible Covertness Bar

192.168.1.25 Solards 8 Mot owned

As Covert As Possible

EC-Council
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C EH Tool: Core Impact

Certified = Ethical Hacker

CORE IMPACT is the first automated, comprehensive penetration
testing product for assessing specific information security threats to
an organization

By safely exploiting vulnerabilities in your network infrastructure, the
product identifies real, tangible risks to information assets while
testing the effectiveness of your existing security investments
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c EH Core Impact: Screenshot 1

Certified = Ethical Hacker

all Impact Report i ] 5
.nl]ﬂ ij | L 1/ | —XI ﬂﬁ I1C:='= jv Busin;;_;o_hj‘mts' 5]
| Preview l

& 1:50:03PM Update 1

6 1:52:05PM Get Scre |
& 1:52:17PM Get User {
Li53:07PM Activity | |

; 9-'-3-'2]00 1:49: 14PM Mirii Shel | Iﬂ

Activity Report
EC-Council

Wednesday, September 6, 2006

This repart provides detailed information about allthe modules that were run as part of this penetration test.

Summary

Start: 9B/2006 1:49:14P M
Finish: 9/G/2006 1.52:18P 1M
E xact time: 3 minutes

Running time:

s il of
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C EH Core Impact: Screenshot 2

Certified = Ethical Hacker

CEH Ethical Hacking - CORE IMPACT
File Edit View Modules Tools Help

=l ar W] .
O = 2P 53 5 [F Ed & & ¥ = CEH Ethical Hacking - CORE TMPACT . B [ 53
Modules View ] Eile Edit Wew Modules Tools Help
yey D& CrulFROEEE@EE
3) Agents - X Visibility View | Generic View | E X
) Derial of Service Rapid Penetration Test = locahost Name /_ Started Firished Status Source Ag..
L) Exploits Etlocalagent
) Client Side Information Gathering
) Local
_'; Attack and Penetration
| AnswerBook2 server format string exploit = U -
Apache - Open3SL ASM, 1 deallocation exploit e e
Apache - OpenSSL SSLv2 exploit B Friviege Escalaton
Apache chunked encoding explait
Apache mod_php exploit E Clean Up 3 | | ﬂ
Arkeia Metwork Backup buffer overflow exploit ) -
E Report Generation | v x

Bind NXT exploit oo
BlackICE ICQ ISS-PAM1 Exploit

Blue Coat Systems WinProxy

CA BrightStor ARCserve Backup SQL agent exploit

CA BrightStor Discovery Service exploit

CA License Client exploit

CA Unicenter message queuing exploit

CV5 flag insertion heap exploit

WS pserver Directory command double free() exploit

Cyrus IMAP LOGIN exploit

dtlogin {CDE) arbitrary free exploit i RPT view |

(Sl

Madule Cutput | [5] Madule Log | [3] Module Parameters |

dtspcd {CDE) exploit -
Exchange CDO Calendar PreEnum exploit

Exchange X-LINK2STATE CHUMK Exploit I localhost -
) S
Ex.change i LH-D Exploit . S Host Properties
Exim sender_verify stack overflow exploit MName: fNocalhost
ftpd glob overflow exploit IF: 10.0.0.10
115 ASN, 1 Bit String SPNEGO explait s pidonsiEisEonalin2
o X i Architecture:
1I5 ASP ChunkedEncoding exploit D Ports & Services
115 CGI Filename Decode explait TCP Ports:
115 FrontPage Extensions exploit LIDP Paorts:
1IS HTR ChunkedEncoding explait _ l?scgfsP;:Grou .
115 IDA-IDQ exploit == = =l

115 MDAC Contentlength exploit Maduie Log NUM

115 Media Services exploit

115 Phone Book Service exploit

1IS Printer exploit _I
-

TT6 LIMTEONE o

[ Modules View |
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C EH Core Impact: Screenshot 3

Certified = Ethical Hacker

'CEH Ethical Hacking - CORE IMPACT

Edit View Modules Tools Help
O = P 2% i EEE E
Modules View
A, Sea
) DNS
) Local

%) Address Book reader for Opera
Address Book reader for Qutlook
Address Book reader for ThunderBird - Mozilla
[z} commit Friends
Detect Virtual Machine
j Get Current Username
2l Get Installed Applications
j Get Metwork Routes
Get 05 Version
Get Screenshot
_; Get Windows Process List
Keylogger - Get logged data
2} Password Dump from Autocompleted
-n; Password Dump from SAM
) Process File Descriptor Sniffer
_; Process File Descriptor Status
_; Ptrace process enumeration
3} Query OS Patches

[} Scan priviege escalation vulnerabiites in inetd. conf
() Metwork discovery

5 Metwork Discovery - ARP
Metwork Discovery - Fast SYM
Metwark Discovery - Fast TCP
Metwork Discovery - ICMP
[} Metwork Discovery - Passive

_'_:; Metwork Discovery - TCP Connect
(1) 05 detection
7 Meural Nmap 05 Stack Fingerprinting
j Mmap 05 Stack Fingerprinting
05 Detect by Banner Grabber
05 Detect by DCE-RPC
05 Detect by DCE-RPC Endpoint Mapper
05 Detect by SMB
05 Detect by SHMP
05 Detection via RPT
_:; 05 Stack Fingerprinting

File Edit Wew Modules Toals Help
D& ealraloBoEE® D

B Vi

ity View | Generic View

Rapid Penetration Test

= -._';‘-'Ilocalhost
ilocalagent
Information Gathering

Attack and Penetration
B Lacal Information Gathering
Privilege Escalation

B Clean Up

B Report Generation

Fetching working directory and hostname... one.

C:~Documents and Settings“Haja #

= localagent

_lol x|

E b4
Name ¢/  Started ] Finished 1 Status | source Ag..
EbMini Shell 9/6/2006 1:49:... Running Nocalagent
|

b4

an see more

[r %

Agent Properties

Mame: focalagent
Type: Level 3
Host: flocalhost

Proxy agent:

Done

NUM z

EC-Council
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c EH Core Impact: Screenshot 4

Certified = Ethical Hacker

Preview

all Impact Report
jﬂjE‘ " [ 5 |f5 |ﬂ,ﬁlﬁ |

Preview I

1:49: 14PM Mini Shel
1:50:08PM Update 1
PM Get Scre

Detailed activity report

Executive Report
EC-Council

Wednesday, September 8, 2008

This repart provides summarized information about all the differant Rosts and vilnerakilities that wers successfiilly

|r-;1 adule F et Users and G roups expleited by CORE IMPACT during this test.
Start: TP
Finish: 18PN
Status: Start: 9/6/2006 1:49:14FPM
AT . Finish: 9/5/2008 1:54:59P M
FParameters:

Exact time: 5 minutes

Log: "
Running time:

Summary of Exploited Vulnerabilities

Total amount of vulnerabilities successfully exploited ]
Total amount of unique vulnerabilities successfully exploited ]
Module: Activity Report
Start: Q/6/2006 1:53:07PM 'I;Dtatl amtloL;nt of coTproﬂietl hosts 0
asts with known \ )
Finish: (hests with known vulnerabilitie s)
b : Runnin
A tatu;a_ 'Iwr:hr-gpm Average number of compromised hosts per vulnerability 0.00
Agen (L (Total amount of compromised hosts / Total amount of vulnerabilitie s successfully exploite d)

Farameters:

Log:
Summary of discovered hosts

Total amount of hosts: 1]

Total compromised hosts: 1]
(hosts with known vulnerabilities)

Average number of exploited vulnerabilities per compromised host: 0.00 =
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CEH Ethical Hacking - CORE IMPACT

Ele
0=

Edit

View Tools Help

Ly
P =3

Modules

B

Modules View

Certified = Ethical

Done

] Inform
|2 Client Side

Hacker IS30ms

DLoca

Address Book reader for Opera

Address Book reader for Outlook

Address Book reader for ThunderBird - Mozila
Commit Friends

Detect Virtual Machine

Get Current Username

Get Installed Applications

Get OS5V
Get Sreenshot

Get Users and Groups

Get Windows Process List

Keylogger - Get looged data
Password Dump from Autocompleted
Password Dump from SAM

Process File Descriptor Sniffer
Process File Descriptor Status
Ptrace process enumeration

Query 05 Patches

_‘3! 5can privilege escalation vulnerabilities in inetd,conf
|2 Network discovery

Network Discovery - ARP

very - Fast SYN
- Fast TCP
y - ICMP
- Passive

|4 Metwark Discovery - TCP Connect
I 05 detection

Neural Nmap OS Stack Fingerprinting
Nmap 05 Stack Fingerprinting

05 Detect by Banner Grabber

05 Detect by DCE-RPC

05 Detect by DCE-RPC Endpoint Mapper
05 Detect by SMB

05 Detect by SNMP

& Vulnerability Report
[ Module Properties

Brief: Creates the Yulnerability report
Category: Reports

Author: CORE Security Technologies
Version: 1.41

Description:

MNotes This module will run from localagent
Parameters: BLACK AND WHITE CHARTS:

[

BROEEE2E]

Visibility View | Generic View
= -._ﬁ‘localhost

I localagent

=181x]

x
Hame | /  Started | Finished | Status | Source Ag... |
Mini Shel 9f5/2006 1:49:,.. (2006 1:43:..,  Finished flocalagent
Update IMPA...  %/5/2006 1:50:.., 6 1:50:... Finished flocalagent
Get Screenshot 6 152, 6 1:52:.., Finished flocalagent
Get Users and... 006 1:52:... 1:52:... Finished flocalagent
ctivity Repart 0065 1:53:... 6 1:54i...  Finished flocalagent
Executive Re... Fimished flacalagent
Finished flocalagent
Firished flocalagent
Finished flocalagent
Get Windows ... Finished ocalagent
Module Output X
Get Windows Process List =
Active processes
160  C:\Program Files\McAfee\MSK\MskSrver.exe
348 rogram Files\Internet Explorer\iexplore.exe
412 / yetem32\svchost.exe
548 mcafes.comiagent\meagent.exe
556
660 \sy winlogon.exe
708 system32\services.exe
720
588
896
980
1032
1056 -
1196 \Program Files'Logitech\MouseWare\system'\em_exec.exe
1380 rogram Files\Bonjour\mDNSResponder.exe
1452 \spoclsy.exe
1544
1616
1648
1684 Afee\MSC\mcupdmagr.exe
1724 commaon filesimeafee\mna'menasve.exe
1300 Afee\MSC\mcpromgr.exe
1844 i
1912
1952 ROGRA~1'McAfee) MCUsrmgr.exe
2008 ROGRA~IVCOMMON~1\meafes\redirsveiredirsve.exe
2012 C:\Program Files\Common Files\Microsoft Shared\wS7DEBUG\MDM.EXE
2032 C:\Program Files\Mcafee\MPF\MPFSrv.exe I
Module Qutput J =] Madule Lag l E Module Parameters
X

The Vulnerability report provides detailed information about all the vulnerabilities that were successfully exploited during this penetration test,

Print black & white charts,

D

L

NUM
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CIEH Tool: MPack

Certified = Ethical Hacker

MPack is a powerful web exploitation tool that claims about 50
percent success in attacks silently launched against web
browsers

Mpack or Web Attacker Il is a collection of PHP software
components designed to be hosted and run from a PHP server
running a database on the backend

The Kit uses techniques similar to previous attacks, which
leverage legitimate web sites that have been compromised to
redirect visitors to the malicious download sites

The software uses HTTP header information to send exploits
that target the victim's specific browser
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CIEH MPack (cont'd)

Certified = Ethical Hacker

Mpack include
exploits for:

e Animated cursor
e ANI overflow

 MS06-014, MS06-006,
MS06-044

e XML Overflow

* WebViewFolderlcon
Overflow

* WinZip ActiveX
Overflow

e QuickTime Overflow

MSIE

EC-Council

Attacked hosts (total - unig
IE XF ALL 114721 - 96104

Browser stats (total

Cound

- Russian federation

- Wkraine

- Ttaly

- GEOrgia

- Belarus
- Karakstan
- United states

- Arerbaijan

MFack v0.90 stats

Traffic (total - unig
Total traff 159073 - 179089
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CIEH Tool: Neosploit

Certified = Ethical Hacker

NeoSploit is a toolkit which is packed with security exploits to launch
the attack

It can do the following activities:

e Install programs

e Deletes programs

e Invoke dll components

e Create Run Keys.Runs other programs
e Hijack running processes

e Create known malware

e Create copies of itself
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c EH Neosploit: Screenshot

Certified = Ethical Hacker

Neosploit Change Log =

Latestwersion: 1.0.8 RC

16 April 2007

- newy exploit maodule added
- removed AN exploit

- fixed crypt aloarithm

11 April 2007
- hewy exploit module added =|

Heosploit v1.0.3 RC

Usemame: |

Pasgword: |

WEOQEFPLOIT FORCE EXFLOITS
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C E H Hotfixes and Patches

Certified = Ethical Hacker

A hotfix is a code that fixes a bug in a product. The
users may be notified through emails or through the
vendor’s website

Hotfixes are sometimes packaged as a set of fixes
called a combined hotfix or service pack

A patch can be considered as a repair job in a piece
of programming problem. A patch is the immediate
solution that is provided to users
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C EH Whatis Patch Management

Certified = Ethical Hacker

“Patch management is a process used to ensure that the
appropriate patches are installed on a system”

It involves the following:

e Choosing, verifying, testing, and applying patches
e Updating previously applied patches with current
patches

e Listing patches applied previously to the current
software

e Recording repositories, or depots, of patches for
easy selection

e Assigning and deploying the applied patches
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c EH Solution: UpdateExpert

Certified = Ethical Hacker

UpdateExpert is a windows administration
program that helps you to secure your
systems by remotely managing service packs
and hotfixes

Microsoft constantly releases updates for the
OS and mission critical applications, which
fix security vulnerabilities and system
stability problems

UpdateExpert enhances security, keeps
systems up-to-date, eliminates sneaker-net,

Improves system ‘sreliability, and QoS
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C EH UpdateExpert: Screenshot

Certified | Ethical Hacker

Y updateEXPERT

I8 e T

Hetwork: BREAFLAN Fesearch view
Ol LSEIBERT
O& LskITH

&L ;
Eg VAL T AMIREND 0246380 exa _ 2 | Defaul Gateway |5 lanced When IRDF |3 Enabled (1142411399 | Motinstalled
Ol MSEGaRS 02757130 ena 0275713 | § | Access Viokatioen When RAS |z Disabled | 10413/2000 | Mot installed | Erghch
.7 METADHMIN-LT 0259720 EXE | 0269728 =0 | Windows NT 4.0 Secuwily Patch IP Frapment Reassembly. . 05/408/2000 | 19/10/2000  Englzh
O FEowLER 12692390 EXE | 0265239 | =3 | Windows NT4 Gecuily Patch: NetBIOS Name Server Prot.. | 08/18/2000 | 11/10/2000 | Erglsh
0= 1243643 EXE 024349 | =3 | Windows NT 4.0 Security Patch: Microsolt Print Spoaler 5. 114031393 | 11/10/2000 | Englsh
O FGARCE Q245554 exe 0246354 | B | Unattended RAS Instabation Piompts foe New IF fddiess 14241399 | Motinstalled | English
.= REAPLAN 02524673 EXE 0262463 | X | Find.exe Relums Exiia Lines When Pped 05/09/2000 | Motinstalled | Englsh
Eg RLUSTIG QB30 eve Q283001 | =3 | Windows NT 4.0 Secuiy Paich: Mallomned PETF Packel . | 02A4/2001 | Notinstalled | Englith
O sLee | Q265714 EHE M2EST14 | =2 | ‘windows NT 4.0 Secuiily Patch: SNMP Pararmeters Vidne. . 12/22/2000 | Matinstalled | Erglich
Oz ¥ Component Inztall Wizard 02M06/2001 | Mot installed | Englsh
O SMEER 08/25/1999 | Motinstalled  Englsh
o 1072000 _Nn:instdlcd Er\gish‘

O S5Wwall-LT = 0B/27/2000 | Motinstalled  Englsh
D=££. | F A1 AT Eann | e SSnesnnn
sl T e T d

4/2772000 DS:00PM

O 0o riot create uninstall
Farce apps to cloze on,
[#] Quist mode

O Reboni after sach install
Rebaol alter gioup nst

Windows NT 4.0 SNM

Article TD: Q263714

Last Revieveed:
March 27, 2001

The information in this article applies to:
A send ta a friand
» Microsoft Windows NT Server versio
= Microsoft Windows NT Server, Enter
= Microsoft Windows NT Workstation
= Microsoft Windows NT Sarver versio

Provided by
Micros oft Produd

Support Sarvices

Did the information in
For additional infarmation about how to resclve this problem in Microsoft Windows 2000, click the article number below to this asticle help

. . ARSWEr your
view the article in the Microsoft Knowledge Base: question?
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c EH Patch Management Tool:

Certified | Ethical Hacker q fe C h e C k

G:~CEH~Hajaspatch>gfecheck ~v

Qfecheck allows customers to diagnose and Windows 2088 Hotfix Ualidation Report for \\SYSTEMS

Report Date: 51772085 2:23pm

eliminate the effects of anomalies in the Cuprent Service Pack Level: Service Pack 4
packaging of hotfixes for Microsoft Hotfixes Identified:

) 3327124: Current on systemn.
Current on system.

WIndOWS Current on system.
Current on system.
Current on system.
Current on system.
Current on system.
Current on system.
: . . i Current on system.

Qfecheck.exe determines which hotfixes Cumment on Syetem:
Current on system.

are installed by reading the information : Current on system.

Current on system.

Stored in the fO”OWing reglstry key Current on system.

Current on system.
Current on system.

Current on system.
Current on system.

e HKEY_LOCAL_MACHINE\SOFTWARE\Micr : Carront o Sustem:

Current on system.
OSOft\U pdates i Current on system.
Current on system.
Current on system.
Current on system.
Current on system.
Current on system.
Current on system.
Current on system.
Current on system.
Current on system.
Current on system.
Current on system.
Current on system.
Current on system.
Current on system.
Current on system.
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c EH Patch Management Tool:

cona| o i F1FNETCHK

HFNetChk is a command-line tool that enables the administrator to check the
patch status of all the machines in a network remotely

It does this function by referring to an XML database that Microsoft constantly
updates

CA\WINNT System32' cmd.exe

WINDOWS 2888 SP2

Patch HNOT MsSa8a-a77 Q299776
Patch HOT Found MS@B-@7% Q27641
Patch NOT Found M581-887 Q285851
Patch NOT Found MS#81-813 Q285156
LUARNING MEA1-@22 Q296441
Patch HOT Found MS381-825 0276185
Patch NOT Found ME81-B37 Q382755
Patrh HOT Faond HMEA1-A4 Q29RA1 2

Internet Information Services 5.8

Patch HOT Found MS81-825 276185

Internet Explorer 5.5 SP2

INFORMATION

All necesszary hotfixes have heen applied
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C EH cacls.exe Utility

Certified = Ethical Hacker

Built-in Windows 2000 utility (cacls.exe) can set access
control list (ACLs) permissions globally

To change permissions on all executable files to
System:Full, Administrators:Full

eC:\>cacls.exe c:\myfolder\*.exe /T /G System:F
Administrators:F

=+ Command Prompt -0l x|

C:“Snorticacls.exe *.exe /T /G System:F Administrators:F
Are you sure <Y/N)7y
processed file: C:»Snortsnort.exe

C:sSnort
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Vulnerability Scanners
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C EH Vulnerability Scanners

Certified = Ethical Hacker

The different types of vulnerability scanners according to their
availability are:

e Online Scanners : e.g. www.securityseers.com
e Open Source scanners: e.g. Snort, Nessus Security Scanner, and Nmap

e Linux Proprietary Scanners: The resource for scanners on Linux is SANE
(Scanner Access Now Easy). Besides SANE there is XVScan, Parallel Port
Scanners under Linux, and USB Scanners on Linux

e Commercial Scanners: You can purchase these from the vendors
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c EH Online Vulnerability Search

Certified | Ethical Hacker E n g i n e

Sponsored by / e “/ /A W /"
DHS National Cyber Security Dhlﬁom’uﬁ-CEﬁT - oy ! National Institute of

Standards and Technology

National \/ulner“ab

automating vulnerability manage ity measurement and compliance checking
Yulnerabilities Checklists Statistics

ISAP/SCAP SCAP Validated Tools |5|:AP Events |Ahuut ||:untact |'|||'endnr Comments

Product chtlunary Impact Metrics Data Feeds

Mission and Overview

There are 126 matching records. Displaying matches 1 through 20,

MWD is the .S,
gowvernment repositary of
standards based CYE-2007-1748 TAD7-128A TAD7-103A YU#555920

=TSRG EREEIG R o v & :org . mitre.oval :def: 1228
data. This data enahles

autamation of
vilnerability
management, security

Mext 20 Matches

Sumimary: Stack-based buffer overflow in the RPC interface in the Domain Mame System
{DMS) Server Service in Microsoft Windows 2000 Server SP 4, Server 2003 SP 1, and Server
2003 SP 2 allows remote attackers to execute arbitrary code via a long zone name
containing character constants represented by escape sequences.

measurement, and Published: 4/13/2007

compliance (e.9. FISMA). o5 goverity: 10.0 (High

Resource Status CYE-2006-7052

NYD contains: Sunumary: Multiple PHP remate file inclusion vulnerabilities in DotWidget For Articles
29705 CVE Vulnerabilities {dotwidgeta) 0.2 allow remote attackers to execute arbitrary code via a URL in the {1}
_ file_path parameter to (a}) index.php, (b showcatpicks.php, and {c) showarticle.php; and
150 Checklists the (2% admin_header_file and (3} admirn_footer_file parameters to {d) admin/authors.php,
152 US-CERT Alerts (e} admin/index.php, () admin/categories.php, {g) admin/editcanfig.php, and {h}
2152 US-CERT Wuln Netes  admin/articles.php.

Sl AL G Published: 2/23/2007
CUSS Severity: 10.0 (High
12723 vulnerable Products

P R I T v E-2006-6199
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c EH Network Tool: Whisker

Certified = Ethical Hacker

Whisker is an automated vulnerability scanning software that scans for the
presence of exploitable files on remote web servers

It refers to the output of this simple scan below and you will see that
Whisker has identified several potentially dangerous files on this
11S5Server

g:ﬁbﬂhiekenpl ~h wyictim.com ~g gcan.db

He=t: yviastim.oom

Server: Microsoff-IIS/5,0

200 QK: CET /whisker. ida

200 QK: GET /whisker. idg

200 OK: [HEAD ,f' vis znf.html

200 OK: HEAD f:vt:i.:bin!shtml, g1l
200 OK: HEAD ,—’._vt:i.._:bin;" shtml. exe

IE IR
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c EH Whisker: Screenshot

Certified = Ethical Hacker

58.20.168 - ] - F-Securs S5H Chant =10] x|

File Edit Yiew Window Help

H &R 1S CRRER  JHEARCIRE U A Yy
_] Onick Compect || Frofiles =

dpoi puwd ﬂ
S home/ diamond/ wvhisker /v1. 4

dpcl ./ /vhisker.pl =h 192.168.20.88

-= whisker / v1.4.0 / rain forest puppy / www.wiretrip.net =--

= Hosc: 192.168.20.88
= Server: Apache/1.3.19 [(Unix) (Red-Hac/ Linux)

+ 200 OK: HEAD fegi-bin/gueschook.ogl
+ Z00 OF: HEAD Smanual/

dpc#

<
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C EHT Network Tool: N-Stealth HTTP

- e Vulnerability Scanner

/3 N-Stealth Report for 127.0.0.1 - Microsoft Internet Explorer 1ol =l
File Edit Wiew Favorites Tools  Help | ﬂ'
(3 Back ~ £ ~ [x] [2] ¢ | ) search | 7 Favarites 421 | v B
Address | &1 C:\Program Filesil-Stealth Free Editionireportsi127.0.0.1_1148149147.html e [unks »

' 2

SECURITY SCANNER

" Dstealth ) -

———

-

wete for help | About H-Stealth

Summary fon
General Options

[TiUze IDS Evasion
[] Include Denial-of-Service checks
Detect server mizconfiguration

Scanner O Try to idertify effective security checks to run
Try to idertify remate password files
Events Comman HTTP Security Test
Preferences Special Securty Chechs

Vulnerabilities Checks IS CGl Decode Test =

IS Extended Unicode Test
IS File Parsing Test

d FrontPage Security Test
&5 FrortPage O3 Security Test
e Domino Security Test

General 03 Security Test
MCSA Security Test
ColdFusion Security Test lI

[l Cizmn HTTD Cacovit Tast
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C EH Hacking Tool: Weblnspect

Certified = Ethical Hacker

Weblnspect is an impressive web server
and application-level vulnerability
scanner that scans over 1,500 known
attacks

It checks site contents and analyzes for
rudimentary application-issues like smart
guesswork checks, password guessing,
parameter passing, and hidden parameter
checks

It can analyze a basic web server in 4
minutes, cataloging over 1,500 HTML
pages

EC-Council

File Edit Wiew Tools

& WeblInspect [Quick Scan.apc]

New [-] Save &y Open B 0l b 0 Audt  ZP Policy [ Report Smait Update

=0 _private a| Report | Sessionfudt | Properties

@03 _vti_log
=] admin

O@ admin.html Summary:

El&] help.cai

O Scripting pe CVS leaves sensitive information in this directory. This information could b

oe v

@[ WS_FTP.L(

& EIED backup e

#-F0 cgibi

#-[F_] cookietest

ul

Help

ser.php3 the system and give an attacker knowledge which could later be used in fol

Remove the repository from the public server.
pps

o

[ custa
- test
A
Site View | Sequence View
Severity | Count
ied Critical
ied Critical
& Citical
& Critical
& Critical

| Type Summary URL
2 Vulnerability Database Server Enor Message L st
1 Wulnerability 115 5.0 Internet Printing Pratocol ISAP] Buffer Overflow http://endo. webappsecurity.com|
1 Wulnerability 115 Global Server Variables Disclosure (global asa.bak) http://endo.webappsecurity.com|
1 Vulnerability Backup File [cgi.zip) http://endo.webappsecurity.com|
1 Vulnerability CWS Content Files http://endo.webappsecurity.com|

Scan opened

Blerts | System Log
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c [ H Network Tool: Shadow Security

Certified | Ethical Hacker S Can n e r

Security scanner is designed to identify known and unknown
vulnerabilities, suggest fixes to identified vulnerabilities, and report
possible security holes within a network's Internet, intranet, and
extranet environments

Shadow Security Scanner includes vulnerability auditing modules
for many systems and services

These include NetBIOS, HTTP, CGI and WInCGl, FTP, DNS, DoS
vulnerabilities, POP3, SMTP,LDAP,TCP/IP, UDP, Registry, Services,
users and accounts, password vulnerabilities, publishing extensions,
MSSQL,IBM DB2,0racle,MySQL, PostgressSQL, Interbase,
MiniSQL, and more
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c E H Shadow Security Scanner:

Certified | Ethical Hacker S C re e n S h Ot

Er i | SECURILY SO __. I__::. U Camn) _I_I- 8 1[
i=h Flle Wiew Actions Tools Window Help =18] x|
JEH® Q- @--@~- GE FE P G e
Scanner Scanner | Wulnerabilties  Stalistics
IP | Host | | |=
B 132968000 bapo fverange Ping Response 0
B 152168102 masle Ping TTL 128
B 192168104 relay. Packet Size 56
ﬂ 152168105  sphin Stait Scan Date 10,02 2005 15:31:51
B 132168109 1 ﬁﬂepnrt wizard =101 %]
B 1392168700
I 13216610... Repart
= 192.168.10.... Sedect audits and soat mode. for using in report
B 19216810, :
8§ 152.166.10... | Categon / Audi Fiisk | Count_| Siort hosts by
E 19216810, i |F & L S5H Servers I edivm 10 [ND p— j
8 13z1eat0.. i|® & M Prow High 16
R E L Informnation, .. 93 Sort audits by
. 19216810 i |® B Mail Servers Low 2 |F€|sk ﬂ
o a1 % Bl IP Services High 3
& [ @l Begisty High 1
FTP-DATA - File Tiansier Fratocol [Default Data]
Pren | Mext Cancel
KN — Eil
NetBIOS : Microsoft Windows2003 DivectX DirectPlay Remote Malformed Packet Denial Of Service Vulnerability =
Description Microsoft Directs DirectPlay is affected by a remote denial of service wuinerability. This issue is due to a Falure of the affected lbrary to properly
handle malformed network data. An attacker can exploit this vulnerability to cause an application using the affected DirectPlay library to crash,
denying service to legitimabe users.
Hak b fiie Microsoft has released the patch,
Rizk lawal High d
[ [Theeads: 1 | Total audts : 2334
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c E H Tool: SecurellS

Certified = Ethical Hacker

Developed by eEye Digital Security specifically for Windows-based
web servers, SecurellS operates within Microsoft's I11S to protect your
servers against known and unknown attacks

=10] x|
Fie Edt Wiew Took Action Help
SecwrellS SkeSecurky [» W Flemorker [ B O X
SecurellS Site Security
= 38 VMWARE_WINZK. Buffers | Methods | Shelicode | Kepwouds | Protect | Foes | st ne | Emos | Vaiiables |
@ 21 Siles = ;
5 Defaut web Site (1) E‘B"'ﬁ_& Dyerfion | Meitun Size

[l Masimum URL Length Alowed 1024
[ Masimum Post Query Length Alowed 10000
[l Maamum Geneiic Querp Vanable Length Alowed 128
Morimum Gencnic Buery Data Lerghh Aloved g2
[#] M asimum Geneiic Header Length Alloved 1024
O Masimwim Aceapl Length Alowed 256
[ Masimwum Referer Length dlowed 56
[0 Masimum AcceptLanguags Length Alovwed 256
[ Maximum AcceptEncodng Length Allowed 256
1 Masimum Uzerdgent Length Alowed 255
[ Mamirmum Hest Lenglh Allowmed 256
[ Masimiim Connection Lenglh Allowed 256
[[] Masimwum Cockie Length dllowed 256
[ Masimum I+ odified Since Lengkh Allowed 256
[ Mawimum IFHone tatch Length Allowed 256
[ Masmum Authorization Length Allowed 25
|l Masitmum TrsnsderErncodng Length Allowed 1
Buffer Overflows ZI
Each variabls is listed with a numeric entry specifying the madmumn size of the buffer that your Web server will accept For that
particular varizble, This value can be ncreased or decreased according to your specific needs. IF a chent sends a variable value with a
length greater than the limit specified by SecurellS, the reguest will be denied and logged.
Caution: Setting size valies too lvw may cause various Features of your website to lose functionality, IF this ocours, simply increass
the value,

Did you know...

Lge the "iews" menu to adjust the timeframe displayed in Site Statistics »

Sstort|||[securens  Fuctitied - pant [$E% 1:0am
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C EH Tool: ServersCheck Monitoring

Certified = Ethical Hacker

ServersCheck Monitoring is a web based
network monitoring software and server
monitoring tool

It monitors your network for bandwidth,
outages, and performance issues

When problems are detected, then it alerts you
via cell phone text messages (SMS), e-mail, or
MSN

It can even take corrective actions by restarting
a server or service
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c EH ServersCheck Monitoring

Certified | Ethical Hacker S C re e n S h Ot 1

DASHEDARD WERRATING SETWORK *WNMEFSAGE CONFIGURATION SUPPORT
Dewvice View Group View All Rules View  Camera View
. . e
ServersCheck 7.8.4 - Dashboard - All Rules View =
Monitoring Statistics Today 's ewents
Ridles detfimed) 14 Monitaning simnce| B8d 15103 (=} SeryarcChack, Corn TOF [GemversChacs Wab Gemer] 0a:01: 28 Error
DSWH o Chedis pasformeds 168793
1 i Carrant saevice laval: 33.21%
L] ] 1=
HALTELD : o _-!
PAUSED: o
1 21 a i
ADD HEW MOHITORING AULE SCAN NETWORE |
Laheel® Type* e T Remasks iy thedks Down Yalue Last Up Last Down™ Last Brvor Downiime
'\.'l Internat Connechon Teck FING .8 ik B & L 2% & 4990 =80 13 me Moy 29 09:45:01 Hov 28 13:01;:01 catailc 013090
o POBE Talephany PIMG .3 il L 559,96 I1BZ00 108 i ma Moy 39 0%:44:53 Dk 5 48:45:52 Habails OO0 05
o ffice Wiain Faw PING iu b B F = 99,93 318397 208 1rms Hoy 27 05 d40754 Dt 2 18145152 Setgils onde 03
'l SHMFTRER SHMETRAR . L]
o Dffics Tampsraturs TEMPERATURE .3 [ L] 55987 AiidEd 355 3.0 Mow 39 094458 S 20 O0c3220:30 o005 35
o Sffice Himpedits HUMIDIT ' h O F B 92,99 SEId2 2 40,9% iH How 22 09141539 it 3 A8 4si0l N ds
L Do Seivar -
@ LINMUSHESLTH LIRURHEALTH =R R 9753 C@E5L0 2130 0 ma Pow 29 05 44:43 Bug 98 1% 811 0 144 54
SwrenrsThech Dermp Sereer -
o GG SERVER CPL CRu = B - 9451 Jr8zA2  11Ten J1% Mou 29 0%:94-18 Bug 2T d6: 8459 dutmilx 12:0%: 52
i CEMO SERVYER MEMOR'Y MERCR Y B el o Sl 100 234014 o 152 MB Mau 22 09 44:50
il DEMD BANDWIDTH BaAMDWIDTH = S 10 22305 u] aTes Hoy 29 Q% 4233
S T HD S WS HEALTH WIND S WEHLALTH L= | 0941 340850 36R1S 0 me Moy 29 A% a4:1d Hou 10 11:06:25 Eataile o0:12: 05
o DEMO SERVER DRIVESPACE DRIVESPACE LAl d& B Fy n 99,96 SEFTAT 208 4472 MB Hoy 29 0% 440435 2t 2T 23154118 115 o0z 25
ServersChech Web Sorver L
o ServaraChach com Homefags LRL ARl ¥ B 9746 197564 S532 1852 rma Moauw 29 0% 44:45 How 28 15:01:28 dakaili 01:31:5& =
W SarvarsChods Corn TER TEP B & i 95,259 4AL2THT 4559 Moy 29 0Fjdd:43 How Z5 0Qu0Li22 gabails Qa0 4l J
-
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c EH ServersCheck Monitoring:

Certified | Ethical Hacker S C re e n S h Ot 2

DEMO BANDWIDTH (BANIWMIDTH) (Last 24h)

0

u -20 1
i
i
mo-d0 k
-+
-
O
-60 k
-80 k
-lo006 Xk ¥
Wed L2:00 wed LG:00G Wed 20:00 Thua G0: 00 Thua GOd: 00 Thua O5: 00
Maximum Averages Last
B Inbound 12.03 kbps 10.40 kbhps 10.42 kbps
B Cutbound 92.32 kbps 73.21 kbps T&.76 kbps

Estimated totals 9362.00 kE inbound &6516.42 kE outbeound 75272.42 kB total
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c EH Tool: GFI Network Server

Certified | Ethical Hacker M O n i to r

GFI Network Server Monitor is a network monitoring software

It monitors all aspects of your Windows and Linux servers, workstations, and
devices

When a failure is detected, GFl's network monitor can alert you by email, pager,
or SMS

It also takes corrective action by rebooting the machine, restarting the service,
or running a script

Features:

Includes checks for Exchange 2000/2003, ISA server, IS
Monitors terminal servers by actually logging in

Monitors your database servers

Monitors Linux servers
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c EH GFI Network Server Monitor:
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[ GFI Metwork Server Monibor 7.0
Eis  Tools Hedp
|ZEI |
‘ -
a - =
~ Eal B:GF: SECURITY & MESSAGING SOFTWARE SIS
- 7 Wordorrg Checks Configuration -
| nedcdes? J
=) redzatl GFI Network Server Monitor
B Morsioirg Checks Slats
- _E Piogram Conifiguration
=g E"’:J_‘:'_j CHILEg Monitoring Checks Configuration
£t Groups Corfigure the checks fo be made fo ensure conbinuous uplime of the machines on your network
'\C.. kaitng |:||_l' O
By Gonosal Dpticens Monitaring Checks Status
S Datebase Manterance Options “ierer I mondoeing checks overal =iatus
_-"5":.- T oz
Sk Enanecse Conpuses Pregram Configuiation
AL En e Proceses _
.?'— rl..l_rr-en o s Cortans (ooks wiach sl o Do Configure The NEMW ubirs and grougs, 83 wel a3 choods Do users and nolited aboid
&k DME Lockup i Pt raipliniie
a5 wihoe
& Tiscenubs
g SHMP Al Tools
Be SHME Wk Cortains tools wihich will eaze general sdminiztration of the GFI Network Server Wonfor
=1 (53 Gl
L mme Infamaton Gencral
E-!I Licensng Corbaing various uliltiecs shd 10615 which will efabile you 1o keep your GF] Nebwirk Server Monlor Bullds up 1o dabe anmd
,g}j Howe li prrchuse FUNMang. Yol Gl CCegs Mlast news Sounces and support ot OF) ag well &g Bosnss your ingballabon
48 Support Cenber
M8 Knovledge Baze
B GFILAMNpuard M55
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c EH GFI Network Server Monitor:
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; GFI Metwork Server Monitor - Detailed Report - Microsoft Internet Explorer

File Edit Wiew Faworites Tools  Help e
x| |2] . Search Favorites @4 Media & r P E
Address |@ C\Program Files\GFTMebwork, Server Monitar 6,.0VReporterinsm_report_2005z2 1493752, htm j d @o | Links **
o n
B:GF; SECURITY & MESSAGING SOFTWARE
A
Availability Report - Detailed ik ServerMonitor

From 117022005 to 14022005

Statn= Muratinn Rerasnn
¥} Succeeded 110202005 - 00:00:00 140202005 - 09:37:25 81 hrs 35 min EvertLog service is running
Status From To Duration Reason
) Succesded 110202005 - 00:00:00 140202005 - 09:37:25 81 hrs 35 min [Feply from TMJASON, = 10 mzec]
Status From To Duration Reason
&3 Failed 110202005 - 00:00:00 140202005 - 09:37:593 81 hrs 38 min ‘Narton Antiviros Aoto-Protect Service' service iz not running

= 2005, All rights reserved. GFl Software Ltd Home Products Support Ordering About Us BJ

2] j' My Compuker
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c EH GFI Network Server Monitor:
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Mew Check

HTTP/HTTP:
Check the availability of HTTP and HT TPz zites.

LIRL: http[z]:// |www.gfi.n:n::m

| Use zerver verfication [httpz] for this zite

{~ Check far availlability anly

o Check that the page
o containz the following text
{ " does not contain the follawing text
|Netw::urk Server Mionitar

| Usze http web zite authentication
MOTE: The credentialz to be used are specified in the “'Logan credentials’ tab.

[ Usze promy server

éj Uze a URL sting ke ‘domainname. com: 107 0° to connect to a part ather than
the default port [port 8030,
Click, here to load a zample.

£ Back M et > Cancel
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C EH Tool: Servers Alive
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Servers Alive is the server monitoring tool

It can monitor any WinSock service (TCP:FTP, HTTP, POP3, SMTP,
IMAP4, DNS, and UDP: Radius and Quake 11 etc.)

The program offers a variety of notification options including SMS,
email, pager, and even ICQ or MSN Messenger notifications
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c EH Servers Alive: Screenshot
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® Servers Alive
File Edit Register Wiew Help

Servers Alive UP 8  DownD Maint. 0 et

Fesponse Founcdtrip | Last checktime Entries
=i My Ertries

100% ardms 2MEL2003 &t 124729 PM - ﬁ webattack com (Cwa-ping) ping  dimeout ;57
Connection possikle 110 m=s 2MEL2003 &t 124730 PM ﬂ zocreenfiles webattack com (screenfiles) P
Got page and content is QK 1292 ms 2ME2003 &t 124730 PM B weebattack com Cwa-load) URL : kit iheeet .
Connection possikble a0 m= 2MEL2003 &t 124736 PM ﬂ webattack com Ceea) Port Connector (TCPY...
Gl paage sl conlenl is SR 1TES nis 2HE20035 al 12.47.52 P ﬂ webrallack com Cswy calegorypagess URL L.
ot page and content is OK 1703 ms 2ZME20035 5t 12:47:34 P 1‘[ webattack com (fww_categorypages) UREL ;..

1‘[ webattack.com (wa) Port Connectar (T...
Connection possikle 40 m= 2HE20035 &t 124737 PM ﬂ bellzouth.net (Bellzouth) Part Connectar (TCP) ... %

Add Edit Dielete ‘ i | Ahout | Bl

Checks done every | 1 minutes [12:48:37 PM] — Commands
| Stap | | Update |

(2] 1997-2003 Woodstone bvba
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C E H Webserver Stress Tool
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Webserver Stress Tool is a HTTP-client/server test application designed to
pinpoint critical performance issues in your web site or web server

It simulates any number of users accessing your website at the same time

It can simulate upto 10.000 users who independently click their way through a
set of URLs

Features:

Resolve performance critical issues in your webserver
Maximize performance

Perform load tests and stress tests

Can test any script—CGl, ASP, and PHP
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c E H Webserver Stress Tool:
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%Wehserver Stress Tool 7 - Trial Yersion - - jl:l ﬂ

File Test Wiew Help Buy Full Mersion Mow!

] = = X vl &) 7]

e Cpen Save Start Test f [ Help
Test Setup . : AT P 3 PAESSLER
alecthentlybe.ana Nomber oL Llees > Webserver Stress Tool

E]Gﬁ rTest Type

Test Type | {* CLICKS Run Test with constant load until each users has generated a specified nurmber of clicks

httg:-".-"\i:l- " TIME Run Test with constant load For a specified time

" RAMP Run Test with increasing load For a specified time
LRLs
7Y Fur unitil Clicks Per Lser
=y |

Browser Settings rUser Simulation

Settings Mumber OF Users 5 -

-ié&*éu Click. Delary Seconds [ Random Click Delay [ Use "per URL" click delay
Options

Test Results

rPrnjert /Srenarin Comments, Nperakne

=
l!I

Log Files

Mew version - i
available! ¥7.0.1,168

has officially been
released, What's
mEw, .

ZPU Load: Tesk Progress: : .
.................................................................................................................................................................................... | COpyI’Ight@ by EC_CounCII
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C E H Monitoring Tool: Secunia PSI
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Secunia PSlI is an invaluable tool to use while assessing the security patch
state of software installed on your system

It constantly monitors your system for insecure software installations and
notifies you when an insecure application is installed

It provides you with detailed instructions for updating the application when
available

It relies on the meta-data of executables and library files

It works by examining files on your computer (primarily .exe, .dll, and .ocx
files)

This data is same for all users and originates from the installed programs on
your computer and never from their configuration
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Certified = Ethical
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c EH Secunia PSI: Screenshot

Hacker

Secunia PS| (RC1)

©®O

Crvarviaw Insecure End-of-Life Patched

\"2
i

Good afterncon, <unregistered user>

Congratulations, no applicabons are marked as Insecure
or End-of-Life.

Secunia System Score [?] 100%
Last Full System Scan [7] 3 minutes ago
State of Applications [7] 0 Insecure G
0 End-of-Life -a
56 Patched =

56 Total

Historic Development

How your Secunia System Score is developing week-by-week. Displaying the last 10 weeks and the current score.

100%
90%
o '[I
Weak D4 HNow (D5)

Hh -

Secunia respects your privacy, please read our povacy statement.

Scanm

Graphical Application Overview

2

= ™

=
| Bt A

Settings Profila Feedback

i

| T = = Crar.d,
1l DLVY al [l 4] S L)

L

End=of-Life, O

Insecure, |

Secura PSI v0.9.0.1

Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited




C EH Countermeasures
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11SLockdown:

» lISLockdown restricts anonymous access to system utilities as well as
the ability to write to web content directories

* It disables Web Distributed Authoring and Versioning (WebDAV)
 Itinstalls the URLScan ISAPI filter

URLScan:

e UrlScan is a security tool that screens all incoming requests to the

server by filtering the requests based on rules that are set by the
administrator

MBSA Utility:

» Microsoft Baseline Security Analyzer (MBSA) is an easy-to-use tool
that determines the security state in accordance with Microsoft
security recommendations and offers specific remediation guidance
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c : H File System Traversal

& =B % Countermeasures

Microsoft recommends setting the NTFS ACLS on
cmd.exe and several other powerful executables to
Administration and SYSTEM: Full Control only

Remove the sample files

Monitor the audit logs

Apply Microsoft patches and hotfixes regularly
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C EH increasing Web Server Security
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Use of Firewalls

Administrator Account Renaming
Disabling the Default Websites

Removal of Unused Application Mappings
Disabling Directory Browsing

Legal Notices

Service Packs, Hotfixes, and Templates

Checking for Malicious Input in Forms and Query
Strings

Disabling Remote Administration

EC-Council
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C E H Web Server Protection Checklist
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Patches and Updates

 Run MBSA utility on a regular interval to check for the latest
operating system and components updates

Auditing and Logging

» Enable failed logon attempts in the log
 Relocate and secure 11S log files

11SLockdown

e Run I1SLockdown and URLScan to lock down the servers
« Sites and Virtual Directories

Services

 Disable unnecessary Windows services
* Run essential services with the least privileges

Script Mappings

» Extensions not used by the application are mapped to 404.dll
(.idq,.htw, .ida, .shtml, .shtm, .stm, idc, .htr, .printer)
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c E H Web Server Protection Checklist

| m mae(CONT'A)

—[ Protocols }
: ﬂg.'u_- Fry
« Disable WebDAV L:#:n"r:r“
e Disable NetBIOS and SMB (Block ports 137, 138, 139, and 445) o '
—— ISAPI Filters ]
e Remove unused ISAPI Filters
—[ Accounts ]
« Remove unused accounts
e Disable guest
e Rename administrator account
e Disable null user connections
e Enable administrator to log on locally
—[ Files and Directories }
e Files and directories are contained on NTFS volumes
» Web site content is located on a non-system NTFS volume
» Web site root directory has deny write for IUSR COMPUTERNAME

EC-Council
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c E H Web Server Protection Checklist

| m mae(CONT'A)

—[ 1S Metabase }
» Access to the metabase is restricted by using NTFS permissions
—[ Server Certificates }

 The certificate's public key is valid,all the way to a trusted root authority

*[ Shares }

» Administrative shares (C$ and Admin$) are removed

*[ Machine.config ] 1

e Unused HttpModules are removed

 Tracing is disabled <trace enable="false"/> |
—[ Ports ] o

» Web applications are restricted to use only port 80 and 443 %
—[ Code Access Security ]

» Code access security is enabled on the server
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c E H What Happened Next
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Jason Springfield, an Ethical Hacker was called in to investigate the matter. During
his tests, Jason found that the website had all default configurations, and no

precautionary steps were taken while building the website.
The test exposed lot of security loopholes in the website.

The defacement was possible as the website was built with all default configuration.

The web server was not updated and hot fixes were not installed.
There was a flaw in the Index.htm file of the website.
The attacker exploited this flaw, and defacing was a piece of cake for him!!

Jason fixed the holes and changed the default configurations. This incident made the

management of SpeedCake4u realize the need for a professional web designer.
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C EH Summary
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Web servers assume critical importance in the realm of Internet security

Vulnerabilities exist in different releases of popular web servers and respective vendors
patch these often

The inherent security risks owing to the compromised web servers have impact on the
local area networks that host these websites, even on the normal users of web browsers

Looking through the long list of vulnerabilities that had been discovered and patched over
the past few years, it provides an attacker ample scope to plan attacks to unpatched
servers

Different tools/exploit codes aid an attacker in perpetrating web server’s hacking

Countermeasures include scanning for the existing vulnerabilities and patching them
immediately, anonymous access restriction, incoming traffic request screening, and
filtering
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L
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BERGEN

“Customers aren’t impressed by our web site anymore.
We need to put the ‘gee’ back in ‘technologee’!”
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ASBERGEN——

“Install a patch for the update of the new version.
If that doesn’t work, install the new version of
the update for the patch. If all else fails, install
a patch for the new version of the update.”
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GLASBERGEN

“We back up our data on sticky notes because
sticky notes never crash.”
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