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LAB# 1

Securing the Router for Administrative Access

LAB # 1.1 Configure and Encrypt Passwords on Routers R1
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Step 1: Configure a minimum password length for all router passwords.

|R1(config)#security passwords min-length 6

Step 2: Configure the enable secret password.

R1(config)#enable secret yasir

% Password too short - must be at least 6 characters. Password configuration failed
R1(config)#

Configure enable secret password min-length 6 character

R1(config)#enable secret yasirl23

Step 3: Configure basic console, auxiliary port, and virtual access lines.

R1(config)#line console 0O
R1(config-line)#password ciscocon
R1(config-line)#login
R1(config-line)#logging synchronous

Ri(config)#line aux O
R1(config-line)#password ciscoauxpass
R1(config-line)#login




Configure the password on the vty lines for router R1.

Rl (config)#line vty O 4
Rl (config-line)#password yasirl23
Rl (config-line)#login local

Show Command

R1#sh running-config
Building configuration...

Current configuration : 2267 bytes
I

version 12.4
no service password-encryption
I

hostname R1
|
boot-start-marker
boot-end-marker
!
security passwords min-length 6

enable secret 5 $1$6p4q$f3GVvBjAIXAemKsKEfpST.
|
no aaa new-model
ip cef

1

!
!
!
no ip domain lookup
I
!
interface FastEthernet0/0

ip address 10.0.0.1 255.255.0.0
duplex auto

speed auto

I
interface FastEthernet0/1
no ip address

shutdown

duplex auto

speed auto

|
interface Serial1/0

ip address 11.0.0.1 255.255.255.0
serial restart-delay 0

|
interface Seriall/1
no ip address
shutdown




serial restart-delay 0
!
interface Seriall/2
no ip address
shutdown

serial restart-delay 0
!
interface Seriall/3
no ip address
shutdown

serial restart-delay 0

control-plane
I
!
I

line con 0

password cttc123
logging synchronous
login

line aux 0

password yasirl23
login

line vty 0 4

password yasirl23
login local

I
1
end

R1#

Step 4: Encrypt clear text passwords.

R1(config)# service password-encryption

Show command

R1#sh running-config
Building configuration...

Current configuration : 2267 bytes
I

version 12.4

no service password-encryption
I




hostname R1
[
boot-start-marker
boot-end-marker
!
security passwords min-length 6

enable secret 5 $1$6p4q$f3GVBjAIXAemKsKtEfpST.
1
no aaa new-model
ip cef

1

!
!
username yasir privilege 15 password 7 030752180500
I

no ip domain lookup
|
!
interface FastEthernet0/0

ip address 10.0.0.1 255.255.0.0
duplex auto

speed auto

|
interface FastEthernet0/1
no ip address

shutdown

duplex auto

speed auto

1
interface Serial1/0

ip address 11.0.0.1 255.255.255.0
serial restart-delay 0

1

interface Seriall/1

no ip address

shutdown

serial restart-delay 0

I

interface Seriall/2

no ip address

shutdown

serial restart-delay 0

1

interface Seriall/3

no ip address

shutdown

serial restart-delay 0




control-plane
I
!
!
line con 0

password 7 104D1D0D06464058
logging synchronous

login

line aux 0

password 7 111018161E005A5E57
login

line vty 04

password 7 111018161E005A5E57
login local

I
I
End
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Configure a Login Warning Banner on Routers R1
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Step 1: Configure a warning message to display prior to login.

R1 (config) #banner motd $Unauthorized access strictly prohibited and
prosecuted to the full extent of the law$

Rl (config) #exit

Show Interface

R1#show ip interface brief

Interface IP-Address  OK? Method  Status Protocol
FastEthernet0/0 10.0.0.1 YES NVRAM up up
FastEthernet0/1  unassigned  YES NVRAM administratively down down
Serial1/0 11.0.0.1 YES NVRAM up up
Seriall/1 unassigned  YES NVRAM administratively down down
Seriall/2 unassigned  YES NVRAM administratively down down
Seriall/3 unassigned  YES NVRAM administratively down down

Telnet From PC to R1

e L WINDOWS' system32h cmd.exe

Microzoft Windows P [Version 5.1.260801
CC» Copyright 1¥Y¥5—ZUWW1 Microsolt Corp.

C:~Documents and Settings“~ALI >cd-




Now you can see login warning banner on R1

e+ Mark Telnet 10.0.0.1

Ihauthorized access strictly prohibited and
prozecuted to the full extent of the law

User Access Verification

Username: yasirl23
Password:
Ri >

LAB 1.3

Configure Enhanced Username Password Security on Routers R1
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Step 1: Create a new user account using the username command.

R1(config)#username yasirl23 password cttcl23

Step 2: Create a new user account with a secret password.

R1(config)#username imran secret cttcl23

Show Commands

Ri1#sh running-config
Building configuration...

Current configuration : 2512 bytes
!

version 12.4

service password-encryption

!

hostname R1

!

!

security passwords min-length 6
enable secret 5 $1$6p4q$TF3GvBJAIXAemKsSKtETFpST.
1

no aaa new-model

ip cef

1

ﬁo ip domain lookup
1

Qsername yasir privilege 15 password 7 030752180500
username yasirl23 password 7 121A1103115A5E57

username imran secret 5 $1$tKoa$.H/1GkONbJIIvYtPhx1j90
1

interface FastEthernet0/0

ip address 10.0.0.1 255.255.0.0
duplex auto

speed auto

1

interface FastEthernet(0/1

no ip address

shutdown

duplex auto

speed auto
!




interface Seriall/0

ip address 11.0.0.1 255.255.255.0
serial restart-delay O

1
interface Seriall/l

no ip address

shutdown

serial restart-delay 0O
1
interface Seriall/2

no ip address

shutdown

serial restart-delay 0O
1

interface Seriall/3

no ip address

shutdown

serial restart-delay 0O

ontrol-plane

-t () tem ot e e

banner motd ~CUnauthorized access strictly prohibited and
prosecuted to the full extent of the law™C
1

line con O

password 7 104D1D0D06464058

logging synchronous

login local

line aux O

password 7 111018161EO005A5E57

login

line vty 0 4

password 7 111018161E005A5E57

login local

end

R1#

Step 3: Test the new account by logging from virtual terminal line.

Ri(config)# line vty 0 4
R1(config-line)#login local
R1(config-line)#end
Rl#exit




WINDOYW S system32' cmd.exe

Microzoft Windows P [Version 5.1.260881
(G Copyright 1YHL—ZWHW1 Microsoft Copp.

C:sJDocuments and Settings“ALI »cd-

GC:s>telnet 18.8.8.1

Unauthorized access strictly prohibited and
prozecuted to the full extent of the law

User Access Verification

Password:




c+ Mark Telnet 10.0.0.1

IInauthorized access strictly prohibited and
proszecuted to the full extent of the law

Uzer Access Uerification

Username: yaszirl23
Pazszsword:
Ri >
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Configure Enhanced Virtual Login Security on Routers R1
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Step 1: Configure the router to watch for login attacks.

Ri1#show login

No login delay has been applied.

No Quiet-Mode access list has been configured.
Router NOT enabled to watch for login Attacks

R1(config)#login block-for 60 attempts 2 within 30

Ril#show login
A default login delay of 1 seconds is applied.
No Quiet-Mode access list has been configured.

Router enabled to watch for login Attacks.
IT more than 2 login failures occur iIn 30 seconds or less,
logins will be disabled for 60 seconds.

Router presently in Normal-Mode.
Current Watch Window

Time remaining: 4 seconds.

Login failures for current window: O.
Total login failures: O.

R1#

Step 2: Configure the router to log login activity.

R1(config)#login on-success log
Ri(config)#login on-failure log every 2
Ri(config)#exit

co L WINDOWS  system32 cmd.exe

Unauthorized access strictly prohibited and
HMprozecuted to the full extent of the law

User Access Uerification

IUsername: pasirl?3d
Pazsword:
» Login invalid

Username: asdf
Pazsword:
» Login invalid

Connection to host lost.

Gzl

R1#




*Mar 101:17:34.211: %SEC_LOGIN-4-LOGIN_FAILED: Login failed [user: yasir123] [Source: 10.0.0.5
] [localport: 23] [Reason: Login Authentication Failed - BadPassword] at 01:17:34 UTC Fri Mar 1

2002

R1#

*Mar 1 01:17:36.995: %SEC_LOGIN-1-QUIET_MODE_ON: Still timeleft for watching failures is 14 sec
s, [user: asdf] [Source: 10.0.0.5] [localport: 23] [Reason: Login Authentication Failed - BadUse

r] [ACL: sl_def acl] at 01:17:36 UTC Fri Mar 1 2002

R1#

Verification Commands

Ri1#show login failures
Total failed logins: 3
Detailed information about last 50 failures

Username SourcelPAddr |Port Count TimeStamp
yasirl23 10.0.0.5 23 2 01:17:34 UTC Fri Mar 1 2002
asdf 10.0.0.5 23 1 01:17:36 UTC Fri Mar 1 2002

R1#show login
A default login delay of 1 seconds is applied.
No Quiet-Mode access list has been configured.
Every 2 failed login is logged.

Router enabled to watch for login Attacks.
If more than 2 login failures occur in 30 seconds or less,
logins will be disabled for 60 seconds.

Router presently in Quiet-Mode.
Will remain in Quiet-Mode for 34 seconds.
Denying logins from all sources.

R1#

R1#

*Mar 101:18:36.995: %SEC_LOGIN-5-QUIET_MODE_OFF: Quiet Mode is OFF, because block period time
out at 01:18:36 UTC Fri Mar 1 2002

R1#

R1#show login




A default login delay of 1 seconds is applied.
No Quiet-Mode access list has been configured.
Every 2 failed login is logged.

Router enabled to watch for login Attacks.
If more than 2 login failures occur in 30 seconds or less
logins will be disabled for 60 seconds.

Router presently in Normal-Mode.
Current Watch Window

Time remaining: 8 seconds.

Login failures for current window: O.
Total login failures: 3.

R1#

o TEII'IEt 10.0.0.1

Unauthorized access strictly prohibited and
prozecuted to the full extent of the law

Uzer Access Uerification

Uzername: yasirdZ3
Pazzword:

R1 >*enahble
Password:
Password:

Ri1#show login
A default login delay of 1 seconds is applied.
No Quiet-Mode access list has been configured.
Every 2 failed login is logged.

Router enabled to watch for login Attacks.
If more than 2 login failures occur in 30 seconds or less,
logins will be disabled for 60 seconds.

Router presently in Normal-Mode.
Current Watch Window

Time remaining: 18 seconds.

Login failures for current window: O.
Total login failures: 3.

LAB #1.5




Configure the SSH Server on Router R1
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Step 1: Configure a domain name.

Ri#conf t

‘Rl(config)#ip domain-name yasirb4u3._4shared.com

Step 2: Configure a privileged user for login from the SSH client.

R1(config)#username yasir privilege 15 secret cttcl23

Step 3: Configure the vty lines.

Ri(config)#line vty 0 4

R1i(config-line)#login local
R1(config-line)#transport input ssh
Ri(config-line)#exit

Step 4: Generate the RSA encryption key pair for the router.

Ri(config)#crypto key generate rsa

The name for the keys will be: Rl.yasirb4u3.4shared.com

Choose the size of the key modulus in the range of 360 to 2048 for your
General Purpose Keys. Choosing a key modulus greater than 512 may take
a few minutes.

How many bits in the modulus [512]:
% Generating 512 bit RSA keys, keys will be non-exportable...[0K]

Ri(config)#

*Mar 1 01:30:15.643: RSA key size needs to be atleast 768 bits for ssh version 2
Ri(config)#

*Mar 1 01:30:15.651: %SSH-5-ENABLED: SSH 1.5 has been enabled

Ri(config)#




Step 5: Verify the SSH configuration.

Rl#show ip ssh

Ri#sh ip ssh

SSH Enabled - version 1.5

Authentication timeout: 120 secs; Authentication retries: 3
R1#

Step 6: Configure SSH timeouts and authentication parameters.

Ri(config)#ip ssh time-out 90
R1(config)#ip ssh authentication-retries 2

Rl#sh ip ssh

SSH Enabled - version 1.5

Authentication timeout: 90 secs; Authentication retries: 2
R1#

Step 3: Verify SSH connectivity to R1 from PC.

a. Launch PUTTY by double-clicking the putty.exe icon.
b. Input the R1 Fa0/0 IP address 10.0.0.1 in the Host Name or IP address field.
c. Verify that the SSH radio button is selected.

CCNA Security

d. Click Open.
e. Inthe PUTTY Security Alert window, click Yes.
f. Enter the yasirl23 username and password cttc123 in the PUTTY window.

22 10.0.0.1 - PuTTY

1 23

lyv prohikbited and
extent of the law




LAB # 1.6

Create an SDM user and enable the HTTP secure server
on R1.
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a. Create a privilege-level 15 username and password on R1.

R1(config)#username yasir privilege 15 password cttc

b. Enable the HTTP secure server on R1.

R1(config)#ip http secure-server

% Generating 1024 bit RSA keys, keys will be non-exportable...[OK]
R1(config)#

*Dec 19 17:01:07.763: %SSH-5-ENABLED: SSH 1.99 has been enabled
*Dec 19 17:01:08.731: %PKI-4-NOAUTOSAVE: Configuration was modified.
Issue

"write memory" to save new certificate

c. Enable local HTTP authentication on R1.

R1(config)#ip http authentication local

R1(config)#end




Start SDM.

a. From PC-A, run the SDM application and enter the IP address of R1 FA0/O
(10.0.0.1) or open a

web browser and navigate to https://10.0.0.1



Cannot find server - Microsoft Internet Explorer
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Configure the SSH on Router R1 with SDM

Click on configure then click on additional task



i Cisco Router and Security Device Manager {SDM}): 10.0.0.1 - | Dlil
File Edit View Tools Help

@ Harne , Canfigure Monitar 4 Q O‘ @ L I I I "
3 Refresh Save Search Helf CISCO

=
(7]
=
o

7 Additional Tasks

E-75 Router Properties

28 Router Access SSHHey Setup
] User Accauntshiew Currently S5H I disabled inyour router. To enable S5H, RSA key must be generated.

Ty Please enter the key modulus length and click the '‘Generate REA Key' button to generate
A Managernent Aicess the RSA key.

[+]
Frewal and AL 1N @ Secure Device Provisioning _ _
. E-L1 DHCF Status: RSA key is not set on this router,
o "F DME
’“E ----- =) Dynarmic DS Methads Generate RSA Key
WPH B+ ACL Editar
o fﬁ’ Fartto Application Mappingg
=Y B-_8 URL Filtering

Security Audit - Zanes

¥ s - Local Pools
Roting |l [k #5' Rauter Pravisioning

----- ¥ 802.1%

-3 C3PL
R Configuration Management

Intrusion Prevention

@_

Cuality of Service

Click on Router Access and then click on SSH



B Cisco Router and Security Device Manager {SDM): 10.0.0.1
File Edit Yiew Toolz Help

=0l x|

: @ - @ lad a ?
@ Home e Moniter Refresh Save Search Help

% Additional Tasks

¥

oy
2}

Secunty Audit

Intrusion Prevention

@_

Cualiby o

E-75 Router Properties
-8 Router Access
- User Accountsiview

i v mManagement Access
----- @ Secure Device Provisioning
E-] DHCP
fﬁ' DHE
----- =) Dynamic DME Methods
G- ACL Editor
fﬁ' Fort to Application Mappingd
-8 URL Filtering
-8 Zone Pairs

E-C8 s

fﬁ' Local Pools

----- & Router Provisioning

----- i 802.1%

E-C1 capL

E3 | Configuration Management

SSH Key Setup

Currently S5H is disabled inyour router. To enahle 55H, RSA key must be generated.
Flease enter the key modulus lenath and click the 'Generate RSA Key' button to generate
the RSA key.

Status: RSA key is not set on this router.

Generate RSA Eey

afvaln
cisco

Click on Genrate RSA Key




&z Cisco Router and Security Device Manager (SDM): 10.0.0.1 - |EI|5|
File Edit “iew Tools Help

@ Harie "‘ Configure ' tonitar G Q O‘ @ al I ! l .
Refrash Save Search Help CISCO

| Tesks | 4 Additional Tasks

=-#5 Router Properties

-8 Router Access SSHKey Setup
| !ﬁ Idser Accauntsiiew Currently S5H is disabled inyour router. To enable S5H, RSA key must be generated.
ol Ty FPleaze enter the key modulus length and click the '"Generate RSA Key' button to generate
v Management ACCESS the RSA key.
FIEEH]
ace i @ Secure Device Provisioning
B-] DHCP Status: RSA key is not set on this router.
{5 DN
----- st Dynamic DMS Methods Generate RSA Key |

B ACL Editar
fﬁ’ Fartto Application Mappingg
=) @URL Filtering

i
: Key rodulus size (hits): I
fﬁ’ Local Pools v toitsy: |

----- & Router Provisioning
..... i 802 1x Ok | Cancel | Help |
&+ CaPL

E-1 Caonfiguration Managemeant

rity Audit

PITTEE AMCE AR | Fui ke O AAAT i

Enter Value of Key modules Size and Press ok




£f: Cisco Router and Security Device Manager (SDM}): 10.0.0.1 - |EI|5|

File Edit “iew Tools Help

@ Home . Configure @ bonitor e led Q ? ol I Il I I
3 Refresh Save Search Help cISCO
Tasks 8 Additional Tasks

E-7% Router Properties

=8 Router Access Sl A
- U ser Accountsiview Currently 55H is disabled in your router. To enable 35H, RSA key must be generated.
- Ty Flease enter the key moadulus length and click the 'Generate RSA Key' button to generate
- Management Access the RSA key.
ﬁ’ Secure Device Provisioning
EH-L DHoP Status: REA key is nat set an this router.
-{f DNS
-k Dynamic DNS Methods zenerate R3A Key |

B ACL Editor
fg' FPort to Application Mapping
-8 URL Filtering

oo rars x
@l Zones
D% i??al Pools Key modulus size (bits);  [512

-5 Router Provisioning

L% a02.1x [0]4 I Cancel | Help |
&0 C3PL

E Configuration Management

Intrusion Prevention

@_

Guality of 5

T
N

Enter Username and password for SSH



isco Router and Security Device Manager (SDM}: 10.0.0.1
File Edit “iew Tools Help

=10l x|

: - @ ed QA ?
H @, Conf @ Manit
@ mne * B j et Refresh Save Search Help

7 Additional Tasks

E-#% Router Propeties

-2 DaterTime
- NTPISNTR
----- Logging
----- oty SMMP

I ertfl e

B-“Z8 Router Access

F User Accountsiview

Management Access

155H]

&' secure Device Provisioni

B3 DHCP

----- i DHCP Pools
tfly DHCP Bindings

~ff DNS

----- it Dynamic DMS Methods
B AC

L Editor

Access Rules

MAT Rules

IFSec Rules

MAZ Rules

@05 Rules
Unzsupported Rules
Externally-defined Rul
SOM Default Rules

i-[eL Local URL List
3 URL Filter Servars

l%Zune FPairs

i Zones

B8 Asd

E1-E0 888 Sanars and Grou

-

NI
cisco

SSH Key Setup

Currently 55H is disabled in your router. To enable 55H, RSA key must he generated.
Please enter the key modulus length and click the 'Generate RSA kKey' button to generate
the RSA key.

Status: Generating RSA Key...

Grnerate BR5A Keyv |

Enter 55H Credentials

Please type your S5H user name and password.

gl

Usermarme: Iyasiﬂ 23
Fassword: I
Ok | Cancel | Help

<]

4

F Lo L SR SRy S R,

RN

i al

M4 -M7A QLT Cwi kAme 04 00

Then Click on VTY and Click on Edit



B Cisco Router and Security Device Manager (SDM): 10.0.0.1 =10l =l

File Edit View Toaols Help

@ Horne: "" Configure ' tonitar a Q Q ? o0 l o l .
Refrezh Save Search Heli CISCO

e

-5 Router Properies |~ wT¥s Edit... |
: Date/Time

-2 NTRISMTP

..... Logging ltem Mame ltem alue

g, SHMP

et Input Protocals Allovwed nong
[_]..@ Router Access OQutput Protocols Allowed Mone
- UserAccnuntsMew EXEC fimeout 10

..... -. Inbound Access-class MHaone
3 Outhound Access-class Mone

Firetwall mnd ACL

o Managemenmccess

----- ﬁ' Secure Device Pravisioni
B3 DHCP
f {5 DHCP Panls

----- ib DHCF Bindings
- DS

-2 Dymamic DMS Methods
B+ ACL Editor —
B Access Rules
AT Rules
IPEec Rules
MAC Rules
@08 Rules
Unsuppaorted Rules
Externally-defined Rul
5D Default Rules

Intrusion Prevention

ﬁ_

Cuality of S

bfaRk Local URL List
- L URL Filter Servers
N ] Zone Pairs

El-Si snm Samers and Gronl ™
4 [ »

SOM refreshed successfully 01:17:45 UTC Fri Mar 01 2002 é‘

Set Line Range for virtual SSH and Telnet



Click on ok

A Cisco Router and Security Device Manager (SDM): 10.0.0.1 1= IEIlﬁ[

File Edit “iew Tools Help

. . @ | Q ? ]
@ Home {§} Configure . Manitar ‘ Refresh E e Helo clsco

Tasks 9 Additional Tasks
= FEIRDuterF'eremes |a] vrvs Ed[t.._l

S ARG I Fdit YTY Lines : X
@ NTP/SMTF

----- ltﬂgﬂ'"g - Line Range —
...... TP SpMP

Metflow:

IZ—]--{:E Router Acces Lires: ID - |4

-] User Acca

Time aut; |1D minutes

= Managem

..... @ Secure Devic — InputProtogal————— Cutput Protocol

=3 aDHCP
&' DHCP PO
47k DHCP Bin
- ' DS
SR . A=) Dynamic DM
Rouking = HACL Editar fritEsEE e
B Access R
MAT Rule:
IPSec Rul Inbound: I \_-l
MAC Rule
Q08 Rule:
Lnsuppor ; G Y
Externally. Quthound: I _l
SDM Defa
fﬁ‘F‘nr‘[tn Anplic
-8 URL Filtering
i-fuRk Local URL
..... g URL Filter 0k Cancel Help
%Zune Pairs

- EeEans conere and Gronl T
4 I 13

- - . . - Ll s T T AP lad

¥ 55H I~ Telnet [~ s5H

by Audit

This command will be deliver on the Router and press Deliver Button




=10l %]

£z Cisco Router and Security Device Manager (SDM): 10.0.0.1
File Edit View Tools Help

@ Home Configure Monitor g Q Q ‘? 'l I Iol I I
o J Refrezh Save Search Help CIsSCO

‘4 Additional Tasks

E-#% Router Properties ~| WTvs Edit... |
-8 DaterTime

&y NTRISNTR
L)
Logging lterm Mame Itern Yalue
Deliver Configuration to Router X|

B8 R' Deliver delta commands to the router's running canfig.
.
,,,,, m  Preview commands that will he delivered to the router's running configuration.
line vty 0 4 =]
transpart input telnet ssh
et

4 of

The differences hetween the running configuration and the startup configuration are last whenever the
rauter is turned off.

[~ Save running config. to router's startup config.
This operation can take several minutes.

Deliver Cancel Save to file Help
e R FIMET Server:
----%Znne Pairs
-iE: Zones
-8 ann
P e Eaan g le hd
= \ﬂ =Tati=1d :m'_rnhll

Click on ok




=10/ x|

& Cisco Router and Security Device Manager (SDM): 10.0.0.1
File Edit Yiew Tools Help

@ Home , Configure @ Manitar @ ud Q ? ol I Il I I
; Refresh Save Search Help cISCO
@ Additional Tasks
Bl-#5 Router Propetties | wTys Edit... |

-1 DateiTime

1l
MTRISNTF
& Logging Item Name ltern Yalue
% Deliver Configuration to Router |

Deliver delta commands to the router's running config.

Preview COmr Rmpm—" Delivery Status x|
linewhy 0 4 AI

tfa_?ﬁpﬂmnp' Gommand Delivery Status:;
exl

Freparing commands for delivery. . ;l
Submitting 3 commands, please wait...
Canfiguration delivered ta router.

< 4] LILI LILI

The difference never the

[ Save runnit oK |

This operamT TaTT RE SETETT T TOE S

Deliver Cancel | Savetuﬂlel Help |

'lﬂ--ﬂ A0 Sorvers anr Grn_ll

Virtual Lines are configure for telnet and ssh



B Cisco Router and Security Device Manager {(SDM): 10.0.0.1
File Edit Wiew Tools Help

=101 ]

B-F% Router Properies
-2 Diate/Time
- NTRISNTP

-§2 Logging

----- @ Secure Device Pravisioni
B3 DHCP
fB' DHCP Pools

“{fl DHCP Bindings
fs’ OME
----- =) Dynamic DME Methods
B3 ACL Editar

By Access Rules

MAT Rules
IPSec Rules
MAC Rules
Qo5 Rules
Unsupported Rules
Externally-defined Rul
SDM Default Rules
~f Portto Application Mappi
B8 URL Filtering
b-faL Local URL List
- URL Filter Servers
----%Zone Pairs

2

=N AR Corvare and (GO
4 I »

Your RSA key is generate

ose | 2] hon e W a9
H Ik Canf tonit
@ ome ‘ BB snier Refresh Save Search Help

Tasks 3 Additional Tasks

=1 WT's

NI
cisco

Edit... |

ltern Marme Itern Yalue

Input Protocols Allowed
Cutput Protocols Allowed
EXEC timeout

Inbound Access-class
Quthound Access-class

telnet ssh
Mane

10

Mane
Mone




EIL Cisco Router and Security Device Manager {(SDM): 10.0.0.1 - |EI|£|

File Edit View Toaols Help

: : ey | aQ 2 vl
@ s Cojilr Monitor ‘ Refrezh Save Search Help CIsCO

% Additional Tasks

oy
7}
=
0

' |

BE-#5 Router Properties =
I8 DateTime SSH Hey Setup

- NTRISHTR RSA key exists and SSH is enabled inyour router.
----- Loaging
----- Zoh SHMP

i Metflow

B8 Router Access

FiERESnE REE -l User Atcountsiiew Status: RSA key is set on this router.

7 Manadgement Access Generate ESA Key

]

' DHCP Pools

jb DHCF Bindings
B DS

----- 2l Dynamic DME Methods
B3 ACL Editor —
B Atcess Rules

AT Rules

IPSec Rules

MAC Rules

Q05 Rules
nsupported Rules
Externally-defined Rul
5D Default Rules
FPartto Application Mappi
&8 URL Filtering

bfORL Lncal URL List

Ll URL Filter Senvars

----%Zone Fairs

g} Zones

e

i EeSnaas comare and meonl ™
4 [

Verfiy you SSH from PC A with Putty software




L‘ﬂ PuTTY Configuration

Cateqan:

=~ S_essil:un | B azic options for pour PuT T seszion |
L,Dggmg — Specify the destination you want to connect to

[=- Terminal

Host Mame [or IP address] Puort

- Feyboard
el {10,001 [22
- Features Connection type:

= Window " Faw  Telnet { Rlogin  55H  Senal
- hppearance B i
- Behaviour Load, zave or delete a stared session
- Translation Saved Seszions
- Selection
- Colours -

Default Setings Load

[=]- Connection LI
- [ata S ave |
- Prosy
- Telnet Delete |
- Rlogin

- 55H
- Serial Cloze window on exit:
= alwaye 0 Mever % Only on clean exit

About |

Click on Yes

Open I

Cancel




=10l x|

PuTTY Security Alert x|

',j WARMIMNG - POTEMTIAL SECURITY BREACH!
L

The server's host key does not match the one PUTTY has
cached in the reqistry, This means that either the

server administrator has changed the host key, or wou
have actually connected to anokher computer pretending
ko be the server,

The new rsa key fingerprink is:

512 Se:0d:ea:cF;91:9d:05: 70:0a: ac: 14:06: 96: 4a: af . 73
If wou were expecting this change and trusk the new ke,
hit fes to update PUTTY"'s cache and continue connecking.
If wou wank ko carry on connecting but without updating
the cache, hit Mo,

If wou wank ko abandon the conneckion completely, bit
Cancel, Hitting Cancel is the OMLY guaranteed safe
choice.

fes Mo | | Zancel |

Enter Login name and password

2% 10.0.0.1 - PuTTY

=

gio.0.0.1'=




Configure Administrative Roles

Create multiple administrative roles or views on routers R1

Lab 2.

Enable Root View on R1

Fa0!0 R1 510 =
10.0.0.1/8 g2~ 11.0.0.1i8 ; 3.0.0.1%8

11.0.0. 218

IP 10.0.0.5!8 IP 13.0.0.5/8
PCA FCH

Step 1: Enable AAA on router R1.

To define views, AAA must be enabled.

Ri#config t
R1(config)#aaa new-model
Ri1(config)#exit

Step 2: Enable the root view.

R1# enable view
Password: yasirl23




*Dec 16 22:41:17.483: %PARSER-6-VIEW_SWITCH: successfully set to view
"root”.

Create New Views for the Adminl, Admin2, and Tech Roles on R1

Step 1: Create the adminl view, establish a password, and assign privileges.

R1(config)#parser view adminl

Ri(config-view)#

*Dec 16 22:45:27.587: %PARSER-6-VIEW_CREATED: view "adminl”
successfully created.

R1i(config-view)#secret yasirl23
Ri(config-view)#

R1(config-view)#commands exec include all show
R1(config-view)#commands exec include all config terminal
R1(config-view)#commands exec include all debug
R1(config-view)#end

Verify the adminl view.

Ril#enable view adminl
Password:yasirl23

*Dec 16 22:56:46.971: %PARSER-6-VIEW_SWITCH: successfully set to view
"adminl1-

Rl#show parser view

Current view is “adminl’

R1#7?

Exec commands:

configure Enter configuration mode

debug Debugging functions (see also “undebug®)
enable Turn on privileged commands

exit Exit from the EXEC

show Show running system information

Rl#show ?

aaa Show AAA values

accounting Accounting data for active sessions
adjacency Adjacent nodes

alignment Show alignment information

appfw Application Firewall information

archive Archive of the running configuration information
arp ARP table

2: Create the admin2 view, establish a password, and assign privileges.

Ril#enable view
Password:yasirl23
*Dec 1 00:05:50.239: %PARSER-6-VIEW_SWITCH: successfully set to view "root".




Ri(config)#parser view admin2
Ri(config-view)#
*Dec 16 23:02:27.587: %PARSER-6-VIEW_CREATED: view "admin2’

R1(config-view)#secret cttcl23
Ri(config-view)#

Verify the admin2

R1(config-view)#end

Rl#enable view admin2

Password: cttcl23

*Dec 16 23:05:46.971: %PARSER-6-VIEW_SWITCH: successfully set to view
"admin2*

Rl#show parser view

R1# Current view is “admin2’

R1#7?

Exec commands:

Enable Turn on privileged commands
exit Exit from the EXEC

show Show running system information

Rl#enable view
Password:yasiril23

1 00:08:01.055: %PARSER-6-VIEW_SWITCH: successfully set to view "“root”".

Ri(config)#parser view tech
Ri(config-view)#
*Dec 16 23:10:27.587: %PARSER-6-VIEW_CREATED: view 'tech’ successfully created.

R1(config-view)#secret techpasswd
Ri(config-view)#

R1(config-view)#commands exec include show version
R1(config-view)#commands exec include show interfaces
R1(config-view)#commands exec include show ip interface brief
R1(config-view)#commands exec include show parser view

Verify the tech view.

Ri#enable view tech
Password:techpasswd
*Dec 16 23:13:46.971: %PARSER-6-VIEW_SWITCH: successfully set to view




"tech*®
Rl#show parser view

1 00:09:25.211: %PARSER-6-VIEW_SWITCH: successfully set to view “tech”.

R1#7?

Exec commands:

enable Turn on privileged commands

exit Exit from the EXEC

show Show running system information

Ril#show ?
flash: display information about flash: file system
interfaces Interface status and configuration
ip IP information
parser Display parser information
slotO: display information about slotO: file system
version System hardware and software status

Create the ahmed superview, establish a password, and assign view

R13#enable view
Password:

R13#
*Mar 100:12:49.691: %PARSER-6-VIEW_SWITCH: successfully set to view ‘root'.

R13#configure terminal
R13(config)#parser view ahmed superview

*Mar 1 00:13:28.915: %PARSER-6-SUPER_VIEW_CREATED: super view '‘ahmed' successfully created.
R13(config-view)#secret ahmed123

R13(config-view)#view adminl
R13(config-view)#view admin

*Mar 1 00:14:24.851: %PARSER-6-SUPER_VIEW_EDIT_ADD: view adminl added to superview ahmed.

R13(config-view)#view admin2
R13(config-view)#

*Mar 1 00:14:26.679: %PARSER-6-SUPER_VIEW_EDIT_ADD: view admin2 added to superview ahmed.

R13(config-view)#view tech
R13(config-view)#

*Mar 1 00:14:38.263: %PARSER-6-SUPER_VIEW_EDIT_ADD: view tech added to superview ahmed.
R13(config-view)#




R13#enable view ahmed
Password:

R13#
*Mar 1 00:16:11.851: %PARSER-6-VIEW_SWITCH: successfully set to view ‘ahmed'.
R13#

R13#show parser view
Current view is 'ahmed'
R13#

R13#?

Exec commands:
configure Enter configuration mode
enable  Turn on privileged commands
exit Exit from the EXEC
show Show running system information

R13#
R13#show ?
aaa Show AAA values
access-expression List access expression
access-lists List access lists
accounting Accounting data for active sessions
adjacency Adjacent nodes
alarm-interface Display information about a specific Alarm
Interface Card
aliases Display alias commands
alignment Show alignment information
appfw Application Firewall information
archive Archive of the running configuration information
arp ARP table
async Information on terminal lines used as router
interfaces
auto Show Automation Template
backhaul-session-manager Backhaul Session Manager information
backup Backup status
bcm560x BCM560x HW Table
bridge Bridge Forwarding/Filtering Database [verbose]
buffers Buffer pool statistics
call Show call
caller Display information about dialup connections
--More—

R13(config)#?
Configure commands:

aaa Authentication, Authorization and Accounting.
access-list Add an access list entry

alarm-interface Configure a specific Alarm Interface Card
alias Create command alias

appfw Configure the Application Firewall policy

archive Archive the configuration




arp Set a static ARP entry

async-bootp Modify system bootp parameters
backhaul-session-manager Configure Backhaul Session Manager
banner Define a login banner
bba-group Configure BBA Group
boot Modify system boot parameters
bridge Bridge Group.
buffers Adjust system buffer pool parameters
busy-message Display message when connection to host fails
call Configure Call parameters
call-history-mib Define call history mib parameters
carrier-id Name of the carrier associated with this trunk
group

cdp Global CDP configuration subcommands
chat-script Define a modem chat script

--More--

R13#enable

Password:

R13#

R13#sh running-config
Building configuration...

Current configuration : 2936 bytes
I

version 12.4

no service password-encryption
!
hostname R1
!
!
enable secret 5 $1$0HAV$/UrlrGf5lgStRFgeAcL7gl
!
aaa new-model
!
!
ip cef
!
!
no ip domain lookup
!
!
!
username yasir privilege 15 password 0 cisco
!
!

interface FastEthernet0/0

ip address 10.0.0.1 255.255.0.0
duplex auto

speed auto

I
interface FastEthernet0/1
no ip address




shutdown
duplex auto
speed auto
!
interface Seriall/0

ip address 11.0.0.1 255.255.255.0
serial restart-delay 0

!
interface Seriall/1
no ip address
shutdown

serial restart-delay O
!
interface Seriall/2
no ip address
shutdown

serial restart-delay 0
I
interface Seriall/3
no ip address
shutdown

serial restart-delay O
!
control-plane
I
I
!
line con O

logging synchronous
line aux 0

line vty 0 3

linevty 04

I

parser view adminl
secret 5 $1$ZXjUSBiIjAXGbBC7vGG6n.HyaNK1
commands exec include all configure terminal
commands exec include configure

commands exec include all show

|
parser view admin2

secret 5 $1$5PxG$6gIUYP5VOcvQG8XInL4ul0
|
parser view tech

secret 5 $1$Vz3X$x2jZcC810b94vOnhyIB.V.
commands exec include show ip interface brief
commands exec include show ip interface
commands exec include show ip

commands exec include show version
commands exec include show parser view
commands exec include show parser
commands exec include show interfaces
commands exec include show

|
parser view ahmed superview
secret 5 $1$cn/J$Pz5RSAXVANAhRGDohVwDmO
view adminl




view admin?2
view tech

!
!
!
end

R13#

LAB # 3

Configure syslog Support on R1 and PC-A

R1 5110 R2
Fa0!0 Fa0io
10.0.0.1%8 g A0~ 11.0.0.18 > 13.0.0.1/8

511
11.0.0. 238

IP 10.0.0.5/8 IP 13.0.0.5/8
PCA FCH

Step 1: Install the syslog server.

Step 2: Configure R1 to log messages to the syslog server using the CLI.

R1(config)#logging 10.0.0.5

Step 3: Configure the logging severity level on R1.

Ri1(config)#logging trap ?

<0-7> Logging severity level
alerts Immediate action needed (severity=1)
critical Critical conditions (severity=2)




debugging Debugging messages (severity=7)

emergencies System is unusable (severity=0)
errors Error conditions (severity=3)
informational Informational messages (severity=6)
notifications Normal but significant conditions (severity=5)
warnings Warning conditions (severity=4)

Ri1(config)#logging trap warnings

Ril#show logging

Syslog logging: enabled (0O messages dropped, 1 messages rate-limited,
0 flushes, 0 overruns, xml disabled, filtering

disabled)

No Active Message Discriminator.

No Inactive Message Discriminator.

Console logging: level debugging, 271 messages logged, xml
disabled,

filtering disabled

Monitor logging: level debugging, O messages logged, xml disabled,
filtering disabled

Buffer logging: disabled, xml disabled,

filtering disabled

Logging Exception size (4096 bytes)

Count and timestamp logging messages: disabled

Persistent logging: disabled

No active filter modules.

ESM: O messages dropped

Trap logging: level warnings, O message lines logged
Logging to 192.168.1.3 (udp port 514, audit disabled,
authentication disabled, encryption disabled, link up),

0 message lines logged,

0 message lines rate-limited,

0 message lines dropped-by-MD,

xml disabled, sequence number disabled

filtering disabled

Step 6: Start the Kiwi Syslog Server.
Open the Kiki Syslog Daemon application on your desktop or click the Start button and select Programs >
Kiwi Enterprises > Kiwi Syslog Daemon.




i 0 Kiwi Syslog Daemon [Wersion 8.3 48]

Fil=: Edit “iew Help
B A (% |Displajl 00 [Default) vl

Date Time Priority Hostname Message

|

w

100%  OMPH 15:86 12-13-2008

Verify that logging to the syslog server is occurring.

Ri1(config)#interface S0/0/0
R1(config-if)#shutdown
R1(config-if)#no shutdown

wi Syslog Daemon [Version 8.3.48) ==

Q@ A B ) |Display 00 [Defaul) |

Date Time Prionty Hostname  Message
12-19-2008 16:38:53 Local7 Emror 19216811 213 Dec 19 16:37:28.065: ZLINK-3-UPDDWHN: Interface Senall/0/0. changed
state bo up
12-19-2008 16:38:43 Local7 Emor 19216811 212 Dec 19 16:37:17.564: ZLINK-3-UPDDWHN: Interface Senall/0/0. changed
state to down T
12-19-2008 16:38:33 Local7.Debug 127001 Kiwi Syzlog Daemon - Test message number 0001

|2

b

100%  3MPH 1839 12-19-2008

LAB #4
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Firewall and RCL
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Security Audit

Rauting
L
HAT
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Intrusion Prevention
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3 Additional Tasks

E-#% Router Properties *| Logging Edit... |
DatefTime
B MTRISNTP —— T
""" m‘” Logging x|
------ 1.2 GNP
Metflow — Logging Hostname
IZ—]--{:E Router Acce cliled
¥ Enable Logoing Level ED_DD
[rnings (49

Logging Level: debugging (7) =] farmational {8}

ﬁ' Secure Dey
B35 DHCP
' DHCP P
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) Dynarmic DI
&3 ACL Editar
B4 Access F
MAT Rul
IPSec Ru
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SLM Det Buffer Size: |51 2000 Bytes
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Help |

IP Address/Hosthame:

Add...
Edit

Delete

Add logging host

Enter an IP address or hostname.

it

x|

~Iv Logaing Buffer

IP AddressiHosthame:

|1n.u_n_5

Cancel |

B8 URL Filterir
[oeL Lacal UF
~EE URL Filte
Zone Pairs

ELZDnes
L8 iy hd
4

0]24 | Cancel |
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% Additional Tasks
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Edit
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it
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Logaging Lewvel:
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Cancel |

Help
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% Additional Tasks

E-% Router Properties *| Logging Edit... |
DatefTime

4 MTPISNTP [ o [
x

Deliver delta commands to the router's running config.

=]
Preview commands that will he delivered to the router's running configuration.
logging 10.0.0.5 B
logging trap debugging
logging buffered 512000 debugging
=]

@ Ly of

The differences between the running configuration and the startup configuration are lost whenever the
router is turned off.

[~ Save running config. to router's startup config.
This operation can take several minutes.

Cieliver Cancel Save tofile Help
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Sl

EL 8 i hd

E-#5 Router Properties ~| Logging

DatelTime

alvalr,
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never the
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AutoSecure to Secure R1

R1 S10 R2
11.0.0.1/8

F a0l

13.0.0.1%8

11.0.0.218

Ly .
IP 10.0.0.5/8 IP 13.0.0.58
PCA PCH

Use the AutoSecure Cisco |10S feature.

R1#auto secure

-—- AutoSecure Configuration ---

*** AutoSecure configuration enhances the security of the router, but it will
not make i1t absolutely resistant to all security attacks ***

AutoSecure will modify the configuration of your device. All configuration
changes will be shown. For a detailed explanation of how the configuration
changes enhance security and any possible side effects, please refer to
Cisco.com for

Autosecure documentation.

At any prompt you may enter "?° for help.

Use ctrl-c to abort this session at any prompt.

Gathering information about the router for AutoSecure

Is this router connected to internet? [no]: yes

Enter the number of interfaces facing the internet [1]:

Press ENTER to

accept the default of 1 in square brackets.

Interface IP-Address OK? Method Status Protocol
FastEthernet0/0 10.0.0.1 YES NVRAM administratively down
FastEthernet0/1 unassigned YES NVRAM up up
Seriall/0 11.0.0.1 YES NVRAM administratively down
Seriall/l YES NVRAM up up

Enter the interface name that is facing the internet: serial 1/0
Securing Management plane services...
Disabling service finger




Disabling service pad

Disabling udp & tcp small servers

Enabling service password encryption

Enabling service tcp-keepalives-in

Enabling service tcp-keepalives-out

Disabling the cdp protocol

Disabling the bootp server

Disabling the http server

Disabling the finger service

Disabling source routing

Disabling gratuitous arp

Here is a sample Security Banner to be shown

at every access to device. Modify it to suit your
enterprise requirements.

Authorized Access only

This system is the property of So-&-So-Enterprise.
UNAUTHORIZED ACCESS TO THIS DEVICE 1S PROHIBITED.
You must have explicit permission to access this
device. All activities performed on this device
are logged. Any violations of access policy will result
in disciplinary action.

Enter the security banner {Put the banner between
k and k, where k iIs any character}:

# Unauthorized Access Prohibited #

Enable secret is either not configured or
is the same as enable password

Enter the new enable secret: ciscol2345
Confirm the enable secret : ciscol2345
Enter the new enable password: cisco67890
Confirm the enable password: cisco67890
Configuration of local user database

Enter the username: admin

Enter the password: ciscol2345

Confirm the password: ciscol2345

Configuring AAA local authentication

Configuring Console, Aux and VTY lines for

local authentication, exec-timeout, and transport
Securing device against Login Attacks

Configure the following parameters

Blocking Period when Login Attack detected: 60

Maximum Login failures with the device: 2

Maximum time period for crossing the failed login attempts: 30
Configure SSH server? [yes]: Press ENTER to accept the default of yes
Enter the domain-name: yasirb4u3.4shared.com

Configuring interface specific AutoSecure services
Disabling the following ip services on all interfaces:
no ip redirects

no ip proxy-arp

no ip unreachables

no ip directed-broadcast

no ip mask-reply

Disabling mop on Ethernet interfaces

Securing Forwarding plane services...

Enabling CEF (This might impact the memory requirements for your platform)
Enabling unicast rpf on all interfaces connected




to internet

Configure CBAC Firewall feature? [yes/no]: no

Tcp intercept feature is used prevent tcp syn attack

on the servers in the network. Create autosec_tcp_intercept list
to form the list of servers to which the tcp traffic is to

be observed

Enable tcp intercept feature? [yes/no]: yes
This is the configuration generated:

no service finger

no service pad

no service udp-small-servers

no service tcp-small-servers

service password-encryption

service tcp-keepalives-in

service tcp-keepalives-out

no cdp run

no ip bootp server

no ip http server

no ip finger

no ip source-route

no ip gratuitous-arps

no ip identd

banner motd ~C Unauthorized Access Prohibited ~C
security passwords min-length 6

security authentication failure rate 10 log
enable secret 5 $1$FmV1$.xZUegmNYFIwIv/oFwwvGl
enable password 7 045802150C2E181B5F
username admin password 7 01100F175804575D72
aaa new-model

aaa authentication login local_auth local
line con O

login authentication local_auth

exec-timeout 5 O

transport output telnet

line aux O

login authentication local auth

exec-timeout 10 O

transport output telnet

line vty 0 4

login authentication local auth

transport input telnet

line tty 1

login authentication local_auth

exec-timeout 15 O

login block-for 60 attempts 2 within 30

ip domain-name ccnasecurity.com

crypto key generate rsa general-keys modulus 1024
ip ssh time-out 60

ip ssh authentication-retries 2

line vty 0 4

transport input ssh telnet

service timestamps debug datetime msec localtime show-timezone
service timestamps log datetime msec localtime show-timezone
logging facility local2

logging trap debugging

service sequence-numbers

logging console critical

logging buffered

interface FastEthernet0/0

no ip redirects

no ip proxy-arp




no ip unreachables

no ip directed-broadcast

no ip mask-reply

no mop enabled

interface FastEthernet0/1

no ip redirects

no ip proxy-arp

no ip unreachables

no ip directed-broadcast

no ip mask-reply

no mop enabled

interface Serial0/0/0

no ip redirects

no Ip proxy-arp

no ip unreachables

no ip directed-broadcast

no ip mask-reply

interface Serial0/0/1

no ip redirects

no Ip proxy-arp

no ip unreachables

no ip directed-broadcast

no ip mask-reply

interface Vlanl

no ip redirects

no ip proxy-arp

no ip unreachables

no ip directed-broadcast

no ip mask-reply

no mop enabled

ip cef

access-list 100 permit udp any any eq bootpc
interface Serial0/0/1

ip verify unicast source reachable-via rx allow-default 100
ip tcp intercept list autosec_tcp_intercept_list
ip tcp intercept drop-mode random

ip tcp intercept watch-timeout 15

ip tcp intercept connection-timeout 3600
ip tcp intercept max-incomplete low 450
ip tcp intercept max-incomplete high 550

Apply this configuration to running-config? [yes]: <ENTER>
Applying the config generated to running-config

The name for the keys will be: R3.ccnasecurity.com

% The key modulus size is 1024 bits

% Generating 1024 bit RSA keys, keys will be non-exportable...[0K]
R3#

000037: *Dec 19 21:18:52.495 UTC: %AUTOSEC-1-MODIFIED: AutoSecure
configuration

has been Modified on this device

LAB #6




SDM Security Audit Tool on R1 to Identify Security Risks

Fa0i0 R1 5110 R2 Fa0io
10.0.0.1/18 11.0.0.1!/8 13.0.0.1/2
11.0.0.2/8
P
IP 10.0.0.5/8 IP 13.0.0.5/8
PCA FCH

Create an SDM user and enable the HTTP secure server on R1.

Ri(config)#username yasir privilege 15 secret cttcl23

R1(config)#ip http secure-server
% Generating 1024 bit RSA keys, keys will be non-exportable...[0K]

Ri(config)#

*Dec 19 17:01:07.763: %SSH-5-ENABLED: SSH 1.99 has been enabled
*Dec 19 17:01:08.731: %PKI-4-NOAUTOSAVE: Configuration was modified.
Issue

"write memory' to save new certificate

Ri(config)#ip http authentication local
R1(config)#end

Start SDM from PC-A




P& Cizco Bouter and Secunty Device Manager [SDM):

File Edit “iew Tools Help

Tasks

Secuity Audt
Fiowuking

Intrusion Prawvention
sty of Serice

[
MAC

i

Addibonal Tasks

'% @ ;;_:; B G g il ?
@ Here: iﬁ? Configurs G Maritor Bohadh Care Se;ch Help

N Security Audit

—— Gecurity fudi

SO will run a series of predefined checklist io assess your rouier's security
configuration. Dnce finished, SOM will prasantyou with a list of recommeand e
aetions, which you may choose to apph. O, vou may directy pedorm one step
router lack-down by using the below aption.

Feromm security audit

—— ne-step lockdown

One-siep lockdown configures the router with set of defined security features
wiith recommended setings. Clicking the below button will deliver the
configurations to the router.

One-step lockdowr |

LIse Case Scenario

C1E)E

afrer]es
CISCO




Security Audit Wizard

Welcome to the security audit wizard

Security audit is a feature that examines your existing router configuration and then provides
a list of recornmended configuration changes in order to make your router and netwark more

| secure.

For a complete list of functions security audit checks for, see the On-line help
topics.

Security audit will

= Checkthe router's running config. against a list of predefined security
configuration settings.

= Listidentified problems then provide recommendations for fixing them,

Allow the user to choose which identified problem(s) to fix then display the
" appropriate user interface for fixing them,

= Configures the router with user chosen security configuration.

To continue click next.

ook |iNe> 1| Frien | cancel | Heip |




Please wait while Security Audit checks ifthe recommended security seftings are
configured on the router,

Mol Itern Name Status b=
1 Disable Finger Service v FPassed
2 Disable PAD Service 2 Not Passed
2 Disable TCP small servers Service v Passed
4  Disable UDP small servers Service v Passed
5§ Disable IP bootp server Service 2€ Not Passed
6 Disable IP ident Sewice v Passed m
7 Disable CDP 2 Not Passed
8 Disahble IP source route X Not Passed
8 Enable Password encryption Service 2 Not Passed
10 Enable TCP Keepalives for inbound telnet sessions > Not Passed
11 Enable TCP Keepalives for outbound telnet sessions 2 Not Passed
12 Enable Sequence Numbers and Time Stamps on Debugs # MNot Passed
13 Enable IP CEF v Passed
14 Disahle IP Gratuitous Arps v’ Fassed
15 Set Minimum Password length to less than 6 characters X Not Passed 3

Click "Close" to confinue fixing the identified security problems or undoing the configured
security configurations in the router.

Close Save Report




=10l x|

Configure Monitor o e Q ? ' I ! I .
o 3 Refresh Save Search Help CIsSCO

Pscomtyminweara |
" Select an option: | Fix the Security problems j
Check the "Fix-it' checkbox next to the settings vou weant to fi. Then, click "Mexd” to continue.
You may he prompted for mare information to fix certain settings.
Firewall and ACL [N IR

Mo Security Prokhlems Identified | Action I;
1 PAD Serice is enahled ¥ Fixit

2 |P hootp server Service is enabled ¥ Fixit

3 CDPis enabled IV Fixit

4 |P source route is enahbled v Fixit

& Pasgsword encryption Service is disabled ¥ Fixit

B  TCP Keepalives for inhound felnet sessions is disabled ¥ Fixit

7 TCP Keepalives for outhound telnet sessions is disahled W Fix it

8  Sequence Mumhbers and Time Stamps on Debugs are disabled W Fix it

8 minimum Password length is disabled orless than & characters ¥ Fixit

18 puthentication Failure Rate is disahled orless than 3 retries ¥ Fixit

11 TCP Synwaittime is not set W Fix it

12 Banner is not set v Fixit

13 Enable Secret Password is not set ¥ Fixit

14 Scheduler Allocate is not set ¥ Fixit

15 Telnet settings are not enabled W Fix it

16 MetFlow Monitoring is not enabled W Fix it —

< Back | Mext> | Finien | cancel|  Help |

Cne-step lockdown |
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File Edit “iew Tools Help

Q v,
Save Search Help CISCO

—— Enahle Secret Password ’

Enter the Mew Password:

Fe-enter MNew Password:

— Login Banner

Enter the text far banner {lagin):

L

This router is prohabited to Access

-
4 s

<Back | Next> | Finien | cancel | Help |

One-step lackdown I
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File Edit Wiew

Tools Help

@ Horne:

v

urity Audit

Fauting

"

8

Intrusion Prevention

Configure tonitor o g Q ? ' I el I he
5 Refresh Save Search Help CISCO

Security Audit
Bl security Audit Wizard x|

Advanced Firewall allows yau to secure your private netwark in the fallawing ’
ways: It allowes private netwark users to access the Internet; it protects your

router and private network from the outside attacks; it allows you to configure
managed services in DMZ that are accessihle from the Internet,

Advanced Firewall:

*Applies access rules to the insidedrusted), outside{untrusted) and DMZ interfaces.
*Applies inspection rules to the insidedrusted), outsidefuntrusted) and DML
interfaces.

*Enahles IP unicast reverse-path forwarding on the outsidequntrusted) interfaces.

To continue, click Kext,

= Hack |

Finishl Cancell Help |_

= Back | Mext= | Finish | Cancel |  Help |
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File Edit “iew Toals Help

. . @ B a D) afi]n
Cerimre Monitor ‘ Refresh Save Search Help CISCO

=101 ]

IR TR STy

Bl 5ecurity Audit Wizard x|
Firewall Wizard |

Aivanced Firewall Imerface Configuration

Selectinsidedrusted) and outside{untrusted) interfaces. You can select one or ’
and ACL more insidedrusted) and outsideduntrusted) interfaces.

o

mote: Do not select the interface thraugh which you accessed SDM as the autside
(untrusted) interface. Ifyou do, you will not be ahle to launch SOM from that
interface after you complete the Firewall Wizard.

P
EN
Securty Audit interface autsidefuntrusted) insidedrusted)
Serialli0 v O
FastEthernetlin O v

Select a DMZ interface ifyow have servers that you want to make accessihle fraom
the Internet. These are typically CHNS, HTTP, FTP and SMTP servers.

Intrusion Prevention . : 1 DMZ Interface (Optionaly: select DMZ interface j

Tl ; I Allow secure SOM access from outside interfaces

Yy of Sel

<Back | Mewt> | Finisn | cancel| Hew ||

= Back | Mext= | Finish | Cancel | Help |

Additional Tasks One-step lockdown |
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File Edit View Tools Help

Configure @ Maritor o g g Q ? ol I el I I
o j Refresh Save Search Help CISCO
. Security Audit
Woccrivudiwicord ]
x
Advanced Firewall Interface Configuration
Select inside(trusted) and outsidefuntrusted) interfaces. ¥ou can select one or ’

ACL rmare insidedrusted) and outsideduntrusted) interfaces.

Mote: Do not select the interface through which you accessed SDM as the outside

L VO G (A o g Sy AUt Ut | RIS IR o DU R PR YN O [ SRR Y

x|

Security Audit " Mote: You cannot launch S0OM from the following interfaces atter the |
Firewwall Wizard completes;

Routing Serial1/0

ram

Intrusion Prevention . : | DOMZ Interface (Optional): select OMZ interface j

@_

[~ Allow secure SDM access from outside interfaces

lity

<Back | Next» | Finisn | cancel| Hew ||

= Back | Next= [ Finish | Cancel | Help |

Additional Tasks One-step lackdown |
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File Edit View Tools Help

. : Fe Y =) Q 2 ],
@ Home Coriue Moniter | Fefresh Save Search Help CIsCO
Tasks . Security Audit

- TPy

Security Audit Wizard x|

Firewall Wizard |
Advanced Firewall Security Configuration

= o o o

SOM provides preconfigured application security policies. Use the slider to select ’
the security level ar define a custom application security palicy.

& Lse a default SDM Application Security Palicy

Description:

High Security - The router does not identify application- ;l
specific traffic. Returns TCP and UDP

traffic on sessions initiated inside the
firenwall.

- Choose this option ifyou do not need to
track use ofthese applications on the
netwark.

fediurm Securiiy

Low Security LI

Prexiew Commands... |

" Use a custom Application Security Palicy

Folicy Marme: '\_l

Crusion

@_

lity ¢

<Back | Mext= | Finisn | cancel| Hew ||

= Back | Mext= | Finish | Cancel[ Help |

Cne-step lockdown I
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IO/

File Edit View Tools Help

@ Hoarme

5 ooisse [ ot | @
{é} Configure ' tonitor Heiads iyt

Outsidefuntrustedy In
Serial1il (11.0.0.1)

Insideitrusted) Interfaces:

FastEthernet0sd (10.0.0.1)

Apply access rule to the inbound direction to deny spoofing traffic.
Apply access rule to the inbound direction to deny traffic sourced from broadca
Apply access rule to the inkound direction to permit all other traffic.

terface:

Apply application security policy SDM_LOW ta the outhaund direction.

Turn on unicast reverse path forwarding check for non-tunnel interfaces.

Apply access rule to the inbound direction to permit IPSec tunnel traffic if neces
Apply access rule to the inbound direction to permit GRE tunnel traffic for interf:
Apply access rule to the inkound direction to permit ICWMP traffic.
Apply access rule to the inbound direction to permit NTP traffic if necessary.
Apply access rule to the inbound direction to deny spoofing traffic.
Apply access rule to the inbound direction to deny traffic sourced from broadca
Apply access rule ta the inbound direction to deny all other traffic.

i

<Elack| Mext= | Finish'l Cance1| Help: | L.

=Back [ Mext= | Finish | Cancel | Help |

Additional Tasks

One-step lockdown |

aliet]
cisco
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File Edit Wiew Toolz Help

_ Configure @ Fanitar o Q Q ? ol I Il l e
i Refresh Save Search Help CISCO
. Security Audit
Wiccorny udewzard x

Summary
Deliver Configuration to Router x|

S —— Deliver delta commands to the router's running canfig. ’

Freview commands that will be delivered to the router's running configuration.

bccess-list 104 remark YT Access-class list i’
access-list 104 remark SDM_ACL Categor=1

access-list 104 permitip 10.0.0.1 0.0.255.255 any

access-list 104 deny ip any any

I access-list 103 remark auto generated by SOM firewall configuration

Il access-list 103 remark SDM_ACL Categary=1

access-list 103 permit ahp host 12.0.0.2 host11.0.0.1

access-list 103 permitesp host 12.0.0.2 host 11.0.0.1

access-list 103 permit udp host 12.0.0.2 host 11.0.0.1 eq isakmp

ilcess—list 103 permit udp host12.0.0.2 host 11.0.0.1 eq nona00-isakmp _|;|
1 3

WK

Riouting

s
g The differences hetween the running canfiguration and the starup configuration are lost whenever the

router is turned off.

™ Save running config. to router's startup config,
This operation can take several minutes.

Deliver Cancel Save to ﬂlel Help |

<Back | riext= | Finish | cancel | Heip |

Additional Ta Cne-step lockdown |



&% Cisco Router and Security Device Manager {(SDM): 10.0.0.1 — | Ellil
File Edit View Tools Help
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i Refresh Save Search Help cISCO

¥ Security Audit
Bl security Audit wizard x|

Summary
Deliver Configuration to Router x|

Deliver delta commands to the router's running config. ’

Freview COmr rme——_—" Delivery Status x|
access-list 10 A|
access-list 10

Command Delivery Status:
access-list 1l

access-list 1l - -
— Freparing commands for delivery... ;l

| i Submitting 132 commands, please wait...
| S I!St it Submitting 132 commands, please wait...
access-list 1l canfi tion deli a1 t
—— onfiguration delivered to router,

access-list 1l

access-list 10 - =
Kl i _'I_I 2

The difference newer the

[ Save runnir Ok |

This operamaT CarT TR SETETaT TTTTOES,

Routing

"

I

Deliver | Cancel | Savetnﬂlel Help |

=Elack| [Ext= | Finish | Cancell Help |

One-step lockdown |
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File Edit “iew Tools Help
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j Fiefresh Save Search Help CISCO
Security Audit
—— Security Audit

Use Case Scenario

SO0 will run a series of pradefined checklistto assess your rauter's security
configuration. Once finished, SDM will present you with a list of recommended
actions, which you may choose to apply. Or, you may directly perform one step
router lack-down by using the below aption.

Perform security audit

—— One-step lockdown

Cne-step lockdown configures the router with set of defined security features
with recommended =settings. Clicking the helow bution will deliver the
configurations to the rauter.

Additional T:




Lab # 7

One Step-Lockdown

R1 5110 R2
11.0.0.1/8

IP 10.0.0.5/3 IP 13.0.0.5/8
PCA PCH

Stat SDM from PC-A Just like above we have configure SDM



P& Cieco RBouter and 5 ecurity Device Manager [SDM]:
File Edit View Tools Help

e - = : @ led L ?
@ Horme ﬁ? Configure [; Moitior | R = i Halo

Tacke ¥ Security Audit
—— Security sadit

SOMwill run a series of predefined checklist o assess your rouler's security
configuration. Dnce finished, S0M will prasart you with a list of recommended
actions, which you may choose o apple. Or, you may directly pedorm ane step
router [ock:down by using the below option.

Ferform s=curity sudit

—— Dne-step lockdown

One-siep lockdown configures e rowler with set of defined security features
with recommended setings. Clicking the below button will deliver the
configurstions to the router.

Intrusion Pravention

@_

Cisiby of Semice

G
Rcifonal Tasks One-step lockdown |

Lise Case Scenario

EEE

i
CIsco
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N Security Audit

—— Security Audit

Use Case Scenario

SOM will run a series of predefined checklist to assess your router's security
configuration. Once finished, SDM will present you with a list of recommended
actions, which you rmay chaose to apply. O yau may directly perform one step
router lock-dowen by using the below aption.

=nd ACL

soMwarning x|

& This will lack down your router. Ifyou later want to undo some ofthe
settings, you can use the following options:

(1) Run Security Audit wizard again and select "Lndo Security
canfigurations".

(2Y Additional Tasks.

p i Are you sure to lockdown your router?
Cne-step lackdm
with recommend
configurations to

Additional Ta One-step lockdown
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—— Security Audit

Use Case Scenario

SOM will FUN & ¢ py . — - o
configuration. ¢ et s =
actions, which

Flease wait while One-step lockdown is configuring the router with recormmended Security Audit
rauter ock-odow

security settings. .
. Intermet

Nu| [tern Marme | Status —
Finger Service will ba disahlad

Pad Service will he disabled

TCP small servers Service will be disabled

UDP small zervers Service will be disahled

IP bootp server Service will be enahled

IP ident Service will he disabled

CDF will he disabled

IP source route will be disahbled

Password encryption Service will be enabled

TCP keepalives forinbound telnet sessions will be enahled
TCP keepalives for outhound telnet sessions will be anabled
Sequence Mumbers and Time Stamps on Debugs will be enable W
IP CEF will be enabled

IP Gratuitous Arps will he disabled

Minimum Password length will be set far 6 characters ar mare
Authentication Failure Rate will he setfar 3 retries

F

Raouting

oo - O h f L0 b —

(L=}

I
f —— One-step lo
I

AR R RN RN

ry
—

Cne-step lockd
with recommer
configurations 1

LRLs

Celiver |

Rdditional Ta Cne-step lockdown |




Efg Cisco Router and Security Device Manager {SDM): 10.0.0.1 - |EI|5|

-
g onitar 9 T
j Fiefresh Save Search Help CISCO

File Edit “iew Tools Help

— Security Audit

Use Case Scenario

SOM will run 3 series of predefined checklistto assess your router's security
configuration. Once finished, SDM will presentyou with a list of recommended

actions, whirh vl may chnnse tnoananly OF wnll may direetl hednrm nne sten — .
' . . - jty Audit

N =184 Deliver Configuration to Router x|

Deliver delta carnmands ta the router's running config. w

Preview commands that will be delivered ta the rauter's running canfiguration.

aaa authentication lagin local_authen local =

aaa guthorization exec local_suthor local

linewhy 04

login authentication local_authen
- authorization exec local_author
= exit

] logging consale critical

logging trap dehugging
logoing buffered 51200 debugging —

Routing _ILI
ﬂf —— One-£ il :

The differences hetween the running configuration and the stattup canfiguration are lost whenever the
rauteris turned off.

One-steg
with reco
configurs

[ Save running config. to router's startup config.
This operation can take several minutes.

Deliver Cancel Save to file Help

Dne-step lockdown

Additional Tasks
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—— Security Audit

Use Case Scenario

SDM will run a series of predefined checklist to assess yvour rauter's security
configuration. Once finished, SOM will present you with a list of recommended
actions, which yau may choase to apply. Or, you may directly perform one step
router lock-down by using the below aption.

Firetwall and ACL

o

soMError x
PN x|

@ Caonnection lost.

Security Audit
- SOM lost the connection to your router because of a communication
b, .o errar, SOM will shut down when yau click the Ok buttan.
FEEg Re-launch SDM to continue working. Enter the same URL vou used ta
re-start SDOM.
—— One-step lock
Qne-step lackdo
with recammend
configurations to 0K
Intrusion Pre
Crality
! Additional Tas One-step lockdown
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Configure the local user database.

R1(config)#username Admin-Yasir privilege 15 secret cttc123

Configure AAA Local Authentication Using Cisco I0S

Enable AAA services.

R1(config)#aaa new-model

Implement AAA services for console access using the local database.

R1(config)#aaa authentication login default local none

2" Dynamips(0): R1, Console port

Fl conl iz now avallable

FPrezz RETUEMN to get =started.

U=zer Accesz VWerification

Uzername: [




2" Dynamips{0): R1, Console port

El conl iz now available

Pres= RETURN to get started.

Uzer Aocess Verification

Username: Admin-Yasir
Pazssword:

r1xf

AAA authentication profile for Telnet using the local database.

R1(config)#aaa authentication login TELNET_LINES local
R1(config)#line vty 0 4
R1(config-line)#login authentication TELNET_LINES

c+ Telnet 10.0.0.1

Uszer Access Uepification

Username: Admin—-Yasie
Password:
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Configure AAA Local Authentication Using Cisco SDM

Fa0io R1 5110 =
10.0.0.1/8 g P~ 11.0.0.18 : 3.0.0.1/%8
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Implement AAA services and HTTP router access prior to starting SDM.

A. From the CLI global config mode, enable a new AAA model.

R3(config)#aaa new-model

B. Enable the HTTP server on R3 for SDM access.

R3(config)#ip http server

Open a browser on PC-C and start SDM by entering the R1 IP address
10.0.0.1 in the address field.

Click the Configure button at the top of the screen.



b. Select Additional Tasks > Router Access > User Accounts/View.
In the User Accounts/View window, click Add.
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4 Management Access

----- &' Secure Device Provisioning Fassword
B-1 DHCP
- DNS Password =Mone=
----- s Dynamic DMNS Methods
B ACL Editor Mews Pagsword: l—m

fg Fort to Application Mappingg Confirm New Password: IM—

B8 URL Filteting

5] Zone Pairs
% V¥ Encrypt password using MDS hash algarithm
&-
fg Local Pools
Fouting [N A g Router Pravisioning Privilege Level: 15 [
----- 802.1%
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B0 Configuration Management
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3 Additional Tasks

B Router Properties User Accounts View Add.. | Edit.. | Delete

EI@ Router Atcess _I _l _I

\L}JF?:rAccountleew Usermarme Password Privilege Level Wiew Mame
ahmed a =Mone=
Management Access = P 15 <None=
..... ‘;;51 SSH b

----- @ Secure Device Pravisioning

B-1 DHCP

fs’ DNS

------ Dynamic DNS Methods

u--i%! ACL Editor X

fg Fort to Application Mappingg

L8 URL Filtering Command Delivery Status:

----%Zone Fairs

i@ Zones Preparing cammands for delivery... -]

-8 ann Submitting 2 cormmands, please wait...

fg Local Fools Configuration delivered to router,

----- 5! Router Provisioning

----- 5 802 1%

B C3IPL

B0 Configuration Management q _’I_I

Ok |

< [ ]
- - . B .. . e am ma e, L e [a)
start| &1 httpsif10.0.0Yarchi.. | & httpsiir10.0.0.1-50... | Y 2.bmp - Paint ||@ Cisco Router and 5... | sdm pic | & reet 10.0.0.1 | @5 [2®@D 1w13em

Create a AAA method list for login.

a. Click the Configure button at the top of the screen.

b. Select Additional Tasks > AAA > Authentication Policies > Login.

c. In the Authentication Login window, click Add.

d. In the Add a Method List for Authentication Login window, verify that Default is in the
Name field.
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i none NO authentication.
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Additional Tasks

E-#5 Router Properties

E488 Routor Actags Authentication Login add. | Edit. | Delets|
List Name | method 1 | Method 2 | Method 3 | Method 4
default local

=) Dynamic DS Methods
-] ACL Editor

fg Fort to Application Mappingg
-_8 URL Filtering

Zaone Pairs

: ﬁjAAA Servers and Groups
A8 Authentication Policies
=
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802.1%
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Verify the AAA username and profile for console login from PC-A.

c+ Telnet 10.0.0.1

Uzer Access Uerification

Uzername: ahmed
Password:

Ritt
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Intrusion Prevention System (IPS)

Create IPS | EditIPS | Security Dashboard |

location ofthe SDF (signature definition file).

Use Case Scenario

N k based | ion P ;
IPS rules applied to interface

Additional T:

The IPS rule configuration wizard configures IPS rules on an interface and also specifies the

|

Welcome to the IPS Policies Wizard
The IPS rule canfiguration wizard configures IPS rules on an interface and alsa
specifies the location ofthe SDF (signature definition file). You must specify the
direction of the traffic that should be scanned. Ifyou do not want all traffic to be
scanned, you should specify the interesting traffic to be scanned. The router loads
the SDF and starts scanning the interesting traffic
This wizard will assistyou in configuring the following tasks
* Selectthe interface to apply the IPS rule.
* Select the traffic flow direction that should be inspected by the IPS rules.
* Specify the location ofthe SDF to he used hy the router.
To cantinue, click MNext.

< Back | Next» | Finish | cancel | Help |
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Intrusion Prevention System (IPS)

Create IPS | EditIPS | Security Dashboard |
The IPS rule configuration wizard configures IPS rules on an interface and also specifies the
location ofthe SDF (signature definition file).
x|
Select Interfaces
Use Case Scenario Select the interfaces to which the IPS rule should be applied. Also choose whether the rule
should be applied to inbound or outhound.
Network based Intrusion P i Interface Marne Inbound Outhound
PS rules applied to interface
[PS rules applied) (o FastEthermet0/ [ O
FastEthernei0i1 O O
Serialli0 [ O
Serialli1 O O
Serialli2 O O
Serialli3 O O
RAdditional
<Back | Next» | Finish | cancel | Help |
Intrusion Prevention System {IFS) 01:13:30 UTC Fri Mar 01 2002 é
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Intrusion Prevention System (IPS)
Create IPS | EditIPS | Security Dashboard |

The IPS rule configuration wizard configures IPS rules on an interface and also specifies the

location ofthe SDF (signature definition file).

x| SDF Locations

Specify the locations fram which the SDF {signature definition file) should be loaded by the
Cisco OS5 IPS. If Cisco 108 IPS fails to load the SOF fram the first location, it tries the
File Marme onflash: |256MB.Sdf E locations in order until it successfully loads the SDF file.

|x

" Specify SOF using URL: SDF Locations

1
i Protocol: | nttp =l Add... |
‘I fittpifi | Delete |
Exarmple: bttt 0.1 0.1 0.1y signature, sdf e Up |
[~ autosave iae D |

QK | Cancel | Help

[V Use Built-In Signatures (as hackup)

IfIPS does not find or fails to load signatures from the specified location, it can
use the Cisco [0S huilt-in signatures to enahle IPS.

Additional

<Back | Next» | Finish | cancel | Help |

01:14:05 UTC Fri Mar 01 2002 é

M 10:37 M

Intrusion Prevention System {IFS)

&start| &1 https:(/10.0.0.farchi... | £]https:fj10.0.0.1 -50M... | 1 17.bmp - Paint |[Z8 cisco Router and Sew. |3 scmpic | & reinet 10.0.0.1 | @

=

<<




&z Cisco Router and Security Device Manager {(SDM): 10.0.0.1 - |E' |1|
File Edit “iew Toolz Help

. . o = a 2 alvaln
Baifiaie Maniter ‘ Refresh Save Search Help CIsCcoO

el
Intrusion Prevention System (IPS)

Create IPS | EditIPS | Security Dashboard |

The IPS rule configuration wizard configures IPS rules on an interface and also specifies the
location ofthe SDF (signature definition file).

SDF Locations
Specify the locations fram which the SDF {signature definition file) should be loaded by the
Cisco OS5 IPS. If Cisco 108 IPS fails to load the SOF fram the first location, it tries the
locations in order until it successfully loads the SDF file.

Use Case Scenario

N k based | ion P

IPS rules apolied to interface SDF Lacations

Delete |
ove Lip |
Il @ i |

[V Use Built-In Signatures (as hackup)
IfIPS does not find or fails to load signatures from the specified location, it can
use the Cisco [0S huilt-in signatures to enahle IPS.

Additional

<Back | Next» | Finish | cancel | Help |
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Intrusion Prevention System (IPS)
Create IPS | EditIPS | Security Dashboard |

The IPS rule configuration wizard configures IPS t

location of the SDF (signature definition file). IPS Wizard Summary
Flease click ‘Finish'to deliver to router
IPS rule will be applied to the incoming traffic on the fallowing interfaces. ;I
FastEthernet0ild
Use Case Scenario Seriallio

Signature File location:
N tk based Intrusion Pi i flash:i256MB. sdf
IPS rules apolied to interface Built-in:Enabled

| —

i o

<Back | 1=~ | Finish | cancel | Help |

Additional
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Intrusion Prevention System (IPS)

Create IPS | Edit IPS | Security Dashboard]
Eh IPS Policies ‘Imerraces: IA” Interfaces vl | @ Enzble [ Edit @ Disable ) Disable Al
F& Global Settings
N Inbound Qutbaund VFR status Description

& signatures 2 1
FastEthernetd!  no IP address  Disabled Disabled off
Serial1f0 11.0.01 Enahled Disabled on
Seriallf no IP address  Disabled Disabled off
Serial1r2 no IP address  Disabled Disabled off
Serial1f3 no IP address  Disabled Disabled off
IPS Filter Details: & Inbound Filter ¢ Qutbound Filter

RAdditional
= [ﬁ IPS rule is enabled, but there is no fitter configured for this rule. IPS will scan all Inbound
traffic.
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Modify Signature Settings
Step 1: Verify connectivity.
From PC-A, ping PC-B. The pings should be successful.

WYWINDOWS  system32' cmd.exe

Reply from 11.8.8.2: hytes=32 time=45mz TTL=254
Reply from 11.8.8.2: hytes=32 time=37mz TTL=254

Ping statistics for 11.8.8.2:

Packets: Sent = 2. Received = 2, Lost = B (Bx loss),.
Approximate round trip times in milli-—seconds:

Minimum = 3Ym=. Maximum = 45ms,. Average = 4ims
Control—C
i

C:s>ping 13.8.8.5
Pinging 13.8.8.5 with 32 hytes of data:

Reply from 13.8.8.5: hyte=z=32 time=58mz TTL=126
Reply from 13.8.8.5: hytez=32 time=22mz TTL=126
Reply from 13.8.8.5: hyte==32 time=12mz TTL=126
Reply from 13.8.8.5: hytez=32 time=18mz TTL=126

Ping statistics for 13.8.8.5:

Packets: Sent = 4, Received = 4, Lost = B (@x loss),
Approximate round trip times in milli-—seconds:

Minimum = 1Bm=,. Maximum = 58ms,. Average = 2LGtms

R

Step 2: Configure the IPS application to drop ping (echo request)
traffic.

a. From SDM, click Configure and select Intrusion Prevention > Edit IPS > Signatures.
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b. In the View By drop-down list, choose Sig ID.

c. In the Sig ID field, enter 2004, and then click Go.

d. Right-click the signature and choose Actions from the context menu.
e. Choose Deny Packet Inline and leave the Produce Alert check box checked. Click OK.

f. Click Apply Changes. Your screen should look similar to the following.

T |« [L/W 10:55PM
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Ed Global Settings ERSelect Al | ¢ Add - [ Edit [ Delete  Eneble © Disable B Detals
@ Signatures =
EI--@ All Calegornies SiglD  [SubSig 1D Severity Engine
{:l 0s 2004 1] ICKP Echo Reg alartm infarmational

Set Severity Ta
Restore Defaults

MSDE Help

B Releases

Apply Changes | | Dizcard Changes
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@ Harne Configure

Tasks = Intrusion Prevention System (IPS)
Create IPS | Edit IPS | Security Dashhoard

E!D IFS Policies E% Import - |Viewby: ISing vl Sigy [0 |2UU4 Gol Total[1]
_ B ciobasotings ey Pk
o

:3-1%- & signatures

Firetzll @nd AC E--‘_ﬁ[&ll Categaries
: =105

tonitar | @ g Q ? l'lllllll

Refresh Save Search Heln CISCO

4%

You can specify actions the sensor should perorm when it detects the selected ]

signature(s). To assign an action, click the checkbox next to the action. A checkmark 3
indicates the action will be performed. Mo checkmark indicates the action will not be i
performed. A gray checkmark indicates the action is assigned to same, but not all of
the signatures you selected.

Y

alarm Al
denyattackerlnline
[ denyFlawlnline Hane |
[ drop
[ reset

Routing

C

&1 Releases

QK Cancel Help

IPS Signatures 00:35:05 UTC Fri Mar 01 2002 é‘
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Gj ome ﬁ}‘ = . eneer ‘ Fefresh Save Search Help
l usion Prevention System (IPS)

Create IPS | Edit IPS | Security Dashboard

afva],
cisco

@

Sighatures

EL 1P Policies B8 import ~ | viewby: [5igD ~] sigi: 2004 Gc-l Total[1]
f Global Settings ERSelkct Al | 4 Add - [ Edit [J Delte C Enable @ Disable B Details

..

B alﬂll Categories
E-_1

{1 Releaszes

IChP Echo Req

Apnly Changes

alarm
derry &

Dizcard Changes:

Severity Engiine

informational

IPS Signatures
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S WINDOWS' system32hcmd.exe

C:s>ping 13.68.8.5
Pinging 13.8.8.5 with 32 hytes of data:

Reply from 13.8.8.5: bhytez=32 time=%6mz TTL=126
Hequest timed out.
Request timed out.
Regquest timed out.

Ping statistics for 13.8.8.5:

Packetz: Sent = 4. Received = 1. Lost = 3 (75%% loss>.
Approximate round trip times in milli-—seconds:

Minimum = 96mz, Maximum = 76ms,. Average = 76ms

C:x?ping 13.8.8.5
13.8.8.5 with 32 bytes of data:

timed out.
timed out.
timed out.
timed out.

Ping statistics for 13.8.8.5:
Packets: Sent = 4, BReceived = B, Lost = 4 (188x loss>.

G




B Cisco Router and Security Device Manager {SDM}: 10.0.0.1 ] ] |
File Edit “iew Tools Help

I @ Harne _ Configure @ Manitar @ ‘J Q ‘? ' I ol I Ve
‘ 3 Hefresh Save Search Help clisco
Tasks ) Log g

Syslog \1 Firewall Log | SDEE Message Log | Application Security Log 1

SDEE Messages: IAIer‘[s vl Searchl Refreshl

Time | Type | Description

00:22:55 GMT+00:00 Fri Mar 01 200: Alerts eventld [101494217536] wendor [Cisca] ariginator  hostld [R1] sewverity [informationall Contents of
00:22:56 GMT+00:00 Fri Mar 01 200; Alerts eventld [101494217637] wendor [Cisca] ariginatar  hostld [R1] sewverity [informationall Contents of
00:22:57 GMT+00:00 Fri War 01 200: Alerts eventld [101494217738] vendor [Cisco] oariginator  hostld [R1] severity [informationall Contents of
00:22:58 GMT+00:00 Fri War 01 200; Alerts eventld [101494217839] vendor [Cisca] originatar  hostld [R1] severity [informational] Contents of
00:23:37 GMT+00:00 Fri War 01 200: Alerts eventld [101494221740] vendor [Cisco] ariginator  hostld [R1] severity [informational] Contents of
00:23:39 GMT+00:00 Fri Mar 01 200. Alarts eventld [101494221941] wendar [Cisca] ariginator  hastld [R1] severity informational]Contents of
00:23:40 GMT+00:00 Fri Mar 01 200. Alerts eventld [101494222043] wvendar [Cisca] ariginator  haostld [R1] severity informational]Contents of
00:23:41 GMT+00:00 Fri Mar 01 200. Alerts eventld [101494222143] wvendar [Cisca] arigingtor  haostld [R1] severity informational]Contents of
00:28:48 GMT+00:00 Fri Mar 01 200. Alerts eventld [101494252844] wvendar [Cisca] arigingtor  haostld [R1] severity [high]Contents of Signaturg
00:28:48 GMT+00:00 Fri Mar 01 200. Alerts eventld [1014942528449] wvendor [Cisca] ariginator  hostld [R1] severity informational]Contents of
00:28:48 GMT+00:00 Fri Mar 01 200 Alerts eventld [101494252846] wendor [Cisca] originator  hastld [R1] sewverity [high]Contents of Sianaturg
00:28:48 GMT+00:00 Fri Mar 01 200 Alerts eventld [101494252847] wendor [Cisca] originator  hastld [R1] severity [informational]Caontents of
00:28:48 GMT+00:00 Frimar 01 200; Alerts eventld [101494252848] wendor [Cisca] ariginator  hostld [R1] severity [high]Contents of Signaturdg
00:28:48 GMT+00:00 Frimar 01 200; Alerts eventld [101494252849] vendor [Cisco] originator  hostld [R1] severity [informationallContents of
00:28:48 GMT+00:00 Frimar 01 200; Alerts eventld [101494252850] wendor [Cisca] ariginator  hostld [R1] severity [high]Contents of Signaturdg
00:28:48 GMT+00:00 Frinar 01 200; Alerts eventld [101494252851] wendor [Cisco] originator  hostld [R1] severity [informationallContents of
00:28:48 GMT+00:00 Frimar 01 200; Alerts eventld [101494252852] wendor [Cisca] ariginator  hostld [R1] severity [high]Contents of Signaturg
00:28:48 GMT+00:00 Fri War 01 200; Alerts eventld [101494252853] wendor [Cisco] originatar  hostld [R1] severity [informationallContents of
00:42:00 GMT+00:00 Fri Mar 01 200: Alerts eventld [1014943320858] wendor [Cisco] originator  hostld [R1] severity [informationall Contents of

< I i
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File Edit Yiew Tools Help

. . @ E| a 2 afral
@ Home Caslioure Monitor ‘ Hefresh Save Search Help CIsSCO

IPS Status

——IPS Signature Statistics

Total Active Signature: 132 Total Inactive Signsture: 0 Update | Clear | SDEE Log
Signature D | Description | Source P Address | Destination IP Address | Hits | Drap Counts | j
1001:0 Recard Packet Rta 1] a
10020 Timestamp 0 i}

1003:0 Provide s,c.htcc 0 i}

1004:0 Loose Src Rie 1] a
1005:0 SATMET ID 0 ]

1006:0 Strict Sre Rte 1] a
ATOMIC L3P
1101:0 Unknown IP Proto 1] a
11020 Impossible IP packet 10.0.0.1:0 10.0.0.1:0 3 i}

1104.0 Localhost 0 i}

1107:0 RFC1918 address 0 0
214810 Large ICHWP 0 i}

2154:0 Ping Of Death 0 0
ATOMIC ICMP
2000:0 ICMP Echo Rply 0 0
2001:0 ICMF Unreachable 0 a
2002:0 ICMP Src Quench 0 0
20030 ICMP Redirect 0 0
2005:0 ICMP Tirne Exceed 0 0
2006:0 ICMP Faram Prob 0 0
20070 ICMP Time Reqg ] ]

2008:0 ICMP Tirme Rply 0 0
2009:0 ICMP Info Req 0 ]

201000 ICWP Info Rply 0 0
20110 ICWP Addr sk Req 0 ]

20120 ICWP Addr sk Rply 0 0
21500 Fragmented ICMP 0 i}

2004:0 IChP Echo Red 1 0 =

IPS Status 00:55:16 UTC FriMar 01 2002 é‘




B Cisco Router and Security Device Manager (SDM): 10.0.0.1 - |EI|£|

File Edit “iew Tools Help

. . @ B Q ? vl
@ aEs Cenligrre Monitar | Hefiesh Save Search Help CISCO

i* Logging
Svslog \[ Firewwall Log | SDEE Message Log | Application Security Log 1

SDEE Messages: IAIens vl Searchl Refreshl

totalAttackers | [Contents of Attacker totalPors [| unreliable | addr [10.0.0.5] locality [ [0]] [Contents of Target totalPorts [ addr[13.0.0.4]
totalAttackers | [Contents of Attacker totalPords [| unreliable | addr [10.0.0.5] locality [ [0]] [Contents of Target totalPorts [ addr[13.0.0.4]
totalAttackers | [Contents of Attacker totalPors [| unreliable | addr [10.0.0.5] locality [ [0]] [Contents of Target totalPorts [ addr[13.0.0.4]
totalAttackers | [Contents of Attacker totalPords [| unreliable | addr [10.0.0.5] locality [ [0]] [Contents of Target totalPorts [ addr[13.0.0.4]
totalAttackers | [Contents of Attacker totalPors [| unreliable [ addr [13.0.0.5] locality [ [0]] [Contents of Target totalPorts [ addr [10.0.0.5]
totalAttackers | [Contents of Attacker totalPords [| unreliable | addr [13.0.0.5] locality [ [0]] [Contents of Target totalPorts [ addr [10.0.0.5]
tntaIAﬂackersﬂ [Cuntents UfAﬁacker totalPorts | unreliable addr[‘IBDDS] Iucalm,rﬂ [D]] [Cnntents DfTarget totalPorts | addr [10.0.0.5]
5 r totalPorts | unreliable [ : . 0 tents totalPorts | addr [10.0.0.%
DtalAﬂackersﬂ [Contents DfAﬂacker totaIF'Drts[l unreliahle [ addr[1DDD1] Iucalmtﬂ [01] [Cnntents DfTarget tntaIPDr‘[sﬂ addr[10.0.0.1] loc
[ totalAttackers [ [Contents of Attacker totalPors [| unreliable [ addr [10.0.0.1] lacality [ [0]] [Contents of Target totalPorts [ addr[10.0.0.1]
otalAttackers [ [Contents of Attacker totalPorts [ unreliahle [ addr[10.0.0.1] locality [ [0]] [Contents of Target totalPors [ addr[10.0.0.1] loc
[ totalAttackers [ [Contents of Attacker totalPors [| unreliable [ addr [10.0.0.1] lacality [ [0]] [Contents of Target totalPorts [ addr[10.0.0.1]
otalAttackers [ [Contents of Attacker totalPorts [ unreliahle [ addr[10.0.0.1] locality [ [0]] [Contents of Target totalPors [ addr[10.0.0.1] loc
[ totalAttackers [ [Contents of Attacker totalPors [| unreliable [ addr [10.0.0.1] lacality [ [0]] [Contents of Target totalPorts [ addr[10.0.0.1]
otalAttackers [ [Contents of Attacker totalPorts [ unreliahle [ addr[10.0.0.1] locality [ [0]] [Contents of Target totalPors [ addr[10.0.0.1] loc
[ totalAttackers [ [Contents of Attacker totalPors [| unreliable [ addr [10.0.0.1] lacality [ [0]] [Contents of Target totalPorts [ addr[10.0.0.1]
otalAttackers [ [Contents of Attacker totalPorts [ unreliahle [ addr[10.0.0.1] locality [ [0]] [Contents of Target totalPors [ addr[10.0.0.1] loc
[ totalAttackers [ [Contents of Attacker totalPors [| unreliable [ addr [10.0.0.1] lacality [ [0]] [Contents of Target totalPorts [ addr[10.0.0.1]
[ totalAttackers | [Contents of Attacker totalPors [| unreliable | addr [10.0.0.5] locality [ [0]] [Contents of Target totalPorts [ addr[13.0.0.4]

1
0
1
0
1
0
I
[l

] | o]
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isco Router and Security Device Manager (SDM): 10.0.0.1 - |EI|£|
File Edit View Tools Help

Manitar g Q Q ‘? l|||l|||l
Refresh Save Search Help cISCO

usion Prevention System (IPS)

Create IPS | Edit IPS | Security Dashboard
E!) IPS Policies ER Import - | Wiew by ISig D vl S IO I Go | Total[132]
[ Global Settings ERSelect Al | b Add -~ [Z Edit [J Delete ¢ Enable © Disable Details
& Ssignatures =
: | ) ) ) ; - -
E--{.—}‘J Al Categories Enakled | ! Sig I | SubkSig D Mame Action Severity Engine
B 0% I ICKP Infa Rply alarm informational
B0 Attack o 352 0 | FTP OWD ~ract alarm medium STRING TCP
B0 Other Services
[]..D Das Q 115 ] VY elave ServietExec File | alarm high SERWICEHTTP
-1 Reconnaissance o 3151 0 | FTPSYST alarm informational | STRING TCP
&0 L2IL3/L4 Protacol
[]..D Instant Messaging Q 117 ] VY PhpGroupaeare Cmd Exe alarm high SERWICEHTTP
-1 Adware/Spyware o 350 o | FTPSITE alarm infarmational | STRING TCP
H-1 VirusesMWormsiTrojans
&0 DDos © 5116 O | vswuy Enclymion Mailltan Cma E alarm high SERWICE HTTR
&L Network Senvices o 4100 0 | Titp passwd alarm high STRING LUDP
B+ Web Server
[]..D =kl 0 3043 i TCP FRAG SYRUFIN Packet alarm higgh ATOMIC TCP
-0 Email o 5114 2 | WIS Unicode attack alarm medium SERVICE HTTP
&-(1 105 IPS
[]..D RFeleases Q 114 1 VY IS Unicaode attack alarm medium SERVICE HTTP
Q 114 ] VY IS Unicode attack alarm medium SERVICE HTTP
Q 4600 ] 10% Udp Bomb alarm medium ATOMC LDP
0 3042 ] TCP FiM Packet alarm higgh ATOMIC TCP
0 3041 i TCP S%MIFIM Packet alarm higgh ATOMIC TCP
[ /] 5123 1 VY IS Internet Printing Cwverd alarm higgh SERVICE HTTP ;I
Apply Changes | | Dizcard ChEnges

IFS Sighatures 01:02:58 UTC Fri Mar 01 2002 é‘




sco Router and Security Device Manager (SDM): 10.0.0.1
Edit “iew Tools Help

File

=0l x|

@ Hare

Dane.

Tasks

Configure Manitar ‘

@ lu Q ?

Fefresh Save Search Hela

Syslog | Firewall Log \[ SDEE Message Log \[ Anplication Security Log ]

afia]n
cisco

Loaging Buffer:

Loaging Hosts:

Loaging Level (Buffer):;

Mumber of messages in log:

~ Select a Logging level to view IaII 'I

Each rowe represent one log entry.

Enabled

MNane -
debugging

)|

Updatel Clearl Search...

-

informa

information:

1
1
1
1
1
1
1
1
1
1
1
1
1

Severity Time | Description
information: Mar 1 01:02:50.143 SDF loaded successfully from hitpdr10.0.0.5:9692
information: Mar 1 01:02:50.147 OTHER - 3 signatures - 1 of 15 engines
information: Mar 1 01:02:50.151 OTHER - there are no new signature definitions for this engine
information: Mar 1 01:02:50163 MULTI-STRIMNG - 0 signatures - 2 of 15 engines
02:40.163

MULTI-STRIMG - there are no new signature definitions for this engine
dl F - 0 signatu f { S
STRING.ICMP - there are no new signature definitions for this engine

information: 01:02:50.163

information: Mar 1 01:02:50.163 STRIMG.LDP - 1 signatures - 4 of 14 engines

information: Mar 1 01:02:50.163 STRING.LUDP - there are no new signature definitions for this engine

information: Mar 1 01:02:50.163 STRING.TCP - 3 signatures - 5 of 15 engines

information: Mar 1 01:02:50.163 STRIMNG.TCP - there are no new signature definitions for this engine

information: Mar 1 01:02:50.163 SERVWICE.FTP - 2 signatures - 6 of 15 engines

information: Mar 1 01:02:50.163 SERWICE.FTP - there are no new signature definitions for this engine j
< | I
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File Edit %iew Tools Help

- il . : = G ol

' H S, conf ﬁ Monit . 4 Z alvadn

‘ é-:] ome h:}‘tqfl} e aniar Fiefrezh Save Search Help cisco

Tasks & Intrusion Prevention System (IPS)
[~ |

Create [FS | Edit IPS | Security Dashhoard

EL IPs Policies Impart = | wiew by ISig D vl Sig 1D |2UU4 Go | Total[1]
2 Global Settings B\ Select Al | <k Add ~ [ Edit [ Delte ( Enable @ Disable & Detals
@ Signatures =

Enabiledd | | Sig D [SubSig (D Action Severity Engine

E- AR Categories
{fa0s

informational

alarm

{1 Other Services

{1 Dos

{Z] Reconnaissance

{2 L2iL3/L4 Protocal

{3 Instant Messaging
{3 AdwareiSpyaware

{:I\-"irusesN\l'Drms.l"l'rDjans

{1 DDos

{20 Metwork Services

{20 weh Server

farzp

{22 Ernail

2108 1PS

-1 Releases

Lpply Changes || Discand Changes

| IPS Signatures 01:34:07 UTC Fri Mar 01 2002 ELI‘

WINDOWS" system32hcmd.exe

C:s>ping 13.68.8.5
Pinging 13.8.8.5 with 32 hytes of data:

time=5imsz TTL=126

Reply from
Reply from
Reply from

Reply from

13.8.8.5: bhytes=32
13.8.8.5: bytesz=32
13.8.8.5: bytes=32
13.8.8.5: hytes=32

Ping statistics for 13.8.8.5:

Packets

G

: Sent

Maximum =

= 4_ Received
Approximate round trip times
Minimum = 15ms.

time=27ms
time=27ms
time=15ms

= 4, Lo

Lims,. Ave

TTL=126
TTL=126
TTL=126

st = B {Bx loss),.

in milli—seconds:

rage = JIBms




B Cisco Router and Security Device Manager {SDM}: 10.0.0.1 ] ] |
| File Edit ¥iew Tools Help

. . @ E| a ? afra],
| :
‘ @ Home Gtz Menitor | Hefresh Save Search Help cIsCcO

——|PE Signature Statistics

Total Active Signature: 132 Total Inactive Sianature: 0 Update | Clear | SDEE Log
Signature ID | Description | Source IP Address | Destination IP Address | Hits | Drop Counts | j
1001:0 Record Packet Rte 1] 1]
1002:0 Timestamp 0 0
1003:0 Provide 5.c.htce 0 0
10040 Loose Src Rite 1] 1]
10050 SATMET ID 0 0
10060 Strict Src Rte 1] 1]
ATOMIC L3P
11010 Unknowen IP Proto 1] 1]
11020 Impossible IP packet 10.0.0.1:0 10.0.0.1:0 0 0
| 1104:0 Localhost 0 0
1107:0 RFC1918 address 0 0
2510 Large ICHMP 0 0
2154:0 Ping Of Death 0 0
| ATOMIC ICMP
2000:0 ICMP Echo Rply 0 0
| 2001:0 ICMF Unreachahle 0 0
2002:0 ICMP Sre: Quench 0 0
2003:0 ICMP Redirect 0 0
2005:0 ICMP Tirme Exceed 0 0
2006:0 ICMP Param Prob 0 0
2007:0 ICMP Time Reg ] ]
2008:0 ICMP Tirne Rply 0 0
2009:0 ICMP Info Req 0 0
2010:0 ICMP Info Rply 0 0
2011:0 ICMP Addr Msk Req 0 0
2012:0 ICMP Addr Wsk Rply 0 0
Fragmented I[CMP 0 0
ICMF Echo Rec 4 0 -
IPS Status 01:33:20 UTC Fri Mar 01 2002 é‘




B Cisco Router and Security Device Manager (SDM): 10.0.0.1 - |EI|£|

File Edit “iew Tools Help

@ Hare _ Configure @ Fartar @ \:l Q- ‘? ' I ol I I
3 Hefiesh Save Search Help CISCO
Tasks i* Logging
Svslog \[ Firewwall Log | SDEE Message Log | Application Security Log 1

SDEE Messages: IAIens vl Searchl Refreshl

Bckers | [Contents of Attacker totalPorts | unreliable [ addr[10.0.0.5] lacality ] [0]] [Contents of Target totalPorts [ addr[13.0.0.5] locality ]
Bckers | [Contents of Attacker totalPorts | unreliable [ addr[10.0.0.5] lacality ] [0]] [Contents of Target totalPorts [ addr[13.0.0.5] locality ]
Bckers | [Contents of Attacker totalPorts | unreliable [ addr[10.0.0.5] lacality ] [0]] [Contents of Target totalPorts [ addr[13.0.0.5] locality ]
Bckers | [Contents of Attacker totalPorts | unreliable [ addr[10.0.0.5] lacality ] [0]] [Contents of Target totalPorts [ addr[13.0.0.5] locality ]
bckers | [Contents of Attacker totalPorts | unreliable [ addr[13.0.0.5] lacality ] [0]] [Contents of Target totalPorts [ addr[10.0.0.5] locality ]
Bckers | [Contents of Attacker totalPorts | unreliable [ addr[13.0.0.5] lacality ] [0]] [Contents of Target totalPorts [ addr[10.0.0.5] locality ]
bckers | [Contents of Attacker totalPorts | unreliable [ addr[13.0.0.5] lacality ] [0]] [Contents of Target totalPorts [ addr[10.0.0.5] locality ]
Bckers | [Contents of Attacker totalPorts | unreliable [ addr[13.0.0.5] lacality ] [0]] [Contents of Target totalPorts [ addr[10.0.0.5] locality ]
Brs | [Contents of Attacker totalPorts | unreliable [ addr[10.0.0.1] locality [ [0]] [Contents of Target totalPorts | addr[10.0.0.1] locality [ [0]]
Bckers | [Contents of Attacker totalPorts | unreliable [ addr [10.0.0.1] lacality [ [0]] [Contents of Target totalPorts [ addr[10.0.0.1] locality ]
Brs | [Contents of Attacker totalPorts | unreliable [ addr[10.0.0.1] locality [ [0]] [Contents of Target totalPorts | addr[10.0.0.1] locality [ [0]]
Bckers | [Contents of Attacker totalPorts | unreliable [ addr [10.0.0.1] lacality [ [0]] [Contents of Target totalPorts [ addr[10.0.0.1] locality ]
Brs | [Contents of Attacker totalPorts | unreliable [ addr[10.0.0.1] locality [ [0]] [Contents of Target totalPorts | addr[10.0.0.1] locality [ [0]]
Bckers | [Contents of Attacker totalPorts | unreliable [ addr [10.0.0.1] lacality [ [0]] [Contents of Target totalPorts [ addr[10.0.0.1] locality ]
Brs | [Contents of Attacker totalPorts | unreliable [ addr[10.0.0.1] locality [ [0]] [Contents of Target totalPorts | addr[10.0.0.1] locality [ [0]]
Bckers | [Contents of Attacker totalPorts | unreliable [ addr [10.0.0.1] lacality [ [0]] [Contents of Target totalPorts [ addr[10.0.0.1] locality ]
Brs | [Contents of Attacker totalPorts | unreliable [ addr[10.0.0.1] locality [ [0]] [Contents of Target totalPorts | addr[10.0.0.1] locality [ [0]]
Bckers | [Contents of Attacker totalPorts | unreliable [ addr [10.0.0.1] lacality [ [0]] [Contents of Target totalPorts [ addr[10.0.0.1] locality ]
Bckers | [Contents of Attacker totalPorts | unreliable [ addr[10.0.0.5] lacality ] [0]] [Contents of Target totalPorts [ addr[13.0.0.5] locality ]

] | o]
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File Edit “iew Tools Help

@ Hame _ Canfigure @ Monitor @ e Q ? ol I Il I I
j Fiefresh Save Search Helia CcISCO

Syslog | Firewall Log \I SDEE Message Log \[ Application Security Log \|

Logging Buffer: Enabled
MNane -

Logging Hosts:

Logging Level (Buffer); dehugging

Mumber of messages in log: 105

~ Belecta Logaing level to \riewldebugging 'I

Each row represent one log entry. Updat I Clear | Search... |
Sevarity Time | Description :
WAING Mar 1 01:35:26427  Sig:2004 Subsig0 Sew:2 ICMP Echa Reg [13.0.0.5:0 -= 10.0.0.5:0]

warning Mar
Warning Mar
wWarning Mar

1
101:35:25.403  Sig2004 Subsig:0 Sew:? ICMP Echo Reg [13.0.0.5:0-=10.0.0.5:0]
101:35:24.407  Sig:2004 Subsig:0 Sew:d ICMP Echo Reg [13.0.0.5:0 -= 10.0.0.5:0]
101:35:23.387  Sig2004 Subsig:0 Sew:d ICMP Echo Reg [13.0.0.5:0 -= 10.0.0.5:0]
wWarning Mar 1 01:34:56.947  Sig:2004 Subsig:0 Sev:2 ICMP Echo Reg [13.0.0.5:0 -= 10.0.0.5:0]
warning Mar 1 01:34:55999  Sig:2004 Subsig:0 Sev.2 ICMP Echo Req [13.0.0.5:0 -= 10.0.0.5:0]
warning Mar 1 01:34:55.015 Sig:2004 Subsig:0 Sev.2 ICMP Echo Req [13.0.0.5:0 -= 10.0.0.5:0]
warning har 1 01:34:52.991 Sig:2004 Subsig:0 Sev.2 ICMP Echo Req [13.0.0.5:0 -=10.0.0.5:0]
warning Mar 1 01:32:16.443  Sig:2004 Subsig:0 Sev.2 ICMP Echo Req [10.0.0.5:0 -= 13.0.0.5:0]
warning Mar 10132154159  Sig:2004 Subsig:0 Sev.2 ICMP Echo Req [10.0.0.5:0 -= 13.0.0.5:0]
warning Mar 1 01:32:14.419  Sig:2004 Subsig:0 Sew:2 ICMP Echo Req [10.0.0.5:0 -= 13.0.0.5:0]
warning Mar 1 01:32:13.435 Sig:2004 Subsig:0 Sew:2 ICMP Echo Req [10.0.0.5:0 -= 13.0.0.5:0]
infarmation: Mar 1 01:09:26.375 ATOMIC L3P - there are no new signature definitions far this engine

<] | |

E]
]
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isco Router and Security Device Manager (SDM): 10.0.0.1 - |EI|£|
File Edit “iew Tools Help

@ Hame _ Configure ﬁ tanitar @ J Q ‘? ' I 1ol I I
; Fefresh Save Search Help CISCO

Syslog | Firewall Log | SDEE Message Log | Application Security Log |

Logging Buffer: Enahkled
Mane -

Logging Hosts:

Logging Lewel (Buffar): dehugging

Murmber of messages in log: 109

" Belect a Logging level ta view Idebugging 'I

Each row represent one log entry. Updat I Clear | Search... |
Sevarity Time | Description :
WAING Mar 1 01:38:26.211  Sig:2004 Subsig:0 Sew:2 ICMP Echa Reg [10.0.0.5:0 -= 13.0.0.5:0]

wWarning Mar
warning hdar
warning har

1
101:38:25.203  Sig2004 Subsig:0 Sew:d ICMP Echo Reg [10.0.0.5:0 -= 13.0.0.5:0]
101:38:24167 Sim2004 Subsin0 Sewv:d ICMP Echo Reqg [10.0.0.5:0 -= 13.0.0.5:0]
101:38:23.167  Sim2004 Subsio0 Sew:2 ICMP Echo Reqg [10.0.0.5:0-= 13.0.0.5:0]
warning hMar 1 01:35:26.427 Sig:2004 Subsig:0 Sew:2 ICMP Echo Req [13.0.0.5:0 -=10.0.0.5:0]
warning Mar 1 01:35:25403 Sig:2004 Subsig:0 Sew:2 ICMP Echo Req [13.0.0.5:0 -=10.0.0.5:0]
warning Mar 1 01:35:24. 407  Sig:2004 Subsig:0 Sew:2 ICMP Echo Req [13.0.0.58:0 -= 10.0.0.5:0]
warning Mar 1 01:35:23.387 Sig:2004 Subsig:0 Sev:2 ICMP Echo Reqg [13.0.0.58:0 -=10.0.0.5:0]
WAIng Mar 1 01:34:565947  Sig:2004 Subsig:0 Sew:2 ICMP Echa Reg [13.0.0.5:0 -= 10.0.0.5:0]
WAING Mar 1 01:34:555999  Sig:2004 Subsig0 Sew:2 ICMP Echa Reg [13.0.0.5:0 -= 10.0.0.5:0]
WAING Mar 1 01:34:55.015 Sig:2004 Subsig:0 Sew:2 ICMP Echo Req [13.0.0.5:0 -= 10.0.0.5:0]
wWarning Mar 1 01:34:52.991  Sig:2004 Subsig:0 Sev:2 ICMP Echo Reg [13.0.0.5:0 -=10.0.0.5:0]
warning Mar 1 01:32:16.443  Sig:2004 Subsig:0 Sev.2 ICMP Echo Req [10.0.0.5:0 -= 13.0.0.5:0]
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Syslog | Firewall Log | SDEE Message Log | Application Security Log |

Logging Buffer: Enahkled
Mane -

Logging Hosts:

Logging Lewel (Buffar): dehugging

Murmber of messages in log: 109

" Belect a Logging level ta view Idebugging 'I

Each row represent one log entry. Updat I Clear | Search... |
Sevarity Time | Description :
WAING Mar 1 01:38:26.211  Sig:2004 Subsig:0 Sew:2 ICMP Echa Reg [10.0.0.5:0 -= 13.0.0.5:0]

wWarning Mar
warning hdar
warning har

1
101:38:25.203  Sig2004 Subsig:0 Sew:d ICMP Echo Reg [10.0.0.5:0 -= 13.0.0.5:0]
101:38:24167 Sim2004 Subsin0 Sewv:d ICMP Echo Reqg [10.0.0.5:0 -= 13.0.0.5:0]
101:38:23.167  Sim2004 Subsio0 Sew:2 ICMP Echo Reqg [10.0.0.5:0-= 13.0.0.5:0]
warning hMar 1 01:35:26.427 Sig:2004 Subsig:0 Sew:2 ICMP Echo Req [13.0.0.5:0 -=10.0.0.5:0]
warning Mar 1 01:35:25403 Sig:2004 Subsig:0 Sew:2 ICMP Echo Req [13.0.0.5:0 -=10.0.0.5:0]
warning Mar 1 01:35:24. 407  Sig:2004 Subsig:0 Sew:2 ICMP Echo Req [13.0.0.58:0 -= 10.0.0.5:0]
warning Mar 1 01:35:23.387 Sig:2004 Subsig:0 Sev:2 ICMP Echo Reqg [13.0.0.58:0 -=10.0.0.5:0]
WAIng Mar 1 01:34:565947  Sig:2004 Subsig:0 Sew:2 ICMP Echa Reg [13.0.0.5:0 -= 10.0.0.5:0]
WAING Mar 1 01:34:555999  Sig:2004 Subsig0 Sew:2 ICMP Echa Reg [13.0.0.5:0 -= 10.0.0.5:0]
WAING Mar 1 01:34:55.015 Sig:2004 Subsig:0 Sew:2 ICMP Echo Req [13.0.0.5:0 -= 10.0.0.5:0]
wWarning Mar 1 01:34:52.991  Sig:2004 Subsig:0 Sev:2 ICMP Echo Reg [13.0.0.5:0 -=10.0.0.5:0]
warning Mar 1 01:32:16.443  Sig:2004 Subsig:0 Sev.2 ICMP Echo Req [10.0.0.5:0 -= 13.0.0.5:0]
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File Edit “iew Tools Help

I @ Harne _ Configure @ Manitar @ ‘J Q ‘? ' I ol I Ve
‘ 3 Hefresh Save Search Help clisco
Tasks ) Log g

Syslog \1 Firewall Log | SDEE Message Log | Application Security Log 1

SDEE Messages: IAIer‘[s vl Searchl Refreshl

Time | Type | Description

00:22:55 GMT+00:00 Fri Mar 01 200: Alerts eventld [101494217536] wendor [Cisca] ariginator  hostld [R1] sewverity [informationall Contents of
00:22:56 GMT+00:00 Fri Mar 01 200; Alerts eventld [101494217637] wendor [Cisca] ariginatar  hostld [R1] sewverity [informationall Contents of
00:22:57 GMT+00:00 Fri War 01 200: Alerts eventld [101494217738] vendor [Cisco] oariginator  hostld [R1] severity [informationall Contents of
00:22:58 GMT+00:00 Fri War 01 200; Alerts eventld [101494217839] vendor [Cisca] originatar  hostld [R1] severity [informational] Contents of
00:23:37 GMT+00:00 Fri War 01 200: Alerts eventld [101494221740] vendor [Cisco] ariginator  hostld [R1] severity [informational] Contents of
00:23:39 GMT+00:00 Fri Mar 01 200. Alarts eventld [101494221941] wendar [Cisca] ariginator  hastld [R1] severity informational]Contents of
00:23:40 GMT+00:00 Fri Mar 01 200. Alerts eventld [101494222043] wvendar [Cisca] ariginator  haostld [R1] severity informational]Contents of
00:23:41 GMT+00:00 Fri Mar 01 200. Alerts eventld [101494222143] wvendar [Cisca] arigingtor  haostld [R1] severity informational]Contents of
00:28:48 GMT+00:00 Fri Mar 01 200. Alerts eventld [101494252844] wvendar [Cisca] arigingtor  haostld [R1] severity [high]Contents of Signaturg
00:28:48 GMT+00:00 Fri Mar 01 200. Alerts eventld [1014942528449] wvendor [Cisca] ariginator  hostld [R1] severity informational]Contents of
00:28:48 GMT+00:00 Fri Mar 01 200 Alerts eventld [101494252846] wendor [Cisca] originator  hastld [R1] sewverity [high]Contents of Sianaturg
00:28:48 GMT+00:00 Fri Mar 01 200 Alerts eventld [101494252847] wendor [Cisca] originator  hastld [R1] severity [informational]Caontents of
00:28:48 GMT+00:00 Frimar 01 200; Alerts eventld [101494252848] wendor [Cisca] ariginator  hostld [R1] severity [high]Contents of Signaturdg
00:28:48 GMT+00:00 Frimar 01 200; Alerts eventld [101494252849] vendor [Cisco] originator  hostld [R1] severity [informationallContents of
00:28:48 GMT+00:00 Frimar 01 200; Alerts eventld [101494252850] wendor [Cisca] ariginator  hostld [R1] severity [high]Contents of Signaturdg
00:28:48 GMT+00:00 Frinar 01 200; Alerts eventld [101494252851] wendor [Cisco] originator  hostld [R1] severity [informationallContents of
00:28:48 GMT+00:00 Frimar 01 200; Alerts eventld [101494252852] wendor [Cisca] ariginator  hostld [R1] severity [high]Contents of Signaturg
00:28:48 GMT+00:00 Fri War 01 200; Alerts eventld [101494252853] wendor [Cisco] originatar  hostld [R1] severity [informationallContents of
00:42:00 GMT+00:00 Fri Mar 01 200: Alerts eventld [1014943320858] wendor [Cisco] originator  hostld [R1] severity [informationall Contents of

< I i
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File Edit Yiew Tools Help

. . @ E| a 2 afral
@ Home Caslioure Monitor ‘ Hefresh Save Search Help CIsSCO

IPS Status

——IPS Signature Statistics

Total Active Signature: 132 Total Inactive Signsture: 0 Update | Clear | SDEE Log
Signature D | Description | Source P Address | Destination IP Address | Hits | Drap Counts | j
1001:0 Recard Packet Rta 1] a
10020 Timestamp 0 i}

1003:0 Provide s,c.htcc 0 i}

1004:0 Loose Src Rie 1] a
1005:0 SATMET ID 0 ]

1006:0 Strict Sre Rte 1] a
ATOMIC L3P
1101:0 Unknown IP Proto 1] a
11020 Impossible IP packet 10.0.0.1:0 10.0.0.1:0 3 i}

1104.0 Localhost 0 i}

1107:0 RFC1918 address 0 0
214810 Large ICHWP 0 i}

2154:0 Ping Of Death 0 0
ATOMIC ICMP
2000:0 ICMP Echo Rply 0 0
2001:0 ICMF Unreachable 0 a
2002:0 ICMP Src Quench 0 0
20030 ICMP Redirect 0 0
2005:0 ICMP Tirne Exceed 0 0
2006:0 ICMP Faram Prob 0 0
20070 ICMP Time Reqg ] ]

2008:0 ICMP Tirme Rply 0 0
2009:0 ICMP Info Req 0 ]

201000 ICWP Info Rply 0 0
20110 ICWP Addr sk Req 0 ]

20120 ICWP Addr sk Rply 0 0
21500 Fragmented ICMP 0 i}

2004:0 IChP Echo Red 1 0 =

IPS Status 00:55:16 UTC FriMar 01 2002 é‘




B Cisco Router and Security Device Manager (SDM): 10.0.0.1 - |EI|£|

File Edit “iew Tools Help

. . @ B Q ? vl
@ aEs Cenligrre Monitar | Hefiesh Save Search Help CISCO

i* Logging
Svslog \[ Firewwall Log | SDEE Message Log | Application Security Log 1

SDEE Messages: IAIens vl Searchl Refreshl

totalAttackers | [Contents of Attacker totalPors [| unreliable | addr [10.0.0.5] locality [ [0]] [Contents of Target totalPorts [ addr[13.0.0.4]
totalAttackers | [Contents of Attacker totalPords [| unreliable | addr [10.0.0.5] locality [ [0]] [Contents of Target totalPorts [ addr[13.0.0.4]
totalAttackers | [Contents of Attacker totalPors [| unreliable | addr [10.0.0.5] locality [ [0]] [Contents of Target totalPorts [ addr[13.0.0.4]
totalAttackers | [Contents of Attacker totalPords [| unreliable | addr [10.0.0.5] locality [ [0]] [Contents of Target totalPorts [ addr[13.0.0.4]
totalAttackers | [Contents of Attacker totalPors [| unreliable [ addr [13.0.0.5] locality [ [0]] [Contents of Target totalPorts [ addr [10.0.0.5]
totalAttackers | [Contents of Attacker totalPords [| unreliable | addr [13.0.0.5] locality [ [0]] [Contents of Target totalPorts [ addr [10.0.0.5]
tntaIAﬂackersﬂ [Cuntents UfAﬁacker totalPorts | unreliable addr[‘IBDDS] Iucalm,rﬂ [D]] [Cnntents DfTarget totalPorts | addr [10.0.0.5]
5 r totalPorts | unreliable [ : . 0 tents totalPorts | addr [10.0.0.%
DtalAﬂackersﬂ [Contents DfAﬂacker totaIF'Drts[l unreliahle [ addr[1DDD1] Iucalmtﬂ [01] [Cnntents DfTarget tntaIPDr‘[sﬂ addr[10.0.0.1] loc
[ totalAttackers [ [Contents of Attacker totalPors [| unreliable [ addr [10.0.0.1] lacality [ [0]] [Contents of Target totalPorts [ addr[10.0.0.1]
otalAttackers [ [Contents of Attacker totalPorts [ unreliahle [ addr[10.0.0.1] locality [ [0]] [Contents of Target totalPors [ addr[10.0.0.1] loc
[ totalAttackers [ [Contents of Attacker totalPors [| unreliable [ addr [10.0.0.1] lacality [ [0]] [Contents of Target totalPorts [ addr[10.0.0.1]
otalAttackers [ [Contents of Attacker totalPorts [ unreliahle [ addr[10.0.0.1] locality [ [0]] [Contents of Target totalPors [ addr[10.0.0.1] loc
[ totalAttackers [ [Contents of Attacker totalPors [| unreliable [ addr [10.0.0.1] lacality [ [0]] [Contents of Target totalPorts [ addr[10.0.0.1]
otalAttackers [ [Contents of Attacker totalPorts [ unreliahle [ addr[10.0.0.1] locality [ [0]] [Contents of Target totalPors [ addr[10.0.0.1] loc
[ totalAttackers [ [Contents of Attacker totalPors [| unreliable [ addr [10.0.0.1] lacality [ [0]] [Contents of Target totalPorts [ addr[10.0.0.1]
otalAttackers [ [Contents of Attacker totalPorts [ unreliahle [ addr[10.0.0.1] locality [ [0]] [Contents of Target totalPors [ addr[10.0.0.1] loc
[ totalAttackers [ [Contents of Attacker totalPors [| unreliable [ addr [10.0.0.1] lacality [ [0]] [Contents of Target totalPorts [ addr[10.0.0.1]
[ totalAttackers | [Contents of Attacker totalPors [| unreliable | addr [10.0.0.5] locality [ [0]] [Contents of Target totalPorts [ addr[13.0.0.4]

1
0
1
0
1
0
I
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File Edit View Tools Help

Manitar g Q Q ‘? l|||l|||l
Refresh Save Search Help cISCO

usion Prevention System (IPS)

Create IPS | Edit IPS | Security Dashboard
E!) IPS Policies ER Import - | Wiew by ISig D vl S IO I Go | Total[132]
[ Global Settings ERSelect Al | b Add -~ [Z Edit [J Delete ¢ Enable © Disable Details
& Ssignatures =
: | ) ) ) ; - -
E--{.—}‘J Al Categories Enakled | ! Sig I | SubkSig D Mame Action Severity Engine
B 0% I ICKP Infa Rply alarm informational
B0 Attack o 352 0 | FTP OWD ~ract alarm medium STRING TCP
B0 Other Services
[]..D Das Q 115 ] VY elave ServietExec File | alarm high SERWICEHTTP
-1 Reconnaissance o 3151 0 | FTPSYST alarm informational | STRING TCP
&0 L2IL3/L4 Protacol
[]..D Instant Messaging Q 117 ] VY PhpGroupaeare Cmd Exe alarm high SERWICEHTTP
-1 Adware/Spyware o 350 o | FTPSITE alarm infarmational | STRING TCP
H-1 VirusesMWormsiTrojans
&0 DDos © 5116 O | vswuy Enclymion Mailltan Cma E alarm high SERWICE HTTR
&L Network Senvices o 4100 0 | Titp passwd alarm high STRING LUDP
B+ Web Server
[]..D =kl 0 3043 i TCP FRAG SYRUFIN Packet alarm higgh ATOMIC TCP
-0 Email o 5114 2 | WIS Unicode attack alarm medium SERVICE HTTP
&-(1 105 IPS
[]..D RFeleases Q 114 1 VY IS Unicaode attack alarm medium SERVICE HTTP
Q 114 ] VY IS Unicode attack alarm medium SERVICE HTTP
Q 4600 ] 10% Udp Bomb alarm medium ATOMC LDP
0 3042 ] TCP FiM Packet alarm higgh ATOMIC TCP
0 3041 i TCP S%MIFIM Packet alarm higgh ATOMIC TCP
[ /] 5123 1 VY IS Internet Printing Cwverd alarm higgh SERVICE HTTP ;I
Apply Changes | | Dizcard ChEnges

IFS Sighatures 01:02:58 UTC Fri Mar 01 2002 é‘




sco Router and Security Device Manager (SDM): 10.0.0.1
Edit “iew Tools Help

File

=0l x|

@ Hare

Dane.

Tasks

Configure Manitar ‘

@ lu Q ?

Fefresh Save Search Hela

Syslog | Firewall Log \[ SDEE Message Log \[ Anplication Security Log ]

afia]n
cisco

Loaging Buffer:

Loaging Hosts:

Loaging Level (Buffer):;

Mumber of messages in log:

~ Select a Logging level to view IaII 'I

Each rowe represent one log entry.

Enabled

MNane -
debugging

)|

Updatel Clearl Search...

-

informa

information:

1
1
1
1
1
1
1
1
1
1
1
1
1

Severity Time | Description
information: Mar 1 01:02:50.143 SDF loaded successfully from hitpdr10.0.0.5:9692
information: Mar 1 01:02:50.147 OTHER - 3 signatures - 1 of 15 engines
information: Mar 1 01:02:50.151 OTHER - there are no new signature definitions for this engine
information: Mar 1 01:02:50163 MULTI-STRIMNG - 0 signatures - 2 of 15 engines
02:40.163

MULTI-STRIMG - there are no new signature definitions for this engine
dl F - 0 signatu f { S
STRING.ICMP - there are no new signature definitions for this engine

information: 01:02:50.163

information: Mar 1 01:02:50.163 STRIMG.LDP - 1 signatures - 4 of 14 engines

information: Mar 1 01:02:50.163 STRING.LUDP - there are no new signature definitions for this engine

information: Mar 1 01:02:50.163 STRING.TCP - 3 signatures - 5 of 15 engines

information: Mar 1 01:02:50.163 STRIMNG.TCP - there are no new signature definitions for this engine

information: Mar 1 01:02:50.163 SERVWICE.FTP - 2 signatures - 6 of 15 engines

information: Mar 1 01:02:50.163 SERWICE.FTP - there are no new signature definitions for this engine j
< | I
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@ . o 2 aQ 2 alradn
{§} Conigz Meniter | Fiefrezh Save Search Help clisco

Intrusion Prevention System (IPS)
Create [FS | Edit IPS | Security Dashhoard

@3 IPS Palicies B Impart ~ | ig by ISig D vl Sig 1D |2UU4 Gol Total[1]

[ Global Settings B Select Al | b Add + (& Edit [ Delete ( Enable @ Disable B2, Details
@ Signatures =
Ela Al Calenories Enabiledd | | Sig D [SubSig (D Mame Action Severity Engine
B 05 ICMF Echo Reg alarm informational ATCMIC ICHP

{20 Attack

{20 Other Services
{1 Dos

{Z] Reconnaissance
{2 L2iL3/L4 Protocal
{3 Instant Messaging
{3 AdwareiSpyaware
{:I\-"irusesN\l'Drms.l"l'rDjans
{1 DDos

{20 Metwork Services
{20 weh Server
farzp

{22 Ernail

2108 1PS

-1 Releases

Lpply Changes || Discand Changes

IPS Signatures 01:34:07 UTC Fri Mar 01 2002 é‘
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i Cisco Router and Security Device Manager (SDM}): 10.0.0.1
File Edit “iew Tools Help

=10l ]

ACL

: ﬁ : (< wd Q ?
Cadipy s Manitor Refresh Save Search Help

Create Firewall | Edit Firewall Palicyj ACL \1 Application Securit\f\l

EBasic Firewall Configuration Wizard

Basic Firewall will allowe you secure your Internet access router fast and easily. It
use pre-defined rules to allow private network users to access the Internet, and
protects your private network from the most common outside attacks.

Basic Firewall:

*Applies default access rules to insidedrusted) and outside{untrusted) interfaces.

*Applies default inspection rule to outsidef{untrusted) interface.

*Enahles IP unicast reverse-path forwarding on the outsideduntrusted) interface.

To continue, click Mext.

afia]
cisco

Firewall and ACL

Firewall Wizard | L

nario

Cme
Litside

&

= Back | Finish | cancel|  Heip |

Howdo|: |How Dol Configure a Firewall on an Unsupparted Interface?

= o]

Firewall and ACL

01:48:01 UTC Fritar 01 2002
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T2 Cisco Router and Security Device Manager {SDM): 10.0.0.1 - |EI|£|
File Edit “iew Tools Help

@ Hame _ Canfigure @ Monitor @ e Q ? ol I Il I I
j Refresh Save Search Helia CcISCO
Firewall and ACL

Create Firewall | Edit Firewall Policy f ACL \l Application Security 1

Firewall Wizard | L
EBasic Firewall Interface Configuration

nario

Select an outsidef{untrusted) interface fram the drop down list. Outsideduntrusted) one
interface is the interface facing the Internet. lutside

Outside{untrusted) Interface: |SeriaI1ID j L.

[~ Allow secure SDM access from outside interfaces

irewall and ACL

Selectinsidedtrusted) interfaces. SDM will apply access rules on the selected
interfaces. Unselected interfaces are not affected.

Insidedtrusted) Interfaces: ¥ FastEthernet0io
[T Seriallin

<Back | Next> | Finien | cancal | Heip |

How do |: [How Do | Configure a Firewall on an Unsupported Interface? j Go |

Fireseall and ACL 01:49:03 UTC Fri Mar 01 2002 é‘




& Cisco Router and Security Device Manager {SDM): 10.0.0.1

[ o]
File Edit Wiew Tools Help
@ Home _ Canfigure @ fdonitor @ ol I el I I
Refresh Save Search Help CISCO
Tasks | Firewall and ACL
A -
Create Firewall | Edit Firewall Policy FACL | Anplication Security | .
Firewall Wizard x|
sl Basic Firewall Interface Configuration enario
B Select an outsidefuntrusted) interface from the drop down list. Qutsidefuntrusted) one
A interface is the interface facing the Internet. lutside

]

Serial1io

Outside{untrusted) Interface: ISeriaIHD LI

Mote; ¥ou cannot launch SDM from the following interfaces after the
Fireweall Wyizard completes:

Intrusion Prevention
T

i Y of
o <Elack| Mext = | Finizh | Cancell Help |
NG
&} Hawe dio | : IHDW Do | Configure a Firewall on an Unsupported Interface? j Ga |
=

Firewiall and ACL

‘01:80:27 UTC Fri Mar 01 2002

o)




&g Cisco Router and Security Device Manager (SDM): 10.0.0.1 - |EI|£|
File Edit “iew Tools Help

Configure Monitor | @ lwd Q ? ol I (N I L

Refresh Save Search Help CISCO

Firewall and ACL

Create Firewall | Edit Firewall Policy/ ACL | Application Security | .
|

Firewall Configuration Summary

nario

Insideftrusted) Interfaces: ;I lOne
FastEthernetdso ¢10.0.0.1% utslde:
Apply access rule to the inhound direction to deny spoofing traffic. i
Apply access rule to the inhound direction to deny traffic sourced fram broadca Intermet
Apply access rule to the inhound direction to permit all other traffic.

Outsidefuntrusted) Interface:
Serial1/0 (11.0.0.13
Apply application security policy SOM_LOW to the outhound direction.
Turn on unicast reverse path forwarding check,
Apply access rule to the inhound direction to permit IPSec tunnel traffic if neces
Apply access rule to the inhound direction to permit GRE tunnel traffic far interf:
Apply access rule to the inhound direction to permit ICMP traffic.
Apply access rule to the inbound direction to permit KTP traffic if necessany.
Apply access rule to the inhound direction to deny spaofing traffic.
Apply access rule to the inhound direction to deny traffic sourced from broadca
Apply access rule to the inbound direction to deny all other traffic.

=
1 | o

<Back | 1= | Finish | cancel| Help |

Howdo |: [How Do | Configure a Firewall on an Unsupponted Interface? j Go |

-

Firewall and ACL 01:51:15 UTC Fribtar 01 2002 &
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@ Hame _ Canfigure @ Monitor @ e Q ? ol I Il I I
j Refresh Save Search Helia CcISCO
Firewall and ACL

Create Firewall | Edit Firewall Policy f ACL \l Application Security 1

Firewall Wizard | L
Firewall Col i . . i nario
x|
m —— Routing traffic options —;, one
FastEtt lutside

Apply 3 SOM detects that you have the following routing protocal(s)

configured on the outside{untrusted) interface {Serial1/0). Hca L.
Apply a

Apply a

Outsideq [ Allaw RIF updates came thraudgh the fresalll

Seriall,
Apply a [ Allow GSRF updates come thraugh the firewall.
Turn or
APl A | i EIGRE Updates corme hroluah the firewall L
Apply a terf:
Apply a
Apply a
Apply a
Apply a
Apply a

(0] 4 | Cancel Help |

<] | o

<Back | et | Finisn | cancal | Heip |

How do |: [How Do | Configure a Firewall on an Unsupported Interface? j Go |

Fireseall and ACL 01:53:26 UTC FriMar 01 2002 é‘
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File Edit “iew Tools Help

@ Harne , Configure @ toritor o g Q ‘? 'l I Il I I
; Refrezh Save Search Help cIsCcCO

Tasks Firewall and ACL
- o
Create Firewall ;
: x|
fag d Firewall Configuration Summary nario
Firewall Wizard
I Inzidedrusted) Interfaces: ;l IOne
Fitewall =nd ACL FastEthernet0f0 (10.0.0.1) utside
= = Apply access rule to the inhound direction to deny spoofing traffic.
o Apply access rule to the inbhound direction to deny traffic sourced from broadea L.
Apply access rule to the inhound direction to permit all other traffic.
Tumid s fimde s dbe A nbmfm e
o x
EW =
an.
urity Audit
; @ You have successfully configured firewall on vour router. raffic if neces
A e affic for interf:
Riouting ECESSANY.
1
#’ orm broadca
I
MAT o
@ =
Intrusion Pre ion 4 I I LI—
-
Ciuality o el
- <Back | 1= | Finish | cancel| Help |
Howdo |: [How Do | Configure a Firewall on an Unsupponted Interface? j Go |
-

Configuration deliverad to router. 01:54:43 UTC Fribar01 2002 5
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@ Harre Configure ﬁ Fartar (< g g Q ‘? ol I Il I I
o =3 Refresh Save Search Help CISCO
Tasks | Firewall and ACL
Create Firewall | Edit Firewall Policy f ACL | Application Security

‘Selectadirectiun Fram: |FastEthernetDID j To: |Seria|1ID j Gol Wiew Option \'l

FastEtherneto/o Serial1/0

' Originating traffic L
" Returning traffic & ==

108 Firewall : Active { from FastEthernetOil to Serial1/0 )

Serices dhoAdd ~ [E Edit % Cut By Copy FF Paste - ||FastEthernetDID— inbound | | #5 Anply Firewsall

Action | Source Destination Semvice Lag Option Description

11.0.0 55.2
Deny =l 255 745.266.24 any IE0p

Q

@ Deny :|-12?.D.D.DID.255.2 *® any IE0p

o Permit % any *® any IEip

7| I i
Anplications dh Add - [Z Edit [ Delete | [ Glhal Settings | B surrrmary & Details

Cescription

dns Domain Mame Server
jia] File Transfer Protocal

Apply Changes | Discard Changes
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File Edit “iew Tools Help

@ Harie "‘ Corfigure Manitar G g Q‘ ? ' I 1ol I I
Refresh Save Search Hela CcIsCO
Tasks | Firewall and ACL
Create Firewall | Edit Firewall Policy / ACL | Application Security

|Se|ectadirectiun From: |FastE1hernetDID j To: |Seria|1ID j GDl Wiew Option \'l

FastEthernet0/0 Serial1/0
" Qriginating traffic T [y 1| &

«

103 Firewall : Active { from FastEthernet0i0 to Serial1/0)

B0 LS
Semices dp Add - [ Edit ¥ Cut By Copy % Paste - |[serialtio- inbound | | 2| Anply Firewall
Action | Source Destinatian Service Log Option Description
Fouking ' Permit % any = 11001 & e ho-replyicr
v ' FPermit & any = 11.0.01 e i1 e-exc eecden
H ' Permit & any = 11.0.01 - unreachablel
Ly ' FPermit & any & any eigrp
@ Deny F17216.0.0/0152 % any IFcp -
3| I -
Applications dp Add - [ Edit [ Delete | [, Glokal Settinos | B surnrary BB Details
Appllcatlun Protocol Descriptiun ﬂ
dns Domain Name Server
fin File Transfer Protocal
-

Apply Changes | Discard Changes
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File Edit “iew Tools Help
@ Home 'ﬁé Canfigure ﬁ tanitar @ led Q ? ol I Il I I
i 3 Refesh Saye Search Help cISCO

Firewall Status

—— Firewall Session Statistics
%-.- Murnber of Interface configured for inspection: 1
Mumber of TCP Packet(s) count: 0
D Mumber of UDP Packet(s) count: 0
Ink 3 abus Total Mumber of active connections 1]
Source P Address Cestination IP Address Frotocols Match Count
Firetall Status
e e
S
! akus
b
Traff akus
i akus
ar
MA atus
Lt (o]
IFS tus
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File Edit View Tools Help
@ Harme _ Canfigure ﬁ tanitar @ J Q ‘? ol I et I I
3 Hefresh Save Search Help cIsScCO
Syslog | Firewall Log @ SDEE Message Log Tﬁpplicatiun Security Log 1

Firewall Log: Configured

Murnber of attempts denied by firewall: 0

The table below shows the log of atternpts denied by firewall Lipdate | Search... |

Time Description |

Wiew Details |

Port number Mumber of Attacks Number of Packets denied |
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Fi Cisco Router and Security Device Manager {SDM): 10.0.0.1 ;lglﬂ

File Edit View Tools Help
@ Harme _ Canfigure ﬁ tanitar @ J Q ‘? ol I et I I
3 Hefresh Save Search Help cIsScCO
Syslog | Firewall Log @ SDEE Message Log Tﬁpplicatiun Security Log 1

Firewall Log: Configured

Murnber of attempts denied by firewall: 0

The table below shows the log of atternpts denied by firewall Lipdate | Search... |

Time Description |

Wiew Details |

Port number Mumber of Attacks Number of Packets denied |
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"W WINDOWSh system32' cmnd.exe

C:sripoonfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DHS Suffix

IP Addres=z. . . . . 18.8_8.5
Subnet Mask . . . . 255.8.8.8
Default Gateway . . 18.8.8.1

C:wrping 13.8.8.5
Pinging 13.8.8.5 with 32 hytes of data:

13.8.8.5: bytes=32 time=61lms TTL=126
13.8.8.5: hytes=32 time=1%ms TTL=126K
13.8.8.5: bytes=32 time=15mz TTL=126
Reply from 13.8.8.5: hytes=32 time=13mz TTL=126

Ping statistics for 13.8.8.5:

Packets: Sent = 4, Received = 4, Lost = B (@x loss),
Approximate round trip times in milli-—seconds:

Minimum = 13ms,. Maximum = 6lms,. Average = 27ms
Cov>




S WINDOWSh system 32 cmd.exe

C:wripoconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DHS Suffix

IP Address. . . . . . . - . .
Subnet Mask . . . . . . . . .
Default Gateway . . . . . . .

C:s>ping 18.8.8.5

13.8.8.5
255.8.8.08
13.8.8.1

Pinging 18.8.8.5 with 32 hytes of data:c

Reply from 11 _B_.8.1: Destination
Reply from 11.8.8.1: Destination
Reply from 11 _B_.8.1: Destination
Reply from 11.8.8.1: Destination

Ping statistics for 18.8.8.5:
Packets:- Sent = 4, Received

net
net
net
net

4:

unreachable.
unreachable.
unreachable.
unreachable.

Lost = 8 <@

Approximate round trip times in milli-seconds:
Minimum = Bmsz, Maximum = Bms,. Average = Bms




S WINDOWSh system 32 cmd.exe

C:~>*ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DHS Suffix

IP Address. . . . . . . . . - 13.8_.8_.5
Subnet Mask . . . . . . . . . . 255.8.8.8
Default Gateway . e e e e e m 13.8.8.1

C:x>telnet 18.8.8.5

Connecting To 18.8.8.5...Could not open connection to the host, on
ect failed

Czwl




‘ Bi& Cisco Router and Security Device Manager {SDM): 10.0.0.1
| File Edit wiew Tools Help

=10l x|

- g - @ o
‘ @ Horme Configure A Maonitor Rrefrach i

Search

Syslog | Firewall Log \[ SDEE Message Log Wﬁpplicatinn Security Log 1

P alvaln

=tz CIsCco

Logging Buffer:

Logging Hosts:

Logging Level (Buffer:

Mumber of messages in log:

Each row represent one log entry.

"~ Selecta Logging level to view |debugging vI

Enabled

Mane

debugging
1

Tipdate | Clearl Search...

Severity Time | Diescription

infarmation: Mar 1 02:10:03.071  list 101 denied top 13.0.0.8(3300) -= 10.0.0.5{23), 2 packets

I i}

Daone.

02:10:10 UTS Fri Mar 01 2002

=




B Cisco Router and Security Device Manager {(SDM): 10.0.0.1 ;IQIEI

Monitor @ o Q ? l'lllll'l
j Hefresh Saye Search Help cISCO

Tasks {* Logging
Syslog | Firewall Log | SDEE Message Log \[Applicatiun Security Log 1

Firewall Log: Configured

File Edit “iew Tools Help

@ Horne Configure

Murmber of atternpts denied by firewall: 3

The table below shows the log of attempts denied by firewall

Search... |

Time Description

Mar 1 02:10:03.0 list101 denied tcp 13.0.0. 53300} -= 10.0.0.5(23), 2 packets
Mar 1 02:11:03.1 list101 denied tcp 13.0.0.5(3323) -= 10.0.0.5(23), 2 packets
Mar 102:11:29.0 list 101 denied tcp 13.0.0.5(3438) -= 10.0.0.5(23), 1 packet

Yiew Details |

- Miew: |TopAtackers 7|

Aftackers IP Address | Mumber of Attacks Murmber of Packets denied |
13.0.0.4 3 5

Dane. 02:12:20 UTG Fri Mar01 2002 &
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File Edit “iew Tools Help

: ﬁ : ey =] Q 2 ]
@ Home CoRlizem Menitor Refresh Save Search Help

CIS5CO

Hardware More ... Software More ...
Model Type: Cisco 37245 105 Version: 12.4(245a)
Available / Total Memory{MB): B 28 MB SDM Version: 24
Total Flash Capacity: 16 MB

Y] < LY LY LY

%, Interfaces and Connections & Up ) = Down (4)

Total Supported LAN: 2 Total Supported WAN: 4(Serial)
Configured LAN Interface: 1 Total WAN Connections: T(HDLC)
DHCP Server: Mot Configured

g Firewall Policies

FastEthernetlio T -inside
Seriallid £4-nutside SOM_LOwy 101

IPSec (Site-to-Site): 0 GRE over IPSec: 0

¥awuth Login Required: i] Easy VPN Remaote: i]

No. of DMVPN Clients: ] No. of Active VPN Clients: ]

No. of Static Route: 0 Active Signatures: 0

Dynamic Rowuting Protocols: EIGRF No. of IPS-enabled Interfaces: 0
SDF Version:

Security Dashhoard -
1| | _'l_l

Yiew hame page 021502 UTC FriMar 01 2002 é‘




G Cisco Router and Security Device Manager {SDM): 10.0.0.1 - IEI|5|
File Edit “iew Tools Help

@ Harie "‘ Corfigure Manitar G g Q‘ ? ' I 1ol I I
Refresh Save Search Hela CcIsCO
Tasks | Firewall and ACL
Create Firewall | Edit Firewall Policy / ACL | Application Security

|Se|ectadirectiun From: |FastE1hernetDID j To: |Seria|1ID j GDl Wiew Option \'l

FastEthernet0/0 Serial1/0
" Qriginating traffic T [y 1| &

«

103 Firewall : Active { from FastEthernet0i0 to Serial1/0)

B0 LS
Semices dp Add - [ Edit ¥ Cut By Copy % Paste - |[serialtio- inbound | | 2| Anply Firewall
Action | Source Destinatian Service Log Option Description
Fouking ' Permit % any = 11001 & e ho-replyicr
v ' FPermit & any = 11.0.01 e i1 e-exc eecden
H ' Permit & any = 11.0.01 - unreachablel
Ly ' FPermit & any & any eigrp
@ Deny F17216.0.0/0152 % any IFcp -
3| I -
Applications dp Add - [ Edit [ Delete | [, Glokal Settinos | B surnrary BB Details
Appllcatlun Protocol Descriptiun ﬂ
dns Domain Name Server
fin File Transfer Protocal
-

Apply Changes | Discard Changes

Configuration delivered to router. 01:57:12 UTC FriMar 01 2002




£z Cisco Router and Security Device Manager {(SDM): 10.0.0.1
File Edit “iew Toolz Help

=101 ]

—— Action

. . ey E| a P MINIIT
@ Home Configure Mortor ‘ Fefrash Save Seanch Help c1SCO

[l
LEEE Add an Extended Rule Entry x| _

—— Description

Select an action IPermit

j |AIIOwTeInetFrom(13.D.D.5) To {(10.0.0.9)

Yiew Qptian ©

— Destination HostMetwork

— Source HostMetwork

Type:

|A HostMame or IF Address j

Type:

|A Host Mame or IP Address j

Host NarmesIP: |13.D.D.5

Security Audit

Riauking

"

I

Haost MarmellP: |1IZI.IZI.IZI.5

|

] | | Anply Firewall

—— Protocal and Service

* TCP = UDP = ICMP

Source Port (Rarely changed. See help)

P

Destination Port

Semice |=

= Ian\,r

¥iLog matches against this entry:

Ok

Serice |not= 7] |23

N

cancel | Help

N

-
4 | 3

Summany B2, Details

-
[ | 3

Apply Changes | Discard Changes |

Firewall and ACL

02:20:32 UTC Fri Mar 01 2002
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B Cisco Router and Security Device Manager {(SDM): 10.0.0.1 _ |E||i|

File Edit “iew Tools Help
ﬁ Momitor (€4 g Q ‘? l|||l|||l
i Refresh Save Search Help cISCO

@ Hire: Configure
Firewall and ACL
Create Firewall | Edit Firewall Policy f ACL | Application Security

|Selectadirectinn From: |FastEthernetd/ j To: |Serialti0 j Go| View Option v|

FastEthernet0/0 Serial1/0

- — |

105 Firewall : Active  fram FastEtherneti0 to Serial1/0 )

It
ic |

" Qriginating traffic pug

% Returning traffic =

[

Services d Add~ [F Edt % Cut B Copy FF Fece - | [Serialtio- inbound =l | Ay Frewel

Action
Farmit

Source Service Description

ched telm B Log ! elnet Fromi13.0.0.9) To {10.0.0.5

Deny :|- 10.0.0.0/0.26525 % any IFsip

Permit % any = 11.00.1 et & ho-replyficr

FPermit & any = 11.001 i ime- exceade

Parmit % any = 11,001 ik ynreachahladi

FPermit & any X any Bigrp

Deny  F17216.0.0/0.15.2 % any IF iR J
I 2l ]

Applications dp Add ~ [ Edit [f] Delete | T3 Global Settings | |Summar\,r B2, Details

Description
e Protocol

Darmain Mame Server
File Transfer Protocal
H.323 Pratocal {e.g, M5 Methesting, Intel Videa Phane)
HTTFS Protocol

- ICMP Protocal

Additional T IMAP Protocol d

Application Pratocal

Cl 1

Apply Changes | Discard Changes

Firewall and ACL 02:21:33 UTC Fri par01 2002 &9



WWINDOWS system3 2t cmd.exe

C:=~>ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix

IP Addres=. . . . - - . . . . . 13.8_.8.5
Subnet Mask . . . . . . . . . . 255.8.8.8
Default Gateway . . . . . . . . 13.8.8.1

C=»>ping 18_.8.8.5
Pinging 18.8.8.5 with 32 hytes of data:

Reply from 11.8.8.1: Destination net unreachahble.
Reply from 11.8.8.1: Destination net unreachahble.
Reply from 11.8.8.1: Destination net unreachable.
Reply from 11.8.8.1: Destination net unreachahle.

Ping statistics for 18.8.8.5:
Packetz: Sent = 4, Received = 4, Lozt = 8 <8x
Approximate round trip times in milli-seconds:
Minimum = Bms,. Maximum = Bms,. Average = Bms

Czs>telnet 18.8.8.5

llelcome to Microsoft Telnet Client

Ezcape Character iz *‘CTRL+1’

You are about to send your password information to

a remote computer

gone. This might not be safe. Do you want to send anyway{y-snd:

in Internet




elnet 10.0.0.5

Telnet server could not log you in wsing HTLM awuthentication.
Your password may have expired.
Login wusing username and password

Welcome to Microsoft Telnet Service

login:

BE Cisco Router and Security Device Manager {(SDM): 10.0.0.1
File Edit “iew Tools Help

. 28, coiour | [ oo & oL 2
é}h Harme ‘L‘.%lft-é} Configure . tatitar . Search Help
¥ Loggin

Tasks

Syslog | Firewall Log | SDEE Message Log | Application Security Log

Logging Buffer: Enabled

Mane -
Lagging Hosts:
Logging Level (Buffer): debugging
Mumber of messages in log: 1

Select a Logging level ta view Idehugging vI

Each row represent ane log entry.

=10l x|

vl
CISCO

Updatel Clearl Search..

Severity Time | Description

infarrmation: Mar 1 02:28:26.163  list 101 permitted tep 13.0.0.5(3771) -= 10.0.0.5{23), 1 packet

]

Daone.

02:29:03 UTC Fri tar 01 2002
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File Edit View Tools Help

@ vore B coowe [ boutr @ il Q ? il
3 Refresh Save Search Help cIScoO
Firewall and ACL
Create Fireweall | Edit Firewall Policy / ACL | Application Security

‘Selecta direction  From: [FastEthemet/o =& 1o [serialo ~]& oo | Wigw Option T|

FastEthernet0/0 Serial1/0

" Originating traffic - 5
' Returning traffic e l

105 Firewsall : Inactive  frarm FastEtherneti0 to Serial1/0)

oo L
Senices dp Add - 2 Edit ) Cub Fg Copy B Paste - | [Serial1/0 - inbound =] | 2 Anply Firewal
| Acti0n| Source | Cestination | Service | Log | Qption | Cescription
] I 2
Applications ¢ Add - [ Edit fill Delete | [, Global Settings | Surrary FEl Details
Application Protocol Description | |
Additional T:
Apply Changes | Discard Changes

SDM refreshed successfully 02:39:58 UTC Fri Mar 01 2002 é‘




LAB # 11

Site-to-Site VPN using CLI

Objective

Establish Site-to-Site VPN between 2 VPN Gateways i.e Router 1 and Router 2 using PRE-SHARED KEYS
for authentication.

R1 S10 R2

F a0l
13.0.0.1%8

11.0.0.1!8

11.0.0.218

IP 1070.0.5/8 IP 13.0.0.5/8
PCA PCH

1) Bring up the connections and ping end to end.
2) From PC-A opens the browser and issues this command.
http://10.0.0.1



3) Now the following windows appears, Click on the configure tab above

10.0.0.1/archive/flash:home/html/home_aux.shtml? APPLaunched - Microsoft Internet Explorer - |E' |1|
File Edit ‘iew Favoribes  Tools  Help | ;”'
eBack - e - @ @ (;j | pSearch NFavontes @| Bv =] .‘ﬂ
Address [&] https:/{10.0.0. pepmm———— = = . "!Go Lirks *
I_= B Cisco Router and Security Device Manager {SDM): 10.0.0.1 - |EI|1|

File Edit “iew Toolz Help

@ Horne Configure Monitar ‘ @ g Q ? ol I Ul I h

Refresh Save Search Help CIsCcO
— 7 Hardware y - Software
i ) .
I Model Type: Cisco 37248 10S Version: 12.4{25a)
Available / Total Memory(MB): 670128 B SDM Version: 2.4
Cisco 3725 Total Flash Capacity: 16 MB
© LY LY LY LY

Configuration Overview iy Running Config

Interfaces and Connections

Total Supported LAN: 2 Total Supported WAN: 4{Serial)
Configured LAN Interface: 1 Total WAN Connections: T{HDLC)
DHCP Server:

2y Firewall Policies

IPSec (Site-to-Site): 1] GRE over IPSec: 1]

Xauth Login Required: 1] Easy VPN Remote: 1]
No. of DMVPN Clients: 1] No. of Active VPN Clients: 1]

Mo. of Static Route: 1] Active Signatures: 1]
Dynamic Routing Protocols: EIGRP Mo. of IPS-enabled Interfaces: 1]
SDF Version:

Security Dashboard

-
1| |

00:23:08 UTC Fri Mar 01 2002 é
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4) Clicking on Configure tab opens the list of configuration options available, select VPN from the left menu,
now at left click on Create site to site vpn radio button and then click on the launch the selected task

button to launch the wizard...

Additional Ta:

WEN

E-EvFN

1[G te-to-Site YPN]
2 Easy VPN Remote
EasyVPN Server

-G Dynamic Multipaint VPN
@8 55L YPN

B8 VPN Components

Create Site to Site VPN | Edit Site to Site VPN

SDM can guide you through Site to Site ¥PM configuration tasks. Select a task, then click
Launch the selected task' button.

B Cisco Router and Security Device Manager {SDM}): 10.0.0.1 o ] 4|
File Edit “iew Tools Help
_ Configure @ Manitar o Q Q- ? 'l I ol I I
; Refresh Save Search Hela CISCO

e

Use Case Scenario

Site-1o-Site VPN

¥ Create a Site to Site VPN.

Use thiz option to configure & YPH tunnel from this router to ancther PR device using either
a pre-shared key or using digital certificates. To complete this configuration, you must knowe
the remote device's IP addre=sz. If & pre-shared key is used for authentication, it must match
the pre-shared key configured on the remate device.

" Create a secure GRE tunnel {GRE over IPSec).

Use thiz option to configure & protected GRE tunnel from this router to another Ph device
u=ing either a pre-shared key or using digital cedificate=. To complete this configuration, you
muszt knowe the remote device's [P address. If a pre-shared key is used for authentication, it
muszt match the pre-shared key configured on the remate device.

Howe do |

iLaunch the selected tagk:

Howe Do | Canfigure a Backup for an Easy VPN Remote connection?

= oo

03:27:51 UTC Fri Mar 01 2002
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5) Now the wizard will start, click on the step by step wizard radio button and then click next

R [=TE

isco Router and Security Device Manager (SDM): 10.0.0.1
File Edit “iew Tools Help

@ Harne _ Configure @ Manitar [ g g Q ?
j Fiefresh Save Search Help CISCO
Tasks

N iy

Site-to-Site VPN

This wizard will guide you through the necessary steps to configure one end of a
site-to-site WPMN tunnel on this router. The peer device must be configured with identical
YPM configuration for the tunnel to woark. Please select ane of the fallowing setup and

click on the next button to beain.

” Quick setup
Gick setup asks for minimal information and uses SDM defaults. This is
recommended ifyou are creating a ¥PH tunnel between two Cisco routers using SDM

Yiew Defaults |

Step by step wizard:
Step by step wizard allows you to specify either the SOM default configuration ar your

oweh custom configuration.

< ack | Mext» | Finen | cancel|  Heip |

How do | |How Do | Configure a Backup for an Easy WP Rermote connection? j Go |

03:28:35 UTC Fri Mar 01 2002 é‘
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6) Now from the following window,
1. Select the interface that is connected to Router 2.
2. Specify that the peer is using the static ip address.
3. Enter the ip address.
4. Enter the preshared key for authentication used in ISAKMP phase 1

& Cisco Router and Security Device Manager {SDM): 10.0.0.1 - |EI|5|
File Edit “iew Tools Help

@ Hame Configure tanitar ‘ (g Q Q ? 'l I 'l I I

Refresh Save Search Help cIsScCO

B8 WPN

Ny

x|
VPN Connection Information
Selactthe intarface for this VPR connection: |Seria|1m j Details... |
—— Peer ldentity
Selectthe type of peer{s) used for this YRR
I [Peerwith static IP address =]
. - Enter the IP address of the remote peer: |11.D.D.2
Securty Audit
- — Authentication
Fouting

Authentication ensures that each end of the WPR connection uses the same secret key.

& Pre-shared Keys ¢~ Digital Cetificates

pre-shared key: Ifrrrrm
Re-enter Key: I*mrm

< Back | Next> | Finish | cancel | Help |

Additional Tasks Howdo | |How Do | Configure a Backup for an Easy YPMN Rermote connection? j Go |

VPN

03:28:25 UTC FriMar 01 2002 é‘




7). Inthis window, we have to define transform set for phase 1, click on the Add button to define our own

transform set.

8). In this window, define your own parameters for the transform set and then click OK.

9). Now click Next

&% Cisco Router and Security Device Manager (SDM}): 10.0.0.1

File Edit “iew Tools Help

Tosks
=3 YPN | ey

Site-to-Site ¥PN Wizard

IKE Proposals

IKE proposals specify the
method that is used by th
device. Forthe Y¥PH conm
device should be configul

Firewall and ACL

Click the Add... button to

—— Configure [KE Policy

h
@ Harne Configure tanitor | He?esh Sge

Priority: Authentication:
|2 |PRE_SHARE =
Encryption: C-H Group:

|DES j group2

Hash: Lifetirme:

SHA_1 j 24 |0 0 HH:MM:S5
|

QK | Cancel | Help |

=10l x|

]
cisco

m
2}

Security Audit

Routing

Priarity| Encryption

Hash D-H Group Authentication| Tyvpe
group? FRE_SHARE SDM Default

Add... | Edit...

<Elack| klext = | Finish | Cancell Help |

Additional Tasks Howt do | |How Do | Configure a Backup for an Easy YPN Remote connection?

i Y

YR

0330013 LTS Fri Mar 01 2002 é‘




10).Now in this window you may define transform set for IPSec or phase 2 negotiation...

&% Cisco Router and Security Device Manager (SDM}): 10.0.0.1 — |EI|£|
File Edit View Tools Help
@ Harne _ Configure @ tanitor o g Q ‘? ' I 1ol I I
3 Fefresh Save Search Help CcISCO

Routing

Additional Tasks

(S Rl
Site-to-Site ¥PN Wizard

N e (e

IKE Proposals

IKE proposals specify the encryption algarithm, authentication algarithm and key exchange
method that is used by this router when negotiating a ¥FN connection with the remote
device. Forthe YPH connaection to he estahlished with the remaote device, the remoate
device should be configured with at least one ofthe policies listed helow.

Click the Add... button to add maore policies and the Edit.. button to edit an existing policy.

| Prinrit\,r| Encryption Hash D-H Group Authentication| Type

B 1 3DES SHA_1 group2 PRE_SHARE SDM Default
5 1 1E  User Defined

Add... | Edit... |

<Elack| klext = | Finish | Cancell Help |

Howe da |0 |How Do | Configure a Backup for an Easy VPN Remote connection?

i Y

YR
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11). Now define the required parameters and click Ok.
12). Now we can see that user defined Transform set is now listed. Click Next to continue.

62 Cisco Router and Security Device Manager (SDM): 10.0.0.1 ;lglﬁl

File Edit Yiew Tools Help

efresh Save Search

: B VPN e R epep Y ¥ Data intearity with encryption (ESF)

Site-to-Site ¥PN Wizard

Transform Set
Atransfarm set specifies the encryption and autt Encryption Algorithm: IESP—3DES ﬂ
data in the VPN tunnel. Since the two devices mu
communicate, the remote device must be config
ane selected helow.

@ oo cotgue [ et | @ @ A T —
o} : R Hel
PN

Integrity Algarithm: ~ |ESP_MD5_HMAC =]

 Hids Advanced |

Click Add to add & new transfarm set, Click Editt [ Data and address integrity without encryption (AH)

|rtearity Al e orithm: |—Se|ect an entry j
Select Transform Set:

Made

"~ |SDM Default Transform Set x|
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13) Now define the traffic to be protected

Ef";_ Cisco Router and Security Device Manager (SDM): 10.0.0.1 ;IEIII

File Edit “iew Tools Help
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ﬂ
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Traffic to protect

IPSec rules define the traffic, such as file transfers (FTPY and e-rmail (SMTP) that will he
protected by this WPM connection. Cther data traffic will be sent unprotected to the remote
device. You can protect all traffic hebween a particular source and destination subnet, or
specify an IPSec rule that defines the traffic types to he protected.
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| —— Local Metwork —— Femote Metwork

Enterthe IP address and subnet mask of Enter the IP Address and Subnet Mask of
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14). Transform Set R1 is configured now click on Next

sco Router and Security Device Manager {SDM): 10.0.0.1 - |E||£|
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Transform Set

Atransform set specifies the encryption and authentication algorithms used o protect the
data in the VPN tunnel. Since the two devices must use the same algorithms to
communicate, the remote device must be configured with the same transform set as the
one selected below.

Click Add to add a new transform set. Click Edit to edit an existing transform set.
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15). Now the following window appears indicating that the wizard is complete

z Cisco Router and Security Device Manager (SDM): 10.0.0.1

_(of x|
File Edit Wiew Tools Help

. g : @ g a P afra]n.
@ 9z Cenlizye Manitar Refresh Save Search Help
PN

CIsSCoO
EEEREN

Site-to-Site ¥PN Wizard

e o oo

Summary of the Configuration

Click finish to deliver the configuration to the router,

Interface:Serial1i0

Peer Device:11.0.0.2

Authentication Type - Pre-shared key
pre-shared key ="

| »
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Routing
y SHA_1 group?2 FRE_SHARE DES
r? SHA_1 group?2 FRE_SHARE 3IDES
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-
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16). Click on the start button to test the tunnel connectivity.




17) If all configuration goes well then u should see the following screen..

Note: test the tunnl connectivity after u have configured
Router 2 for IPSec 11!




Configure Router 2 with CLI as show below.

first enable isakmp

Router2(config)# crypto isakmp enable ( optional )

Configure isakmp policy set for negotiation

Router2(config)# crypto isakmp policy 10
Router2(config-isakmp)# authentication pre-share
Router2(config-isakmp)# encryption des
Router2(config-isakmp)# hash SHA 1
Router2(config-isakmp)# group 2

Configure pre-shared authentication key
Router2(config)# crypto isakmp key ciscol123 address 11.0.0.1

Configure cryto ACL to define which traffic to protect

Router2(config)# access-list 111 permit ip host 13.0.0.0 0.255.255.255 10.0.0.0 0.255.255.255
Configure IPSec transform-set

Router2(config)# crypto ipsec transform-set R2 esp-3des esp-md5-hmac

Configure Crypto-map

Router2(config)# crypto map mymap 10 ipsec-isakmp
Router2(config-crypto-map)# match address 111
Router2(config-crypto-map)# set peer 11.0.0.1
Router2(config-crypto-map)# set transform-set R2

Apply the crypto map to the WAN interface

Router2(config)# ints 1/1
Router2(config-if)# crypto map mymap



LAB # 11

AAA Server Configuration

Objective

Configure AAA server to perform user authentication and accounting.

Fa0/0 R1 5110 =
11.0.0.1/8

11.0.0.218

IP 10.0.0.5/8 IP 13.0.0.5/8
PCA PCH

Configuration

Configuraion on R2

R2(config)#aaa new-model

R2(config)#aaa authentication login default group tacacs+ local
R2(config)#aaa accounting commands 15 default start-stop group tacacs+
R2(config)#aaa accounting exec default start-stop group tacacs+



l) Bring up the connections and ping end to end.
2) Install ACS for windows.

3) Configure ACS as follows
4) Enter the user setup and enter the username. Click on Add/Edit to define the

Password
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Configure Network Configuration click on Network Congfiguration.
Then click on AAA Client Add Entry
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Configure Ip Address of the Client, Here Router 1 is your client Set Shared Secret Key.
Then click on Submit + Apply
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Add User Database in the ACS server.
Click on User Step, Add user name and then click

¥ CiscoSecure ACS - Mozilla Firefox

File Edit Wiew  Hiskary

Bookmarks Tools  Help

=10 x|

& -c

e} | i) |htt|:|:,l',l'13.III.IZI.5:125I32,I'

- [CF

Foogle _;.

|8 Mast wisited P Getting Started 5 | Latest Headlines

l.llllll!
Clsco

User
Setup

User Setup
St Jwp B

| Group
Setup

% Shared Profile
Carnponents

Netwaork
Configuration

= System
= Configuration

Int erface
Configuration

L Adriniztration
Contral

LA | External User
3{_’3 Catabazes

User: |rasir
Find | add/Edit |

List users beginning with

letter/mumber:
LECDETFHTIJIJETLHN

List all users |

Femove Dynamic Users |

Pasture
ooonf| Walidation

Metmork focess
a Profiles

Reportsand
Activity

& | Online
Docurnentation

@ Back to Help |
2

[x]

User Setup and External User
Databases

Finding a Specific Userin the ACS
Internal Database

Adding a User to the ACS Internal
Database

Listing Usermames that Begin with a
Particular Character

Listing All Usernames in the ALS
Internal Database =
Changing a Usermame in the ALS
Internal User Database

Remowe Dynamic Users

User Setup enables you to configure
individual user inforrmation, add uzers,
and delete users in the database.
User Setup and External User
Databases

Before ACS can authenticate users with
an external user database:

“ou must have the database up and
running on the external server. For
example, if you are using token card
authentication, yvour taken server must
be running and properly configured.
You must have configured the
applicable pararmeters in the External
User Databases section,

Mote: User Setup configuration
overrides Group Setup configuration,

If wou rely an the Unknown Uszer Paolicy

in the External User Databases section

to create entries in the ACS internal
database for users defined in an

external user database, usernames
cannot be located or listed hare until ;I

[Done

v



¥ CiscoSecure ALCS - Mozilla Firefox

=10l x|

File Edit Miew History  Bookmarks  Tools  Help
@ S “ |@|http:ﬁ13.u.n.5:125l:|2,f 7 - |'|G|:u:n;||e yo
|2 Mast visited P Getting Started o | Latest Headlines

(]

Ill'l'l'l
CcIisSCco

I%

Broup
Setup

B

User Setup

User: Yasir {(MNew User)

SharedFfrafis
Camparsns

e

| ™ Account Disabled

bl ok

—
| ConfMiguratian

. =

)
£
=]
"
<
=
s

Inker face
Cont'lgur ad fon

—
]

| Supplementary User Info

Real Narme |

Description |

ddminirafian
Contral
7 | B
Poriuie
Ualidafeen | user Setup _?J
ﬂ;-wd« EEITRT - -
— Fassword Authentication: b
% :;:llr;-:m IF\CS Internal Databaze ;I
| St CiscoSecure PAP (Also used for CHAP/MS-CHAPAARAR, if the Separate field is not
T checked.)
Password [resseses
Confirm Password frreesens
™ Separate (CHAP/MS-CHAP/ARAP)
Password |
Confirm Password |

When a token server is used for authentication, supplying a separate CHAP
password for a taken card user allows CHAP authentication, This is especially
useful when tolen caching is enabled.

Group to which the user is assigned:

IGru:-up 1 ;I
Callback
¥  Use group setting
Mo callback allowed LI

Submit I Cancel I

&

Applet encrypkor skarked

N K



Uzername: yasir
Pazzword:

I CiscoSecure ACS - Mozilla Firefox &1 x|

File Edit Wiew History Bookmarks Tools  Help

@ g C i |l3 \http:ms.o.n.snzsoz; -

18| Most Visited ’ Getting Started Latest Headlines

Reports and Activity £

I
- e _________________________________________________________________________________________|

_ TACACS+ Accounting active.csv [Y Refresh [MDownload
| Uaae |
—'@lh“‘v Regular Expression Start Date & Time End Date & Time Rows per Page

I Imm.-"dd.-"ww,hh:mm:ss Imm.-"dd.-"ww,hh:mm:ss ISD ;I
Apply Filter Clear Filter

Filtering is not applied.

;ﬁl Bl ek
g | Configuration

o E— Date + Time User-Name|Group-Name Caller-Id|Acct-Flagselapsed time servicelbytes inbytes out paks in|paks out task id(addr|NAS-Portname NAS-IP- c
-“.!’%lcmr‘im'allnn Addres
T 09/24/2010|07:23:07 yasir Group 1 11.0.0.1 |start oo shell oo oo N N 2 N thy 98 13.0.0.1

ﬂ Adminatradion
Contra
[
_\xl::;n.n; Hrrme
Lo i

B Seasttion

EL".‘I

-'f_'Startl J &G 8 & “'\_g, CiscoSecure ACS - Mo... 1 7.bmp - Paint

Tiz4 AM




¥ Ciscosecure ACS - Mozilla Firefox =18 x|

File Edit Wiew History Bookmarks Tools  Help

6 - C X @ |G\http:ms.o.n.snzsoz; . I

@ Most Visited ’ Getting Starked |5 Latest Headlines

e Reports and Activity -
el e |

TACACS+ Accounting active.csv [Y Refresh [MDownload

= | Google ). ’

s | Uaer
ilm"ﬂ Regular Expression Start Date & Time End Date & Time Rows per Page
BE | 2ot | Imm.-"dd.-"l,";'w,’,hh:mm:ss |mméddfyyyyhhimmiss | |50 =1
Apply Filter Clear Filter
[t Filtering is not applied.
Con g
] Suatem Date + Time User-Name|Group-Name Caller-Id|Acct-Flagselapsed time servicelbytes inbytes out paks in|paks out task id(addr|NAS-Portname NAS-IP- c
| Snrraeatian Address
T e 09/24/2010|07:23:07 yasir Group 1 11.0.0.1 |start oo shell oo oo N N 2 N thy 98 13.0.0.1

S
3G [
] E3e

Hatwarh Accar:
Fratil

8

G | natimy

B

anl
Do

1 |

N Al

| Done

f;b'start| | & @ & ||@ ciscosecure ACS -Mo... Y 7.bmp - Paint 7124 &M




Uzername: yasir
Pazzword:

coSecure ACS - Mozilla fox ==Xl
File Edit Wiew History Bookmarks Tools  Help
@ g C ui | i3] \http:ms.o.n.snzsozf J
18| Most Visited ’ Getting Started Latest Headlines
Reports and Activity £

I
cisco

Regular Expression

TACACS+ Accounting active.csv

Start Date & Time

[ Refresh [ Download

End Date & Time

Rows per Page

Sroup
EE Satup |
Apply Filter Clear Filter

Filtering is not applied.

Imm.-"ddp"ww,hh:mm:ss

Imm.-"dd.-"ww,hh:mm:ss

E—

;ﬁl Bl ek
g | Configuration

s
_\xlmvnm)- )
Lo i

<

_‘?7% Date # Time User-Mame|Group-Name Caller-Id|Acct-Flags|elapsed time servicebytes inlbytes out paks in|paks out task id[addr[NAS-Portname % f
T e 09/24/2010/07:27:57 yasir Group 1 10.0.0.5 |start shell thy99 13.0.0.1

= 09/24/2010/07:23:07 vyasir Group 1 11.0.0.1 |start shell thy 98 13.0.0.1
ﬂltonlu

| Dane

i start J Bed “'\_g, CiscoSecure ACS - Mo..

.. ¥ 6.bmp - Paint

) Ci\Documents and Settin,..




Uzername: yasir
Pazzword:

fox =1=1x]

File Edit Wiew History Bookmarks Tools  Help

coSecure ACS - Mozilla Fi

@ - A | (] \http:ms.o.n.snzsozf P
18| Most Visited ’ Getting Started Latest Headlines
ivi £
i, Reports and Activity
cisco
— TACACS+ Accounting active.csv [‘ Refresh [MDownload
g Regular Expression Start Date & Time End Date & Time Rows per Page
EE Sreve | I Imm.-"ddp"ww,hh:mm:ss Imm.-"dd.-"ww,hh:mm:ss ISD ;I
Apply Filter | Clear Filter
L aT— Filtering is not applied,
a— | Configuratian
[ Date + Time User-Name|Group-Name Caller-Id|Acct-Flagselapsed time servicelbytes inbytes out paks in|paks out task id(addr|NAS-Portname A SSTES ]
EF| Canriguratian === —= ==l O === —————————— Address
T e 09/24/2010/07:30:01 vyasir Group 1 10.0.0.5 |stop 124 shell oo oo N N 3 N thy99 13.0.0.1
=——— |09/24/2010(07:27:57 yasir Group 1 10.0.0.5 |start oo shell oo oo N N 3 N thy99 13.0.0.1
ﬂl“"‘“ 09/24/2010/07:23:07 yasir Group 1 11.0.0.1 |start oo shell oo oo " " 2 " thy 98 13.0.0.1
i
.\x:l?&m’.‘(ll
o e
| | »

@& Startl J &G 8 [ J I@, CiscoSecure ACS - Mo... U 9.bmp - Paint ) CiiDocuments and Sektin, ..




Uzername: yasir
Pazsword:

* Authentication failed

Uzer Access Uerification

Uzername =

coSecure ACS - Mozilla Firefox

File Edit Yiew History  Bookmarks

&

|2 | Most Yisited ’ Getting Started

Reports and Activity

viliatln
CcisSco

Failed Attempts active.csy

Regular Expression

[ Refresh MDownload

Start Date & Time

End Date & Time

Rows per Page

Reports

T | User
tup

Apply Filter Clear Filter

TACACSY
Acocounting
TACACSY

Filtering is not applied.

|mm.-"dd.-"ww,hh:mm:ss

|mm.-"dd.-"l,",'w,hh:mm:ss

[50 =l

=18 x|
Tools  Help
o) |0 hitp:ff13.0.0.5: 12502 - ||G|' 7’
Latest Headlines
[x]

Administratio
RADIUS
Accounting
MalP
Accounting

Date +

Time

il | ot 09/24/2010|07:30:20 Authen failed

Message-Type

User-Name Group-Name|Caller-ID

yasir Group 1 10.0.0.5

Network

Access Authen-
Profile Failure-Code

Author-
Failure-Code

Author-Data NAS-Port

Name

(Default) inwalid

ACE passward

tty99

NAS-TP- Filter
Address Informatio

13.0.0.1

Passed
Authentication
Eailed
Atternpts
Logged-in
Users
Disabled
Accounts
5 ACS Backup
= And Restore
e Adrninistratio
Audit
User Passwaor
Changes
ACS Service
Monitaring
B Entitlerment
Reports

i3

9 i

| | il

Done

&' start f;g’i e @ | '@, CiscoSecure ACS - Mo... ‘U 10.bmp - Paint

) C:\Documents and Settin. ..

4 W8 7:32.AM



lzername: yasip
Password:

coSecure ACS - Mozilla Firefox

=17 x]

File Edit Wiew History Bookmarks Tools  Help

@ g C ui |l3 \http:ms.o.n.snzsozf

18| Most Visited ’ Getting Started Latest Headlines

Reports and Activity £

I
cisco

Passed Authentications active.csv [9Refresh [ Download

Regular Expression Start Date & Time End Date & Time Rows per Page
Imm.-‘dd.-"ww,hh:mm:ss Imm.-"dd.-"ww,hh:mm:ss ISD ;I
& TACACS+ Apply Filter Clear Filter
;’MMWL Accounting Filtering is not applied.
| Confieati TACACS+
ﬁ:’_%ls:::a - Edminististion NAS-IP Nnect:\:aosrsk Shared|Downloadable System Applic|
= Configuratian . . = = =
T g Ej;liic,zzi:;ntmu Date ¥ Time |Message-Type User-Name|Group-Name Caller-ID/NAS-Port] Address I'-"\lrofile RAC ACL Posture-Token|Postur
Con o q ame
B Passed 09/24/2010(07:33:28]Authen OK yasir Group 1 10.0.0.5 |tty98 13.0.0.1 {Default) |..
Authentications
B Failed Atternpts
&L

- ogoed-in Users

a

[y Disabled Accounts
Hatwaark Accers

[ 4l v ACS Backup And

= E‘j Restare

5 |ty BT Administration

gjl]nlmc Audit

=i | Dodrmtain | g User Password

 Changes

ACS Service
Monitaring

B Entitlerment Reports

9 e e

1 | l
| Done

@& Startl J &G 8 [ J I‘\_g, CiscoSecure ACS - Mo... I 11.bmp - Paint ) CiiDocuments and Sektin, ..




lzername: yasip
Password:

REI
File Edit Wiew History Bookmarks Tools  Help
@ g C ui |l3 \http:ms.o.n.snzsozf J
18| Most Visited ’Getting Started Latest Headlines

Reports and Activity £

I
cisco

_ TACACS+ Accounting active.csv [YRefresh [ Download
R t Regular Expression Start Date & Time End Date & Time Rows per Page
eports Imm.-‘dd.-"ww,hh:mm:ss Imm.-"dd.-"ww,hh:mm:ss ISD -
& TACACS+ Apply Filter |  Clear Filter
;_gln.u...-r. Accounting Filtering is not applied.
It Y TACACS+
WEE'.?.:R"QUM Administration Date ¥ Time |User-Name Group-Name|Caller-Id Acct-Flags/elapsed time|service bytes inlbytes out/paks in paks outitask id addrNA
- = i RADIUS Accounting )
= B VoIP Accountin 09/24/2010|07:33:28|yasir Group 1 10.0.0.5 start oo shell 5 oy o
MolP Accounting -
Passed 09/24/2010|07:33:14|yasir Group 1 11.0.0.1 stop 607 shell 2 oy
8 Authentications 09/24/2010(07:30:01|yasir Group 1 10.0.0.5 stop 124 shell 3 oy oy
fi |Emater | B Failed Attempts 09/24/2010|07:27:57|yasir Group 1 10.0.0.5  start shell 3 tty
& ngged-in Users 09/24/2010|07:23:07|yasir Group 1 11.0.0.1  start shell 2 oy
didsen | [ Disabled Accounts
[* il g ACS Backup And
e Restare
58 | aatrmy B Adrministration
BE| S Audit
i [ Beounaizin g User Password
 Changes
ACS Service
Monitaring
B Entitlerment Reports
9 et
i 3

| Dane

i start J &G 8 & “'\_g, CiscoSecure ACS - Mo... 1 12.bmp - Paint

) Ci\Documents and Settin,..




I ciscoSecure ACS - Mozilla Firefox

Tools  Help

File Edit Yiew History  Bookmarks

- C I

113.0,0,5:12502/

18| Most Visited ’ Getting Started

& Latest Headlines

lia]s,  UserSetup

1
creee

B EE:’::
ia | Cmﬁw'allnn
§§ | Cmﬁw'allnn
| Eirer stton
At

User:lyasirb4u3
Find I Add.l"EditI

List users beginning with letter/number:
AECDEFGHIJKELM

List all users I
Remove Dynamic Users I

astute
Uslidatien

Hatwarh Accar:

. | Aspartsand
S [ aativy

B | St

G Emerben

User Indhviusl uses , 50w, and delece users Incne dacanase. LserSetup and External User
Databases

e Ao Supneek sl s ilen n Sxce el e ccanee s

T T and . For esam ke, ¥you ane L your s
B cunaing and oropecty coll‘lq e,

T T ET nave confiquied T annlicanle pacanenes Incne Baernal User Dacanases sacchn,

Nate: ser

1y sty GnEne UNKnowm n User Rolkcy Incne Bxpernal Lier Dacanas, ne A5 e defined In a0
LAl e oA, AP £ AT B Yok A 3¢ 1T Mk AT s T snccssruw AEneEk e once.

Evpernal user decanase s user daranase Ksef, For 4
DUADGES, LT SATUD KMRIS £oa X Of AT 10 SUENATEK 308 tn KN AN excarnal we dacanace. LSar SeTuD Res you Corkue IndNIdnaI e
Infomnacion, sod wsers, and delee wsecs Incne 005 el dacanase.

Nate: Usar Sacun doas noc & or dakos usarnamas Inan exoemal wer decanase. |Ba koo Tool
Finding a Specitic User in the ACS Internal Database

TafInd & user aleady InTne A0S In0enal decanase, CyDe Cne FIASC e lmees of Cne username Incne Lse T fhekd, oo an ssoerk s | 7] 85 8t lkdcand,
andclick FInd. Faom £ne e of usernames di Dhyed, ¢k K E02 (armame i noge IMGrmackn you wAm oo Vit of ¢ nange.

1Bz on Tonl
Adding 3 Usger ta the ACS Internal Database

T a0 & nem user or adic 8 CONRQUECIoN for AN axETING ser, Tyde & username InThe LSer fleid and ¢ o Add § Ed It Tne wsarnare can pe sded for
amy awnemrk ackon macnod

1Bz on Tonl

Licting Lise rnames that Begin with 3 Particular Characte

Tor ks mlay & IS OF US/MAMAS £18C DEqIR tn N & B3k Ul leoes o nu Dav, ¢ k% Ene e | . andcnen
EyDe anasoerk k| 7). A IKEOf WSS IS MANMAS D8N W KN ENe EDar OF UM BE¢ QDRTE In £02 (KN tIndo . cuc en et o eeee

1P AEHIN Yo AT B0 Vit OF CRANGE.

e u oz Tonl

Licting All Lige rnames In the ACS Internal Database

T dls ol & 15T of allEne wsermames Incne 005 Ingenal daaanase i I|c & Ligt All Users. .-1 usc of Al &S DDEME 1N RS (G Indon . Clic ke name
O ENE Rt IOEE IO TSEKIN YOU 1 AT 00 Vi O S nange. L In Tk
I cannoc pe somed.

1Bz on Tonl

Changing a Username In the ACS Internal Database

Liaenames cannoe pe < nanged. Ineoesd, deboe cie usarname and add & new one.

LB v on Tonl

Remave Dynamic Users

Use £nk amhon oo e ved InEne A5 . Dynam ke s nave Coels dencils and coner relosd
Dropehes managed - Dynamk wsers Incne 405 I
amernal sounces .

Mate: All CS a0 scchicks will s ave peing
1Bz on Tonl

| Done

L{’ Startl J [I;é} Q @ J I@/ CiscoSecure ACS - Mo,

. 4 13.bmp - Paint

) Ci\Documents and Settin.

7135 AM




CiscoSecure ACS - Mozilla Firefox

File Edit Wiew History Bookmarks Tools  Help

=181 x|

(5} | ) \http:ms.o.n.snzsoz;

O -c

18| Most Visited ’ Getting Started 5 | Latest Headlines

eage,  UserSetup
cisco

B | sroue
it | Sotup

User: yasirb4u3 {(New User)

| ™ account Disabled

|I.|urk
Configuration

@" | et atian Supplementary User Info 2|
] it Realjisms I
:‘m | it Description |
i
Bahdaben

fo7 Netyrark Ogwiog

User Setup

Hatwarh Accar:

Frafilae

P4

Password Authentication:

2, | Aepariaand
S [ aativy

B

Onlins
Doeurmntation

| ACS Internal Database

CiscoSecure PAP (Also used for CHAP/MS-CHAP/BR AR, if the
Separate field is not checked.)

=

Password fes
Confirm Password fes
I Separate (CHAP/MS-CHAP/ARAP)
Password |
Confirm Password |

This is especially useful when token caching is enabled.

When a token server is used for authentication, supplying a separate
CHAP password for a token card user allows CHAP authentication.

Group to which the user is assigned:

I Sroup 1 ;I

Callback

Use group setting
Mo callback allowed

Callback using this numberl

Dialup client specifies callback number

o NoNoNeRNO]

Use windows Database callback settings

=l

SubmitI Cancel I

Accaunt Disabled Status
Sehcr ne Accounm Disankd < nec k 0o oo dEATR CAK SCCOUNE; ¢ Kar TNE CINCK 00X O Anak CiE ATCOUTE.
1Bz on Tonl

Deketing a Username

Tne Delece LEET BCCOUNE, RO 1 N YU e S3IND & nete uer Accouns. To debns

wour acchon, Sl K.

anly i nen dkl s
Lclicx Delete.

1Bk en Tonl

Suppkmentary UserInfa

T Ik n wer Do . To addor L clkxIntertace

Canfiguratian, cnen Ik k Lser Data .

1Bz on Tonl

Pagswiard Authentication

Sec akner Cne Windons wer daanase, che A0S L ar coner e o
nd ol . For decalied * 5 10 DasE e

Dacumentatian.

1f Ene name of Che daCADASE YO WA DO se d0ss NoC 0D=ar Incne IisT, ¢ licx External User Databases, clicx Database
o )

¥ e s daanase avald

| s dacanase,

¥ s f0r 5082 KyING & DaEgimand:

L wou

Snecky 83 Ingle DasstmordEnac b used for ROR, CHOP, MS-CHOR, and ARGP oy Cyning I Incne At P ondfiTonflom fheids .

For an Inc reaged level o Se0 0y, You Can se e Dasstndid for ALR and CHORMS -CHORARR, Tyne ne ROR Dxismand Incne flsc
Pascviard and Canfirm Pagswa rd fleks; cyoe Cne CHOPTMS CHAPTORAP Dassimoed InEne secand Pagswa rd and Canfirm Pascwra rd fleks.
1 you ave 15100 & Se0aca0s CHORTHS -CHARGAROP Bassnord, seiect tne 5 parate [CHAPS MS-CHAR/ ARAP] < necx oo

W you ane HiL RS -CHR

far L s
0 e K CHAPTMS -CHAP auEnamck ackin, Tnk & &5 0sc lally dseful v ien cowen cacing & enamled.

1 you select Towen Cand Server Dacanase, decanae & vald
e 0 DEC Py & Dasstwond IN A0S 00 use TNk fescune, wou Can
e

oy cyoing an A0S

. BERGUIN You do Aoe
faor

vl of I
InEne RassvmordfiComlem flekds under Towen Cad Server,

LB koo Tonl

Graupta which the user i ascined

Feam coe I, s il Delong. servies te wec il D sucnorked o

| Applet encryptor started

@& Startl J [I;é} Q @ J I@/ CiscoSecure ACS - Mo... 1.:;* 14.bmp - Paint

) C:\Documents and Settin. .. |




¥ Ciscosecure ACS - Mozilla Firefox ==

File Edit Wiew History Bookmarks Tools  Help

r C X a |0\http:ﬁ13.o. 5:12502) - I

|G00gle

@ IMost Yisited ’ Getting Started 5 | Latest Headlines
é}' Do you want Firefox to remember this password? Remember | Mever for This Site | Tok Mow | ﬁ

. . User Setup bd

— o i

User Status Group Metwork Access Profile
I rasir Enabled Group 1 {2 users) {Default)
Add/Edit yasirb4ud Enabled Group 1 {2 users) ({Default)
Campaimnts

bl wr k.
ﬁlmf‘wm'“" List users beginning with letter/number:

AECLDEFFHIJKLM

Lo
|xnwm|an

IR
| Cunigue ction

ddmialraian .
% Contrat List all users I
d 3 | Extarnal Lizar Rermove Dunamic Users I
S | putatanes

_‘2 Hmm e G etk

=, | Aspartsand
i | aationy

B | St

| Done

& start| ey -1oN |@) CiscoSecure ACS - Mo... | 1 15.bmp - Paint | (3 C:\Documents and Settin... p 7:37 &AM




c+ Telnet 11.0.0.2

Uzername: yasir
Pazzword:

cv Telnet 11.0.0.2

Uzername: yasirbdud
Password:

R2 >




¥ CiscoSecure ACS - Mozilla Firefox 12 x|

File Edit Wiew History Bookmarks Tools  Help

- C X o I@‘http:,l’,l’lS.D. 5:12502( bl |

| Google >

|.2] Most visited # Getting Started 5 | Latest Headlines
i :
il Reports and Activity
cisco |

Passed Authentications active.csv [ Refresh [MDownload
s | Uaer
ilm"ﬂ Regular Expression Start Date & Time End Date & Time Rows per Page

I Imm.-"dd.-"l,u,u,u,l,hh:mm:ss Imm.l"dd.l"',";",",',hh:mm:ss ISD ;I
Apply Filter I Clear Filter I

Filtering is not applied.

|I.lurk
Configuration

_——— Network
| E o atian . NAS-IP-| Access (Shared Downloadable System- Application-
lime Message-lypellser-Name LIFoUp-Nam = d F REeason
— Date + Time Message-Type|User-Name Group-Name|Caller-ID|NAS-Port Address| Profile | RAC ACL Posture-Token Posture-Token Reason
] cnmiguration Name
ﬁlé‘f.’.‘::. whien| |09/24/2010({07:38:35 Authen OK vasirbdu3 Group 1 10.0.0.5 |tty98 13.0.0.1 |[(Default) |..
= 09/24/2010({07:33:25 Authen OK yasir Group 1 10.0.0.5 |tty98 13.0.0.1 |{Default) |..
Dahdah
r\x“-wnﬁnu-x
Prafila

(=, | Reparts and
g | aationy

1| | i
W# Startl J @ é @ J Ii@ CiscoSecure ACS - Mo... H 16.bmp - Paint | | C:\Documents and Settin, ..







