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LAB # 1 
 

 Securing the Router for Administrative Access 
 
 
 
 
LAB # 1.1 Configure and Encrypt Passwords on Routers R1 
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Step 1: Configure a minimum password length for all router passwords. 
 
R1(config)#security passwords min-length 6 
 
Step 2: Configure the enable secret password. 
 
R1(config)#enable secret yasir 
% Password too short - must be at least 6 characters. Password configuration failed 
R1(config)# 
 
Configure enable secret password min-length 6 character  
 
R1(config)#enable secret yasir123 
 
Step 3: Configure basic console, auxiliary port, and virtual access lines. 
 
R1(config)#line console 0 
R1(config-line)#password ciscocon 
R1(config-line)#login 
R1(config-line)#logging synchronous 
 
R1(config)#line aux 0 
R1(config-line)#password ciscoauxpass 
R1(config-line)#login 



 
Configure the password on the vty lines for router R1. 
 
R1(config)#line vty 0 4 
R1(config-line)#password yasir123 
R1(config-line)#login local 
 
Show Command 
 
R1#sh running-config 
Building configuration... 
 
Current configuration : 2267 bytes 
! 
version 12.4 
no service password-encryption 
! 
hostname R1 
! 
boot-start-marker 
boot-end-marker 
! 
security passwords min-length 6 
enable secret 5 $1$6p4q$f3GvBjAJxAemKsKtEfpSf. 
! 
no aaa new-model 
ip cef 
! 
! 
! 
! 
no ip domain lookup 
! 
! 
interface FastEthernet0/0 
 ip address 10.0.0.1 255.255.0.0 
 duplex auto 
 speed auto 
! 
interface FastEthernet0/1 
 no ip address 
 shutdown 
 duplex auto 
 speed auto 
! 
interface Serial1/0 
 ip address 11.0.0.1 255.255.255.0 
 serial restart-delay 0 
! 
interface Serial1/1 
 no ip address 
 shutdown 



 serial restart-delay 0 
! 
interface Serial1/2 
 no ip address 
 shutdown 
 serial restart-delay 0 
! 
interface Serial1/3 
 no ip address 
 shutdown 
 serial restart-delay 0 
! 
! 
! 
! 
! 
control-plane 
! 
! 
! 
line con 0 
password cttc123 
 logging synchronous 
 login 
line aux 0 
 password yasir123 
 login 
line vty 0 4 
 password yasir123 
 login local 
! 
! 
end 
 
R1# 
 
Step 4: Encrypt clear text passwords. 
 
R1(config)# service password-encryption 
 
 

Show command 
 
R1#sh running-config 
Building configuration... 
 
Current configuration : 2267 bytes 
! 
version 12.4 
no service password-encryption 
! 



hostname R1 
! 
boot-start-marker 
boot-end-marker 
! 
security passwords min-length 6 
enable secret 5 $1$6p4q$f3GvBjAJxAemKsKtEfpSf. 
! 
no aaa new-model 
ip cef 
! 
! 
! 
username yasir privilege 15 password 7 030752180500 
! 
no ip domain lookup 
! 
! 
interface FastEthernet0/0 
 ip address 10.0.0.1 255.255.0.0 
 duplex auto 
 speed auto 
! 
interface FastEthernet0/1 
 no ip address 
 shutdown 
 duplex auto 
 speed auto 
! 
interface Serial1/0 
 ip address 11.0.0.1 255.255.255.0 
 serial restart-delay 0 
! 
interface Serial1/1 
 no ip address 
 shutdown 
 serial restart-delay 0 
! 
interface Serial1/2 
 no ip address 
 shutdown 
 serial restart-delay 0 
! 
interface Serial1/3 
 no ip address 
 shutdown 
 serial restart-delay 0 
! 
! 
! 
! 
! 



control-plane 
! 
! 
! 
line con 0 
password 7 104D1D0D06464058 
 logging synchronous 
 login 
line aux 0 
 password 7 111018161E005A5E57 
 login 
line vty 0 4 
 password 7 111018161E005A5E57 
 login local 
! 
! 
End 
 
 
 
 
 
 
 
 
 
 
LAB #  1.2  
 
Configure a Login Warning Banner on Routers R1 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 
 
Step 1: Configure a warning message to display prior to login. 
 
R1(config)#banner motd $Unauthorized access strictly prohibited and 
prosecuted to the full extent of the law$ 
 
R1(config)#exit 

 
 
Show Interface 
 
R1#show ip interface brief 
Interface                  IP-Address      OK? Method  Status                Protocol 
FastEthernet0/0       10.0.0.1           YES NVRAM   up                       up 
FastEthernet0/1       unassigned      YES NVRAM   administratively down down 
Serial1/0                  11.0.0.1           YES NVRAM   up                        up 
Serial1/1                  unassigned      YES NVRAM   administratively down down 
Serial1/2                  unassigned      YES NVRAM   administratively down down 
Serial1/3                  unassigned      YES NVRAM   administratively down down 
 
 
Telnet From PC to R1  
 
 

 
 
 
 
 
 
 
 
 
 
 
 



 
 
 

Now you can see login warning banner on R1 
 

 
 
 
 
LAB 1.3  
 
Configure Enhanced Username Password Security on Routers R1 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 
 
Step 1: Create a new user account using the username command. 
 
R1(config)#username yasir123 password  cttc123 
 
 
 
Step 2: Create a new user account with a secret password. 
 
R1(config)#username imran secret cttc123 
 
 

Show Commands 
 
R1#sh running-config 
Building configuration... 
 
Current configuration : 2512 bytes 
! 
version 12.4 
service password-encryption 
! 
hostname R1 
! 
! 
security passwords min-length 6 
enable secret 5 $1$6p4q$f3GvBjAJxAemKsKtEfpSf. 
! 
no aaa new-model 
ip cef 
! 
! 
! 
! 
no ip domain lookup 
! 
! 
username yasir privilege 15 password 7 030752180500 
username yasir123 password 7 121A1103115A5E57 
username imran secret 5 $1$tKoa$.H/1Gk9NbJIlvYtPhx1j90 
! 
! 
! 
! 
! 
! 
! 
interface FastEthernet0/0 
 ip address 10.0.0.1 255.255.0.0 
 duplex auto 
 speed auto 
! 
interface FastEthernet0/1 
 no ip address 
 shutdown 
 duplex auto 
 speed auto 
! 



interface Serial1/0 
 ip address 11.0.0.1 255.255.255.0 
 serial restart-delay 0 
! 
interface Serial1/1 
 no ip address 
 shutdown 
 serial restart-delay 0 
! 
interface Serial1/2 
 no ip address 
 shutdown 
 serial restart-delay 0 
! 
interface Serial1/3 
 no ip address 
 shutdown 
 serial restart-delay 0 
! 
! 
! 
! 
control-plane 
! 
! 
banner motd ^CUnauthorized access strictly prohibited and 
prosecuted to the full extent of the law^C 
! 
line con 0 
 password 7 104D1D0D06464058 
 logging synchronous 
 login local 
line aux 0 
 password 7 111018161E005A5E57 
 login 
line vty 0 4 
 password 7 111018161E005A5E57 
 login local 
! 
! 
end 
 
R1# 
 
Step 3: Test the new account by logging from  virtual terminal line. 
 
R1(config)# line vty 0 4 
R1(config-line)#login local 
R1(config-line)#end 
R1#exit 
 



 
 

 
 



 
 
 
 
LAB # 1.4  
 
Configure Enhanced Virtual Login Security on Routers R1 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 
Step 1: Configure the router to watch for login attacks. 
 
R1#show login 
No login delay has been applied. 
No Quiet-Mode access list has been configured. 
Router NOT enabled to watch for login Attacks 
 
 
R1(config)#login block-for 60 attempts 2 within 30 
 
 
 
R1#show login 
     A default login delay of 1 seconds is applied. 
     No Quiet-Mode access list has been configured. 
 
     Router enabled to watch for login Attacks. 
     If more than 2 login failures occur in 30 seconds or less, 
     logins will be disabled for 60 seconds. 
 
     Router presently in Normal-Mode. 
     Current Watch Window 
         Time remaining: 4 seconds. 
         Login failures for current window: 0. 
     Total login failures: 0. 
 
R1# 
 
 
 
Step 2: Configure the router to log login activity. 
 
R1(config)#login on-success log 
R1(config)#login on-failure log every 2 
R1(config)#exit 
 

 
 
R1# 



*Mar  1 01:17:34.211: %SEC_LOGIN-4-LOGIN_FAILED: Login failed [user: yasir123] [Source: 10.0.0.5 
] [localport: 23] [Reason: Login Authentication Failed - BadPassword] at 01:17:34 UTC Fri Mar 1 
2002 
R1# 
*Mar  1 01:17:36.995: %SEC_LOGIN-1-QUIET_MODE_ON: Still timeleft for watching failures is 14 sec 
s, [user: asdf] [Source: 10.0.0.5] [localport: 23] [Reason: Login Authentication Failed - BadUse 
r] [ACL: sl_def_acl] at 01:17:36 UTC Fri Mar 1 2002 
R1# 
 
 
Verification Commands 
 
R1#show login failures 
Total failed logins: 3 
Detailed information about last 50 failures 
 
Username        SourceIPAddr    lPort  Count   TimeStamp 
yasir123         10.0.0.5         23          2       01:17:34 UTC Fri Mar 1 2002 
asdf             10.0.0.5         23          1       01:17:36 UTC Fri Mar 1 2002 
 
 
 
R1#show login 
     A default login delay of 1 seconds is applied. 
     No Quiet-Mode access list has been configured. 
     Every 2 failed login is logged. 
 
     Router enabled to watch for login Attacks. 
     If more than 2 login failures occur in 30 seconds or less, 
     logins will be disabled for 60 seconds. 
 
     Router presently in Quiet-Mode. 
     Will remain in Quiet-Mode for 34 seconds. 
     Denying logins from all sources. 
 
R1# 
 
R1# 
*Mar  1 01:18:36.995: %SEC_LOGIN-5-QUIET_MODE_OFF: Quiet Mode is OFF, because block period time 
 out at 01:18:36 UTC Fri Mar 1 2002 
R1# 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
R1#show login 



     A default login delay of 1 seconds is applied. 
     No Quiet-Mode access list has been configured. 
     Every 2 failed login is logged. 
 
     Router enabled to watch for login Attacks. 
     If more than 2 login failures occur in 30 seconds or less 
     logins will be disabled for 60 seconds. 
 
     Router presently in Normal-Mode. 
     Current Watch Window 
         Time remaining: 8 seconds. 
         Login failures for current window: 0. 
     Total login failures: 3. 
 
R1# 
 

 
 
R1#show login 
     A default login delay of 1 seconds is applied. 
     No Quiet-Mode access list has been configured. 
     Every 2 failed login is logged. 
 
     Router enabled to watch for login Attacks. 
     If more than 2 login failures occur in 30 seconds or less, 
     logins will be disabled for 60 seconds. 
 
     Router presently in Normal-Mode. 
     Current Watch Window 
         Time remaining: 18 seconds. 
         Login failures for current window: 0. 
     Total login failures: 3. 
 
 

 
 
LAB # 1.5  
 



Configure the SSH Server on Router R1 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Step 1: Configure a domain name. 
 
R1#conf t 
R1(config)#ip domain-name yasirb4u3.4shared.com 
 
 
 
Step 2: Configure a privileged user for login from the SSH client. 
 
R1(config)#username yasir privilege 15 secret cttc123 
 
 
Step 3: Configure the vty lines. 
 
R1(config)#line vty 0 4 
R1(config-line)#login local 
R1(config-line)#transport input ssh 
R1(config-line)#exit 

 
 
Step 4: Generate the RSA encryption key pair for the router. 
 
R1(config)#crypto key generate rsa 
The name for the keys will be: R1.yasirb4u3.4shared.com 
Choose the size of the key modulus in the range of 360 to 2048 for your 
  General Purpose Keys. Choosing a key modulus greater than 512 may take 
  a few minutes. 
 
How many bits in the modulus [512]: 
% Generating 512 bit RSA keys, keys will be non-exportable...[OK] 
 
R1(config)# 
*Mar  1 01:30:15.643:  RSA key size needs to be atleast 768 bits for ssh version 2 
R1(config)# 
*Mar  1 01:30:15.651: %SSH-5-ENABLED: SSH 1.5 has been enabled 
R1(config)# 
 



 

Step 5: Verify the SSH configuration. 
 
R1#show ip ssh 
 
R1#sh ip ssh 
SSH Enabled - version 1.5 
Authentication timeout: 120 secs; Authentication retries: 3 
R1# 
 
Step 6: Configure SSH timeouts and authentication parameters. 
 
R1(config)#ip ssh time-out 90 
R1(config)#ip ssh authentication-retries 2 
 
 
R1#sh ip ssh 
SSH Enabled - version 1.5 
Authentication timeout: 90 secs; Authentication retries: 2 
R1# 
 
 

Step 3: Verify SSH connectivity to R1 from PC. 
 
a. Launch PuTTY by double-clicking the putty.exe icon. 
b. Input the R1 Fa0/0 IP address 10.0.0.1 in the Host Name or IP address field. 
c. Verify that the SSH radio button is selected. 
     CCNA Security 
 
d. Click Open. 
e. In the PuTTY Security Alert window, click Yes. 
f. Enter the yasir123 username and password cttc123 in the PuTTY window. 

 
 



 
 
 
LAB # 1.6 
 
Create an SDM user and enable the HTTP secure server 
on R1. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
a. Create a privilege-level 15 username and password on R1. 
 
R1(config)#username yasir privilege 15 password cttc 
 
b. Enable the HTTP secure server on R1. 
 
R1(config)#ip http secure-server 
 
% Generating 1024 bit RSA keys, keys will be non-exportable...[OK] 
R1(config)# 
*Dec 19 17:01:07.763: %SSH-5-ENABLED: SSH 1.99 has been enabled 
*Dec 19 17:01:08.731: %PKI-4-NOAUTOSAVE: Configuration was modified. 
Issue 
"write memory" to save new certificate 
 
c. Enable local HTTP authentication on R1. 
 
R1(config)#ip http authentication local 
R1(config)#end 
 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Start SDM. 
 
a. From PC-A, run the SDM application and enter the IP address of R1 FA0/0 
(10.0.0.1) or open a 
web browser and navigate to https://10.0.0.1 



 
 
 
 
 
 
 
 
 



 
 
 



 
 





 
 
 
LAB # 1.7   
 
Configure the SSH  on Router R1 with SDM 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Click on configure then click on additional task 



 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Click on Router Access and then click on SSH 
 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Click on Genrate RSA Key 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Enter Value of Key modules Size and Press ok 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Enter Username and password for SSH 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Then Click on VTY and Click on Edit 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Set Line Range for virtual SSH and Telnet 



Click on ok 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
This command will be deliver on the Router and press Deliver Button  



 
 
 
 
 
 
 
 
 
 
 
 
  
 
 
 
 
Click on ok 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Virtual Lines are configure for telnet and ssh 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Your RSA key is generate 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Verfiy you SSH from PC A with Putty software 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
  
 
 
 
 
 
 
 
Click on Yes 



 
 
 
Enter Login name and password 
 

 
 
 
 



 
 
 

Configure Administrative Roles 
 
 
Create multiple administrative roles or views on routers R1 
 
Lab 2.  
 
Enable Root View on R1 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Step 1: Enable AAA on router R1. 
 
 
To define views, AAA must be enabled. 
R1#config t 
R1(config)#aaa new-model 
R1(config)#exit 
 
 
 
 
Step 2: Enable the root view. 
 
R1# enable view 
Password: yasir123 



*Dec 16 22:41:17.483: %PARSER-6-VIEW_SWITCH: successfully set to view 
'root'. 
 

Create New Views for the Admin1, Admin2, and Tech Roles on R1 
 
Step 1: Create the admin1 view, establish a password, and assign privileges. 
 
R1(config)#parser view admin1 
R1(config-view)# 
*Dec 16 22:45:27.587: %PARSER-6-VIEW_CREATED: view 'admin1’ 
successfully created. 
 
 
R1(config-view)#secret yasir123 
R1(config-view)# 
 
R1(config-view)#commands exec include all show 
R1(config-view)#commands exec include all config terminal 
R1(config-view)#commands exec include all debug 
R1(config-view)#end 
 
Verify the admin1 view. 
 
 
 
 
R1#enable view admin1 
Password:yasir123 
 
*Dec 16 22:56:46.971: %PARSER-6-VIEW_SWITCH: successfully set to view 
'admin1' 
R1#show parser view 
Current view is ‘admin1’ 
 
R1#? 
Exec commands: 
configure   Enter configuration mode 
debug   Debugging functions (see also 'undebug') 
enable   Turn on privileged commands 
exit    Exit from the EXEC 
show    Show running system information 
 
R1#show ? 
aaa    Show AAA values 
accounting   Accounting data for active sessions 
adjacency   Adjacent nodes 
alignment   Show alignment information 
appfw   Application Firewall information 
archive   Archive of the running configuration information 
arp    ARP table 
 
 
 
 
 
 
2: Create the admin2 view, establish a password, and assign privileges. 
 
R1#enable view 
Password:yasir123 
*Dec  1 00:05:50.239: %PARSER-6-VIEW_SWITCH: successfully set to view 'root'. 



 
 
 
 
R1(config)#parser view admin2 
R1(config-view)# 
*Dec 16 23:02:27.587: %PARSER-6-VIEW_CREATED: view 'admin2’ 
 
R1(config-view)#secret cttc123 
R1(config-view)# 
 
 
Verify the admin2 
 
R1(config-view)#end 
 
R1#enable view admin2 
Password: cttc123 
*Dec 16 23:05:46.971: %PARSER-6-VIEW_SWITCH: successfully set to view 
'admin2' 
R1#show parser view 
R1# Current view is ‘admin2’ 
 
R1#? 
Exec commands: 
Enable  Turn on privileged commands 
exit    Exit from the EXEC 
show    Show running system information 
 
 
R1#enable view 
Password:yasir123 
 
1 00:08:01.055: %PARSER-6-VIEW_SWITCH: successfully set to view 'root'. 
 
 
R1(config)#parser view tech 
R1(config-view)# 
*Dec 16 23:10:27.587: %PARSER-6-VIEW_CREATED: view 'tech’ successfully created. 
 
 
R1(config-view)#secret techpasswd 
R1(config-view)# 
 
 
R1(config-view)#commands exec include show version 
R1(config-view)#commands exec include show interfaces 
R1(config-view)#commands exec include show ip interface brief 
R1(config-view)#commands exec include show parser view 
 
 

 
 
 
 
Verify the tech view. 
 
R1#enable view tech 
Password:techpasswd 
*Dec 16 23:13:46.971: %PARSER-6-VIEW_SWITCH: successfully set to view 



'tech' 
 
R1#show parser view 
 
 1 00:09:25.211: %PARSER-6-VIEW_SWITCH: successfully set to view 'tech'. 
 
R1#? 
Exec commands: 
enable  Turn on privileged commands 
exit   Exit from the EXEC 
show   Show running system information 
 
 
 
 
R1#show ? 
  flash:      display information about flash: file system 
  interfaces  Interface status and configuration 
  ip          IP information 
  parser      Display parser information 
  slot0:      display information about slot0: file system 
  version     System hardware and software status 
 
 

Create the ahmed superview, establish a password, and assign view 
 
 
R13#enable view 
Password: 
 
R13# 
*Mar  1 00:12:49.691: %PARSER-6-VIEW_SWITCH: successfully set to view 'root'. 
 
R13#configure terminal 
R13(config)#parser view ahmed superview 
 
*Mar  1 00:13:28.915: %PARSER-6-SUPER_VIEW_CREATED: super view 'ahmed' successfully created. 
 
R13(config-view)#secret ahmed123 
 
R13(config-view)#view admin1 
R13(config-view)#view admin 
 
*Mar  1 00:14:24.851: %PARSER-6-SUPER_VIEW_EDIT_ADD: view admin1 added to superview ahmed. 
 
R13(config-view)#view admin2 
R13(config-view)# 
 
*Mar  1 00:14:26.679: %PARSER-6-SUPER_VIEW_EDIT_ADD: view admin2 added to superview ahmed. 
 
R13(config-view)#view tech 
R13(config-view)# 
 
*Mar  1 00:14:38.263: %PARSER-6-SUPER_VIEW_EDIT_ADD: view tech added to superview ahmed. 
R13(config-view)# 
 
 
 
 



 
R13#enable view ahmed 
Password: 
 
R13# 
*Mar  1 00:16:11.851: %PARSER-6-VIEW_SWITCH: successfully set to view 'ahmed'. 
R13# 
 
 
R13#show parser view 
Current view is 'ahmed' 
R13# 
 
R13#? 
Exec commands: 
  configure  Enter configuration mode 
  enable     Turn on privileged commands 
  exit       Exit from the EXEC 
  show       Show running system information 
 
R13# 
 
R13#show ? 
  aaa                       Show AAA values 
  access-expression         List access expression 
  access-lists              List access lists 
  accounting                Accounting data for active sessions 
  adjacency                 Adjacent nodes 
  alarm-interface           Display information about a specific Alarm 
                            Interface Card 
  aliases                   Display alias commands 
  alignment                 Show alignment information 
  appfw                     Application Firewall information 
  archive                   Archive of the running configuration information 
  arp                       ARP table 
  async                     Information on terminal lines used as router 
                            interfaces 
  auto                      Show Automation Template 
  backhaul-session-manager  Backhaul Session Manager information 
  backup                    Backup status 
  bcm560x                   BCM560x HW Table 
  bridge                    Bridge Forwarding/Filtering Database [verbose] 
  buffers                   Buffer pool statistics 
  call                      Show call 
  caller                    Display information about dialup connections 
 --More— 
 
 
 
R13(config)#? 
Configure commands: 
  aaa                         Authentication, Authorization and Accounting. 
  access-list                 Add an access list entry 
  alarm-interface             Configure a specific Alarm Interface Card 
  alias                       Create command alias 
  appfw                       Configure the Application Firewall policy 
  archive                     Archive the configuration 



  arp                         Set a static ARP entry 
  async-bootp                 Modify system bootp parameters 
  backhaul-session-manager    Configure Backhaul Session Manager 
  banner                      Define a login banner 
  bba-group                   Configure BBA Group 
  boot                        Modify system boot parameters 
  bridge                      Bridge Group. 
  buffers                     Adjust system buffer pool parameters 
  busy-message                Display message when connection to host fails 
  call                        Configure Call parameters 
  call-history-mib            Define call history mib parameters 
  carrier-id                  Name of the carrier associated with this trunk 
                              group 
  cdp                         Global CDP configuration subcommands 
  chat-script                 Define a modem chat script 
 --More-- 
 
 
R13#enable 
Password: 
R13# 
 
R13#sh running-config 
Building configuration... 
 
Current configuration : 2936 bytes 
! 
version 12.4 
no service password-encryption 
! 
hostname R1 
! 
! 
enable secret 5 $1$oHAV$/Ur1rGf5lgStRFgeAcL7g1 
! 
aaa new-model 
! 
! 
ip cef 
! 
! 
no ip domain lookup 
! 
! 
! 
username yasir privilege 15 password 0 cisco 
! 
! 
 
! 
interface FastEthernet0/0 
 ip address 10.0.0.1 255.255.0.0 
 duplex auto 
 speed auto 
! 
interface FastEthernet0/1 
 no ip address 



 shutdown 
 duplex auto 
 speed auto 
! 
interface Serial1/0 
 ip address 11.0.0.1 255.255.255.0 
 serial restart-delay 0 
! 
interface Serial1/1 
 no ip address 
 shutdown 
 serial restart-delay 0 
! 
interface Serial1/2 
 no ip address 
 shutdown 
 serial restart-delay 0 
! 
interface Serial1/3 
 no ip address 
 shutdown 
 serial restart-delay 0 
! 
control-plane 
! 
! 
! 
line con 0 
logging synchronous 
line aux 0 
line vty 0 3 
line vty 0 4 
! 
parser view admin1 
 secret 5 $1$ZXjU$BijAXGbBC7vGG6n.HyaNK1 
 commands exec include all configure terminal 
 commands exec include configure 
 commands exec include all show 
! 
parser view admin2 
 secret 5 $1$5PxG$6gIUYP5VOcvQG8XlnL4ul0 
! 
parser view tech 
 secret 5 $1$Vz3X$x2jZcC810b94vOnhylB.V. 
 commands exec include show ip interface brief 
 commands exec include show ip interface 
 commands exec include show ip 
 commands exec include show version 
 commands exec include show parser view 
 commands exec include show parser 
 commands exec include show interfaces 
 commands exec include show 
! 
parser view ahmed superview 
 secret 5 $1$cn/J$Pz5RSAxvANAhRGDohVwDm0 
 view admin1 



 view admin2 
 view tech 
! 
! 
! 
end 
 
R13# 
 
 
 
 
LAB # 3  
 
Configure syslog Support on R1 and PC-A 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Step 1: Install the syslog server. 
 
 
Step 2: Configure R1 to log messages to the syslog server using the CLI. 
 
R1(config)#logging 10.0.0.5 
 
Step 3: Configure the logging severity level on R1. 
 
R1(config)#logging trap ? 
 
<0-7>  Logging severity level 
alerts   Immediate action needed   (severity=1) 
critical   Critical conditions    (severity=2) 



debugging   Debugging messages    (severity=7) 
emergencies  System is unusable   (severity=0) 
errors   Error conditions     (severity=3) 
informational  Informational messages    (severity=6) 
notifications  Normal but significant conditions (severity=5) 
warnings   Warning conditions    (severity=4) 
 
 
R1(config)#logging trap warnings 
 
 
R1#show logging 
Syslog logging: enabled (0 messages dropped, 1 messages rate-limited, 
0 flushes, 0 overruns, xml disabled, filtering 
disabled) 
No Active Message Discriminator. 
No Inactive Message Discriminator. 
Console logging: level debugging, 271 messages logged, xml 
disabled, 
filtering disabled 
Monitor logging: level debugging, 0 messages logged, xml disabled, 
filtering disabled 
Buffer logging: disabled, xml disabled, 
filtering disabled 
Logging Exception size (4096 bytes) 
Count and timestamp logging messages: disabled 
Persistent logging: disabled 
No active filter modules. 
ESM: 0 messages dropped 
Trap logging: level warnings, 0 message lines logged 
Logging to 192.168.1.3 (udp port 514, audit disabled, 
authentication disabled, encryption disabled, link up), 
0 message lines logged, 
0 message lines rate-limited, 
0 message lines dropped-by-MD, 
xml disabled, sequence number disabled 
filtering disabled 
 
 
 
 
 
 
 
 
 
 
Step 6: Start the Kiwi Syslog Server. 
Open the Kiki Syslog Daemon application on your desktop or click the Start button and select Programs > 
Kiwi Enterprises > Kiwi Syslog Daemon. 
 



 
 
Verify that logging to the syslog server is occurring. 
 
R1(config)#interface S0/0/0 
R1(config-if)#shutdown 
R1(config-if)#no shutdown 
 

 
 
 

 
 
 
 
 
 
 
 
 
LAB # 4 
 



Configure Syslog with SDM 
 
 
 

 
 



 
 



 
 



 
 



 
 



 
 



 
 
 
 



 
 
 
 
 
 
 
 
 
 
 



 
Lab # 5  
 

AutoSecure to Secure R1 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Use the AutoSecure Cisco IOS feature. 
 
 
R1#auto secure 
--- AutoSecure Configuration --- 
*** AutoSecure configuration enhances the security of the router, but it will 
not make it absolutely resistant to all security attacks *** 
AutoSecure will modify the configuration of your device. All configuration 
changes will be shown. For a detailed explanation of how the configuration 
changes enhance security and any possible side effects, please refer to 
Cisco.com for 
Autosecure documentation. 
At any prompt you may enter '?' for help. 
Use ctrl-c to abort this session at any prompt. 
Gathering information about the router for AutoSecure 
Is this router connected to internet? [no]: yes 
Enter the number of interfaces facing the internet [1]:  
Press ENTER to 
accept the default of 1 in square brackets. 
 
Interface   IP-Address   OK? Method  Status         Protocol 
FastEthernet0/0  10.0.0.1   YES NVRAM administratively down 
FastEthernet0/1  unassigned  YES NVRAM  up     up 
Serial1/0   11.0.0.1   YES NVRAM administratively down  
Serial1/1       YES NVRAM  up     up 
 
 
Enter the interface name that is facing the internet: serial 1/0 
Securing Management plane services... 
Disabling service finger 



Disabling service pad 
Disabling udp & tcp small servers 
Enabling service password encryption 
Enabling service tcp-keepalives-in 
Enabling service tcp-keepalives-out 
Disabling the cdp protocol 
Disabling the bootp server 
Disabling the http server 
Disabling the finger service 
Disabling source routing 
Disabling gratuitous arp 
Here is a sample Security Banner to be shown 
at every access to device. Modify it to suit your 
enterprise requirements. 
Authorized Access only 
This system is the property of So-&-So-Enterprise. 
UNAUTHORIZED ACCESS TO THIS DEVICE IS PROHIBITED. 
You must have explicit permission to access this 
device. All activities performed on this device 
are logged. Any violations of access policy will result 
in disciplinary action. 
Enter the security banner {Put the banner between 
k and k, where k is any character}: 
 
# Unauthorized Access Prohibited # 
 
Enable secret is either not configured or 
is the same as enable password 
Enter the new enable secret: cisco12345 
Confirm the enable secret : cisco12345 
Enter the new enable password: cisco67890 
Confirm the enable password: cisco67890 
Configuration of local user database 
 
Enter the username: admin 
Enter the password: cisco12345 
Confirm the password: cisco12345 
Configuring AAA local authentication 
Configuring Console, Aux and VTY lines for 
local authentication, exec-timeout, and transport 
Securing device against Login Attacks 
Configure the following parameters 
 
Blocking Period when Login Attack detected: 60 
 
Maximum Login failures with the device: 2 
 
Maximum time period for crossing the failed login attempts: 30 
 
Configure SSH server? [yes]: Press ENTER to accept the default of yes 
 
Enter the domain-name: yasirb4u3.4shared.com 
 
Configuring interface specific AutoSecure services 
Disabling the following ip services on all interfaces: 
no ip redirects 
no ip proxy-arp 
no ip unreachables 
no ip directed-broadcast 
no ip mask-reply 
Disabling mop on Ethernet interfaces 
Securing Forwarding plane services... 
Enabling CEF (This might impact the memory requirements for your platform) 
Enabling unicast rpf on all interfaces connected 



to internet 
Configure CBAC Firewall feature? [yes/no]: no 
Tcp intercept feature is used prevent tcp syn attack 
on the servers in the network. Create autosec_tcp_intercept_list 
to form the list of servers to which the tcp traffic is to 
be observed 
 
Enable tcp intercept feature? [yes/no]: yes 
 
This is the configuration generated: 
 
no service finger 
no service pad 
no service udp-small-servers 
no service tcp-small-servers 
service password-encryption 
service tcp-keepalives-in 
service tcp-keepalives-out 
no cdp run 
no ip bootp server 
no ip http server 
no ip finger 
no ip source-route 
no ip gratuitous-arps 
no ip identd 
banner motd ^C Unauthorized Access Prohibited ^C 
security passwords min-length 6 
security authentication failure rate 10 log 
enable secret 5 $1$FmV1$.xZUegmNYFJwJv/oFwwvG1 
enable password 7 045802150C2E181B5F 
username admin password 7 01100F175804575D72 
aaa new-model 
aaa authentication login local_auth local 
line con 0 
login authentication local_auth 
exec-timeout 5 0 
transport output telnet 
line aux 0 
login authentication local_auth 
exec-timeout 10 0 
transport output telnet 
line vty 0 4 
login authentication local_auth 
transport input telnet 
line tty 1 
login authentication local_auth 
exec-timeout 15 0 
login block-for 60 attempts 2 within 30 
ip domain-name ccnasecurity.com 
crypto key generate rsa general-keys modulus 1024 
ip ssh time-out 60 
ip ssh authentication-retries 2 
line vty 0 4 
transport input ssh telnet 
service timestamps debug datetime msec localtime show-timezone 
service timestamps log datetime msec localtime show-timezone 
logging facility local2 
logging trap debugging 
service sequence-numbers 
logging console critical 
logging buffered 
interface FastEthernet0/0 
no ip redirects 
no ip proxy-arp 



no ip unreachables 
no ip directed-broadcast 
no ip mask-reply 
no mop enabled 
interface FastEthernet0/1 
no ip redirects 
no ip proxy-arp 
no ip unreachables 
no ip directed-broadcast 
no ip mask-reply 
no mop enabled 
interface Serial0/0/0 
no ip redirects 
no ip proxy-arp 
no ip unreachables 
no ip directed-broadcast 
no ip mask-reply 
interface Serial0/0/1 
no ip redirects 
no ip proxy-arp 
no ip unreachables 
no ip directed-broadcast 
no ip mask-reply 
interface Vlan1 
no ip redirects 
no ip proxy-arp 
no ip unreachables 
no ip directed-broadcast 
no ip mask-reply 
no mop enabled 
ip cef 
access-list 100 permit udp any any eq bootpc 
interface Serial0/0/1 
ip verify unicast source reachable-via rx allow-default 100 
ip tcp intercept list autosec_tcp_intercept_list 
ip tcp intercept drop-mode random 
ip tcp intercept watch-timeout 15 
ip tcp intercept connection-timeout 3600 
ip tcp intercept max-incomplete low 450 
ip tcp intercept max-incomplete high 550 
! 
end 
 
Apply this configuration to running-config? [yes]: <ENTER> 
Applying the config generated to running-config 
The name for the keys will be: R3.ccnasecurity.com 
% The key modulus size is 1024 bits 
% Generating 1024 bit RSA keys, keys will be non-exportable...[OK] 
R3# 
000037: *Dec 19 21:18:52.495 UTC: %AUTOSEC-1-MODIFIED: AutoSecure 
configuration 
has been Modified on this device 
 
 
 
 
 
LAB # 6 
 



SDM Security Audit Tool on R1 to Identify Security Risks 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Create an SDM user and enable the HTTP secure server on R1. 
 
R1(config)#username yasir privilege 15 secret  cttc123 
 
 
R1(config)#ip http secure-server 
% Generating 1024 bit RSA keys, keys will be non-exportable...[OK] 
 
R1(config)# 
*Dec 19 17:01:07.763: %SSH-5-ENABLED: SSH 1.99 has been enabled 
*Dec 19 17:01:08.731: %PKI-4-NOAUTOSAVE: Configuration was modified. 
Issue 
"write memory" to save new certificate 
 
 
R1(config)#ip http authentication local 
R1(config)#end 
 
 
 
 
 
 
Start SDM from PC-A 
 
 



 
 
 
 
 



 
 



 
 
 
 
 
  



 
 
 
 



 
 
 
 



 
 
 



 
 
 



 
 
 
 



 
 
 



 
 
 
 
 
 



 

 
 
 
 
 



 
 
 
 
 



 
 
 
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



Lab # 7   
 
One Step-Lockdown 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Stat SDM from PC-A Just like above we have configure SDM 



 

 
 



 
 
 
 
  
 



 

 
 
 
 
  



 
 
 
 
 
 
 
 



 
 
 
 
LAB # 8 
Configure Local Authentication Using AAA on R1 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 
 
 
Configure the local user database. 
 
R1(config)#username Admin-Yasir privilege 15 secret  cttc123 
 
 
Configure AAA Local Authentication Using Cisco IOS 
 
Enable AAA services. 
 
R1(config)#aaa new-model 
 
Implement AAA services for console access using the local database. 
 
R1(config)#aaa authentication login default local none 
 

 
] 
 
 
 



 
 
 
 AAA authentication profile for Telnet using the local database. 
 
R1(config)#aaa authentication login TELNET_LINES local 
R1(config)#line vty 0 4 
R1(config-line)#login authentication TELNET_LINES 
 
 
 

 
 



 
 
LAB # 9 
 
Configure AAA Local Authentication Using Cisco SDM 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Implement AAA services and HTTP router access prior to starting SDM. 
 
 
A. From the CLI global config mode, enable a new AAA model. 
 
R3(config)#aaa new-model 
 
B. Enable the HTTP server on R3 for SDM access. 
 
R3(config)#ip http server 
 
 
Open a browser on PC-C and start SDM by entering the R1 IP address 
10.0.0.1 in the address field. 
Click the Configure button at the top of the screen. 
 



b. Select Additional Tasks > Router Access > User Accounts/View. 
c. In the User Accounts/View window, click Add. 
 

 
 
 
 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
Create a AAA method list for login. 
 
a. Click the Configure button at the top of the screen. 
b. Select Additional Tasks > AAA > Authentication Policies > Login. 
c. In the Authentication Login window, click Add. 
d. In the Add a Method List for Authentication Login window, verify that Default is in the 
Name field. 
 



 
 
 
 

 



 
 
 
Verify the AAA username and profile for console login from PC-A. 
 
 

 
 
 
 

 
 
 
 
 
 
 
 
 
 
 



Lab # 9  
 
Configuring an Intrusion Prevention System (IPS) 
Using SDM 
 
 
 
 
 
 
 
 
 
 
 
 



  
 
 
 



 
 
 



 
 
 
 



 
 
 
 



 
 
 
 



 
 
 



 
 
 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 
 
Modify Signature Settings 
 
Step 1: Verify connectivity. 
 
From PC-A, ping PC-B. The pings should be successful. 
 
 
 

 
 
 
Step 2: Configure the IPS application to drop ping (echo request) 
traffic. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
a. From SDM, click Configure and select Intrusion Prevention > Edit IPS > Signatures. 



 
 
 
 
b. In the View By drop-down list, choose Sig ID. 
c. In the Sig ID field, enter 2004, and then click Go. 
d. Right-click the signature and choose Actions from the context menu. 
e. Choose Deny Packet Inline and leave the Produce Alert check box checked. Click OK. 
f. Click Apply Changes. Your screen should look similar to the following. 









 
 
 
 



 
 
 
 
 













 
 
 
 
 
 
 
 

 
 



 
 









 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
  
 
 
 
 



 
 













 
 
 
 
 
 
 
 
 
 
 



 
LAB # 10  
Configuring Firewall 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

   
 
 
 
 
 
 

























 
 
 
 
 



 
 
 
 
 
 
 



 
 
 
 
 



 
 
 



 
 
 
 



 
 
 



 
 
 
 



 
 
 
 
 
 



 
 
 
 



 
 
 
 

 
 
 



 
 

 
 
 



 
 
 
 
 
 
 
 
 
 



LAB # 11 
 

Site-to-Site VPN using CLI 
 
Objective 

 
Establish Site-to-Site VPN between 2 VPN  Gateways i.e Router 1 and Router 2 using PRE-SHARED KEYS 
for authentication. 

 
 
 
 
 
 
 
 
 
 

1) Bring up the connections and ping end to end. 
2) From PC-A opens the browser and issues this command. 
    http://10.0.0.1 
 
 
 
 
 
 
 
 
 

 
 



 
3) Now the following windows appears, Click on the configure tab above 

 

 
 
 
 
 
 
 
 
 



 
 

4) Clicking on Configure tab opens the list of configuration options available, select VPN from the left menu, 
now at left click on Create site to site vpn radio button and then click on the launch the selected task 
button to launch the wizard…  

 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 



 
 
 

5) Now the wizard will start, click on the step by step wizard radio button and then click next 

  
  
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 



 
 
 

6) Now from the following window, 
1. Select the interface that is connected to Router 2. 
2. Specify that the peer is using the static ip address. 
3. Enter the ip address. 

        4.   Enter the preshared key for authentication used in ISAKMP phase 1 
 

 
 
 
 

 
 
 
 
 

 
 
 
 
 
 
 
 
 



 
 
 

7).  In this window, we have to define transform set for phase 1, click on the Add button to define our own     
      transform set. 

  8).  In this window, define your own parameters for the transform set and then click OK. 
  9). Now click Next 

 

 
  

 
 
 

 
 
 
 
 
 
 
 
 

 
 
 
 
 



 
 
 
 

  
 10).Now in this window you may define transform set for IPSec or phase 2 negotiation… 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 
 
 
 
 

11). Now define the required parameters and click Ok. 
     12).  Now we can see that user defined Transform set is now listed. Click Next to continue. 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 
 
 
 
 
 

13) Now define the traffic to be protected 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 
 

 14).Transform Set R1 is configured now click on Next 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 



 
 
 

 
 15). Now the following window appears indicating that the wizard is complete 

 
 
 
 
 
 
 
 
 
 

 
 
 
 

 
 
 
 
 
 



 
16). Click on the start button to test the tunnel connectivity. 

 
 

  
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 

17) If all configuration goes well then u should see the following screen.. 
 
               Note: test the tunnl connectivity after u have configured  

 Router 2  for  IPSec !!!! 

 
 
 
 
 
  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
Configure Router 2 with CLI as show below. 
 
 
first enable isakmp 
 

  Router2(config)#  crypto isakmp enable ( optional ) 
 

 Configure isakmp policy set for negotiation 
 

Router2(config)#  crypto isakmp policy 10 
Router2(config-isakmp)#  authentication pre-share  
Router2(config-isakmp)#  encryption des 
Router2(config-isakmp)#  hash SHA_1 
Router2(config-isakmp)#  group 2 
 

Configure pre-shared authentication key 
 

 Router2(config)#  crypto isakmp key cisco123 address 11.0.0.1 
 

 Configure cryto ACL to define which traffic to protect 

 Router2(config)#  access-list 111 permit ip host 13.0.0.0 0.255.255.255 10.0.0.0 0.255.255.255 
 

 Configure IPSec transform-set 
 
 Router2(config)#  crypto ipsec transform-set R2 esp-3des esp-md5-hmac 
 

 Configure Crypto-map 
 

Router2(config)#  crypto map mymap 10 ipsec-isakmp 
Router2(config-crypto-map)#  match address 111 
Router2(config-crypto-map)#  set peer 11.0.0.1 
Router2(config-crypto-map)#  set transform-set R2 

  
 

 Apply the crypto map to the WAN interface 
 

Router2(config)#  int s 1/1  
Router2(config-if)#  crypto map mymap 

 
 



  
LAB # 11 
 

AAA Server Configuration 
 
Objective 

 
  Configure AAA server to perform user authentication and accounting. 
 

 
 
 
 
 
 
 
 
 
 
Configuration 
 
 
Configuraion on R2 
 
R2(config)#aaa new-model 
R2(config)#aaa  authentication login default group tacacs+ local 
R2(config)#aaa accounting commands 15 default start-stop group tacacs+ 
R2(config)#aaa accounting exec default start-stop group tacacs+ 
 



 
 
 
 
 
 
1) Bring up the connections and ping end to end. 
2) Install ACS for windows. 
3) Configure ACS as follows 
4)  Enter the user setup and enter the username. Click on Add/Edit to define the 
     Password 
 
 

 



 
 
 
Configure Network Configuration click on Network Congfiguration. 
Then click on AAA Client Add Entry 
 

 
 
 
 
 
 
 
 
 
 
 
 
 



 
 
 
 
 
 
Configure Ip Address of the Client, Here Router 1 is your client Set Shared Secret Key. 
Then click on Submit + Apply 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 
 
Add User Database in the ACS server. 
Click on User Step, Add user name and then click  
 

 
 
 
 
 
 
 
 
 
 



 
 
 

 
 
 
 
 
 
 
 
 



 

 
 
 
 
 
 

 
 
 
 
 
 
 
 
 



 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 

 
 
 
 

 
 
 
 
 
 
 
 
 
 
 



 

 
 
 
 
 

 
 
 
 
 
 
 
 
 
 



 
 

 
 
 
 
 

 
 
 
 



 
 

 
 
 
 

 
 
 
 
 
 
 
 
 
 



 
 

 
 
 
 
 
 

 
 
 
 
 



 
 
 
 
 



 
 
 
 
 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 
 
 
 
 
 

 
 
 
 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 
 
 
 
 
 
 
 

 


